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Objectives 
 Adjust your User Account Control security level 

 Devise a strong password 

 Create, manage, and delete user accounts 

Equipment Required 

 Notebook computer 

 Internet connection 

Introduction 
User-account security helps to protect your computer against malicious software and accidental changes to 

system settings that can disable your computer. In addition to using a strong password, it’s important to adjust 

your security settings and manage user accounts to avoid malware or inadvertent system changes. 

In this lab, you will demonstrate your understanding of user-account security by devising a strong password, 

creating, modifying, and deleting user accounts as well as adjusting your UAC security-level. 

In order to perform the lab Procedure, you should know how to: 

 Create a strong password 

 Access the User Account Control window 

 Create modify, and delete user accounts 

 Switch between user accounts 

Procedure 
1. Write a strong password on a sheet of paper 

2. Test the password at https://www.microsoft.com/security/pc-security/password-checker.aspx 

3. Configure your account to notify you if an app attempts to make changes to the system, but to skip 

notification when you make changes to the system  

4. Create a local administrator account for a user named Watson 

5. Switch accounts and login as Watson 

6. Change Watson’s account type to a standard user 

7. Log out of Watson and login to your account 

8. Delete the account for Watson 

http://msamc.org/assets/20151221_v001_msamc_tafd_117.1.6_lab2_student.pdf
http://www.msamc.org/resources.html
http://www.msamc.org/resources.html
http://www.msamc.org/
http://creativecommons.org/licenses/by/4.0/
https://www.microsoft.com/security/pc-security/password-checker.aspx
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SAFETY DISCLAIMER: 

M-SAMC educational resources are in no way meant to be a substitute for occupational safety and health 

standards. No guarantee is made to resource thoroughness, statutory or regulatory compliance, and related 

media may depict situations that are not in compliance with OSHA and other safety requirements. It is the 

responsibility of educators/employers and their students/employees, or anybody using our resources, to comply 

fully with all pertinent OSHA, and any other, rules and regulations in any jurisdiction in which they learn/work.  

M-SAMC will not be liable for any damages or other claims and demands arising out of the use of these 

educational resources.  By using these resources, the user releases the Multi-State Advanced Manufacturing 

Consortium and participating educational institutions and their respective Boards, individual trustees, 

employees, contractors, and sub-contractors from any liability for injuries resulting from the use of the 

educational resources. 

DOL DISCLAIMER: 
This product was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training 

Administration. The product was created by the grantee and does not necessarily reflect the official position of 

the U.S. Department of Labor. The Department of Labor makes no guarantees, warranties, or assurances of any 

kind, express or implied, with respect to such information, including any information on linked sites and 

including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, 

continued availability, or ownership. 

RELEVANCY REMINDER: 

M-SAMC resources reflect a shared understanding of grant partners at the time of development. In keeping with 

our industry and college partner requirements, our products are continuously improved. Updated versions of 

our work can be found here:   http://www.msamc.org/resources.html. 
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