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Explanation 

In this lab, students will demonstrate an understanding of user account security by devising a strong password, 

creating, modifying, and deleting user accounts as well as adjusting User Account Control. 

The lab Procedure instructs students to devise a password and test its strength using Microsoft’s password 

checker at https://www.microsoft.com/security/pc-security/password-checker.aspx.  The student should be 

allowed to devise several passwords on paper then choose one of the passwords to test and assess their score; 

only one attempt is allowed. 

Prompts 

1. Do you prefer to use a local account or Microsoft account for your notebook-pc? Explain why. 

2. How do you currently keep track or remember various account passwords? 

3. What can you do to improve your current practices for protecting your passwords and accounts? 

4. List one advantage of creating a Microsoft account instead of a local account 

a. Use the same login on any PC 

b. Synchronize settings to any computer 

c. Access files on any PC (via OneDrive) 

5. List one disadvantage of creating a Microsoft account instead of a local account 

a. Need Internet connection to change password 

b. Increases potential for privacy invasion 

c. Cannot utilize PC without a password 

d. Cannot reset the password locally 

6. Which account type is the best safeguard against malware? Explain why. 

a. A standard account because malware can act on behalf of the user. Since a standard account has 

fewer privileges and less access to system settings versus an administrator, the effects of the 

malware are limited 

7. As a security measure, a PC should have no administrator accounts (TRUE or FALSE). Explain why. 

a. FALSE. The PC must have at least one administrator account to change system settings, create 

users, and perform other actions that require administrator privileges 

 

http://msamc.org/assets/20151221_v001_msamc_tafd_117.1.6_lab2_instructor.pdf
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Assessment Rubric 

CRITERIA FAIL 
0 

POOR 
1 

FAIR 
2 

GOOD 
3 

Score 

Strong Password Password is 
“Weak” 

Password is 
“Medium” 

Password is 
“Strong” 

Password is 
“Very Strong” 

 

User Account 
Control 

Unaware that 
UAC settings 
should be 
adjusted 

Is aware of UAC, 
but unable to 
launch the 
settings window 

Access UAC 
settings, but 
doesn’t know 
which setting to 
select 

Access UAC and 
configures 
settings to the 
appropriate level 

 

Managing User 
Accounts 

Unable to create 
a local user 
account 

Creates a new 
account but 
unable to switch 
and login to the 
account 

Creates and 
switches to a 
new user 
account, and 
changes the 
account type 

Creates and 
switches 
accounts, 
changes account 
type, and deletes 
user account 
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SAFETY DISCLAIMER: 

M-SAMC educational resources are in no way meant to be a substitute for occupational safety and health 

standards. No guarantee is made to resource thoroughness, statutory or regulatory compliance, and related 

media may depict situations that are not in compliance with OSHA and other safety requirements. It is the 

responsibility of educators/employers and their students/employees, or anybody using our resources, to comply 

fully with all pertinent OSHA, and any other, rules and regulations in any jurisdiction in which they learn/work.  

M-SAMC will not be liable for any damages or other claims and demands arising out of the use of these 

educational resources.  By using these resources, the user releases the Multi-State Advanced Manufacturing 

Consortium and participating educational institutions and their respective Boards, individual trustees, 

employees, contractors, and sub-contractors from any liability for injuries resulting from the use of the 

educational resources. 

DOL DISCLAIMER: 

This product was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training 

Administration. The product was created by the grantee and does not necessarily reflect the official position of 

the U.S. Department of Labor. The Department of Labor makes no guarantees, warranties, or assurances of any 

kind, express or implied, with respect to such information, including any information on linked sites and 

including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, 

continued availability, or ownership. 

RELEVANCY REMINDER: 
M-SAMC resources reflect a shared understanding of grant partners at the time of development. In keeping with 

our industry and college partner requirements, our products are continuously improved. Updated versions of 

our work can be found here:   http://www.msamc.org/resources.html. 
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