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Lab 9: Remote Access

Introduction

This lab is part of a series of lab exercises designed to supplement coursework and provide
students with a hands-on training experience based on real world applications. This series of
lab exercises is intended to support courseware for CompTIA A+® certification.

Remote access to PCs is becoming a necessity for both business and leisure activities. Remote
desktop software enables users to operate a computer as if they were seated in front of it while
using a remote, Internet-enabled computer. Remote access goes beyond simple file access;
you can also use the applications installed on the remote PC, stream music, control your
webcam, and read work emails. It is affordable and fairly easy to configure, so it is becoming a
mainstream technology.

Remote access can provide the opportunity for a better quality of life. By alleviating the need
for workers to be physically present in order to use computers at their workplace,
telecommuting options beneficial to both the well-being of the worker and meeting the goals of
the business can be considered. Remote access can help improve efficiency by making it
feasible to allow 24/7 access to systems. Budgets can be reduced with less office space and
maintenance costs for physical plants. Many businesses are seeing high return on investment
(ROI) when authorizing remote access.

This lab includes the following tasks:
1. Configure Remote Desktop
2. Configure Remote Assistance
Objective: Configure Remote Access Options
There are two types of remote access. The first enables users to access files and information
remotely, and the second enables technicians or authorized users to access and control PCs

remotely to work from home or provide support.

The focus of the lab is on setting up computers to be accessible across the network.
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Lab Topology

Windows 2008 R2 Windows 7 #1

"

192.168.1.0/24

Windows 7 #2 Windows XP
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Lab Settings

The following table includes settings necessary to complete the lab. The Windows features
referenced and used in this lab are consistent with those included with Windows 7.

Log in to the following virtual machines before starting the tasks in this lab:

Virtual Machine IP Address Account Password

(if needed) (if needed)

Windows 7 #1 192.168.1.12/24 Train Trainlng$
Windows 7 #2 192.168.1.10/24 Train Trainlng$

Windows Login (applies to all Windows machines)

1. Click on the icon on the topology that corresponds to the machine you wish to log into.

2. Use the PC menu in the NETLAB+ Remote PC Viewer to send a Ctrl-Alt-Del (version 2
viewer), or click the Send Ctrl-Alt-Del link in the bottom right corner of the viewer
window (version 1 viewer).

3. Inthe password text box, type Trainlng$ and press Enter to log in.

o
0 -
. -
Pazsword |

You are using the Train account, which has administrator privileges, to complete the tasks in
this lab. You must be an administrator or have administrator privileges to complete some of
the tasks in this lab.
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Lab 9: Remote Access
1 Configuring Remote Desktop
Remote Desktop connects two computers over a network or the Internet. Once connected,

you'll see the remote computer's desktop as if you were sitting in front of it and have access to
all its programs and files.

1.1 Remote Desktop
1. Use the instructions in the Lab Settings section to log on to the Windows 7 #1 machine.

2. Click Start->Control Panel->System and Security->System->Remote settings. This will
open the System Properties Remote tab.

| Tyt Paparties ===

& Advanced rpviem wttagn =

Fvone Cimg
1
Do lhomn xrwubnclared 1 W b

Al Gl s SO AV iy e o
D )

@ Bl orvaciana orip B Comgunst mrving Nascry
Tt g oty bt Lol dibmste sler e senae]

Soe Lo

3. Under the Remote Desktop heading, select the radio button next to Allow connections
only from computers running Remote Desktop with Network Level Authentication
(more secure).

4. Under the Remote Desktop heading, click the Select Users button. Check to see which
users have access. Since you are logged in as user Train, you will not need to add a user.

System Properties =]

Remote Desktop Users @

The uzers listed below can connect to this computer, and any members of
the Administrators group can connect even if they are nat listed

[

Train aready has access.

Add... Remave

To create new uger accounts of add uzers to other groups, go to Control
Panel and open User Accounts,

Cancel

Help me choose | Select Users... l

ag Cancel Apply
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5. Click OK.

Click Apply->OK to close System Properties window.

7. Click Start->Control Panel->System and Security->Windows Firewall->Turn Windows
Firewall on or off.

8. Click Turn Windows Firewall on or off in the left panel.

o

Control Panel Home

Allow a program or feature
through Windows Firewall

¥ Change notification settings

% Tum Windows Firewall on or
off

¥ Restore defaults
¥ Advanced settings
Troubleshoot my network

9. Select the radio buttons next to Turn off Windows Firewall (not recommended). Click
OK.

Customize settings for each type of netwark
Wou can miodify the firewall settings for each type of netwark location that you use.
‘What ane network locations?
Horme o wark (private) netwerk location settings
a Turm an Windews Faewall

Black » lud

neoiming conmections, including those in the bt of Jowed programdg

when Windows Firewall blocks 8 new program

@ Turn aff Wendows Freesvall {not recommended) I

Public network location settings
ﬁ Turm on Windows Firewall
Block &M incomiing connections, including those in the list of sllowed programs

Matify me when Windows Firewsll blocks 8 new program

| w @ Turn off Windows Firewaldl {not recommended) I

10. Close any remaining open windows.
11. Left-click the Network and Sharing Center icon on the taskbar and then click Open
Network and Sharing Center.

« xR "= 3:09 PM
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12. Click on Choose homegroup and sharing options to access the HomeGroup page.
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13. Click Change advanced sharing settings on the HomeGroup page; this will open the

Advanced sharing settings page.

(SN Ty oy |

o i i 3 Wirekoran 7
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14. Click the drop-down arrow next to Home or Work on the Advanced sharing settings

page.

a.
b.
C.
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Click on Turn on network discovery.
Click on Turn on file and print sharing.

Click on Turn on sharing so anyone with network access can read and write in the

Public folders.

Scroll down and click on Use user accounts and passwords to connect to other

computers.

B Hort Windows T - L Padk NISGTC A+ _Pod3 = NETLAR+ Remate PC Vi Doaiil=s ﬂ
el View PC Semegs  Help
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15. Click the drop-down arrow next to Public (current profile) on the Advanced sharing

settings page.
a. Click on Turn on network discovery.
b. Click on Turn on file and print sharing.

c. Click on Turn on sharing so anyone with network access can read and write in the

Public folders.

b Hetwork ared Intemist ¢ Pletasark and Shinrsg Carter » | Acherend dhinirsg dettngd

hisbwrrk dhpcoreRry

st b gt Ptk Compatens Yiha ik iy

@ Turm o et ded oy
W = T

File and printer tharing

b scomund by proph on the neteark

@ Tum on file and prester shun

Serall deswn far etlier oqitioad

¥

=)

‘W netesrk decovery 1 on, tha oomgubr can w other netecrk comguten and deacrs and i

Wikt file ared prvster shasirey is o, iles aned printers that weu hive shaved frarm this computer cmn

16. Click the Save Changes button.
17. Click Log off now.

18. Use the instructions in the Lab Settings section to log on to the Windows 7 #2 machine.
19. Click Start->Control Panel->System and Security->Windows Firewall->Turn Windows

Firewall on or off.

Control Panel Home

Allow a program or feature
through Windows Firewall

Change notification settings

& &

Tum Windows Firewall on or
off

Restore defaults

& &

Advanced settings

Troubleshoot my network

20. Select the radio buttons next to Turn off Windows Firewall (not recommended). Click

OK.

Customize settings for each type of network
Wou can miadify the firewall settings for each type of network location that you use.
What are network locations?
Home or work (prearte] mstwork locaton settings
a Turs &n Windesd Fassall

& Tum off Wandows Fieewall (not recommended) I

Public network location settings
a Turn on Windows Firewall

Patify rrve whisn Windovws Firewall Biocke § fev srogsn
| ‘a @ Turn ol Wendows Fieewall (ol recompended) I
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21. Close any remaining open windows.
22. Left-click the Network and Sharing Center icon on the taskbar and then click Open

Network and Sharing Center.

i R == 3:00 PM

23. Click on Choose homegroup and sharing options to access the HomeGroup page.

( @-\. « Network and Internet » Network and Sharing Center v | 42| [ Search Controi Panet ol

@

Control Panel Home . . . . .
View your basic network information and set up connections

Change adapter settings L;,..i_ 1_3:3 % ﬁgu See full map
f;f,:g; sdvanced shaSg wang-2 Unidentified netwark Intemet
(This computer)
View your active netwarks Connect or disconnect
% Unidentified network Accesstyper Mo Intemet access
Public network Connections: [J Local Area Connectien

Change your networking settings

i Setup a new connection or network
=

Set up 2 wireless, broadband, disl-up, ad hoc, or VPN connection; or set up a router or access
point.

Connect to a network

-

Connect or reconnect to a wireless, wired, dial-up, or VPN netwerk connection.

Chaose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

24. Click Change advanced sharing settings on the HomeGroup page; this will open the

Advanced sharing settings page.

Share with other home computers running Windows 7
Q% This computer can't connect to a homegroup.

/0. To create or join a hemegroup, your computer's network location must be set to Home.

What is a network location?

With a homegroup, you can share files and printers with other computers running Windows 7. You can also
streamn media to devices, The homegroup is protected with a password, and you'll always be able to choose
what you share with the group.

Tell me more about homegroups

I Change advanced sharing settings... I

Start the HomeGroup troubleshooter

Create a homegroup

Mhis work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where otherwise
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25. Click the drop down arrow next to Home or Work on the Advanced sharing settings
page.

a.
b.
C.

Click on Turn on network discovery.
Click on Turn on file and print sharing.

Click on Turn on sharing so anyone with network access can read and write in the

Public folders.

Scroll down and click on Use user accounts and passwords to connect to other

computers

B ot Windows T - L Podk NISGTC A+ _Podd = METLAB + Remote PC Vi

Wirwet Vew BT Semegs Help

:_;.J;,ﬂ

el ik 1t P

wesbly to cthur ratwost computen
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Fir wrd provter
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i Tum o0 file ind penbier dhinsg
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O
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Whean fily s priniiar thiring i oo, Sikim snd pnbars that yom hav thased from thie compater can

©

26. Click the drop down arrow next to Public (current profile) on the Advanced sharing
settings page.

a.
b.

C.

Click on Turn on network discovery.
Click on Turn on file and print sharing.

Click on Turn on sharing so anyone with network access can read and write in the

Public folders.

P Habanrk ard [nbemet B Piebssrt and Shaneg Cemter o | Sbanread 1hanreg 1efng
Bubbc (gumenk pratie]

[T —

Whm netecrk dncovry 0 on, thn compuler can e othar netaork computem and deacon arsd in

sorisble 1) P FobDwir Oem A eiE (s

@ Tostm o8 Atk dri oty

Fie snd privter tharmg

Witeer Fibe ared privster sharirng is o, Tles ard pristers that you hirve shared fram This comgater <
B scomund by proph on th network

Serall duswn for other pgtions

¥

=)

27. Click the Save Changes button.
28. Click Log off now, Log back on the Windows 7 #2 machine using the Train account.
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29. Click Start->All Programs->Accessories->Remote Desktop Connection to open Remote

Desktop Connection window.

.l:"!l'.E Fianes
| Caloulator
B Command Prampt
2= Connect bo a Metwork Projector
B Connectta s Prajectar
A Getting Started
) ath Input Panel
| Motepad

l &, Rermate Desktop Connection I

R snipping Tool

L Sound Recorder
Sticky Motes

%) Syne Center

o Windows Explorer

_: WardPad
Eaie of Bocess
Syatern Taals

Tablet PC

30. Type win7-1 in the Computer field and click Connect.

| Remote Desktop
“>¢) Connection

Computer: wir?-1 -
Uszer name:  MNone specified

ou will be azgked for credentials when you connect.

& Rerrote Desktop Connectian E" =] '@

(> Dptions [ Connect ”

Help

)

31. You will be prompted to enter your credentials. In the User name field, type Train. For

the password, type Trainlng$.

&5 Rerote Desktop Connection =

Remote Desktop
»<. Connection

!
Uzes name:  Tran

“riow will be asked foe credentials when pou connect,

—G)
his work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where otherwise

noted, is licensed under the Creative Commons Attribution 3.0 Unported License.

12



Lab 9: Remote Access

32. Click Connect. It may take a few minutes to resolve.
33. Click Yes when asked about the certificate.

&, Remote Desktop Connection ||
!_ﬁ The dentity of the remote computer cannot be verified. Do
\J ) you want to connect angway?

The remote computer could not be authenticated due to problems with its
secunty cerificate. [t may be unszalfe to proceed

Centificate name

—a Name in the certificate from the remote computer.
WinZ-1

Centificate etrors

The folowing errors were encountered whie vabdabing the remote
computer's certficate

1. The cemtficate iz not from a tiusted certfyng authority.

Do you want to connect despite these cerdificate emmors?

Don't ask me agan for connechons to this computer

View cestificate.. " I | Yes I | No

34. From the Windows 7 #2 machine, right-click the desktop of the Windows 7 #1 machine
and select New->Folder and name the folder RDP.

35. Right-click the RDP folder and then click Properties->Sharing->Advanced Sharing. Put a
check in the Share this folder checkbox. Keep the default name RDP and click OK.

36. Click the Security tab. Make sure the user name of the Windows 7 #1 machine is listed.

37. Click Close.

38. Click Start->Log off->Disconnect.

1.2 Conclusion

Remote Desktop is a popular way to provide connectivity for teleworkers. The opportunity to
telecommute can be positive and motivating for employees and a cost savings for employers.
Workers and home users can access a system from a remote station and have the exact same
user experience as if they were sitting locally at their computer.
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2 Configuring Remote Assistance

Remote Assistance allows a user to invite a trusted person running a compatible operating
system to have shared access and control of their machine. The trusted person can then
provide assistance in order to resolve a problem.

2.1 Remote Assistance

Use the instructions in the Lab Settings section to log on to the Windows 7 #1 machine.
Click Start->Control Panel->System and Security->System->Remote settings.

Click the Advanced... button, opening the Remote Assistance window.

Verify there is a check mark in the Allow this computer to be controlled remotely
checkbox, set the invitation to 3 Hours and place a check mark in the Create invitations
that can only be used from computers running Windows Vista or later checkbox.

5. Click OK.

B wN R,

Rernote Assistance Settings @

You can set limits for the use of Remate Assistance on this carmputer.

Femate control

| Allow this computer to be controlled remotely

Irvitations

Set the masimun amaunt of time invitations can remain open

g hd Hours A

] Create invitationz that can only be uged from computers running
Windowes Yizta or later

[ Ok l| Cancel |

6. Click Apply, then OK, on the System Properties window.

7. Click Start->All Programs->Maintenance->Windows Remote Assistance to open the
Windows Remote Assistance dialog box.

8. Click Invite someone you trust to help you.

==

I~/ oL Windows Remote Assistance
e 2

Do you want to ask for or offer help?

Windows Remote fissistance connects two computers so that one persan can help troubleshoat or fix
problems on the other persan's computer.

=+ Invite someone you trust to help you
Your helper can view your screen and share control of your computer,

=+ Help someone who has invited you
Respond to a request for assistance from another person.

Bead our privacy staternent anline

Cancel

Mhis work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where otherwise
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9. Click the Save this invitation as a file in the How do you want to invite your trusted
helper? window, this opens a save dialog window.

10. Navigate to the RDP folder you saved to the Desktop, click on RDP, leave the file name
Invitation, and click Save.

11. The Windows Remote Assistance window will open with an invitation password. Write
down the password:

You will need to enter the invitation password in a later step of this task.

12. Click Settings.

Lo vifindows Rerrote Assistance Settings @

You can customize Rermote Assistance by changing the settings below,

[7] Use ESC key ta stop sharing contral
Save a log of this session

Exchange contact information when using easy connect

Bandwidth usage
Low
-Use 16-bit colar
-Turn off font smoothing
-Turn off background

-Don't allow full window drag

What do these settings mean?

[ ok [ concer |

13. Check the Use ESC key to stop sharing control.

14. Click OK.

15. Use the instructions in the Lab Settings section to log on to the Windows 7 #2 machine.
16. Go to Start->Computer->Network

17. Double-click on the WIN7-1 icon.

@50 Fwvorites # Computer (4)

B Desktop

g Downlowd: i k SERVER | h-.. WINT-1

. Recent Places

e

5 W

L WINT-2 L WP
& 2 Libranies e e

| Documents
.; Bugic

b Pictures

B videos

= Computer

Sl Network
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18. Double-click on the RDP folder.

rdp

19. Double-click on the Invitation file.

Mame

4 Irvitation

20. Type in invitation password that you wrote down (see Step 11).

Remote Assistance @

Enter the password to connect to the remote
computer

You can get this password froem the person requesting
assistance, A Rernote Assistance session will start after you
type the password and click QK.

Enter password:

OK Cancel

21. Click OK.

22. Use the instructions in the Lab Settings section to log on to the Windows 7 #1 machine.

23. When asked Would you like to allow Train_Win7-1 to connect to your computer? click
Yes.

24. Click Chat in the Windows Remote Assistance — Being helped by Train window.

il 00 Pause ) Chat ©Ck Settings @) Help

. Your helper can now see wour desktop

L Wifindows Rernote Assistance - Being helped by Train EI@ I
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25. Type in a help request to Train and click Send.

26.

27.

28.

29.

30.

31.
32.

33.

34.

Lo indows Rermaote Assistance - Being helped by Train EI@

LS [l Pause Chat { Settings (@ Help

w4 Remote Assistance invitation has been opened.
4 Rerote Assistance connection has been established,
Train: Help

. Your helper can nowr see wour desktop

Go back to the Windows 7 #2 machine and click the Request control button in Windows
Remote Assistance menu bar.

L Windows Remaote Assistance - Helping Train
B Request contral 127 Actual size Chat £ Settings 6 Help

On the Windows 7 #1 machine, click Allow Train to respond to User Accounts Control
prompts.

Click Yes. Now, user Train_WIN7 #2 can remotely access and assist the user on the
Windows 7#1 machine for tech support.

On the Windows 7 #1 machine, click Stop sharing in the Windows Remote Assistance
menu bar to disconnect the session.

On Windows 7# 1 and Windows 7#2 machines, close the Windows Remote Assistance
window and all other open windows.

On the Windows 7#1 machine, delete the RDP folder from the Desktop.

On the Windows 7#1 machine, click Start->Control Panel-> System and Security
->System->Remote settings, this will open the System Properties Remote tab.

On the Remote tab, select the radio button next to Don’t allow connection to this
computer.

Click OK.
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2.2 Conclusion

Remote Access is a useful tool for supporting remote systems. Remote Assistance can be used
to get help by allowing a user to invite a trusted person running a compatible operating system
to have shared access and control of their machine, in order to provide assistance to resolve a

problem.
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References
1. Remote Desktop Connection:

http://windows.microsoft.com/en-us/windows/connect-using-remote-desktop-
connection#fconnect-using-remote-desktop-connection=windows-7
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