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Lab 5: Security

Introduction
This lab is part of a series of lab exercises designed to supplement coursework and provide
students with a hands-on training experience based on real world applications. This series of
lab exercises is intended to support courseware for CompTIA A+® certification.
Many users view security as an inconvenience. As a PC technician, you need to be mindful of
the principle of least privilege: limiting access to resources at the minimum level needed to
allow normal functionality in order to minimize the potential for security risk.
This lab includes the following tasks:

1. Managing User Accounts

2. Creating Local Group Policy

3. Sharing Folders and Permissions
Objective: Security Practices in Windows OS
Good security practices include creating standard user accounts for those who do not need
administrator level access, educating users about good password practices and how to enforce
them in group policies, and being careful about how and what resources are shared. This lab
will look at ways to address these security practices.

Key terms for this lab:

Local Group Policy — A set of rules for what users and computers can and cannot do. Policies
can be system wide or apply to a small group of users.

User Accounts — A user account identifies a person by username and password. Permissions
are often tied to user accounts.

Standard Account — A basic user account with limited rights on a Windows operating system.
Administrator Account — Elevated user account with more rights than a standard account.
Permissions — Permissions dictate what a user can and cannot access.

Strong Password — A password containing 8 or more characters, numbers, both uppercase and
lowercase letters, and symbols. Strong passwords are harder to guess or “crack”.

Batch File — A set of commands for the computer to complete.
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Lab 5: Security

Lab Topology

Windows 2008 R2 Windows 7 #1

"

192.168.1.0/24

Windows 7 #2 Windows XP
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Lab 5: Security
Lab Settings

The following table includes settings necessary to complete the lab. The Windows features
referenced and used in this lab are consistent with those included with Windows 7 and

Windows XP.

Log in to the following virtual machines before starting the tasks in this lab:

Virtual Machine IP Address Account Password

(if needed) (if needed)

Windows 7 #1 192.168.1.12/24 Train Trainlng$
Windows 7 #2 192.168.1.10/24 Train Trainlng$

1. Click on the icon on the topology that corresponds to the machine you wish to log into.

2. Use the PC menu in the NETLAB+ Remote PC Viewer to send a Ctrl-Alt-Del (version 2
viewer), or click the Send Ctrl-Alt-Del link in the bottom right corner of the viewer
window (version 1 viewer).

3. Inthe password text box, type Trainlng$ and press Enter to log in.

©

Pazsword

You are using the Train account, which has administrator privileges, to complete the tasks in
this lab. You must be an administrator or have administrator privileges to complete some of
the tasks in this lab.
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Lab 5: Security

1

In this lab, you create user accounts and explore the differences between an administrator

Managing User Accounts in Windows 7

account and a standard user account.

—G)
his work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where otherwise

machine, if you are not logged in already.

Use the instructions provided in the Lab Settings section to log on to the Windows 7 #1

Click Start->Control Panel->User Accounts and Family Safety->User Accounts.

Adjust your computer’s settings

Cantrol Panel Home

@‘@v B » Controd Panel » User Accownts and Famdy Safety » -l .

System and Secunty s
Network and Internet
Hardware and Sound
Programa
o Windows Fax aed Sean
3. Click Manage another account.
Control Panel Home
Make changes to your user account
Manage your credentials
Change your password —
Create a password reset disk i
P Remove your password | Train

Link online IDs .

Change your picture

Manage your file encryption 2 )

certificates '& Change your account name
5 . |

Configure advanced user r& Change your account type

profile properties

Change my environment )
; Manage another account
variables r& . g

2

J Change User Account Control settings

Administrator
Password protected

4. Click Create a new account. The Create a new account window appears.

Choose the account you would like to change

| Train | Guest
Administrator A Guest account is off
\ Password protected | ==

Create a new account

What is a user account?

noted, is licensed under the Creative Commons Attribution 3.0 Unported License.
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Lab 5: Security

5. Type Studentl for the account name.
Select the radio button next to Standard user.
7. Click Create Account and the Manage Account window opens.

o

@uv\:ii « UserAccounts b Manage Accounts b Create New Account ~ [ 43 ][ search Controt Panei 3

Name the account and choose an account type

This name will appear on the Welcome screen and on the Start menu.

Studentl
[ Standard user
Tandard account users can use most software and change system settings that de not affect other users or

the security of the computer.

© Administrator
Administrators have complete access to the computer and can make any desired changes. Based on
notification settings, administrators may be asked to provide their password or confirmation before
making changes that affect other users,

We recommend that you protect every account with a strong password.

Why is a standard account recommended?

|| Create Account || [ Cancel

8. Click on the user account you just made to open the Change an Account page.

0_ w B = Uner Accourss » Manage Accounts . 2

Train h Student
m Admurestraton S
- MNanderd

Possmard protected 2

o
bl Guest
. ' Guest sccount i o
9. Click Create a password.
@Qv\:@ <« User Sccounts b Manage dccounts b Change an Accaunt [ 43| [ Search Control Panei )

Make changes to Studentl's account

Change the account name .
" Studentl
Change the picture =3 Standard user
Set up Parental Controls
Change the account type

Delete the account

Manage another account

Passwords should be difficult to guess or "crack". Passwords keep unauthorized persons from
accessing computers and resources they do not have permission to access. They keep accounts
and the information they contain safe. Tips for account creation:

e Always use a password.

e Choose a password with a combination of upper and lower case letters, numbers, and
keyboard symbolssuchas @ #$S % ~ & * () _+. (For example, T3cnlcl@n — a variation
of Technician, with letters, numbers, upper and lowercase.)

e Choose a password containing at least eight characters. Longer, more complex
passwords are harder for unauthorized persons to guess or "crack".

7
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Lab 5: Security

10. Type T3cnlcl@n as the password.
11. Type the hint, my job.
12. Click Create password and the account will now be indicated as Password protected.

Create & password for Stdert]'s scoount

Studemtl
Seacdard wier

Wins bt Crating & paiswsrd o Shedestl.

M pou do thh. Student ] will kene ol BPS-ene ryplied e perionel cortificates and itos o pasisords for
Wheh S0E5 0 PETREl eSO

T ivosd leding dita i thee Tuture, sk Seeddent] 1o mabe & priswond resel Nepgey desi

kiR EREE

Avae .

W the pactwond containg capial leters, Sy rrast be Byped The safst wiry ety lime.
Bioew 10 C18atE 8 FI0NG pEswoId

o] ]

The paidwsid bt wodl be wrisble b2 ooorpone whe: wies the computer

VT A P el
| Create d i! Caneced

Studentl

Standard user
Password protected

Default -'-"r-;g'n ms

Help and Support

15. Click Start->Computer-> Local Disk (C:)->Users->Train.

i You don’t currently have permission to
access this folder.

Click Continue to permanently get access to this
folder.

I@Cnnﬁnuel [ Cancel

(1)
Ev his work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where otherwise
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Lab 5: Security

16. Click Continue.

@ User Account Control

changes to this computer?

r.L Prograr name:  Edit Security
N Verified publisher: Microsoft Windows
File erigin: Hard drive on this computer

To continue, type an administrator password, and then click Yes,

Train

|Fa:5wcrc| |

Do you want to allow the following program to make

':j\;fjﬁ' Show details [ Ves l ’

17. Click No.

You are locked out of the Train User folder because you are not authorized by your account

credentials to access it.

18. Double-click Student1.

The Studentl folder and its contents are available to you because you are authorized and have

been authenticated by your account credentials.

19. Click Start->Control Panel->User Accounts and Family Safety->User Accounts

20. Click Change User Account Control settings.

%! User Account Control @I

Do you want to allow the following program to make

changes to this computer?

Program name:  User Account Control Settings

Verified publisher: Microsoft Windows
File origin: Hard drive on this computer

I To continue, type an administrator password, and then click Ves, I

(%) Show details Yes

The Account credentials for the Train user appear because the Studentl account is a Standard
User account with limited privileges and administrative privileges are need. Train is a user in

the Administrator Group.

21. Log off and log back in as Train.

—G)
his work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where otherwise
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Lab 5: Security

1.1 Conclusion

No matter how secure you make your computer, your computer is vulnerable if others have
access to your password. Compromising a system by a user giving out a password to others or
not using one that is strong is a major weakness in many businesses. In addition, there are
many programs that attempt to determine passwords by guessing commonly used choices, by
randomly generating possibilities and trying them all, or using a combination of both
techniques.

The best defense is a "strong password" and user training on the importance of the password
to security. A strong password is a combination of numbers, uppercase letters, lowercase
letters, and, if possible, other characters. This makes the password less likely to guess. The
longer and more complex the password, the harder it is to guess.
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Lab 5: Security

2

Creating Local Group Policy

In this lab, you configure and test local security policies.

1.

2.

o

9.

Use the instructions provided in the Lab Settings section to log on to the Windows 7 #1
machine, if you are not logged in already.
Click Start, type notepad in the search box and press Enter.

See more results

b

Inotepard < | | Shutdown | » |

In the document type msg.exe * This is special! in the text box and press Enter to move
to the next line.

logon - Motepad
File Edit Format Wiew Help
nsg.exe ¥ This is sSpecial!

Click File->Save As.
Change the Save as type box to All Files.
Type c:\users\train\logon.bat in the File name box and click Save.

File name: -
Save as type: |All Files -

* Hide Folders Encoding: NSt - Save [ Cancel

Click Start, type gpedit.msc in the search box. Press Enter.

| gpedit.msd x |

In the left pane, click to the arrow next to Computer Configuration to expand, if it is not
already expanded.
Click to the arrow next to Windows Settings to expand it

10. Click to the arrow next to Security Settings to expand it.
11. Click to the arrow next to Account Policies to expand it.
12. Click to select Password Policy.

11
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Lab 5: Security

13. In the right pane under Policy, double-click Minimum password length.

=/ Local Group Policy Editor EI@
File  A&ction “iew Help
o= HEIXE =]

E[ Local Computer Palicy

|| Palicy Security Setting
4 C.omputer Configuration 11| Enforce password history 0 passwords rerner|
¢ [ Software Settings .
= X L] Maxirmum password age 42 days
4 || Windows Settings .
Minirnurn password age 0 days

» || Mame Resolution Palicy
=] Scripts (Startup/Shutd own)

> = Deployed Printers ” '

4 T Security Settings Lois| Store passwords using reversible encryption Disabled

1| Password rmust meet complexity requirements Disabled

4 [ Account Policies
ssword Policy

m

» g Account Lockout Policy
» [d Local Palicies
= | Windows Firewall with 2dvances

14. In the Minimum password length box, type 8 and click OK.

Local Secunty Setling | Explan

? Mirirrurn password bength

Password mus be ot lesst
a = characters

Now, all new passwords must have at least 8 characters.

15. In the left pane, click the arrow next to Local Policies to expand it.
16. Click to select Audit Policy.

17. In the right pane under Policy, double-click Audit account logon events.

= Local Group Policy Editor EI @
File Action View Help
@ 7E X
(= Local Computer Policy Palicy = Security Setting
ol = C.omputerCOnflguratIDn 1o Audit account logon events Failure
g - \S'\(orft\:are SSet:tl!ﬂgs 2o Auditaccount managerment Mo auditing
‘e 'mN::Z I:esloﬁ:mn Polic 2o Audit directory service access Mo auditing
b
d Seripts (Startup.-’Shutdu}:/un) 2o Audit logon events Mo auditing
5 ; Deplayed Printers 2o Audit object access Mo auditing
a 'é Security Settings L] Audit policy change Mo auditing
> A Account Policies L) Audit privilege use Mo auditing
4 [ Local Policies = | 1 Audit pracess tracking Mo auditing
s T4 Audit Polic o] Budit systermn events Mo auditing
=1 ¥ >
m
» & Security Options
e ] Wvindows Firewall with Adh
| Metwork List Manager Polic
> || Public Key Policies
= | Software Restriction Policie
> [ Application Contral Policie
[ g IP Security Palicies on Loca
b Advanced Audit Policy Cor
» gl Policy-based QoS
> [0 Administrative Templates il
A~ .
4 . | » < 1 | »
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Lab 5: Security

18. Click the Failure checkbox and click OK.

Local Secunty Settng | Explain

? Audit account logon events

Audt these attempts:
] Success

7] Fabure

Now you will see any failed logon events in the Event Viewer.

19. In the left pane, click the arrow next to Computer Configuration to compress it.
20. In the left pane, click the arrow next to Administrative Templates to expand it.

21. In the left pane, click the arrow next to System to expand it.

22. Click to select Logon.

23. In the right pane under Logon, double-click Run these programs at user logon.

! Lacal Group Pelicy Editor = e
File  fiction  Wiew  Help
| #E | BT
i o rr— N ogon
Windows Sethings | :

F Adrmruitrataoe Ternplates
Corfrgl Paned 1 Do net pracedd the legecy run it

Select an mem 1o view i description.  Setting

thie s e ki

| Desitop
Hitaaik
Shared Folders
Sear Menu aeed Taskbas
Fl Syteen
Chrl= it el Oipticng
. Dercer Instalabion
Faldiw Radimction
Geoup Policy
| lemerniet Commuamacabion b

Lacale Sanaged

Lagan

. PRI o ulrﬂ
Porams BMaragerant
Remoeable Shorige Sucess
enpti
Uier Profiles
‘Windoes HotSet L = +

1 P thede progeanns atuser logon

* - ¢+ | Btended A Standard
i ettingis)

24, Click the Enabled option and click the Show... button.

E} Run these programs at user logon

© Mot Configured ~ ormment:

() Disabled
Supported OR ap |eq st Windo

Options:

Items to run at logon | Showy... |
Mhis work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where otherwise
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Lab 5: Security

25. Type c:\users\train\logon.bat in the Value box. Press Enter.
26. Click OK.
27. Click OK to close the Show Contents window.

Showe Contents ?@

Iterns bo run at logon

Y alue
v I o husershtrainhlogon. bat I I
*

II ok ul Cancel J

Now the logon.bat file that you created earlier in this task will be run at startup.

28. Close the Local Group Policy Editor window.
29. Close notepad.
30. Click Start, type gpupdate /force in the Start search box. Press Enter.

' See rore results

'gpupdate fforce x # Shut down | » |

31. Click Start, click the triangle next to Shut Down, and click Log Off.

32. To create a logon failure event, Click Train type 1234 in the Password box and press
Enter.

33. Click OK.

34. Log on as Train with a password of Trainlng$.

35. Click OK to close the message that the startup script opened.

Message frarm Train 5/20/2014 10:08 Ak EJ

This 13 Speciall

T ok |

14
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Lab 5: Security

36. Click Start, type event viewer and press Enter.

[ event viewer [ | & Shut dewn | » |

p—

37. Click to expand Windows Logs.
38. Click to select Security.

See if you can find the failed logon attempt that was audited. The Event ID should be 4776.

Jhi! Event Virwes
it Minen  ebw el
L Al il * 1 il
J Event Vopmers (Lestall

F Cuartin Viewa
& Ui Wirdosn Lagn
] Apphcution
| Totusty
] ‘Btbup
| Yytem
| Forwrded Bverta
agbi s b Seraes Ll @
§ Sulmrphiong

.

Sargy Taak £

iwin ared Tars

ST Thie DhBR-EL A

ileras

i

39. Double-click the event to read the properties.

] Event Properties - Event 4776, Microsoft Windows security auditing,

General | Details

The computer attempted to validate the credentials for an account,

Authentication Package:  MICROSOFT_AUTHENTICATION _PACKAGE V10

Logon Account: Train

More Information:

Source Warkstation: WANT-1
Error Code:! Oxc 0000062
#]
Log Marne: Security
Source: Microsoft Windows security  Logged: 5/20/2014 10:00:58 Ahd E]
EventID: 4776 Task Category:  Credential Validation
Lewvel: Information Keyanrords: Audit Failure
User: N#& Commputer WinT-1
OpCaode: Infa

Event Log Online Help

Close

40. Click Close.

41. Right-click the event and click Save Selected Events.

arms
,_Audi..
< Audi...
9, Audi..
9, Audi..
A, Audi...
<L Audi...
1L fudi

Ficros..,

Event Properties
Attach Taszk To This Event...

Copy ¥
Save Selected Bvents...

Refresh

Help L

Ewernt 47Tl rmcnosomC wWInTOUws SECURy SO
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Lab 5: Security

42. Type c:\users\train\logon.evtx in the File name box and click Save.

File name: c\usersitrain\legen.evix -
Save as type: | Event Files (*.evix) - |
~ Hide Folders | sme | [ cancel |

43. Click OK to accept the default No display information when the Display Information
dialog box appears.

Display Information @

To enable wiewing this log correctly on other computers,
you rnay heed to include display information,
@ Mo display infarmation
Display information for these languages:

English (United States)

Cancel

44. Close the Event Viewer.

2.1 Conclusion

The Local Group Policy Editor provides an effective and centralized way for an administrator to
edit local group settings such as: disable computer or user settings, use scripts for making
announcements to users at log on, and ensuring that passwords are created with strong
password requirements, even if users are unaware of how to do that.

Technicians can use Event Viewer to view and manage event logs that contain information
about hardware and software problems and about security events on your computer. Users
can also use Event Viewer for troubleshooting most issues. The tool is purposeful, effective,
and user-friendly. Administrative privileges are required to view some logs.

16
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Lab 5: Security

Sharing Folders and Permissions

Files and folders created on local machine are by default not available to users other than the
creator of them. Sharing folders can be useful for both personal and professional activities. In
this task, you will be sharing and securing folders using Windows 7.

Use the instructions provided in the Lab Settings section to log on to the Windows 7 #1
machine, if you are not logged in already.
Click Start > Control Panel->User Accounts and Family Safety->User Accounts.

Adjust your computer’s settings Viewby: Category ¥

_I[ Getting Started » and Security 33] User Accounts and Family Safety
ur computer's status &) Add or remove user accounts
! Connect to s Projector our computer ) Set up parental controls for any user
-~ ix problems

Tiem
2l calcutstor

@@v\:ﬁ b Cortrol Panel b User Accounts and Farrily Safety » ~ [ 44| Search Cor

Sticky Motes

Q‘i{ Sripping Tasl
,‘.{ﬁ Paint
o

“A KPS Viewer

Centrol Panel Home
User Accounts

B Change your account picture | |8 Add or remove user accounts

Systemn and Security

Change your Windows password
Network and Internet

Parental Controls

Hardware and Sound | =
&8 ) et up parental controls for any user

Programs

gej Windows Fax and Scan e e 8§ Windows CardSpace

Click Manage another account.

Control Panel Home
Make changes to your user account

Manage your credentials

Change your password ——

Create a password reset disk Train
Remove your password | .

Link online IDs . GRS TE Y
Change your picture | Password protected

Manage your file encryption ey .
certificates B Change your account name

¥ " ;
Configure advanced user ® Change your account type

profile properties

iRy TR & Manage another account
variables .

Y Change User Account Control settings

Click Create a new account. The Create a new account window appears.

Choose the account you would like to change

Train
| Administrator
\ Password protected
| m Guest
e =

K Guest account is off
|

Studentl
Standard user
Password protected

Create a new account

What is a user account?

—G)
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5. Type Student2 for the account name.
6. Select the radio button next to Administrator user.
7. Click Create Account and the Manage Account window opens.

@Uvﬁg <« User Bccounts b Manage Accounts b Create New Account + [ 43 ][ search Controt Panet o]

Name the account and choose an account type

This name will appear on the Welcome screen and on the Start menu.
Student2

(@) Standard user

Standard account users can use mast software and change system settings that do not affect other users or
the security of the computer.

® Administrator

Administrators have complete access to the computer and can make any desired changes. Based on
notification settings, administrators may be asked to provide their password or confirmation before
making changes that affect other users.

We recommend that you protect every account with a strong password.

Why is a standard account recommended?

| create Account || [ Cancel

8. Click on the user account you just made to open the Change an Account page.

Choose the account you would like to change

Train
Administrator
Password protected

Studentl
Standard user
Password protected

Student2
Administrator
Password protected

Guest
Guest account is off

9. Click Create a password, or Change the password if the account already has one.

(===

@Qvﬁi« User Accounts b Manage Accounts » Change an Accaunt ~ [ 43 ]| Search Controf Pane! o

Make changes to Student2’s account

Change the account name

™~
-

Change the picture

Student2

Administrator

Set up Parental Controls
Change the account type

Delete the account

Manage another account

10. Type T3cnlcl@n as the password.

11. Type the hint, my job.

12. Click Create the password and the account is now indicated to be Password protected.
13. Click Start, click the triangle next to Shut down, and then click Log Off.

14. Log on as Studentl.

18
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Lab 5: Security

15. Click Start->Computer.

Studentl

Documents

Pictures

Music

Computer

16. Double-click Local Disk (C:).
17. Click the New folder button.

@ia
‘z)\_/ 1 Compater » .
Organce v » ] i ®
o Fo @ Hard Disk Orives (1
i

mc Locel Duk (C)
5] Bl

—

w Lib i
Ac hJ Foppy ik Orive ()
A . "l
L4

o Devices with Remavabie Storage ()

@'C/- & » Com. + Local Duk{C) »

S

¢ Favortes

R Desttop

B Downloads
4. Recern Places

4 LBranes
* Documents
o Mk

b Cabs

Peflogs

b Poagram Fides

thares
Usens
Windowt

he d

18. Type Example in the name box. Press Enter.

Mame

| Cabs

, Perflogs

. Program Files
|. shares

. Users

L Windows

19. Double-click Example to open it.
20. Right-click an empty space in the Example folder, point to New, and click Text

Document.
Ve
Son by
Group ty
LI
Cuticmce tha foider
Undo Fenarme [
Pare wth .
Eem 3 Fokder
Prepetes 2. Sweten
& Bamap mage
i3 Contact
& Jound Document
Fich Tent Document
1 Comgrested dpped, Folder

E——— -
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21. Type ExampleNotes in the name box. Press Enter.
22. Double-click ExampleNotes to open it.

23. Type Hello in the file. Click File and select Save.
24. Close Notepad.

25. Click Local Disk (C:) in the address bar.

=5 e =55
C
ﬁuv‘ﬁ » Computer >|| Local Disk (C:) ‘ DI - | 3 | | Search Local Disk (C:) o |
Organize = 7l Open Include in library « Share with = Mew folder == - [l @
‘¢ Favorites MName : Date modified Type Size
B Desktop . Cabs 4/14/2014 5:38 PM File folder
18 Downloads | | Example | 5/24/2014 8:22 AM  File folder
=] Recent Places .. Perflogs 7/13/2009 7:37 PM File folder
.. Program Files 4/14/2014 5:13 PM File folder
4 Libraries . shares 4/1/2014 12:37 PM File folder
@ Documents ) Users 5/24/2014 8:10 AM File folder
J‘i Music ) Windows 471272014 3:07 AM File folder
[ Pictures
26. Right-click Example, select Share with->Specific people.
= e ==
~
@u-“_’ » Computer » Local Disk (C:) » - |4, | | Search Local Disk (C:) gl |
Organize * = Open Include in library « Share with + New folder =« [ @
 Favorites Mame : Date modified Type Size
=
Ml Desktop . Cabs 4/14,/2014 5:38 PM File folder
& Downloads . Examp 5 /2014 8:22 AM File folder
] Recent Places . Perflo. = _ /2009737 PM File folder
|| Progra I BT /2014513 PM  File folder
= Libraries . shares » | @ Nobody
@ Dacuments L Users Restore previous versions Homegroup (Read)
& Music  Windoy Include in library 3 Homegroup (Read/Write)
|2 Pictures
E Videos Send to L4 Specific people...
Cut [

27. Select Student2 from the drop-down list
28. Click Add.

‘\\:.'/" 22 File Sharing

Choose people to share with

Type a name and then click Add, or click the arrow to find someone.

HVII Add I

Level

Studentl

Train
Everyone
Create a new user...
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29. Ensure that Student2 only has Read permissions and click Share.

Permission Level

MName
£ Studentl Lanes
B Student? I__ Rgd b —.I

m having trouble sharin

5 Share [ Cancel

30. You are logged on as Studentl and will need to provide administrator credentials to
make changes. Click Train and type Trainlng$ as the password. Click Yes.

To continue, type an administrator password, and then click Yes,

Student2

Train

| Password

(%) Show details

31. Click Yes, Turn on network discovery ...

==l

Metwork discovery and file sharing
B Do you want to turn on network discovery and file sharing for all
% public networks?

What is network discovery?
< No, make the network that I am connected to a private network

Netwark discovery and file sharing will be turned on for private networks, such as
those in homes and workplaces.

< Yes, turn on network discovery and file sharing for all public
networks

Cancel

32. Click Done.

Eea)
& = FileShaing

Your folder is shared.

ne links to these shared items, or copy and paste the links into another program.
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33. Click Start, click the triangle next to Shut down and click Log Off.

Default Programs

Switch user
Log off
Lock

Help and Support

Restart

Sleep

34. Log on as Student2.
35. Click Start->Computer.
Studentl
Documents
Pictures
Music

Computer

36. Double-click Local Disk (C:) to access the shared folder Example.

. ™\

rfputer ¢ Lol Disk (C:) »

rflwith = Mew folder

Fame

l Cabs
l Example

37. Double-click on the shared folder Example ->double-click ExamplesNotes.
38. Close ExampleNotes.
3.1 Conclusion

Sharing folders can be useful for both personal and professional activities.
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References

1. Computer Hope:
http://www.computerhope.com/jargon.htm

2. Change password policy settings:
http://windows.microsoft.com/en-us/windows-vista/change-password-policy-settings

3. Windows Group Policy Editor:
http://www.techrepublic.com/blog/10-things/10-ways-to-tweak-windows-7-using-the-
local-group-policy-editor/
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