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Lab 3: Networking Essentials

Introduction

This lab is part of a series of lab exercises designed to supplement coursework and provide
students with a hands-on training experience based on real world applications. This series of
lab exercises is intended to support courseware for CompTIA A+® certification.

A computer network is a collection of two or more connected computers that allow users to
exchange information, share resources, communicate through applications like email, and to
connect to the Internet. All devices that will connect to a network require specific network
hardware and basic configurations to be operational. Network interface cards and drivers,
network medium, and interconnecting devices are all part of the necessary hardware. Network
server software, network client software, and network protocols are the software components
which that interact with network hardware and facilitate communication between computers.
Understanding network types, components, and protocols and services are all part of being a
competent PC technician.

This lab includes the following tasks:

Configure Windows clients to connect to a workgroup network
Test network connectivity between computers

Share data and resources on the network

Using network command-line utilities

PwnNPE

Objective: Explore the Network Options in a Windows Workgroup Network

Some of the labs in this series focus on single PCs and how to manage and maintain individual
systems. In a large network environment, the network type to set up will most likely be a
client/server model. In a small network like the one represented in this lab series, the
workgroup or peer-to-peer model would be an acceptable choice. Factors other than size
should guide the decision for the network model, but that is outside the scope of this lab.

In this lab, students will explore how to take a PC from a stand-alone computer to being part of
a peer-to-peer network as well as the concepts and skills necessary to set up, configure, and
troubleshoot a workgroup network with Windows clients. They will configure computers to
connect to a network, test network connections, and set up resource sharing between the
Windows clients using Windows set up tools, networking wizards, and the command-line
interface (CLI).

There are many similarities and few differences between Windows versions when it comes to
network configuration. In this lab both Windows XP and Windows 7 clients will be configured
to connect to the network. The focus of the lab is setting up computer clients to function in a
small workgroup network.
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Lab 3: Networking Essentials

Key terms for this lab:

Peer-to-peer network (workgroup) — There is no dedicated server or hierarchy among the
computers. All of the computers are equal and therefore known as peers with no centralized
administration of resources.

Client/server network — Clients rely on servers for resources such as storage space, printing,
and sometimes processing power. Clients are typically less powerful systems than servers.
Centralized administration is part of the client/server network model.

Network interface card (NIC) — The NIC provides a physical connection between the network
media and the computer's internal components; it is used to connect the computer to the
network. Every device on a network that needs to transmit and receive data must have a NIC
installed.

Network interface device drivers — Like all hardware, NICs must have device driver software
installed to allow application and operating system software to communicate with the
hardware.

Network media — The path over which the communication signal travels. Examples of media
are twisted pair cable, fiber optic cable, and wireless signals.

Interconnecting Devices — A variety of devices such as hubs, switches, and routers that are used
to connect network segments.

Network protocols — Network protocols are standards that allow computers to communicate.
A protocol defines how computers identify one another on a network, the form that the data
should take in transit, and how this information is processed once it reaches its final
destination. Protocols also define procedures for data transmissions.

TCP/IP Protocol Suite — TCP stands for Transmission Control Protocol and IP stands for Internet
Protocol. The TCP/IP protocol suite is group of related protocols managed by the Internet
Engineering Task Force (IETF). It is the protocol suite used for Internet communication.

TCP/IP Utilities — To help manage the TCP/IP protocol suite there are many different utilities.
For example, ping is a utility that is used to test connectivity, and ipconfig is a diagnostic utility
for IP configurations, Dynamic Host Configuration Protocol (DHCP), and Domain Name System
(DNS) settings.

Ping - The ping command is one of the most useful commands in the TCP/IP protocol. It sends a
series of packets to another system, which in turn sends back a response. This utility can be
extremely useful for troubleshooting problems with remote hosts. Pings are also called ICMP
echo requests/replies, since they use the Internet Control Message Protocol (ICMP).
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Lab 3: Networking Essentials

Tracert — Tracert (trace route) is a command-line utility that enables you to verify the route to a
remote host.

Netstat — The netstat (network statistics) utility is used to check out the inbound and outbound
TCP/IP connections on your machine.

Net Services Commands — Powerful set of tools used to diagnose network problems on a
Windows computer from a command line interface (CLI).

Nbtstat — Nbtstat is a command line utility that shows NetBIOS over TCP/IP information.

Nslookup — Nslookup (Name Server Lookup) is a command-line utility that enables you to verify
entries on a DNS server.

Ipconfig — With Windows-based operating systems, you can determine the network settings on
the client's network interface cards, as well as any that a DHCP server has leased to your
computer, by typing the following at a command prompt: ipconfig /all.

Firewall — A firewall is software or hardware that checks information coming from the Internet
or a network and either blocks it or allows it to pass through to your computer, depending on
your firewall settings.
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Lab Topology

Windows 2008 R2 Windows 7 #1

"

192.168.1.0/24

Windows 7 #2 Windows XP
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Lab Settings
The following table includes settings necessary to complete the lab.

Log in to the following virtual machines before starting the tasks in this lab:

Virtual Machine IP Address Account Password

(if needed) (if needed)

Windows 7 #1 192.168.1.12/24 Train Trainlng$
Windows 7 #2 192.168.1.10/24 Train Trainlng$
Windows XP 192.168.1.11/24 Train Trainlng$

Windows Login (applies to all Windows machines)

1. Click on the icon on the topology that corresponds to the machine you wish to log into.

2. Use the PC menu in the NETLAB+ Remote PC Viewer to send a Ctrl-Alt-Del (version 2
viewer), or click the Send Ctrl-Alt-Del link in the bottom right corner of the viewer
window (version 1 viewer).

3. Inthe password text box, type Trainlng$ and press Enter to log in.

o
0 -
. -
Pazsword |

You are using the Train account, which has administrator privileges, to complete the tasks in
this lab. You must be an administrator or have administrator privileges to complete some of
the tasks in this lab.

7

—G)
his work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where otherwise

noted, is licensed under the Creative Commons Attribution 3.0 Unported License.
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1 Create a Peer-to-Peer Workgroup Network for Computers Running
Different Windows Operating Systems

In order to set up a network correctly, with the functionality needed to be productive, good
planning is important. Some steps in the planning process are: review the status of the network
card and the protocols installed on the computer, make decisions about the TCP/IP
configuration parameters and computer settings and determine which resources are going to
be shared and allocate them. When a Windows operating system is installed, a computer name
and workgroup are automatically created. Computers must have unique computer names and
all belong to the same workgroup in order to communicate and share resources. While it is
possible to use the defaults for these configurations, it is recommended that the computer
name and workgroup be descriptive and in a scheme that fits the network implemented.

1.1 Implement the Workgroup Settings in Windows XP

It is very important that workgroup systems have a common administrator account when any
level of system management is required. This account will have the same username and
password on all workgroup systems. This account has been configured for you on the systems
in the topology.

1. Use the instructions in the Lab Settings section to log on to the Windows XP machine, if
you are not logged in already.

2. On the Windows XP machine, go to Start->My Computer, right-click and select
Properties. The System Properties sheet will open to the General tab.

5
@ Windows Media Player

Explore
Q B* Con  search...
d 5 Windows Messenger Set Manage
’ Def. HetharkDF
@ Tour Windows XP A o Map Network Drive....
\ L@ PN Disconnect Network Drive. ..
] Files and Settings Transfer Show on Desktop
ol Qi T
Cammand Proempt I') Se1 Properties

All Programs D

] start
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3. Click on the Computer Name tab. On this tab, you will be making changes specific to
how the computer will be identified on the network. Windows has criteria that must be

followed when selecting these naming ch

anges.

Computer Name

Workgroup Name

Unique in a workgroup

Must be the same for all computers that need to share
resources

Up to 15 characters long

Up to 15 characters long

Cannot be the same as the Workgroup Name

Cannot be the same as the Computer Name

May contain any alphanumeric (a-z and 0-9)
characters, as well as special characters except for ;
<> * 4=\ ?

May contain any alphanumeric (a-z and 0-9)
characters, as well as special characters except for ; :
"<>*+=\|?

4. On the Computer Name tab, click on the Change... button to open the Computer Name

Changes dialog box.

a. Type XP-Client in the Computer Name text field to modify the current computer
name.
b. Select the radio button next to Workgroup and type LAB-3 in the Workgroup text
field to modify the current workgroup name. This name is case-sensitive.
c. Click OK.
f 2%
Sustem Restoe Automatic | pdates Remate
General Hardware Advanced

', windows uzes the following information to identify vour computer
.. oh the netwark.

Computer description:

For example: "Kitchen Computer” or "Mary's

Computer'’,
Full computer name: HP-Client,
workgroup: LAE 3

To uge the Metwork, [dentification ‘Wizard to join a
domain and create a local user account, click MNetwork
0.

To rename this computer of join a domain, click Change. II

Computer Name Changes

*f'ou can change the name and the membership of thiz
computer. Changes may affect access to network, resources.

J

| s
Computer name:

#P-Client
b,
Full computer name:
HP-Client.
Member of
O Domain:

.

H Cancel ]

‘workgroup:
Lag3

l

Ok

5. You will be welcomed to the new workgroup. Click OK.

Computer Name Changes

L3
\!.J) WWelcome ko the LAB-3 workgroup.
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6. Next, you will be informed that you need to restart the computer for the changes to
take effect. Click OK.

Computer, Name Changes

\14) ¥ou must restart this computer For the changes to bake effect,

7. Click OK to close the System Properties dialog box.
8. When prompted to restart your machine, click Yes.

System Settings Change

[ fes ] o J

9. When it reboots, log back into the Windows XP machine.

10. Click Start->Run, type cmd in the box and then click OK. This will open the command
prompt in Windows XP.

11. At the prompt, type nbtstat —n and then press Enter to verify that the settings are
changed and are correct.

12. Once verified, type exit and then press Enter at the prompt to close the CLI.

AWINDOWSvsystem 3 2%emd. exe

C=~Documentsz and Settings:~TraineeXnbtstat —n

Local Area Connection:
Mode IpAddress: [192.168.1.111 Scope Id: [1

NetBIOS Local Name Tahle

<@88> |UNIQUE Register
L 3 <@a> |GROUP Regisztered
#F-CLIENI <2@8> UNIYUE Registered

1

Unique = computer name on the network and

Local names associated with Group = the Workgroup name

this computer.

Nbtstat is a Windows command-line tool that allows you to access the NetBIOS name tables for
your Windows network. Using the nbtstat —n option is a quick method to display the name
table of the local computer. Typing nbtstat without any options will display help on how to use
the command with correct syntax.
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1.2 Implement the Workgroup Settings in Windows 7

Once verified on the Windows XP machine, you will need to configure the Windows 7 #1
machine to join the new workgroup.

If all the computers that are being configured for a peer-to-peer network are running the
Windows 7 operating system, they can be configured using a new feature in Windows 7 called
HomeGroup. HomeGroup allows the connection of two or more Windows 7 computers to
share resources. Unlike workgroups in Windows XP, HomeGroup automatically turns on file
and printer sharing to effortlessly share files and printers with other computers in the
HomeGroup.

1. Use the instructions in the Lab Settings section to log on to the Windows 7 #1 machine,
if you are not logged in already.

2. Onthe Windows 7 #1 machine go to Start->Computer->Properties. The System applet
will open. Here, you can read the current computer name and workgroup.

[E= R =)

——
UU I‘_’ﬂ » Control Panel » Systern and Security » System I - ‘&,‘ | Segrch Control Pansl el |
{6. -

Control Panel Home . .. .
View basic information about your computer

[ Device Manager Windows edition

B Remote settings Windows 7 Professional

) System protection Copyright © 2009 Microsoft Corporation. All rights reserved,
'[’;' Advanced system settings Service Pack 1

Get more features with a new edition of Windows 7

m

System
Rating: System rating is not available
Processor: Intel(R) Xeon(R) CPUE5-26300 @ 2.30GHz 2.30 GHz
Installed memory (RAM): 100 GB
System type: 32-bit Operating System
Pen and Touch: MNe Pen or Teuch Input is available for this Display

Cornputer name, demain, and workgroup settings

See also Computer name: Wini-1 B Change settings
Action Center Full computer name: Wini-1
Windows Update Computer description: Win7-1
Perfermance Information and Workgroup: TRAIM.LOCAL
Tools
Windows activation &2

3. On the System applet main page, click Change settings. This will open to the Computer
Name tab on the System Properties page.

Computer name, doemain, and workgroup settings

Computer name: Win7-1 'E‘:;'Changr: settings
Full computer name: Win7-1

Computer description: Win7-1

Workgroup: TRAIM.LOCAL

Windows activation
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4. On the Computer Name tab, click on the Change... button to open the Computer
Name/Domain Changes dialog box.

Systern Properties I @

Computer Name_] Hardware | Advanced | System Protection | Hemote|

[ L Windows uses the following infarmation to idertify your computer
== on the network,

Camputer description:

For example: "Fitchen Computer'' or "Mary's

Computer".
Full camputer name: Wind-1
‘i ork.group: TRAIM.LOCAL
Touge a wizard ta join a domain or workgroup, click. Network 1D
Metwaork [D.
Torename this computer or change its domain or '
workgroup, click Change. | I

a. Type 7-1-Client in the Computer name text field to modify the current computer
name.

b. Select the radio button next to Workgroup and type LAB-3 in the text field to modify
the current workgroup name.

Computer Name/Domain Changes El

ou can change the name and the membership of ths
computer. Changes might affect access lo network iesowces.
More migemahon

Compaster name:
7-1-Chent

Full compuber nare;
7-1-Cheant

Member of
D amain:

@ Wtk group:
Lag-3

c. Click OK.
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5. You will be welcomed to the new workgroup. Click OK.

Carputer Mame/Domain Changes @

[0} Wifelcome ta the LAB-3 workgroup,

6. Next, you will be informed that you need to restart the computer for the changes to
take effect. Click OK.

Computer Mame/Daomain Changes

.:6:. You must restart your computer to apply
= these changes

Before restarting, save any open files and close all
programes.

7. Click Close to close the System Properties sheet.
8. When prompted to restart your machine, click Restart Now.

Microsoft Windows @

You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs.

[ Restart Mow H Restart Later |

9. After the machine reboots, log back into the Windows 7 #1 machine, verify that the
settings are changed and are correct. This can be done by accessing the System applet
as in the previous steps or by using the nbtstat —n command at the CLI.

1.3 Conclusion

Workgroups provide an important way for small office/home office networks to be established.
Workgroups allow the sharing of resources without the complexity of the client/server network
model. Users manage their own computer systems while still having the ability to share
resources with other users or "peer" computers within the workgroup. Windows operating
systems allow the creation of workgroups, but do not automatically turn on sharing when
creating a workgroup.
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2 Inspect the Network Interface Card and LAN Configurations

Network interface cards (NICs) are an essential hardware component to network connectivity.
As with all hardware devices, NICs must have the proper driver installed for the computer
operating system to interact with the hardware. The driver translates the configuration and
specification between the OS and the hardware. The NIC must also have the correct properties
configured to communicate with the other computers in its network. TCP/IP configuration
parameters and other protocols must be in place with the correct services enabled on all
computers in the same workgroup in order for them to connect and share resources. Firewall
settings may also have to be adjusted for communication to happen.

2.1 Checking Device Manager for the Network Interface Card Drivers on Windows XP

The Device Manager will allow users to view and control drivers for the hardware installed in
the computer. The network card is a required hardware component for network connectivity.

1. Use the instructions provided in the Lab Settings section to log on to the Windows XP
machine, if you are not logged in already.

2. On the Windows XP machine, click Start->My Computer, right-click and select
Properties. This will open the Systems Properties.
a. Click on the Hardware tab.
b. Click on the Device Manager button to open the utility.

System Restore Automgt Femote
General Computer Mame | Hardware Advanced

f Internet 2 My Documents
l --) Dievice Manager

Internet Explorer
@ ; b My Recent Documents b The Device Manager lists all the hardware devices installed
:'l E-mail - on your computer. Use the Device Manager to change the
Cutlaok Express _f_(\/ My Pictures properties of any device.
» .
‘j 5N J My Music
| -l C My l:ompl& Dirivers
) . o o
® Windows Media Player en Iriver Signing lets you make sure that installed drivers are
F—— Explore ompatible with Windows. "Windows Update lets you set up
. Search o Wwindows connects ko wWindows Update for drivers.
i ‘windows Messenger "'
Set Frograr  Manage
_ Defaults Diiver Signing ] [ Windows Update
._@ Tour Windows P P Brinters an| Map Metwork Drive. ..
<= Disconnect Metwork Drive. .

*rofiles
) Files and Settings Transfer Sh Deskk lardware profiles provide a way for you to set up and store
‘Wizard t!) Help and 51 v on Desklop p p y for D

Rename ifferent hardware configurations.

] o P e —

=] Run...

Hardware Profiles

All Programs D

.| Log Off [6| Turn OFf Computer
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c. Click on the + sign next to Network adapters. This shows the NICs installed on the
system.

=) wP-CLIENT
qu Batteries

-j Cormpuker

g Disk drives

§ Display adapters

ity DVDCD-ROM drives
=%} Floppy disk. controllers

& Floppy disk drives
(=% IDE ATAJATAPT controllers
‘i Kevboards
_J. Mice and other pointing devices
=] B8 Metwork adapters
=2

+

e O O O B o B

H ,é)‘i Ports (€O LI!:u:IaI:e Driver, ..

+- 4% Processor D|s.a|:||e

4@, Sound, vis Uninstall

+ 'j Systemd¢  Sean for hardware changes

d. Right-click on the adapter and click Properties on the context menu. Notice on the
General tab, under the Device status heading, you can see if the device is working
properly or needs troubleshooting.

Y¥ware Accelerated AMD PCNet Adapter Properties E|rg|

GBHBIG'IAdvanced Driver || Details | Resources

Whiware dccelerated AMD PCHet Adapter

Device type: Mebwork adapters

M anufacturer: Whlware, Inc.

Location: PCI Slot 32 [PCI bus 2, device 0, function 0]
Drewvice statuz

Thiz device iz warking properiy. I

If pou are having problems with this device, click. Troubleshoot to
shart the troubleshoaoter.

Troubleshoot. .. ]

Device usage:

|z thiz device [enable] W |

[ Ok, ][ Cancel ]

e. Click OK to close the Network Connections Properties.
f. Click the "X" in the upper-right corner to close Device Manager.
g. Click the OK to close the System Properties.
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2.2

Checking Device Manager for the Network Interface Card Drivers on Windows 7

Use the instructions provided in the Lab Settings section to log on to the Windows 7 #1
machine, if you are not logged in already.
On the Windows 7 #1 machine, view the NIC drivers by accessing Device Manager

through Control Panel.
a. Begin by clicking on Start->Contro
b. Click on Hardware and Sound.

| Panel.

c. Under the Devices and Printers heading click on Device Manager. The Device
Manager tool will open to the default view, which is device by type.

d. Click on the arrow next to Network adapters in the default view list. This identifies

the Network adapter installed on this system.

===

Control Panel Home

System and Security
MNetwork and Internet
Programs

User Accounts and Family
Safety

Appearance and

G & v lma v Convol Fanel v Hardware and Sound »

[ # |[ Seorch Controt Pansi

Devices and Printers

29| ndd adevice | Addaprinter | Mouse || @ Device Manager

@ AutoPlay
Change default settings for media or devices

{ _‘m Sound

" Adjust system volume

\[@ Power Options

Change power-saving settings

Play CDs or other media automatically
Change system sounds

Manage audio devices

Change what the power buttans do

ol

Jl Getting Started 3

! Connect to a Projectar

|

| Calculator

Sticky Motes

R\% Snipping Tool
= S

e Paint

1‘ HPSViewer

5551-" “Windows Fax and Scan

B Rermote Desktop Connection
R

{% Magnifier

> AllPrograms

| \5&0:’:}1 programs and filss

= Device Manager
File Action Wiew Help

e || HmE

a2 T-1-Client
. 33 Batteries
& 1M Cornputer
b Disk drives
- B Display adapters
» i DVD/CD-ROM drives
b Floppy disk drives
- e Floppy drive controllers
b € IDE ATA/ATAPI cantrallers
- Keyboards
+ Pl Mice and other pointing devices
. B Monitors
] Metwork adapters
- T Parts (COM & LPT)
- 2 Processors
. &% Storage controllers
b oM Systern devices

noted, is licensed under the Creative Commons Attribution 3.0 Unported License.
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e. Right-click on the adapter and click Properties on the context menu. Notice on the
General tab under the Device status heading you can see if the device is working
properly or needs troubleshooting.

=0 Device Manager (=1 >SS

File Action ‘iew Help
= | mE H=E R %S
457 T-1-Client

>4 Batteries Intel(R) PRO/1000 MT Network Connection Properties (=23
.M Computer

b - Disk drives General | Advanced Detail: | Resources | Power Management
- B Display adapters _ )
\—_-u DYD/CD-ROM drives &. Intel[R) PRO/A000 MT Metwork Connection

g Floppy disk drives
b =3 Floppy drive controllers Device type: Metwork adapters
g [DE ATASATAPT controllers

: Manufacturer: Intel
-2 Keyboards

- jil, Mice and other pointing devices Location: PCI Slot 32 [PCI bus 2, device 0, function 0]

. Manitors
¥ Metwark adapters

Device statuz

------ £ Intel(R) PRO/1000 MT Network Connection | his device is wrking properl.

b S5 Ports (COM &LPT)
D Processars

b &5 Storage controllers
'.--_'I_-' Systemn devices

(] 8 ]| Cancel |

f. Click through the other tabs to refresh what other information can be found on the
properties sheet.

Click OK to close the Network Connections Properties.

Click the "X" in the upper-right corner to close Device Manager.

i. Clickthe "X" in the upper-right corner to close the System applet.

o m

2.3 Verify Local Area Connection Properties and Firewall Settings on Windows XP

Now that the review of the network card status is complete. Verifying the protocols installed
on the computer and decisions about the TCP/IP configuration parameters need to be finalized.
To accomplish this, we need to access the LAN connections properties. Remember in order for
workgroups to connect, the configured systems need to agree on the protocols and LAN
network settings.

1. Use the instructions provided in the Lab Settings section to log on to the Windows XP
machine, if you are not logged in already.
2. View settings on the Network Connections utility to learn what protocols are installed
on this system.
a. Click on the Start->Control Panel->Network Connections in the Control Panel to see
the Local Area Connection icon.
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In this case, there is only one NIC installed on the system so there is only icon shown. Multiple
Local Area Connection icons will appear if multiple NICs are installed on the system.

B Control Panel -
TS ——

Fle Edt View Favorites Tools Help

Fle Edit View Favorites Tools Advances

€ D ¥ O sean [ Folderd =
Address G» Control Pane! @ Back ~ 2 ? 7 ! Search
G' % .z:') L o Address e’, Network Connections
Accessbiity  Add Hardware Add o  Administrative LAN or High-Speed Internet

Options Remov... Tools
P = T @

Internet Keyboard Mouse Neatwork

Options Connections

b. Read the information associated to the Local Area Connection. Notice that it
indicates Connected, and Firewalled.
c. Right-click Local Area Connection->Properties.

ocal Area Connection

_ Connected, Firewalled
ol are Accelerated AMD PCN...

LAN or High-5peed Internet

ocal Area Connection

Er— Cisable
[ WMwar e
E&' Status

Repair
Bridge Connections

_--J!. Mew Conf Create Sharkout

B s

Rename

Properties

d. Inspect the General tab for the list of protocols and services installed on this
computer that are being used for communication. They will have a check in the box
next to them. You should see Client for Microsoft Networks, File and Printer
Sharing for Microsoft Networks, and Internet Protocol (TCP/IP) all checked. If they
are not, add a check in the box where one is missing. In order for the LAB-3
workgroup to connect and share resources on Windows clients, these protocols and
services are necessary.

- Local Area Connection Properties

Genetal | Advanced

Conrect uting

B Viware Accelerated AMD PCHet Ad
Thas connection uses the lolowing items

=0 ' Chent for Microsoft Metwarks

» File and Prirder Shanng for Miciosolt Networks
T Dof% Packet Scheduler
¥ W= Intemet Protocol [TCRAF)
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e. Click on the Advanced tab and then click the Settings button. This will give you
access to the firewall configuration.

-+ Local Area Connection Properties @E|

oon( )

Windows Fressal

Pitect my corputer and retwork by brtng I
of preventng access bo thes compuber fiom
Hroe Eritemet

As noted earlier, this Local Area Connection is Firewalled. Some settings on the firewall can
prevent connectivity testing and resource sharing. The settings are put in place to protect hosts
on the network. You can completely disable the firewall; however, this is not a recommended
practice as it would leave the system very vulnerable. Choosing to enable just what is
necessary for a system to function in the network is a more desirable option. For this lab, you
will create protocol exceptions and enable services in the firewall to allow ICMP and file and
print services.

f. Click on the Exceptions tab then put a check in the box next to File and Printer
Sharing to enable it. Click OK.

"= Windows Firewall

Generall Exceptions I.-’-‘«dvanced

Windows Firewall iz blocking incoming network, connections, except for the
programs and zervices selected below. Adding exceptions allows zome prograns
to wark better but might increase your security risk.

Frograms and Services:

M ame

File and Printer Sharing

3. Next, click on the Advanced tab and in the ICMP section, click the Settings button.

Internet Control Message Protocol (ICMP) is an error reporting and diagnostic protocol that can
be used to report errors in communication, availability of hosts, and network congestion. Ping
is a utility that uses the ICMP echo reply and echo requests packets to test the reachability of
hosts on the network.

a. Check the box next to Allow incoming echo request, if it is not already checked.

b. Check the box next to Allow outgoing destination unreachable.
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c. Click OK to close ICMP Settings.

G B
General fiEfcentons ICHP Settings E
Netwark Cornection Selings
“Wineiows Fiewal is snabled for the comnestions selected below. To add i e Rt I R D e B
exceplions for an individual conneotion, seleot . and then click Setings: ot omation fram the Intemel thet this Compeiter vl 12spond Lo
Local ea Conneclion Seltings

[ Al incaming mask request
[ Allow incoming router request

Security Logging [T Alow cutgomg souice quend)
You can create alog file for troubleshooting purposes. [ Allow outgoing parameter prablem
[ 4llaw outgoing time: excesdsd
O &llow redirect
ICMP O Allows outgoing packet too big o
With Intemet Cortrol Message Protocol (ICMP). the Description

campulers on a network can share ermor and status
information.

Default Settings

To restore all Windows Firewallsetlings to  defaul state, [[Roc b
ciick Restors Defauls.

Cencel

i

d. Click OK to close to Windows Firewall.
e. Click OK to close Local Area Connections Properties.
f. Click the "X" in the upper-right corner to close Network Connections.

2.4 Viewing the TCP/IP Settings Windows XP

As we continue to verify the necessary configurations, you will be viewing the TCP/IP settings.
The Windows XP and Windows 7 #1 systems are now in the same workgroup LAB-3, they have
unique computer names, and they are running the necessary protocols for Windows
workgroups. The next step will be confirming that all of the hosts within the LAB-3 workgroup
belong to the same subnet. The IP address settings of the computers need to be in the same
subnet and the computers need to have unique host addresses for communicating.

To determine the IP address configuration on the lab computers, you will be using the ipconfig
command. The command ipconfig /all displays all current TCP/IP network configuration values.
When using Dynamic Host Configuration Protocol (DHCP) and Domain Name System (DNS)
settings, you can use various switches with ipconfig to request new dynamically assigned IP
addresses, manage the DNS client cache, and register new DNS records. Used without any
switches, the ipconfig command displays the IP address, subnet mask, and default gateway for
all NICs active on the computer. You will view the IP address setting at the CLI by issuing the
ipconfig command.

1. Use the instructions provided in the Lab Settings section to log on to the Windows XP
machine, if you are not logged in already.
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2. Click Start->Run, then type cmd in the Open text box and click OK. This will open the
command prompt in Windows XP.

R o e ar .rJ Printers and Faxes
Files and Settings Transfer
Z@ Wizard QJI Help and Support

‘ ‘Wireshark I_) e
| -
All Programs D

x|

_ Type the name of a program, folder, document, or
Internet resource, and Windows will open it For you,

crnd " I

oK ] [ Cancel

l [ Browse... ]

74 start

3. Type ipconfig at the command prompt and press Enter to display the current IP address,
subnet mask, and default gateway of all the NICs configured on the computer.

C:AWINDOWS\system 3 2wemd. exe

Microsoft Windows XP [Uersion 5.1.26801
(C> Copyright 1985-2801 Microsoft Corp.

C:~Documents and Settings:Traineeripconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix H

IP Address. . . . . « « « « « = - 192.168.1.11
Subnet Mask . . . . . . . . . . . = 255L_255.255.8
Default Gateway . . . . . . . . . = 192.168.1.1

C:~Documents and Settings:Trainee>

4. Document the IP address, Subnet Mask, and Default Gateway on the Windows XP
machine to use in order to verify that the workgroup LAB-3 machines are on the same
network.

IP address Subnet Mask Default Gateway
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2.5 Verify Local Area Connection Properties and View the TCP/IP Settings Windows 7

The review of the network card status in Windows XP is complete. Now we must review the
network card status of the Windows 7 #1 machine. To accomplish this, you will access the
Network and Sharing Center in Windows 7.

1. Use the instructions in the Lab Settings section to log on to the Windows 7 #1 machine,
if you are not logged in already.
a. Left-click the Network and Sharing Center icon on the Task Bar, then click Open
Network and Sharing Center.

Curmrently connected to: 44

I=p Unidentified network
Mo Internet access

——
Open Network and Sharing Center I

b. Click Change Adapter settings on the left panel to access the Local Area Connection.
Notice the information about whether the firewall is configured is not provided with
the link in Windows 7.

C}'\,_,.-' G # Hetwork and Intemet » [Netwark and Sharing Cente @u- £ 4t Hebwork and Intermer » Hebaork Conmections

Cantred Panel Heme . i
I View your basic network Qrganize =
A Aoy oo omnetan
Change sdvanced sharing . = rad snbified retwork
seftings i @ [neel(R) PROSLOM MT Metwark ©

[This commputer)

[T ¢ pardn gl rler

c. Right-click Local Area Connection->Properties. This will open the Local Area
Connections Properties window.

4 Local fres Connection Properties Q
Metwanking |

Conrect using

%" IraelR) FRO000 MT Mebwark Cornection

Tht connection uses the followng lems:
=
¥ B 005 Packet Schedulsr
) S File and Prrter Shating for Miciasoll Networks
& Inbemet Piotocol Version B [TCPAPYE)
. Irteimet Probocol Version 4 [TCPAPW)
- Link/Laet Topology Dizconeesy M apper 1D Driver
« Link-Lapest Topology Desconeesy Respondes

=
v
=

FE

22

—G)
his work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where otherwise

noted, is licensed under the Creative Commons Attribution 3.0 Unported License.




Lab 3: Networking Essentials

d. Inspect the Networking tab for the list of protocols installed on this computer used
for connection. You should see Client for Microsoft Networks, File and Printer
Sharing for Microsoft Networks, and Internet Protocol Version 4 (TCP/IPv4)
checked because these are needed in order for the workgroup LAB-3, to connect

and share resources on Windows clients. If any of these are unchecked put a check

in the necessary box or boxes.

Click OK to close the Local Area Connections Properties sheet.
f. Click the "X" in the upper-right corner to close Network Connections.

Just as you did on the Windows XP machine, you will view the IP address setting at the CLI by

issuing the ipconfig command.

2. Click Start, type cmd in the search box and press Enter. This will open the command

prompt on the Windows 7 #1 machine.

3. Type ipconfig at the command prompt and press Enter to display the current IP address,

subnet mask, and default gateway of all the NICs configured on the computer.

- See more results

|cmd * | L& Shut down | # |

C:~UsersrTrain>ipconfig

lindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . :

IPv4 fpddress. . . - - . . . - . . = 192.168.1.12
Subnet Mask : 2585.255.255.8
Default Gateway : 192.168.1.1

4. Document the IP address, Subnet Mask, and Default Gateway on Windows 7 #1 to use in

order to verify that the workgroup LAB-3 machines are on the same network.

IP address Subnet Mask

Default Gateway
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2.6 Verify Firewall Properties on Windows 7

In Windows XP it was easy to see that the firewall was enabled from the Local Area Connection
icon information. In the Windows 7 operating system there is no information listed at the icon,
so you will have to access the Windows Firewall page to check the settings.

1. Use the instructions provided in the Lab Settings section to log on to the Windows 7 #1
machine, if you are not logged in already.
2. Click Start->Control Panel->System and Security->Windows Firewall
a. Locate the settings on the home page to see that the Windows Firewall is enabled
and blocking incoming programs that are not on the allowed list. Click the drop-
down arrow next Home or work (private) networks and Public networks to expand
the viewable area as seen in the graphic.

L= o)

@Qv|0 v Control Panel » Systern and Security » Windows Firewall

Control Panel Home

Allow a program or feature
through Windows Firewall

‘5' Change notification settings

A | + | | Search Control Pane! ) |
.Q.
Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.

How does a firewall help protect my computer?

‘E‘:" Turm Windows Firewall on or What are network locations?

off

. ﬂ' Home or work (private) networks Not Connected '\

‘E’;' Restore defaults

B Advanced settings Networks at home or work where you know and trust the people and devices on the network

Troubleshoot my network
Windows Firewall state: On I

Incoming connections: Block all connections to programs that are not on the

list of allowed programs

Active home or work (private) networks: MNone

Motification state: Motify me when Windows Firewall blocks a new

program
Connected (&)

. a' Public networks

Metworks in public places such as airports or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the

list of allowed programs

Active public networks: © Unidentified network

Notification state: Motify me when Windows Firewall blocks a new

program

See also
Action Center

Network and Sharing Center

As with Windows XP, changes to the firewall settings will need to be made on the Windows
7 #1 machine in order to be able to test connectivity and share resources in the workgroup,
LAB-3.
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3. In the left panel of the Windows Firewall home page, click Advanced Settings.

@@'!i » Control Panel » System and Security )ledowx Furewall

Contrel Panel Home
Help protect your computer wi

Allow a program or feature

Windows Firewall can help prevent hacl
through Windows Firewall

through the Internet or a network,

% Change notification settings How does a firewall help protect my ¢¢
# Tum Windows Firewall on or What are network lecations?
off
% Restore defaults . 0 Home or work (privatd
Advanced settings .
(= o] . 2 Public networks

Troubleshoot my network
Networks in public places such as airp

Windows Frewall state:

Incoming connections:

Active public networks:

Notfication state:

This opens Windows Firewall with Advanced Security. Here, you will create the exceptions on
the Windows 7 #1 machine for ICMP and File and Printer Sharing.

4. In the left panel, click on Inbound Rules.

5. Next, in the middle panel titled Inbound Rules, scroll down to find the rules named File
and Printer Sharing (Echo Request - ICMPv4-In). The list is alphabetical.

6. Right-click each named File and Printer Sharing (Echo Request - ICMPv4-In) rule and
click Enable Rule. Be sure the circled check mark is now displayed in a green circle.

b Windows Firewall with Advanced | IR Tan LT
3 Inbound Rules | Name

g% Uutbound Hules
B Connection Security Rules @ Distributed Transaction Coordinator (RPC-EPMAR)
9 Manitoring . Distributed Transaction Coordinator (TCP-In)
. Diztributed Transaction Coordinator (TCP-In)
File and Printer Shanng (Echo Request - ICMPwd-In)

File ar Enable Rule dest = ICMPwt-In)

File ar Cut dest - ICMPy-In)

@il ar DP-In)
T ram-In)
Bcile ar Paste ramn=[n}
@rFite » Delete I}
:i':! * Properties 'I'-]'J}

ile ar ri-Iny
Oriear Help n-Inj)

. File and Printer Sharing (SMEB-In)

7. Close Windows Firewall Advanced Security by clicking the "X" in the upper right corner.
8. Close Windows Firewall by clicking the "X" in the upper-right corner.
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2.7

1.

2.

Test Connectivity Between LAB-3 Workgroup Computers

Use the instructions in the Lab Settings section to log on to the Windows 7 #1 and the
Windows XP machines, if you are not logged in already.

Use the ipconfig command or gather the information from the previous two tables to
complete the table below and compare IP addressing information on all systems in the
LAB-3 workgroup.

Machine ID IP address Subnet Mask Default Gateway

Windows XP

Windows 7 #1

Note that the subnet masks match and the hosts are all on the same network, the IP addresses
of the hosts are unique. This verifies that the TCP/IP configurations meet the correct
parameters for the Workgroup network connectivity.

You will be using another TCP/IP utility, ping, in the CLI to test for network connectivity. The
ping command sends ICMP request messages to the remote device. If the remote system hears
the ICMP request they respond with ICMP reply messages. In a Windows-based system, four
data packets are sent by default. Carefully observe the output of the ping command. You
should receive a response similar to the one in the graphics below.

3.

4.

Access the command line on the Windows XP machine (click Run, type cmd in the box
and then click OK).

Type ping, and then a space, followed by the IP address of Windows 7 #1 at the prompt.
Press Enter.

Was the ping successful?

Pinging the IP address of Windows 7 #1 verifies that the Windows XP machine can
connect with another host in the LAB-3 workgroup because it receives a successful reply
from the remote device.

|C:\Ducuments and Settings“TraineeXping 172_.168_1.12

Pinging 172.168.1.12 with 32 hytes of data:

Reply from 192.168_1.12: bhytes=32 time<imsz TIL=128
Reply from 1922.168_.1.12: hytes=32 time<ims TTL=128
Reply from 192.168.1.12: hytes=32 time<ims TTL=128
Reply from 122.168.1.12: hytes=32 time<ims TTL=128

Ping statistics for 192.168.1_.12:

Packets: Sent = 4, Heceived = 4, Lost = @ (Bx loss?,
Approximate round trip times in milli-—seconds:

Minimum = Bms, Maximum = Bms,. Average = Bms

5. Access the command line on the Windows 7 # 1 machine (click Start, type cmd in the

search box and press Enter).

6. Type ping followed by the IP address of Windows XP at the prompt. Press Enter.
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7. Was the ping successful?

Pinging the IP address of the Windows XP machine verifies that the Windows 7 #1
machine can connect with another host in the LAB-3 workgroup.

C=sUserssTrainping 192_.168.1_11

Pinging 1922_168.1 .11 with 32 bytes of data:

Reply from 192.168.1.11: bytes=32 time<imsz TTL=128
Reply from 192_.168.1_11: bytes=32 time<imsz TTL=128
Reply from 192.168.1.11: bytes=32 time<imsz TTL=128

Reply from 192_.168.1_11: bytes=32 time<imsz TTL=128

Ping statistics for 192.168.1_11:

Packets: Sent = 4, Received = 4. Lost = B (Bx loss>.
Approximate round trip times in milli—seconds:

Minimum = Bms. Maximum = Bms,. Average = Bms

2.8 Conclusion

Configuring Windows workgroup names is just a piece of the larger task of setting up peer-to-
peer networking. Workgroup clients must be in the same subnet to connect to each other.
TCP/IP configurations settings, such as the type of clients to be connected, protocols, and
services being used must be verified. In the Windows workgroup configuration common TCP/IP
settings are:

Client - Adds a client to the configuration (must have at least one).

Protocol - In Microsoft operating systems TCP/IP is the default (must have a protocol to
communicate). Internet protocols (TCP/IP) can be IPv4 or IPv6

Service - File and Printer Sharing must be enabled for other computers on the network to gain
access.
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3 Share Data and Resources on the Network

In this task, you will create and share a folder and map a network drive for the LAB-3
workgroup computers to share resources. The Windows XP machine and the Windows 7 #1 are
in the same workgroup, so they may allow each other access to their files and other resources.
As long as systems are on the same local area network they can directly access shared
resources in the workgroup to which they are joined.

3.1 Share a Folder in Windows XP and Accessing It from a Windows 7 Computer

The functionality of the Windows workgroup lies in being able to share resources. Once
connectivity is established, the configuration of resource sharing is necessary.

1. Use the instructions in the Lab Settings section to log on to the Windows XP machine, if
you are not logged in already.

2. On the Windows XP machine, click Start->My Computer.

3. Right-click Shared Documents->Sharing and Security...

Fie Edt Wew Favortes Took Help
O - T s Fokders

i My Computer
Files Stored on This Computer

Eij hared Document) 1 1o
(Ot
Explore
Hard Disk Drives Saarch..,
[ Shaeing and Securiy.., ]
:;q"a LocalDigk (C2) | Send To v
Creste Shorbouk

Devices with Removabl  pronatios

4. In the Network sharing and security section, click Network Setup Wizard.

Metwork, sharing and security

| Az a security meazure, Windows haz dizabled remote
ﬂ__'.ﬂ access to this computer. However, you can enable

ghare files by running the
#ebwork Setup Wizarc,

[f wou underztand the security rizks but want to share
filez without running the wizard, click here.

Learn mare about zharing and securiky,

5. Click Next.

6. Click Next after reading the checklist.
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7. On the Connection Methods page, select the radio button next to Other (this is what
best describes this computer). Click Next.

Select the statement that best describes this computer:

(") Thiz computer connects directly to the Intemet. The other computers on my network connect
ta the Internet through thiz computer.

Yiew an example.

(") Thiz computer connects to the Intemet through a residential gatewsay or through anather
computer an my network.
Wiew an example.

Leam more about home or gmall office network configurations.

8. On the Other Internet connection methods page, select the radio button next to This
computer belongs to a network that does not have an Internet connection. Click Next.

Metwork Setup Wizard
| Other Internet connection methods. . I %

Select the statement that best describes thiz computer:

() This camputer connects ta the Internet directly or through a netwark hub. Other computers
on my nebwork, aleo connect bo the Intermet directly or through a hub.

Wiew an example.
() This computer connects directly to the Intermet. | do nat have a netwark yet.
Wiew an example.

() This computer belongs to a netwark that does not have an Intermet connection.
Wiew an example.

Leam more about home or gmall office network configurations.

< Back i Mext » I Cancel
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9. On the Give this computer a description and name page, verify that the name is XP-
Client. Click Next.

Network Setup Wizard
| Give thiz computer a description and name. I %

Computer description: | |

E amnl&EamﬂgHoom Computer or Monica's Computer

| Computer name; |><F'-I:LIENT| |

Examples: FAMILY ar MOMICA

The current computer name iz WIk=P.

Leam more about computer names and descriptions.

[ < Back REr ][ Cahicel ]

10. On the Name your network page, verify that the Workgroup name is LAB-3. If it is not,
type in LAB-3. Click Next.

Network Setup Wizard
Elame your netvmlﬂ %

Mame paur netwark by specifying a warkagroup name below. All computers on your netwiork,
ghould have the game work.group name.

| whork group name: LAB-3

Examples: HOME or OFFICE

< Back I Mext » l[ Cancel
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11. On the File and Printer sharing page, verify that the radio button next to Turn on file
and printer sharing is selected. If it is not, select it. Click Next.

Network Setup Wizard

Eile and printer shalingﬂ %

\i) Turning on file and printer sharing makes the Shared Documents folder available to

everuone on pour network, |t aleo gives everyone access to a shared printer if one is
available.

wihat do you want ta da?

(%) Tum on file and printer sharing
‘windowes Firewall will be configured to allow file and printer sharing an your netwark.

() Turr off file and printer sharing

findoves Firewall will block file and printer sharing on wour network., [IF pou cunrently hawve
shared files ar printers, they will na longer be thared

[ < Back I Mext » l[ Cancel ]

12. Review that the setting on the Ready to apply network settings... page are correct.
Click Next.

Network Setup Wizard

Ready to apply network zettings... %

The wizard will apply the fallowing settings. Thiz process may take a few minutes to complete
and cannot be interupted,

Seftings:
Metwork, gettings: LS
Computer description;
Caomputer name: ®P-CLIEMT
whork group name: LaB-3
File and printer gharing is turned on. The Shared Documents folder and any files or printers
you have shared are now available for athers to uze.
w

To apply theze zettings. click Next.

< Back ” REr ][ Cahicel
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13. On the You’re almost done... page, verify that the radio button next to Just finish the
wizard is selected. Ifitis not, select it. Click Next.

Metwork Setup Wizand

You're almoszt done.

netwark. Ta run the wizard on computers that are not running Wwindows *P, you can use
the wWindows %P CD or a Metwork Setup Digk,

i J ou nieed to run the Metwork, Setup wizard once on each of the computers an pour
YWhat do pou want to do?
(") Create a Metwork Setup Disk
() Use the Netwark, Setup Disk | alieady have

() Use my ‘Windows =P CD

| (=) Just finish the wizard; | don't need to run the wizard on other computers I

14. Click Finish to complete the Network Setup Wizard.

15. Click OK to close Shared Documents Properties

16. Click Yes if asked to restart your computer and log back in when reboot is completed.
(this step may not appear).

17. You have now shared the Shared Documents folder.

18. Click Start->My Computer (if not already open) and view the Shared Documents folder
icon to see that it has been shared.

19. Use the instructions in the Lab Settings section to log on to the Windows 7 #1 machine,
if you are not logged in already.

20. Left-click the Network and Sharing Center icon on the Task Bar and click Open Network
and Sharing Center.

Currently connected to: +

=% Unidentified network
Mo Internet access

Open Metwork and Sharing Center
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21. Click on Choose homegroup and sharing options to access the HomeGroup page.

\ .:} 0 Network aod Internet b [Network and Shasng Certer

v 4y )
Cortral Panel Home ¢
3 Vi vour basic network information and set up CONNECions
Change afapter settingt .* tang x ¥ )
S::" — 7-3-CLENT Urichentfaed network Iterat
e Thas comnpuner)
View yout active metwerks
l;;—l_- Usidentified netwoek Acces bype Ho Irternet access
Pubse netaceh Cennections | Lecol 2cns Conect

(hange your retwcdong settingt
K s
Set op # wirehezs, Brosdbend, dal-up, ad hot, or VPN connection; of set op 8 souter of S00es
gt

L

CONNE0T OF TECONAeCt 10 & wntless, wred. Ghal-up, Of VPN Aetntrk CONNEMON

l Access fhes and prvaters I0Ca0ed 9N OThar IOWOR COMOUBen. Of change sharng Wn; l

22. Click Change advanced sharing settings on the Homegroup page; this will open the
Advanced sharing settings page.

Notice the statement This computer can’t connect to a homegroup on the Advanced sharing
settings page. Remember, HomeGroup is only available on the Windows 7 operating system
and because the resources are being shared among a Windows XP system and Windows 7,
advanced sharing needs to be configured to allow the workgroup to function.

I » Comipun » et e 1o

Share with other home computers running Windows 7

| % Thes Computer 0T CONMT 10 8 homegrovy |

Ta Create 07 Jou & hOMgIoup, YOUr CEMPUIer s NEEAO Jocation must be st 10 Mome,

Wb 3 homegroup, you can thare files snd printers with othar computen renmung Windows 7. You can also
stream medha 1o devices. The homegrtup o pretected with & pesteard, and you T sbarys be sbie to Choote
what you thaee with the group

-
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23. Click the drop-down arrow next to Home or Work on the Advanced sharing settings
page.

a.
b.
c.

Click on Turn on network discovery.

Click on Turn on file and print sharing.

Click on Turn on sharing so anyone with network access can read and write in the
Public folders.

Click on Use user accounts and passwords to connect to other computers.

9 st Windews 7 - 1. Peck NISGTC_A +_Pocii = NETLAB+ Remote P Vi hesabl SIS
Verws? View PC Selegs  Haelp

B Plevaaik i et & Metadil sl Thinrsg Condai o|Sar s d thives pitesdg
Ft P bl

Whn network deddenty o on, T Computer i sof other setwork computen sad devsin and 0
wesbly to cthir retwort computen., Bt T i Ll

T fF Saforiots, ks (=i
Fir ared prontins sarng

Whars e sl prnbar tharisg s o, $ibm and panbars that yos have thased from the compater can

bt B auiad By paoph 0 e Ptadet

@ Tum on e and prnter tharing

G g

24. Click the drop down arrow next to Public (current profile) on the Advanced sharing
settings page.

a.
b.
c.

Click on Turn on network discovery.

Click on Turn on file and print sharing.

Click on Turn on sharing so anyone with network access can read and write in the
Public folders.

b hitbwork ard Inbemet 8 Plotssark and Shanirg Comter o | Bdvareed shanrg arttng: w | dy
Pubks (cumeng prafile) [3

[ —

‘Wihan naptwork: discovary i on, Hhit compuben can s othar network compubir snd devices snd i
wisible b St Pebwonl Compaen. Y 6 nel .

@ Tudh 0n Astadrh des orey

Fie and prnker tharng

Wk fike el prler shising is oo, Tles aned prmters that yiu hive shised fram this compuler S
be s<mped by peopds on the networh

Serall divwa Bad othied ogtload

25. Click the Save Changes button.
26. Click Log off now. Log back on to the Windows 7 #1 machine.
27. Go to Start->Computer.
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28. In the left panel, click Network. This will display all the computers and devices
discovered on the network computers. Notice you will see the Windows 7 #1 computer
and the Windows XP computer, but not the other computers in the topology, since they
are not in the LAB-3 workgroup.

[F=% BN =5
@va'ﬁ » Metwrork » - | +y | | Search Metwank jo) |
Organize v Network and Sharing Center > 3= - i -@u
4. Favorites 4 Computer {2}
Bl Desktop -
& Downloads L 7-1-CLIENT
_-4-.3‘-‘.‘:

= Recent Places

! L HP-CLIENT
_1"‘\.‘

4| Libraries
> 3 Docurments
> ,J“. Music
> || Pictures

> B videos

1M Computer

> ?ﬁ Meturork

29. Double-click on XP-CLIENT to locate the Shared Documents folder.
The two workgroup LAB-3 computers are now sharing resources.

fo -]
@ka!ﬁ b Met. » XP-C.. » ~ | 49 || Search xp-clENT P
Organize * Metwork and Sharing Center  # ﬁi * [ I@I
0 Favorites SharedDocs
Deskt * Y Share
B Cesktop -
4 Dowenloads
| RecentPlaces

Now you will map a network drive to the shared folder to for easy access to it. Mapping the
share means that you will assign a drive letter to the remote folder so it will appear as a local
resource and you will not have to look for it or locate it on the network each time you need
access.
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30. Right-click on the SharedDocs->Map a network drive...

Ehargdline:
- | Open

Open in new window

Abarzys wonilable offline

Restore previous wersions

C Map nebwork drrve... j

Copy

Create shortcut

Properties

31. Click the drop-down arrow next to Drive: and select T as the drive letter.
32. Review the information in the Folder: text area to be sure it is the correct share.
33. Check Reconnect at logon.

What network folder would you like to map?

Specify the drrve letter for the connection and the folder that you want to connect to;

(one & - ]

Falder: WWINKP - CLIEN T SharedDocs

Example: Vasenershare

[ ¥IReconnectatlagon |

34, Click Finish.

35. Close all open windows.

36. Click Start->Computer.

37. Locate the share under the Network Location.

= 4 Metwork Location (1)

(M Computer
i SharedDocs OWKP-CLIEMT (T2

" T — |
'&! Metwrark -q 5.06 GB free of 7.98 GE

‘hE 7-q-

1= 7-1-CLIENT Space free: 506 GB

1M HP-CLIEMT Total size: 7.98 GE
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3.2 Conclusion

The functionality of the Windows workgroup lies in being able to share resources. Once
connectivity is established, the configuration of resource sharing is necessary. Sharing between
computers running different Windows operating systems can be done using the workgroup
feature. Once shares have been created, drive mapping can be configured to make accessing
the resource easier and more convenient.
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4

Using Network Command-Line Utilities

All of the computers that you are working with in the lab are connected by a network. They all

belong to the same subnet and should be able to connect to each other. Hardware issues,
firewall settings, incorrect IP addressing information, and errors in network configurations can
all account for problems with network connectivity. In this task, you will be using command-
line tools to view useful information for both network configuration and troubleshooting.

1. Use the instructions in the Lab Settings section to log on to the Windows 7 #2 machine,

3.

Mhis work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where otherwise

Windows IP configuration.

BN Ciifindowstsystem32iemd. exe

Microzoft Windows [Uersion 6.1.76811
Copyright <c>» 280? Microsoft Corporation. All rights reserved.

Ethernet adapter Local Area Connection:

if you are not logged in already.
Click Start, type cmd and press Enter. The command-line interface window opens. (If
you were to log on to the Windows XP machine you would go to Start->Run, type cmd).
Type ipconfig to see the TCP/IP configuration information. This will show the basic

If you want to see more information about the adapters
than just basic, type ipconfig /all. This gives detailed information about each adapter on
the system.

C:sUszerssTrain*ipconfig Aall

Windows IP Configuration

Hozt Mame . . . . . Win?-2
Primary Dnsz Su.{-‘flx .

Node Type . . . Hybrid
IPF Routing Enahled. . Mo
WINS Proxy Enabled. . Mo

Physical NIC

Connection—specific DNS Suffix

Dezcription . . . . . . . . . Intel<{R>» PRO-1AAA MT Hetwork Connection

Physical Address. . . . . A-58-56—-7C-7E-AC
DHCP Enabled. . . . . . . Ho

Autoconf iguration Enabled Yes Important settings to

IPv4 Address. . . . . . . 192.168.1.18<Freferred? phelp with
Subnet Mask . . 255.255.255.8

Default Gateway :
DHE Servers . . .

R 192 168.1.1 connections,
192.168.1.1808

MetBIOS over Tepip. . - . . - . . Enahled

[unnel adapter isatap.{@5338BDE-CD7F-44DE-B487-C6E?D5BFaAD4 - [Pv6 tunnel

Media State . . Media diszconnected
Cunnectlun—.,pecﬂ-‘lc DNS Sufflx
Microsoft ISATAP Adapter

Dezcription . . . . . . . . . .
Phyzical Address. . . . . . . . A—A—AR—-AR-AR—AA—AA—EA
DHCP Enabled. . . . Mo

Autoconf iguration Enahled . Yes

[unnel adapter Teredo Tunneling Psewdo—Interface: [Pv6 and other protocols

Media State . . Media disconnected
CDI‘II‘IECtlDI‘I‘"‘pBlelC DNS Su.{-‘flx
Dezscription . - & -« &« & &« &« - .
Phyzical Address. - e e
DHCP Enabled. . . . . .
Autoconf iguration Enahler.l - e

Teredo Tunneling Psewdo-—Interface
AA-a0-A—-AA-08—-B0—B0-E@

noted, is licensed under the Creative Commons Attribution 3.0 Unported License.
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4. At the command prompt, type ping 192.168.1.100 and press Enter, as observed in the
ipconfig output. This is the IP address of the DNS server. Using the ping command will
verify connectivity to the DNS server.

B CMYind oweshsystemn32iomd exe

C=sUserssTrainkping 192.168.1.1688

Pinging 192.168.1.108 with 32 hytes of data:

Reply from 192.168.1.188: hyte 2 time<ins TTL=128
Reply from 192.168.1.188: byt 2 time<ins TTL=128
Reply from 192.168.1.108: bytes=32 time<ins TTL=128

Reply from 192.168.1.108: bytes=32 time<ins TTL=128

Ping statistics for 192.168.1.104:

Packets: Sent = 4. Received = 4, Lost = @ (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bns,. Maximum = Bns,. Average = Bns

The results of the ping are successful and connectivity is active with the DNS server.

5. At the command prompt, type tracert 192.168.1.100 and press Enter. This command is
very helpful in providing a roadmap of the route the packets take to get to a remote
host. In the event the ping was unsuccessful, tracert would show the point in the path
that a hop was unreachable.

BN ChMfindowsisystern32hcmd. exe

C:sUseprssIrainitracert 172.168.1.160

Tracing route to server [192.168.1.1881
over a maximum of 38 hops:

1 <1 m= <1 ms= <1 ms sevver [192_.168.1.1881

Trace complete.

Based on the output of the command, it can be determined that the DNS server is on the same
local area of the Windows 7 #2 machine and does not use a router because the only hop was
directly to the DNS server.

6. Atthe command prompt, type net accounts and press Enter. This command allows you
to view account settings and make changes to various account options from the
command-line. If you are unable to access the GUI and need to make a new account for
troubleshooting this command is invaluable.

4.1 Conclusion

Knowing how to use network command-line tools is important to a PC technician, especially
when the GUI becomes unavailable. It is not very often that you will encounter computers that
exist in a stand-alone environment, so knowledge of network CLI tools is a must if you are going
to be troubleshooting.

39

Mhis work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where otherwise

noted, is licensed under the Creative Commons Attribution 3.0 Unported License.




Lab 3: Networking Essentials

References

1. Troubleshooting device conflicts with device manager:
https://support.microsoft.com/kb/133240/EN-US

2. Computer Hope:
http://www.computerhope.com/jargon/b/bios.htm

3. Windows Firewall:
http://technet.microsoft.com/en-us/library/bb457149.aspx

4. How to manage users in Windows 7:
http://www.pcworld.com/article/171933/manage users in windows 7.html

5. Share files:
http://windows.microsoft.com/en-us/windows7/share-files-with-someone

6. Create a shortcut:
http://windows.microsoft.com/en-us/windows7/create-a-shortcut-to-map-a-network-
drive
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