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Lab 7: Disk Maintenance and Data Recovery

Introduction

This lab is part of a series of lab exercises designed to supplement coursework and provide
students with a hands-on training experience based on real world applications. This series of
lab exercises is intended to support courseware for CompTIA A+® certification.

Proper disk maintenance is just as important as virus scanning. Just as a virus can destroy data,
so can bad disk and data management. Most maintenance can be scheduled to automatically
run, so the technician only needs to check periodically to make sure the maintenance
procedures are running properly. Data recovery is extremely expensive and proper
maintenance can help lessen the likelihood of costly hardware failures.

This lab includes the following tasks:

1. Disk Maintenance
2. Data Backup
3. Data Recovery

Objective: Understanding Maintenance

Preparing for disaster is important, but performing routine maintenance tasks on PCs that you
support is just as important. This is to keep them functioning at optimal levels and protected in
case of damage or hardware failure.
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Lab 7: Disk Maintenance and Data Recovery

Lab Topology

Windows 2008 R2 Windows 7 #1

"

192.168.1.0/24

Windows 7 #2 Windows XP

(1)
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Lab 7: Disk Maintenance and Data Recovery

Lab Settings

The following table includes settings necessary to complete the lab. The Windows features
referenced and used in this lab are consistent with those included with Windows 7.

Log in to the following virtual machines before starting the tasks in this lab:

Virtual Machine IP Address Account Password

(if needed) (if needed)

Windows 7 #1 192.168.1.12/24 Train Trainlng$
Windows 7 #2 192.168.1.10/24 Train Trainlng$

Windows Login (applies to all Windows machines)

1. Click on the icon on the topology that corresponds to the machine you wish to log into.

2. Use the PC menu in the NETLAB+ Remote PC Viewer to send a Ctrl-Alt-Del (version 2
viewer), or click the Send Ctrl-Alt-Del link in the bottom right corner of the viewer
window (version 1 viewer).

3. Inthe password text box, type Trainlng$ and press Enter to log in.

o
0 -
. -
Pazsword |

You are using the Train account, which has administrator privileges, to complete the tasks in
this lab. You must be an administrator or have administrator privileges to complete some of
the tasks in this lab.
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Lab 7: Disk Maintenance and Data Recovery

1 Cleaning Hard Disk Drives

The Windows operating system needs hard drive space for normal operation. Having
unnecessary files stored on the drive takes up space and clutters the hard drive. Many
programs add temporary files that are no longer needed. Internet surfing can also result in
temporary files accumulating on a system. Using tools to remove these files is a good practice.
Removing the files can also cause a situation called disk fragmentation which can increase
read/write times on a hard drive effecting performance. Fragmented drives can also hinder
data recovery in some situations. Defragmenting is recommended as part of a good
maintenance plan.

Some newer computers are equipped with Solid State Disks (SSDs) that do not require
defragmenting. As these hard drives do not contain moving parts, defragmenting does not
improve performance and can adversely affect the lifespan of the drive by adding unneeded
reads and writes. However, it is still recommended to remove temporary and unnecessary files.

1.1 Disk Cleanup

1. Use the instructions in the Lab Settings section to log on to the Windows 7 #1 machine,
if you are not logged in already.

2. Click Start->Control Panel->System and Security->Administrative Tools. Double-click
Task Scheduler to open the Task Scheduler window.

=) Task Scheduler == )
File | Action | View Help

= EBE
Task Scheduler (Local) | =
Task Schedulr Library o | TaskSchedulerQocal  ~

Overview of Task Scheduler

Status of tasks that have started in b, [Last 24 hours = View 3

Summary 0 total - 0 running, § succeeded, I stopped, I failed

Task Name Run Result Run Start

Last refrashed at5/19/2014 12:45:45 AM Refresh

3. Click Create Basic Task in the Actions area to open the Create Basic Task Wizard.

Tack Shadudee B~

Overview of Task “chaduer

6

Mhis work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where otherwise

noted, is licensed under the Creative Commons Attribution 3.0 Unported License.




Lab 7: Disk Maintenance and Data Recovery

4. Type Disk Cleanup in the Name text area.
5. Click Next.

Creat Basic Task Wizard =

E Create a Basic Task

Use this mrd'bu quic H].r s-chedulr a common task. For more advanced options or settings
T"Q‘J'" sk comenand in the Actions pane,
Actan Marne: Drisk Cleanup I

- Description:

6. Select the Monthly radio button.
7. Click Next.

Create Bazic Task Wizard

®| TaskTrigger

Create 5 Baise Task When do you want the task to start?
Daily
Monthly Weekly

Betion

Finish 8 Morihly
Qe timie
‘When the cormputer starts
‘When [ log on

‘When a specific event is logged

8. Click on the time field and select the hour, minute, seconds, and AM/PM. Use the scroll
arrows in the set the time to 12:00:00 AM. Leave the start date at default.

9. Click the drop down arrow next to Months and put a check in the box next to <Select all
months>. Click the arrow to close the Months drop-down.

Sart SFIR2004 D ALORSSAM D Symchaonize across time Tones

Months: |

«Select all months >

a Dm:
iz

Jyrnry
Febinapny
Mairch

s A NS SN S SRS S S
-
c
3
"

Decernbes
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Lab 7: Disk Maintenance and Data Recovery

10. Click the drop-down arrow next to Days and put a check in the box next to <Last>. Click
the arrow to close the Days drop-down. Click Next.

Create Basic Task Wizard

@ Monthly

Create a Basic Task

==

Start 5/252014 [Dv 12000080 2 [T Synchronize across time zones

Morths; Panuary, February, March... =

@ Days: |Last -
C6 11 16 21 26 31

0 Ou v 0z 07 [

e [ [ 05 O

19 14 (18 124 29

[l 15 [ 35 (30

Trigger

Action
Finish

© Om

(<o ] [honr ] [Lomeet ]

11. On the Action page, make sure the radio button next to Start a program is selected.

Create Basic Task Wizard
E Action

Create a Basic Tazk
What action do you want the tazk to perform?

Trigger
Wieekhy

Finizh

@ Start a program
Send an e-mail

Display a message

12. Click Next to open the Start a Program window.

13. Click Browse and start typing the program name for Disk Cleanup, cleanmgr.exe in the
filename box.

14. The filename will auto-fill, click on cleanmgr.exe then click Open.

=
Tegreminpt —
[ || +
i ==
ol [ Wntows » Sz » = | e '._-.
Drgarsse = Heper foiier - ]
& Fwmrte
B Okt P
& Curmmdgadds Adaancednatalen
W Prcend Pl Y
bg-Ba
i Libewsas et
& Dadumarts Eitrash
of! Muic oMl
= Pitared Codirtegniy
H vieos eom
waihy
W Carrguten -G
da-Di
i Mtk =
Fale nammots | ci] w || | e x|
Chan B I T
- =
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Lab 7: Disk Maintenance and Data Recovery

15. Click Next. Click Finish.

16. In the left pane, click on Task Scheduler Library when the Task Scheduler window

opens.

17. Click Refresh in the Actions menu to see the Disk Cleanup task listed in middle pane.

@Task Scheduler
File Action ‘Wiew Help

= #EBE

=N EeR =

(0) Task Scheduler (Local)

= MHame Status  Triggers
» | Task Scheduler Library

Actions

Marne: Disk Cleanup

(@ Disk Cleanup  Ready At12:00 M on day Last of January, February, | | 125k Scheduler Librang &
_@ Create Basic Task..
L Create Task..,
Import Task..,
[ Display &1l Running...
P —— b | & Enable 21 Tasks His..
General ‘Triggers IActions | Conditions I Settings | H\stovy(d\sabled)l S Mew Folder...

- Wiew

G Refresh
Location: % :

Author WINT-14Train E Help

mn

18. Highlight Disk Cleanup in the middle pane and click on Properties in the right pane.
19. On the Disk Cleanup Properties window in the Configure for: drop-down menu, select

Windows 7, Windows Server 2008 R2.

Security options

When running the task, use the following user account:

@ Run onlywhen user is logged on
() Run whether user is logged on or nat
Do not store password, The task will only have access to local computer resources,

[] Run with highest privileges

WINT-1\Train Change User or Group...

[ Hidden Configure for:

20. Click OK to close the Properties window.

21. Close Task Scheduler by clicking the "X" in the upper-right corner.

22. Close the remaining windows by clicking the "X" in the upper-right corner.
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1.2 Disk Defragmentation

1. Use the instructions in the Lab Settings section to log on to the Windows 7 #1 machine,

if you are not logged in already.

2. Go to Start->All Programs->Accessories->System Tools->Disk Defragmenter.

g Ditk Defragrmenter = B |
Dok Defragretnter conzobdates fragmenged files oo your compaber's hand dirk to ivgaoye prtemn
éi' prrformsncs. Tell re mere st Duk Defrpgonre e
¥ %
Zekedule:
Sutedubed defragmentation b furned on ¥ Comfigurn schadule.
Pt 0t 100 AW ey Windnag diny
Mt schaduled rurc B2LTI14 2:33 A8
Current status:
Dtk Lt Foam Sungrens
ity 4TI 1288 P [0 fragmesied)
|| s Syt Beserved LAIN2003 821 AM (F% Fragmented) )

Disk Defragmenter rearranges fragmented data on a volume (such as a hard disk or a storage
device) so it will work more efficiently. In Windows 7, Disk Defragmenter runs at regular
intervals when your computer is turned on, so you don't have to remember to run it, but can
easily be configured to meet a user or organization’s needs by clicking on the Configure

Schedule button and using the Modify Schedule sheet.

Disk Defragmenter: Modify Schedule @

Disk defragmenter schedule configuration:

Run on a schedule {recommended)

Frequency: ’Weekly

Day: [Wednesday

Time: (100 M

Disks: ’ Select disks..,

-]
-]
*)
1
o

3. Click Cancel, click Close
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2 Creating Restore Points

System Restore allows the user to revert their computer's state (including system files, installed
applications, Windows Registry, and system settings) to that of a previous point in time and it
can be used to recover from system malfunctions or other problems.

1. Use the instructions in the Lab Settings section to log on to the Windows 7 #1 machine,
if you are not logged in already.

2. Click Start, type create a restore point and press Enter to open System Properties on
the System Protection tab.

3. Click the Create button.

Systern Properties @

| Computer Mame | Hardware | Advanced| Sustem Frotection [[Remate|

ﬂ Use gpstem protection to undo unwanted spstem changes and
e restore previous versions of files

System Restore

“f'ou can undo system changes by reverting

waur camputer to a previous restore point. System Restore..

Protection Settings

Available Drives Protection

&5, Local Disk () [System) On

Configure restore settings, manage digk space, Canfigure
and delete restare points. —
Create a restare point right now for the drives that Cieate
have system protection turned on. —

f

[ ). H Cancel J Apply

4. Type software change in the description box and click Create.
5. Click Close when the restore point has finished being created.

-

Systern Protection @

Create arestore point

Type a description to help wou identify the restore point, The current date and
time are added automatically.

i —— 1

| sofbware change I

[ Create H Zancel

6. Click OK on the System Properties window.
7. Right-click the desktop and click Personalize.
8. Click the Desktop Background link.

—G)
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9. Click the Picture location drop-down list arrow and click Windows Desktop
Backgrounds.

10. Make sure that some backgrounds have a check mark next to them and click Save
changes.

Choose your desktop background

Click a picture to make it your desktop background, or select more than one picture to create a slide show.

Picture location: | Wi A u Browse...

Select all

Pictures Library
Top Rated Photos

4 Architectur Sotid Colors
Temp

11. Close the Personalization window and notice that the background has changed.
12. Click Start, and then click Documents.
13. Right-click an empty space in the Documents library, point to New, and click Text

Document.
Aerange by »
View .
Soet by ’
Group by »
Bafreih
Daace wih 1
Froperat ] - Shomcct
& Bamapmage
4 Cortact
& Joumal Decument
Rich Tet Docurnent
Te -
] sed (Bpped) Folder
B Bodcan

14. Type the name of the file My System Restore and press Enter.
15. Click the Start button, type system restore and press Enter.
16. Click Next.

K Systern Restore (=]

Restore system files and settings

V4l N
5+
q System Restore can help fx problems that might be making your
D computer run slowly or stop respanding.
4 ) System Restors does not affect any of vour documents, pictures, or

ather personal data, Recently installed programs and drivers might be
uninstalled. s this process reversibler
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Lab 7: Disk Maintenance and Data Recovery

17. Be sure that you have the restore point with the description, software change
highlighted.

How do [ choose a reskore point?

Current tisme zone: Pacfic Daylight Time

Date and Tme‘ Dieseripkion Type

19/20142:06 58 A0 |softwasechange ______________ [Mawal |

18. Click Next.
19. Click Finish.

i/ System Restore 5

Confirm your restore point

Your computer will be restared to the state it was in befare the event
in the Description field belaw,

Time: 5/19/2014 2:06:58 AM {Pacific Daylight Time)
Description:  Manual: software change
Drives: Local Disk (C:) (System)

Scan For affected programs

If you have changed your Windows password recently, we recommend
that you create a password reset disk, Create s password reset disk,

System Restore needs to restart your computer to apply these changes.,
Before you proceed, save any open files and close all programs.

< Back [ Finish ][ Cancel

20. Click Yes to start the system restore.

< &5

i Once started, System Restore cannot be interrupted. Do you want
" to continue?

Systermn Restore cannot be undone until after it has completed. If System Restoreis
being run in safe mode or from the System Recovery Options menu, it cannot be
undone.

21. Wait for the computer to reboot and log back on.

22. Notice that the desktop has reverted back to a solid color and a System Restore window
has opened to tell you the restore was successful.

23. Click Close.

24. Locate the My System Restore file in your My Documents folder.

13
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Lab 7: Disk Maintenance and Data Recovery

3

To help ensure that your data is not lost, it should be backed up regularly. Backups can be
automatic backups or manually backed up files. A backup is an extra copy of data or other
software files that can be used in case the originals are lost or corrupted.

3.1

O NV A

Backing up and Restoring Data

Protecting your data

Use the instructions in the Lab Settings section to log on to the Windows 7 #1 machine,

if you are not logged in already.
Go to Start->Documents.

Right-click an empty space on the Documents library, point to New, and click Text

Document.

D

& Shomet

& Bamap mage

Type the name of the file as My Backupl and press Enter.

Open the file and type the text, "This is my backup". Close notepad, click Save.
Repeat the process and create a second text file and name it My Backup2.

Open the file and type the text "This is not my backup". Close notepad, click Save.
Click Start->right-click Computer click->Manage to open Computer Management.

& Computer Management
Fie Action View [Help

«= |0 BE

Iﬁ- Computer Man;g:m:mt Local | Mame

a [} System Tocks
[5) Task Scheduler
& Event Viewer
gl Shared Folders
B Local Users and Groups
A Pedformance
% Dence Manager

& B9 Sarsge
& Dk Mansgerment

By Senaces and Applications

§ Systern Tools
B2 Stonge
[ Services and Applications

9. Inthe left pane, click Disk Management.

—G)
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10. Click OK to initialize the disk.

Initialize Disk (E3a)
“fou must intialize a disk before Logical Dizk Manager can access it

Select disks:

[w]: Diisk 1

Use the fallowing partition style for the selected disks:
@ MBR [Master Boot Recard)
GPT [GUID Partition Table)

Mote: The GPT partition style iz not recagnized by all previous versions of
“windows. |tis recommended for disks larger than 2TEB., or disks used on

Itaniurn-based computers.

11. Right-click on (C:) and click on Shrink volume this will create a drive to back up the data
to because there is no removable media available for the VM.

12. In Enter the amount of space to shrink in MB, type 5000.

13. Click Shrink to allow Windows to calculate how much free space is on the (C:) drive that
it can partition.

Shrink C: (=31
Tuotal size before shrink in MB: 24474
Size of available shrink space in MEB: 3306
Enter the amount of space to shrink in MB: =
Tuotal size after shrink in MB 13474

i “rou cannot shrink a volume beyond the point where any unmovable files are located
See the "defrag” event in the Application log for detailed information about the
operation when it has completed.

See Shrink a Basic % olumne in Disk Management help for mare information.

Shiink, ] | Cancel

14. Right-click on the new Unallocated space and click New Simple Volume to open the
New Simple Volume wizard.

CiDisk 0 I

Basic System Reserr || [C:)
24.00 GB 100 MB MTFS || 19,02 GB NTFS 4,88 GB
Online Healthy (Syster | | Healthy (Boot, Page File, Crash Dun § Unallocated

15. Click Next
16. Click Next to accept the space.

M aximum disk space in MB: 4339
imimum dizk space in MB: g

Simple volume zize in ME:

15
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Lab 7: Disk Maintenance and Data Recovery

17. Click Next to assign a drive letter.

&) Azsign the lolovang dive lethes: TF. =
Mourd in the folovang emply HTFS folder:

Do mot assagn a dive belber of dive path

18. Click Next to format the volume with NTFS file system.

@ Format this volume wath the follovang seftings:

File system: [NTFS -]
Allocation unit size: Dedauk -|
Wolmme label Hew Volume

| Peaform a quack. fommiat

19. Click Finish to create the volume.
20. Close the Computer Management window.
21. Click the "X" in the upper-right corner to close the New Volume window.

- ButoPlay E\ = @

~ New Volume (E;)
General options

Open Folder to view files
‘ using Windows Explorer

;a, Use this drive For backup
== J using Windows Backup

View more AutoPlay opticns in Control Panel

22. Click Start->All Programs->Maintenance->Backup and Restore. The Back up or restore
your files window appears.
23. Click Set up backup.

Back up or restore your files

Backup
Windows Backup has not been set up. By Set up backup

Rectare

16
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Lab 7: Disk Maintenance and Data Recovery

24. Observe that Windows Backup starts to run.

@Set up backup @
;,’ty Starting Windows Backup
Please wait while Windows Backup starts

—
Cancel

25. Click on New Volume (E:) to select the location where the backup will be stored.
26. Click Next.

Save backup on:

Backup Destination Free Space Total Size

27. Select Let me choose on the What do you want to back up? window. Click Next.

28. Click the arrow next to Computer->Local Disk (C:)->User->Train and put a check in the
checkbox next to Documents.

29. Remove the check marks from Back up data for newly created users, and Train’s
Libraries

30. Remove the check mark from Include a system image of drives:

1L shares -
System Volume Information
a Ol Users
| Default
[1 ). Public
a [ ) Train
AppDaty b
, Contacts
[leskbop
[ #L Documents )

Diowmnloads

|
| Include 3 systern image of drves: Systern Reserved, (C:) |

S—

A systern image 15 a copy of the drives required for Windows to run. You can wse it to restore your

31. Click Next.
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Lab 7: Disk Maintenance and Data Recovery

32.

33.
34.
35.
36.
37.
38.
39.
40.

41

42.

43

Click Change schedule on the Review your backup settings window.

Review your backup settings

Backup Location: New Valurne (E)

Backup Sumrman,

Ikerms Inchuded i backup
B2 80| wzers Default Windows folders and lo...
CAlsers\ TraintDesktoph Al local data files
Sehvedule: Bwvery Sundmy at T:00 PM Change jchedula

Place a check mark in the checkbox Run backup on a schedule (recommended).

Use the drop-down arrow to select How often: Daily

Use the drop-down arrow to select What day: blank

Use the drop-down arrow to select What time: 3:00 AM

Click OK.

You are returned to the Review your backup settings window.

Click the Save settings and run backup button.

The computer will now perform a backup based on the settings entered, regardless of
the scheduled time.

. When the backup is finished, the Backup and Restore window appears. Note when the

backup will take place and the previously finished backup.

Back up or restore your files
Backup
Location: Mew Volume (E:) 1% Back up now
1
— 4,83 GB free of 4,88 GB
= Backup size: 7.37 KB
g Manage space
Mext backup: 4/21/2015 3:00 AM
Last backup: 4,/20/201511:03 AM
Contents: Files in selected folders
Schedule: Every day at 3:00 AM
H) Change settings

It is not necessary to do so now, but you may also click Back up now on the Backup and
Restore page at any time to start a backup before its scheduled time.

. Go to Start->Documents and open the Documents library.
44,
45,
46.

Delete the two files you created, My Backupl and My Backup?2.

Empty the Recycle Bin.

On the Backup and Restore window, click Restore my files. This opens the Select the
backup that you want to restore files from window.

18
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Lab 7: Disk Maintenance and Data Recovery

47. Click Browse for files.

Choose 3 different date

Al files wall be restored to their latestverzion.

Marme I Falder

Click Browse for files, Browse for folders, or

Date modified

Search to add files to this list

| Search.. |

Brovase for files
Brenwse for folders ]

T OhE

48. Locate the two files you created, My Backupl and My Backup2 in the Train’s backup

Documents folder.

Organize +

% tlicrosoftE Windowes
, Backup on Mew Wal

desktap
Configuration settings
471472014 456 PR

o Train's backup ‘

hly Backupl
Text Document
5/25/2014 12:19 PR

fly Backup2
Text Document
5425,/2014 12:20 PR

Ply Systern Restore
Text Docurment
5/25/2014 11:57 &M

49. Select both files by clicking My Backup1 and then holding down the CTRL key while

clicking My Backup2. Click the Add files button.

Marne In Folder

| My Backupl
| My Backup2

Diate maodified

Cihlsers\TraimyDocurm., 5/25/2014 12:19 PM
Cihlsers\Traim\Docurm.,  5/25/2014 12:20 PM

Searchi..
Browrse for files

Bronnse far folders

Remowe

Rernove all
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Lab 7: Disk Maintenance and Data Recovery

50. The files are now displayed in the browse and search window. Click Next.
51. You will then be asked where to restore the files to. Select In the original location, and
then click Restore.

Where do you want to restore your files?

@ Inthe original location

In the following location:

52. A message indicates that your files have been restored. Click Finish.

U5 Restore Files

Your files have been restored

53. Go to Start->Documents.
54. Open the files.

3.2 Conclusion

Data recovery is extremely expensive and proper maintenance can help lessen the likelihood of
costly hardware failures. Backups are not a “set it and forget it” maintenance plan. There is
nothing worse than attempting to recover files from a backup and realizing the backup process
hasn’t been running properly. Testing your backup and recovery procedures will lessen the risk
of losing valuable data.
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