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Course Alignment Matrix
Originating College: Collin College
Course Title: Network + Wireless Installation & Configuration, Management, Security, Remote Access, & Protection
Course Number: ITNW1458AC
Recommended Text/Materials:

· Dean, T. (2012). Network guide to networks. (6th ed.). Boston, MA: Course Technology, Cengage Learning.
· Meyers, M. (2011). Mike Meyers’ CompTIA Network + Guide to managing and troubleshooting networks, second edition. McGraw-Hill Osborne Media.

· Clarke, G. (2012). CompTIA Network + Certification Study Guide (Exam N10-005), (5th ed.). McGraw-Hill Companies
	Competencies (these can be from the institution, national standards, industry standards, etc.)
	Lesson(s)/Modules presented & assessed
	Resources & Development Ideas (Optional - this column is helpful when the document is used as a course design worksheet for new development)

	2. Network Installation and Configuration
	1
	

	4. Network Management
	2
	

	5. Network Security
	3 & 4
	


	Lesson/ Module
	Readings & Topics
	Lesson Objectives
	Assessment & Points

	1
	Title: Wireless Network Installation and Configuration
Chapter 9

	1. Select and configure wireless access points based on antenna type characteristics. 

2. Describe SSID and explain what it is used for. 

3. Explain some of the security configurations seen in wireless networks.

4. Implement at SOHO network.

5. Identify and diagnose wireless connection issues.
	8.3 pts. – HW 1
20.8 pts. – Lab 9
12.5 pts. – Quiz 1

	2
	Title: Network Management
Chapter 10

	1. Identifying the appropriate hardware and software tools to troubleshoot network connectivity issues. 

2. Understand how to analyze network traffic and logs of network systems. 

3. Explain the purpose of network appliances and their effects on network performance.

4. Describe the purpose of configuration management documentation in networked systems.
	8.3 pts. – HW 2
20.8 pts. – Lab 10
12.5 pts. – Quiz 2

	3
	Title: Network Security
Chapter 11

	1. Explain how authentication and authorization affect network security.

2. Compare and contrast user authentication method.

3. Describe methods for providing network access security. 

4. Install and configure a basic firewall.

5. Explain how access control list (ACL’s) and filtering improve network security.
	8.3 pts. – HW 3
20.8 pts. – Lab 11
12.5 pts. – Quiz 3

	4
	Title: Remote Access and Network Protection
Chapter 12

	1. Describe the encryption and tunneling protocols related to remote access security.

2. Explain the different type of network security appliances and methods.

3. Identify and select appropriate wireless security measures.

4. Explain the various threats, vulnerabilities and mitigation techniques.
	8.3 pts. – HW 4
20.8 pts. – Lab 12

12.5 pts. – Quiz 4
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