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U.S Privacy Laws
Privacy Act of 1974: Establishes a Code of Fair Information Practice that governs the collection, maintenance, use, and dissemination of personally identifiable information about individuals that is maintained in systems of records by federal agencies.
· This act has many provisions that apply across the entire federal government.
· There are only minor exceptions for national security (classified information), law enforcement, and investigative provisions.
· The Privacy Act includes many provisions that apply to the entire federal government. You can find the up-to-date, amended version at the Electronic Privacy Information Center (EPIC) web site.
Freedom of Information ACT (FOIA):  The Freedom of Information Act, or FOIA, is designed to enable public access (including the press) to U.S. government records. FOIA carries a presumption of disclosure, so the burden is on the government as to why information cannot be released.
There are nine disclosure exemptions pertaining to FOIA.
1. National security and foreign policy information
2. Internal personnel rules and practices of an agency
3. Information specifically exempted by statute
4. Confidential business information
5. Inter- or intra-agency communication subject to deliberative process, litigation, and other privileges
6. Information that, if disclosed, would constitute a clearly unwarranted invasion of personal privacy
7. Law enforcement records that implicate one of a set of enumerated concerns
8. Agency information from financial institutions
9. Geological and geophysical information concerning wells
Family Education Records and Privacy Act (FERPA):  This Federal law gave students access to their education records. FERPA operates on an opt-in basis, as the student must approve the disclosure of information prior to the actual disclosure. When a student turns 18 years old or enters a postsecondary institution at any age, these rights under FERPA transfer from the student’s parents to the student.
U.S. Computer Fraud and Abuse Act (CFAA):  This federal law applies to the online collection of personal information by persons or entities under U.S. jurisdiction from children under 13 years of age. Before information can be collected and used from children (ages 13 and under), parental permission needs to be obtained. 

U.S. Children’s Online Privacy Protection Act (COPPA):  This federal law applies to the online collection of personal information by persons or entities under U.S. jurisdiction from children under 13 years of age. Before information can be collected and used from children (ages 13 and under), parental permission needs to be obtained.
Video Privacy Protection Act (VPPA):  The Video Privacy Protection Act protects you from having the video tapes, DVD’s and games you’ve rented disclosed. The statute provides the protections by default, thus requiring a video rental company to obtain the renter’s consent to opt out of the protections if the company wants to disclose personal information about rentals. The VPPA is considered by many privacy advocates to be the strongest U.S. privacy law.
Health Insurance Portability & Accountability Act:  The standards mandate safeguards for physical storage, maintenance, transmission, and access to individuals’ health information. HIPAA mandates that organizations that use electronic signatures have to meet standards ensuring information integrity, signer authentication, and nonrepudiation. If you have been to a medical facility lately, you have signed a document acknowledging the safeguarding of your medical records by that organization. 
Gramm-Leach-Bliley Act (GLBA):  The Act requires firms to disclose what they collect, how they protect the information, and with whom they will share it. Annual notices are required as well as the option for consumers to opt out of the data sharing. 
If you have a credit card, you probably receive a communication either through the mail or electronically detailing what information the organization collects, with whom they will share it, and how you can opt out of sharing your data.
California Senate Bill 1386 (SB 1386):  California was the first state to pass a law regarding the notification of the unauthorized disclosure of personally identifiable information. Since them, many other states have followed suit. Each of these disclosure notice laws is different, making the case for a unifying federal statute compelling. This act requires that the agencies provide consumers notice of their rights and responsibilities. 
It mandates that Californians be notified whenever PII is lost or disclosed:
· Since the passage of SB 1386, numerous other states have modeled legislation on this bill.
· The current list of U.S. states and territories that require disclosure notices (as of summer 2009) is up to 48, Alabama, Mississippi, New Mexico, and South Dakota are without bills.
U.S. Banking Rules and Regulations:  It became industry practice to write additional information on a check to assist a firm in later tracking down the drafting party. This information provided opportunity to perform a crime of identity theft. To combat this series of banking and financial regulations were issued by the U.S. government to prohibit this form of information collection.
Other regulations addressed items such as credit card numbers being printed on receipts, mandating that only the last five digits be exposed.
Payment Card Industry Data Security Standard (PCI DSS):  Provides guidance on what elements of a credit card transaction need protection and the level of expected protection. PCI DSS is not a law, but rather a contractual regulation, enforced through a series of fines and fees associated with performing business in this space. The major credit card firms, MasterCard, Visa, American Express, and Discover set up an initiative to deal with privacy issues associated with credit card transactions.
Fair Credit Reporting Act (FCRA):  The Fair Credit Report Act requires that credit reporting agencies provide consumers notice of their rights and responsibilities. The agencies are also required to notify the other credit reporting agencies when consumers close accounts.
· The agencies are required to perform timely investigations on inaccuracies reported by consumers.
· The act also has technical issues associated with data integrity, data destruction, data retention, and consumer and third-party access to data.
The Fair and Accurate Credit Transactions Act was passed to enact stronger protections for consumer information from identity theft, errors, and omissions. This act required business to protect credit card information on receipts, for example.
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