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Lesson 3: Attacks
INTRODUCTION
Attacks are possible at many levels, from network protocols to applications. The effects of an attack can vary from minor to severe. In this lesson, you will learn about the steps that an attacker can take. By understanding these steps, you can better limit the exposure of your system. Many attacks exploit known vulnerabilities for which there are patches.
LESSON OBJECTIVES 
By the end of this lesson, you will be able to:
1.  Identify the different types of malware that exist.
2.  Describe computer attacks.
LEARNING SEQUENCE
	

	Required Reading
	Read the following:
· Online lesson material

	Resources
	View the following:  
· None

	Assignments
	Complete the following:
· Attacks Quiz 
· Analyze and Differentiate Types of Malware Lab 
· Using Windows Commands Lab 



INSTRUCTION 
Avenue of Attacks
Generally, computer systems are attacked either as specific targets or merely as targets of opportunity. An attacker’s motivation in specifically targeting a system may be political, monetary, or other. In these instances the choice to attack does not rely on the exact hardware and software being used in the targeted system, but rather proceeds in spite of these details. Target of opportunity attacks succeed when systems are found which have not been updated with the most current security patches and are therefore vulnerable to specific exploits.
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1. Conduct Reconnaissance: The first step of an attack is to gather as much information as possible about the system or organization being targeted. Key data would include: names, phone numbers, IP addresses, networks maintained by the organization, and even the organizational structure or hierarchy. This information can be gathered through open source Internet searches of web pages and ftp sites through Google or another search engine. Information can also be acquired using resources such as the SEC’s EDGAR website which provides numerous financial reports. Additional information can be gathered using tools such as Whois.Net  to link registrants and IP addresses.
2. Scan: It is not always clear as to what information will be needed to make the attack successful.  That is why an attacker will gather as much as can be found using as many sources as possible. During the scan phase there may be a ping sweep, port scan, or an analysis on packet response. 
3. Research Vulnerabilities: As the attack moves forward through the scanning and vulnerability research phase, some of the information may prove more valuable than originally thought. Once vulnerabilities are researched and determinations are made the attack is matched to the identified vulnerability and a back door is created. 
4. Cover Tracks: Finally, tracks are then covered by erasing pertinent files and changing file time stamps. 
Minimizing Possible Avenues of Attack
In order to minimize the possibility of an attack, an administrator should limit the exposure of their systems. This can be completed by the following three steps:
1. Ensure all patches are installed and up to date.
2. Limit the services being run on the system.
3. Limit the amount of publicly available data about the system and organization.
Attacking Computer Systems and Networks
An attack can be defined as an attempt by an unauthorized individual to gain access to or modify information without proper permission, assume control of an authorized session, or disrupt the availability of a service or system resources to authorized users. Attacks on specific software rely on code flaws or software bugs and indicates lack of thorough code testing. Attacks on specific protocol or service take advantage of or use a service or protocol in an unintended manner. 
Phishing and Pharming
Phishing and pharming are two tools used for identity theft and are common attack methods used to steal credentials.
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1. Phishing is the use of fraudulent emails or instant messages that appear to be genuine but are designed to trick users. The goal of a phishing attack is to obtain from the user information that can be used in an attack, such as login credentials or other critical information. When the attacker includes information that should be known only to the entity that they are impersonating, the attack is called spear phishing.
2. Pharming is the impersonation of a website in an effort to deceive a user into entering their credentials. The Anti-Phishing Working Group (APWG) is an industry association focused on eliminating the identity theft and fraud that result from phishing and e-mail spoofing. 
Attacks on Encryption 
Cryptographic systems can be compromised in various ways. Certain encryption algorithms may have specific keys that yield poor, or easily decrypted ciphertext. Some algorithms have been found to have weak keys that make cryptanalysis easier.
Even if the specific algorithm used to encrypt a message is complicated and has not been shown to have weak keys, the key length will still play a significant role in how easy it is to attack the method of encryption. Generally speaking, the longer a key, the harder it will be to attack. Thus, a 40-bit encryption scheme will be easier to attack using a brute-force technique than a 256-bit based scheme. The strength of the encryption method is related to the sheer size of the keyspace, which with modern algorithms is large enough to provide significant time constraints when using this method to break an encrypted message. Algorithmic complexity is also an issue with respect to brute force, and you cannot immediately compare different key lengths from different algorithms and assume relative strength.
One of the most common ways of attacking an encryption system is to find weaknesses in mechanisms surrounding the cryptography. Examples include poor random-number generators, unprotected key exchanges, keys stored on hard drives without sufficient protection, and other general programmatic errors. In attacks that target these types of weaknesses, it is not the cryptographic algorithm itself that is being attacked, but rather the implementation of that algorithm in the real world.
Password Attacks
The combination of a user ID and a password is the most common form of system authentication. When this combination fails, it is typically the result of users failing to adhere to good password procedures. Some password attack methods include the following types of information, approaches, or efforts: birthday, hybrid, brute force, dictionary, and guessing. 
Injection Attacks
An injection attack is a technique that exploits a vulnerability in an application’s software. Malicious code is inserted into strings that are later passed to an SQL server for processing. Injection attacks can be used to attack a website or any type of SQL database. A result of an injection attack can be that the attacker gets a dump of the database contents. 
Types of Injection Attacks: 
· SQL Injection
· Command Injection
· LDAP Injection
· XML Injection 
Software Exploitation
Software exploitation encompasses attacks which take advantage of software bugs or weaknesses. These bugs and weaknesses may be the result of poor design, inadequate testing, or inferior coding practices.  They may also come from additional features built into the program to assist in development and then forgotten.
One example of software being exploited is a buffer overflow attack where a program receives more input data than it is designed to handle. Historically, buffer overflows have been one of the most common software vulnerabilities.
Improperly configured programs cannot handle the buffer overflow and the extra characters continue to fill memory and eventually begin to overwrite other portions of the program. A buffer overflow can cause a program to abort, the entire system to crash, or even allow an attacker to execute a command within the program.
Malicious Code
Malicious code is a term used to describe software that was designed to disrupt computer operation or gain access to computer systems without the user’s knowledge or permission. Malware includes a variety of malicious programs each differentiated by their own characteristics as defined below. The majority of malware threats are worms or Trojans.
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1.  Viruses require a host.
2.  Trojan Horses are standalone programs installed by a user.
3.  Spyware is typically installed unbeknownst to users and is used to monitor software and system use.
4.  Worms are code that penetrate and replicate on a system.
5.  Rootkits modify the OS kernal or other processes on a system.
6.  Logic bombs are triggered by an event.
7.  Zombies and Botnets are malware installed on machines which create armies. 
Malware Defense
Attacks against a system can occur at the network level, operating system level, application level, or user level (like social engineering).
Early malware attack patterns targeted networks, but most of today’s sophisticated malware attacks target a combination of network, OS, and application vulnerabilities.
There are a few simple steps that when applied can defend against all forms of malware.  
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1.  Anti-virus Program: Use an effective antivirus program. The majority of antivirus suites are designed to catch most widespread forms of malware. However, there are many new threats being developed and deployed on a daily basis.  Therefore the key to an effective antivirus solution is to keep the signatures updated.
2.  Up-to-Date Software:  Ensure all software is up-to-date to avoid malware. Many forms of malware achieve their objectives through exploitation of vulnerabilities in software, both in the operating system and applications. Although operating system vulnerabilities were the main source of problems, today’s application-level vulnerabilities pose the greatest risk. The majority of attacks that occur happen within the application level where the target data resides.  Unfortunately, while operating system vendors are becoming more and more responsive to patching, most application vendors are not.
War-dialing and War-driving
War-dialing is an attempt by an attacker to find unprotected modem connections to an organization’s computer systems and networks.  Success is often the result of authorized individuals connecting unauthorized or rogue modems to the network.  The authorized user’s intent is not usually malicious, but the results can be. In recent years, advances in telephone firewalls have severely restricted unauthorized connections while also increasing the security of authorized modems as well.
The term war-driving refers to attackers wandering around an area (often in a car), searching for available wireless network connections.  There are security measures built into both the hardware and software tasked with maintaining a wireless access point, but it will only operate as well as it is configured. 
Social Engineering
Sometimes attackers prefer to gain information through people rather than by using a technical means to hack into a system.  This can be accomplished by manipulating authorized users into providing access or divulging confidential information to an attacker through lies or misrepresentation. 
Social engineering can apply to efforts to gain either virtual or physical access to a system. The scenario provided is a common example of how individuals are manipulated into providing access to an attacker.
Scenario
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Oh my gosh. Am I going to lose service? Jim, my password is b0bSm1th


Security Auditing
Audits are the method used to assess the overall security of an organization in comparison to an established standard.  Audits also measure how effective deployed countermeasures actually are in mitigating previously identified risks.
Security Audits should be conducted on a regular basis and may be mandated depending on the industry. In a lot of instances, they can be contracted out to another party. The focus of a security audit should be on security perimeter of the organization and the system, all of an organization’s policies, procedures, and guidelines governing security and the training of all employees that will be involved with the system.

SUMMARY
In this lesson you learned about the various types of malware and approaches that a potential attacker may take against network protocols or applications. You also reviewed how to minimize possible avenues of attack by implementing safeguards. 

ASSIGNMENTS

1.  Attacks Quiz 
2.  Analyze and Differentiate Types of Malware Lab 
3.  Using Windows Commands Lab 
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