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Lesson 2: Forensics, Legal Issues and Privacy
INTRODUCTION
In this lesson you will learn about various response procedures and methods for appropriately dealing with incidents. You will gain an understanding of computer forensics, the incident response model, along with how to procure evidence. This lesson will also provide you with the opportunity to learn about specific laws which guide the policies and procedures to ensure compliance. 
LESSON OBJECTIVES 
By the end of this lesson, you will be able to:
1. Apply appropriate incident response procedures.
2. Identify the various laws that affect cybersecurity.

LEARNING SEQUENCE
	

	Required Reading
	Read the following:
· Online lesson material

	Resources
	View the following:  
· None

	Assignments
	Complete the following:
· Forensics Quiz
· Legal, Ethics and Privacy Quiz
· Anti-Forensic Lab 



INSTRUCTION 
Computer Forensics
Computer forensics deals with legal evidence found on computers and storage media. The goal is to examine the digital media to identify, preserve, recover, analyze, and present facts about the information. The evidence found by using forensics technologies must follow the rules of evidence that are used for any criminal investigation to create a legal audit trail.
Computer forensics is usually associated with the investigation of computer crimes. This discipline is also used in civil proceedings as well as data recovery.
Computer forensics is used in three situations to: 
· Investigate a computer system related to a violation of the law.
· Investigate a computer system for compliance with policies.
· Investigate a computer system that has been remotely attacked.
Incident Response Cycle
Since computer forensics investigations can sometimes lead to a court proceeding, use the incident response cycle as a guide to remembering the key steps in computer forensics. An incident is an event outside of the norm and can usually be attributed to a human root cause.
Many organizations have an incident response team made up of individuals from various areas within the organization that can assess the incident and make decisions as to the proper course of action.
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1. Discover and Report: Administer an incident response reporting process

2. Confirm: Specialists review incident report and confirm occurrence

3. Investigate: Response team investigates incident in detail

4. Recover: Systems and applications returned to operational status

5. Lessons Learned: Action items to correct weaknesses and make improvements

Evidence
Evidence includes the documents, testimony, and exhibits that are admissible in a court of law. Computer evidence is a challenge due to the fact that data is just a series of bits on a storage media. Evidence must be convincing, it must be legally qualified, and it must be material to the case. As evidence is collected, it is important to note who collected the evidence, how was the evidence collected and from where, and who had possession of the evidence? See chart for details regarding standards of evidence. 
	Standards of Evidence
	Description

	Sufficient Evidence
	Must be convincing or measure up without question

	Competent Evidence	
	Must be legally qualified and reliable

	Relevant Evidence	
	Must be material to the case or have bearing on the matter at hand



There are several types of evidence as noted.  Some types of evidence are stronger than others.
1. Direct Evidence is knowledge is gained through direct observation.

2. Real Evidence is tangible objects that prove or disprove a fact.

3. Documentary Evidence consists of business records, printouts, manuals, etc.

4. Demonstrative Evidence includes models, charts, and experiments used to aid a jury.

When a judge admits an item in a case, it becomes evidence. There are several U.S. laws that have to do with the gathering of evidence. Computer-generated evidence usually falls into the hearsay rule category. See below for details on rules pertaining to evidence. 
Best Evidence Rule: Original evidence preferred over duplicates
Exclusionary Rule: Must have been gained in accordance with all laws
Hearsay Rule: Second-hand evidence may not be allowed; Important as most computer-generated evidence is classified as second-hand
Now that you have learned about the different types of evidence it is important to be aware of basic guidelines for procuring evidence.  Evidence must be properly acquired, identified, protected, transported, and stored to ensure credibility.  Acquiring evidence will require that data be gathered as quickly as possible as the attacker may attempt to cover his or her tracks, and/or data may be tampered with or destroyed.
Volatility of Data
Data can be available at a number of stages. Data that is being processed via the CPU is the most volatile, and therefore the hardest to capture. You should always use tools and utilities that are not provided as part of the system that you are working on. A forensic workstation is the best solution here. 
Data ranging from most volatile to most persistent: CPU storage (registers/cache, system storage (RAM), kernel tables, fixed media, removable media, and output/hardcopy. 
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Figure 1 Volatility of Data
Identifying Evidence
Do not open any files or start any applications. Try to document the current memory and swap files, running processes, and open files. Disconnect the system from the network. Capture any email, Domain Name Service, or any other network service logs on servers. 
Tips					Action
Marking Evidence 			Be methodical
Work in teams rather than individually
Keep thorough logs during seizure and analysis
Record Keeping 	Identifies the who, what, when, where, and why related to the collected evidence
Safeguarding Evidence
Safeguarding evidence including protecting evidence and ensuring proper transportation of evidence are important considerations. Protect evidence from any temperature extremes and keep in mind other factors such as humidity, magnetic fields and vibration. When transporting evidence remember that a chain of custody must be maintained. There should be no questions as to who handled the evidence or where it was. It is imperative that evidence is properly logged in and out of a controlled storage are and that evidence is properly packaged.
How you store digital evidence can play a big factor in its validity. Digital evidence is often questioned as to its authenticity since in can be easily modified. Plastic materials should not be used to store evidence because plastic can produce or convey static electricity. Consider storing evidence in static fee bags, foam packing material or cardboard boxes. Leave all mobile devices or smart phones in the power state in which they were found. For those devices that are on, you will need packaging that properly blocks the signal and shields the device from being altered. An evidence room should have restricted access, entry logging capability and camera monitoring. 
Conducting the Investigation
When conduction and investigation it is important to consider the following: never analyze the seized system directly, keep thorough and precise notes of all action, and control the environment of the investigation. Analysts use several different tools during their investigation. Forensic workstations are specialized workstations that contain the hardware, software and components to successfully perform computer forensic investigations. Forensic programs that analyze disk space, file content and system configuration are part of the forensic workstation. Other tools of the trade include disk wipe utilities, file viewers, hard drive tools, and tools used to recover deleted files.
Steps in Chain of Custody
The chain of custody shows who obtained the evidence, where the evidence was obtained, the time the evidence was obtained, where it was stored, and who had control of the evidence since the time it was obtained. The steps in the chain of custody must be carefully followed to avoid allegations of tampering.
Step 1: Record each item collected as evidence.

Step 2:  Write a description of it in the documentation.

Step 3:  Store evidence in labeled containers.

Step 4:  Record all hash values in the documentation.

Step 5:  Securely transport evidence to storage facility.

Step 6:  Obtain signature of the person who accepts it.

Step 7:  Provide controls to prevent access to it.

Step 8:  Securely transport evidence to court.
Understanding Drive Space Allocation
Stored digital evidence provides some unique opportunities. It is important to understand both free space and slack space regarding drive space allocation. Please see the Drive Space Allocation Chart. 
When you delete a file, the pointer in the file allocation table used by the operating system is removed. The actual file contents still remain on the storage media. The operating system can re-use the clusters taken up by the deleted file, if needed. There are a number of tools which can be used to look at those clusters. 
Slack space occurs when a file is saved to storage media; the operating system allocates that space in blocks that are a predefined size (clusters). For very small files, the operating system will allocate one cluster for storage. The leftover space in the cluster is referred to as slack space.
Drive Space Allocation
Drive Space			Description
Free				Memory cluster marked as usable by the OS
				May contain fragment of previously deleted file
				Is allocated when OS overwrites with new data

Slack 				Unused space within a cluster
				Attacker may hide malicious code or tools within it
				May contain data from previous files not overwritten by new files
Message Digest and Hash
Maintaining the integrity of a file is extremely important with computer forensics. Hashing can be used to provide proof that data has not been changed. An algorithm applies a mathematical operation to a data stream or file to calculate a unique number based on the information contained in the data stream or file. If someone else takes that file and uses a hash tool, the result will be the same message digest value, if the integrity of the file has been maintained and no modifications have occurred. 
Hash should be applied to each file and log:
· Should be written to write-once media
· Provides ability to “bag and tag” evidence
· Proves whether data has been changed or not
Analysis
The steps shown will be taken as in the course of the investigation.  Each web browser stores cookies in different places. You can easily find the proper location through research. Tools such as Knoppix Live Linux CD and Helix LiveCD are used to perform computer forensic activities.
Step 1:  Check the recycle bin for deleted files.
Step 2:  Check the web browser history files.
Step 3:  Check the address bar history.
Step 4:  Check the web browser cookie files.
Step 5: Check the Temporary Internet Files folders.
Remediation after an Attack
The following are helpful steps to take once an incident has been responded to and the initial investigation completed:
Step 1:  Place the system behind a firewall.
Step 2:  Reload the OS.
Step 3:  Run scanners.
Step 4:  Install security software.
Step 5:  Remove unneeded services and applications.
Step 6:  Apply patches.
Step 7:  Restore the system from backup.
Legal Issues
Laws are enacted to enable desired behaviors and prohibit undesired behaviors. Unfortunately, the advancements in information system technologies are much greater than the legal system of compromise and lawmaking. As you continue on in this lesson you will look at some of the laws and regulations affecting cyberspace. You will have an opportunity to look at several specific laws guiding the policies and procedures developed by an organization to ensure that they are in compliance.
Cybercrime
A computer may be involved in a cybercrime in a couple of different ways. There is computer-assisted crime, computer-targeted crime, and computer-incidental crime. You may be familiar with examples of the first two types of crime. Child pornography provides an example of computer-incidental crime—the computer is used as a storage device and not as an actual tool to enable the crime.
The growth in cybercrime can be attributed to a number of different reasons. There are many tools widely available on the Internet now, and a great deal of expertise is not required to use these tools. 
Organizations Created to Fight Cybercrime
There are a number of agencies and organizations out there to aid the fight against cybercrime. It is worthwhile to visit the websites for these organizations to help keep up with the important issues.
· INFRAGARD
· Software & Information Industry Association
· National White Collar Crime Center
· IC3 Internet Crime Complaint Center
· Bureau of Justice Assistance
Sources of Law
In the United States, there are three primary sources of laws and regulations: statutory law, administrative law, and common law. All three sources have an involvement in computer security. 
For example, the Computer Fraud and Abuse Act is a statutory law. Administratively, the FCC and Federal Trade Commission have been concerned with issues such as intellectual property theft and fraud. And finally, common law cases work their ways through the judicial system providing precedents and constitutional bases for laws.
Computer Trespass
With the growth of the Internet and global network connections, unauthorized entry into a computer system, or computer trespass, has emerged as a concern that can have national and international consequences. National laws for computer trespass exist in many countries, but there can always be gaps in how these nations handle this type of crime. 
Convention of Cybercrime
The Convention on Cybercrime is the first international treaty on Internet crimes (EU, U.S., Canada, Japan, and others). Common policies were created to handle cybercrime addressing: copyright infringement, computer-related fraud, child pornography, and violations of network security. You can read more about the Convention on Cybercrime on Wikipedia. 
Electronic Communications Privacy Act (ECPA)
The Electronic Communications Privacy Act (ECPA) was passed to address a myriad of legal privacy issues that resulted from the increasing use of computers and other technology specific to telecommunications. Sections of this law address e-mail, cellular communications, workplace privacy, and a host of other issues related to communicating electronically. 
Cybercrime and privacy are concepts that are frequently interconnected. A common practice with respect to computer access and privacy today is the use of a warning banner. These banners are typically displayed whenever a network connection occurs and serve four main purposes. 
1. From a legal standpoint, the warning banner establishes the level of expected privacy (usually none on a business system). 
2. The warning banner serves notice to end users of the intent to conduct real-time monitoring from a business standpoint. Real-time monitoring can be conducted for security reasons, business reasons, or technical network performance reasons. 
3. The warning banner obtains the user’s consent to monitoring. The key is that the banner tells users that their connection to the network signals their consent to monitoring. Consent can also be obtained to look at files and records. In the case of government systems, consent is needed to prevent direct application of the Fourth Amendment. 
4. The warning banner can establish the system or network administrator’s common authority to consent to a law enforcement search.
Computer Fraud and Abuse Act (1986)
The Computer Fraud and Abuse Act (CFAA) has been in force for over 20 years and has been amended numerous times.  The most recent changes to the law brought about by the USA Patriot Act in 2001 and the Identity Theft Enforcement and Restitution Act in 2008.
The CFAA provides the foundation for US laws criminalizing unauthorized access to computer systems. The CFAA makes it a crime to knowingly access a computer, either considered a government computer or a computer used in interstate commerce, without permission. The CFAA also criminalizes the use of a computer in a crime that is interstate in nature.
The Act criminalizes trafficking in passwords or similar access information. And the act makes it a crime to knowingly transmit a program, code, or command that results in damage.
USA Patriot Act
The Patriot Act changed the level of checks and balances in US law in areas such as Internet wiretaps and tracing and was enacted in response to the terrorist attacks that occurred on September 11, 2001.
One provision of the Patriot Act requires ISP’s to cooperate with the federal government and facilitate monitoring of electronic communications on the Internet. Another Provision of the Patriot Act permits federal law enforcement organizations to investigate incidents of computer trespass and enact civil penalties for the perpetrators.
The federal government also amended other computer misuse laws supporting the Patriot Act. Two of these laws were the ECPA and the CFAA which provide multiple tools used by law enforcement to prosecute attackers who trespass systems or use computers to facilitate the theft of information.  These laws carry stiff penalties and so are commonly used to convict criminals of computer misuse, even when other charges may have applied.
Gramm-Leach-Bliley Act (GLBA)
The Gramm-Leach-Bliley Act is a piece of legislation that mainly affects the financial industry. A portion of that legislation, though, includes privacy provisions for individuals. The provision provides for opt-out methods so that individuals can control the use of information provided in a business transaction with an organization that is part of the financial institution. The GLBA restricts information sharing with third-party firms and is enforced by state, federal and securities laws.
Sarbanes-Oxley Act (SOX)
Following several high-profile corporate accounting scandals in the U.S., sweeping legislation was passed titled the Sarbanes-Oxley Act (SOX).The purpose of SOX was to overhaul financial and corporate accounting standards and specifically targeted the standards of publicly traded firms in the United States. 
Payment Card Industry Data Security Standard (PCI DSS)
Private industry also recognizes how important uniform and enforceable standards are. A Security Standards Council composed of the top corporations in the payment card industry designed a private sector initiative to improve the confidentiality of network communications. 
The Payment Card Industry Data Security Standard (PCI DSS) is a set of contractual rules governing how credit card data is to be protected as it is exchanged between merchants and banks. The PCI DSS is a voluntary standard (in theory) and merchants/vendors can choose whether or not they wish to abide by the standard. However, vendor noncompliance may result in significantly higher transaction fees, fines up to $500,000, and possibly even the loss of the ability to process credit cards.
Import/Export Encryption Restrictions
Since World War II, the United States has regulated the export of cryptography due to national security considerations. Non-military cryptography exports are now controlled by the Bureau of Industry and Security in the Department of Commerce. There are still export restrictions to rogue states and terrorist organizations. 
Key information regarding United States export control laws:
· Administered by the Bureau of Industry and Security
· Encryption rules can be found in Export Administration Regulations (EAR)
· Includes use to secure network communications
· Controls include presale product reviews, post-export reporting, and export license reviews
U.S. Digital Signature Laws
The purpose of the Uniform Electronic Transactions Act is to bring together the differing state laws on issues such as record retention (like checks), and the use of electronic signatures on contracts.
The Electronic Signatures in Global and National Commerce Act facilitates the use of electronic records and electronic signatures in interstate and foreign commerce.
Digital Millennium Copyright Act (DCMA)
The ability of anyone with a PC to make a perfect copy of digital media led to industry fears that individual piracy actions could cause major economic issues in the recording industry. In order to protect the rights of the recording artists and the economic health of the music and movie industry as a whole, the U.S. Congress created the Digital Millennium Copyright Act (DMCA) in 1998. DCMA deals specifically with digital copyright laws in relation to new and ever-advancing technology. A section of the law makes it illegal to develop, produce, and trade any device or mechanism designed to circumvent technological controls used in copy protection.
Privacy 
When you take a look at privacy, you are taking a look at the concepts of appropriate use and protection of information. There are many types of privacy. There is personal privacy, informational privacy, and organizational privacy.

Privacy is the ability that you have to keep information about yourself out of the public arena. As you continue this lesson you will take a look at the laws that have been enacted to protect your privacy in addition to your right to privacy.
Notice, Choice, and Consent
New technologies create new ways to gather information, some of it being private information. The Internet has introduced a whole new set of concerns about privacy. Computers can store everything from photos to public records to your latest status update on Facebook. Many employers will do online research on a candidate before hiring that individual.
Many online transactions require personally identifiable information (PII). PII can be used to identify a specific individual, even if all of the information is not disclosed. Privacy policies govern organizations that collect PII. You should be familiar with all three terms to insure that your PII is not being used in a way that you did not intend.
· Notice refers to informing the customer that personally identifying information (PII) will be collected and used and/or stored.
· Choice refers to the opportunity for the end user to consent to the data collection or to opt out.
· Consent refers to the positive affirmation by a customer that he or she read the notice, understands his or her choices, and in turn has agreed to release his or her PII for the purposes explained.
U.S. Privacy Laws
All of the laws listed here include a provision for dealing with privacy. Please review the U.S. Privacy Laws for specific details regarding each of the following laws.	Comment by Karina Whetstine :  Please link to a PDF of L2_U.S._Privacy_Laws.
· Privacy Act of 1974
· Freedom of Information ACT (FOIA
· Family Education Records and Privacy Act (FERPA)
· U.S. Computer Fraud and Abuse Act (CFAA)
· U.S. Children’s Online Privacy Protection Act (COPPA)
· Video Privacy Protection Act (VPPA)
· Health Insurance Portability & Accountability Act
· Gramm-Leach-Bliley Act (GLBA)
· California Senate Bill 1386 (SB 1386)
· U.S. Banking Rules and Regulations
· Payment Card Industry Data Security Standard (PCI DSS)
· Fair Credit Reporting Act (FCRA)
Privacy Policies
Policies are the best way to ensure compliance across an organization, and a privacy policy plays an important role within the organization, especially with the numerous laws enacted to protect privacy. One of the direct outcomes of the legal statutes associated with privacy has been the development of a need for corporate privacy policies associated with data collection. 
Privacy Impact Assessment (PIA)
A privacy impact assessment can be conducted to insure that personally identifiable information (PII) is properly handled throughout an organization.
1. Establish PIA scope.
2. Identify key stakeholders.
3. Document all contact with PII.
4. Review legal and regulatory requirements.
5. Document gaps and potential issues between requirements and practices.
6. Review findings with key stakeholders.
SUMMARY
In this lesson you learned about multiple response procedures and methods for how to deal with incidents. You reviewed concepts relating to computer forensics, the incident response model, and the basics of how to procure evidence. In this lesson you also had the opportunity to learn about laws which guide the policies and procedures used to ensure compliance. 
ASSIGNMENTS

1. Forensics Quiz
2. Legal, Ethics and Privacy Quiz
3. Anti-Forensic Lab 
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