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Lesson 1: Physical Security
INTRODUCTION
Every day you lock the door to your house as you head out or you lock your car door after you have parked. You may also have an alarm system. You may take these precautions because you are taking steps to protect your possessions and your family. Locks are the most common means of achieving physical security. Physical security is also an important consideration for a business. In this lesson you will learn about many assets that a business may need to secure. 
LESSON OBJECTIVES 
By the end of this lesson, you will be able to:
1. Explain the impact of physical security on computer and network security.
2. Explain the impact and proper use of environmental controls.
LEARNING SEQUENCE
	

	Required Reading
	Read the following:
· Online lesson material

	Resources
	View the following:  
· None

	Assignments
	Complete the following:
· Physical Security Quiz




INSTRUCTION 
The Security Problem
If an organization does not take the necessary steps to protect the perimeter, all of the other technology that it deploys will not matter. Physical access negates all other security measures. With the popularity of a universal serial bus (USB) or flash drives, it would not be much of a logistical problem for an attacker to install malware on a system that he has physical access to. 
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Figure 1 Physically securing information assets does not mean just the servers, it means protecting physical access to all the organization's computers and its entire network infrastructure.  If an attacker can find a way to walk up to and touch a server, they can break into it.
Bootdisks
A bootdisk is any media used to boot a computer into an operating system (OS) that is not the native OS on its hard drive.  
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1. Floppy disk, CD, DVD, or a USB flash drive:  A bootdisk can be a floppy disk, CD, DVD, or a USB flash drive. Once an attacker is able to read a hard drive, the password file can be copied off the machine for offline password-cracking attacks. If write access to the drive is obtained, the attacker could alter the password file or place a remote-control program to be executed automatically upon the next boot, guaranteeing continued access to the machine. 

Most new machines do not include floppy drives, so this attack is rapidly being replaced by the same concept with a CD or DVD. USB devices offer a wide range of size and form factors and are commonly used. Leaving a USB stick out in the open for a passerby to pick up and use is a "road apple" attack. USB drives are portable and easy to conceal. 
2. Tools: Tools such as scanners, sniffers, drive imagers, and password crackers are just a few examples of programs that can be contained on a USB drive. If an organization lacks physical security solutions to prevent physical access to computers, servers, and other network resources, all the other measures implemented will not be effective.

Once an attacker is able to read a hard drive, the password file can be copied off the machine for offline password-cracking attacks. If write access to the drive is obtained, the attacker could alter the password file or place a remote-control program to be executed automatically upon the next boot, guaranteeing continued access to the machine. 
Drive Imaging
Physical access is the most common way of imaging a drive, and the biggest benefit for the attacker is that drive imaging leaves absolutely no trace of the crime. Besides physically securing access to your computers, you can do very little to prevent drive imaging. But, you can minimize its impact. The use of encryption even if it is only for a few important files provides protection. Full encryption of the drive protects all files stored on it. Alternatively, placing files on a centralized file server keeps them from being imaged from an individual machine. But if an attacker is able to image the file server, the data will be copied.
Many of the methods mentioned so far can be used to perform a denial-of-service (DoS) attack. Physical access to the computers can be much more effective than a network-based DoS attack. Stealing a computer, using a bootdisk to erase all data on the drives, or simply unplugging computers are all effective DoS attacks. Depending on the company’s quality and frequency of backing up critical systems, a DoS attack can have a devastating effect. Physical access can negate almost all the security that the network attempts to provide.  
Review the following key terms associated with the process of imaging a drive. 
· Use:  Drive imaging is used to perform forensic investigations of computers.
· Data:  Imaging a drive includes every bit of data that is on the computer including any locally stored documents and e-mails.
· Encryption:  Full encryption of the drive protects all files stored on it.
Physical Security Measures
Walls provide barriers to physical access to company assets. Less obvious entry points should also be considered: Is a drop ceiling used in the server room? Do the interior walls extend to the actual roof, raised floors, or crawlspaces? Access to the server room should be limited to the people who need access, not to all employees of the organization. If you are going to use a wall to protect an asset, make sure no obvious holes appear in that wall. 
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Figure 2 This graphic represents the number of possible considerations needed or options available for implementing physical security measures: alarms, filtered power, fire safety controls, building construction, environmental controls, power controls, communication centers, storage area controls, protected distributed systems, information systems centers, stand-alone and peripherals, and shielding.
Computer Policies
To mitigate the risk to computers, physical security needs to be extended to the computers themselves. To combat the threat of bootdisks, begin by removing or disabling the floppy drive from any desktop system that has but does not require it. A DVD not only can be used as a boot device, but also can be exploited via the autorun feature that some operating systems support. Some users will undoubtedly insist on having DVD drives in their machines, but, if possible, the drives should be removed from every machine. 
Users are often mentioned as the weakest link in the security chain, and that can also apply to physical security. Fortunately, in physical security, users are often one of the primary beneficiaries of the security itself. A security program protects a company’s information assets, but it also protects the people of the organization. A good security program will provide tangible benefits to employees, helping them to support and reinforce the security program. 
Users need to be aware of security issues, and they need to be involved in security enforcement. Review the steps provided which include computer policies that can be implemented as safeguard measures. 
Step 1: Remove or disable the floppy disk system.
Step 2: Remove or disable the optical drive system. If that is not possible, remove the device from the boot menu and set a BIOS password.
Step 3: Disallow USB drive keys which can be done through active directory or registry settings or by implementing aggressive anti-malware scanning.
Step 4: Lock up equipment that contains sensitive data.
Step 5: Train all employees: to lock workstations before leaving them, to challenge strangers, and to follow procedures.
Physical Security Safeguards: Access Controls and Monitoring
Controlling all of entry points means using access control, screening, and monitoring system to secure a building and its surroundings. Access control systems limit those can enter, screening systems limit where they can enter, and monitoring systems observe. Access controls include: locks, layered access systems, electronic door control systems, and close circuit television (CCTV).
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                        Figure 3 Access Controls
Layered Access
Servers should be placed in a separate secure area, ideally with a separate authentication mechanism. For example, if an organization has an electronic door control system using contactless access cards as well as a keypad, a combination of the card and a separate PIN code would be required to open the door to the server room.
Many organizations use electronic access control systems to control the opening of doors. Doorways are electronically controlled via electronic door strikes and magnetic locks. These devices rely on an electronic signal from the control panel to release the mechanism that keeps the door closed. These devices are integrated into an access control system that controls and logs entry into all the doors connected to it, typically through the use of access tokens. 
Security is improved by having a centralized system that can instantly grant or refuse access based upon a token that is given to the user. This kind of system also logs user access, providing nonrepudiation of a specific user’s presence in a controlled environment. The system will allow logging of personnel entry, auditing of personnel movements, and real-time monitoring of the access controls. Keep in mind the following key factors relating to layered access:
· Access to the server room should be limited to staff with a legitimate need to work on the servers.
· Area surrounding the server room should also be limited to people who need to work in that area.
Laptops and Mobile Devices
Laptops and mobile devices require special consideration due to the portable nature of the device. How will you protect a laptop from being lost or stolen? Security cables provide a cost effective solution. Keep a laptop locked up and out of sight, especially when leaving the office for the evening. Also, make sure that users know what their responsibilities for the laptop are by have a policy in place that all employees are made aware of.
Closed Circuit Television (CCTV)
Traditional cameras are analog based and require a video multiplexer to combine all the signals and make multiple views appear on a monitor. 
IP-based cameras are standalone units viewable through a web browser. These IP-based systems add useful functionality, such as the ability to check on the building from the Internet. This network functionality, however, makes the cameras subject to normal IP-based network attacks. 
A DoS attack launched at the CCTV system just as a break-in is occurring is the last thing that anyone would want. For this reason, IP-based CCTV cameras should be placed on their own physically separate network that can be accessed only by security personnel. 
The same physical separation applies to any IP-based camera infrastructure. 
Environmental Controls
[bookmark: pgfId-1002894]Maintaining a data center means addressing the air flow and temperature. Overheating of the equipment can result in reduced performance or equipment damage. Temperatures of 70-74° with a humidity range of 40-55% and a minimal dew point of 15° are optimal. Accurate and comprehensive monitoring of environmental support equipment and in-room conditions is extremely important in a sensitive data center environment.
Heating ventilating and air conditioning (HVAC) systems are critical for keeping data centers cool.
· Typical servers put out between 1000 and 2000 BTUs of heat.
· The failure of HVAC systems for any reason is cause for concern.
· Properly securing these systems is important in helping prevent an attacker from performing a physical DoS attack on your servers.

Fire Suppression Systems
Since computer rooms or wiring closets are filled with electrical components, a water-based sprinkler system is not going to be the optimum solution. Halon-based fire suppression systems were commonly used, but halon is dangerous for humans. An alternative gas-based system using CO2 or some other environmentally-friendly clean agent works by absorbing heat not oxygen. A lot of times, local fire code requires that a water-sprinkler system provide backup.
Handheld Fire Extinguishers
Each type of fire has its own fuel source and method for extinguishing it. Class A systems are designed to extinguish fires with normal combustible material as the fire’s source. Water can be used in an extinguisher of this sort, since it is effective against fires of this type. Using a Class A extinguisher against an electrical fire will not only be ineffective but can result in additional damage. 
Some extinguishers are designed to be effective against more than one type of fire, such as the common ABC fire extinguishers. This is probably the best type of system to have in a data processing facility. All fire extinguishers should be easily accessible and should be clearly marked. 
Before anybody uses an extinguisher, they should know what type of extinguisher it is and what the source of the fire is. When in doubt, evacuate and let the fire department handle the situation. Please see the class chart providing details for each class of extinguisher.
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Fire Detection Devices
Although individuals are often familiar with smoke activated detectors traditionally found in homes it is important to be aware of the different types of fire detectors that are also available. There are three types of fire detectors outlined below.  The first relies on temperature change and is heat activated and the others rely on the flames from a fire. 
Review each type of fire detector for specific details. 
Smoke Activated
· Ionization detects ionized particles caused by fire.
· Photoelectric detects degradation of light from smoke.
Heat Activated
· Fixed-temperature alerts if temperature exceeds a pre-defined level.
· Rate-of-rise temperature detects sudden increases in temperature.
Flame Activated
· Relies on the flames from the fire to provide a change in the infrared energy that can be detected.
Authentication
Electronic access control systems arose from the need to have more logging and control. Most electronic systems currently use a token-based card that if passed near a reader, and if you have permission from the system, will unlock the door and let you pass into the area. Newer technology attempts to make the authentication process easier and more secure.
Authentication can traditionally be separated into four broad categories: something you have, something you are, something you know, and, less utilized, somewhere you are. Tokens are examples of something you have, biometrics measure something you are, and password-style systems demonstrate something you know. The somewhere you are is more complicated; at a basic level, it prohibits two logins from different areas, or the login from a country or location you could not possibly be in. The combination of two or more of these systems is known as multiple-factor authentication.
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1. Authentication: You must provide the proper credentials (like a username and a password) to be authenticated. 
2. Authorization: You must have authorization. The username you use has specific permissions granted to it. 
3. Accounting: A log can be used to keep track of what that user account is doing on the network.
Access Tokens
Although keys have been used to unlock devices for centuries, they do have several limitations. Keys are paired exclusively with a lock or a set of locks, and they are not easily changed.  It is easy to add an authorized user by giving the user a copy of the key, but it is far more difficult to give that user selective access unless that specified area is already set up as a separate key. It is also difficult to take access away from a single key or key holder, which usually requires a rekey of the whole system. 
In many businesses, physical access authentication has moved to contactless radio frequency cards and readers. When passed near a card reader, the card sends out a code using radio waves. The reader picks up this code and transmits it to the control panel. The control panel checks the code against the reader from which it is being read and the type of access the card has in its database. 
One of the advantages of this kind of token-based system is that any card can be deleted from the system without affecting any other card or the rest of the system. The tokens themselves can also be grouped in multiple ways to provide different access levels to different groups of people. 
The advent of smart cards (cards that contain integrated circuits capable of generating and storing cryptographic keys) has enabled cryptographic types of authentication. The risk of theft of the token can be offset by the use of multiple-factor authentication. One of the ways that people have tried to achieve multiple-factor authentication is to add a biometric factor to the system.
Biometrics
Many biological factors can be used in biometrics, such as the retina or iris of the eye, the geometry of the hand, and the geometry of the face. 
· When biometrics is used for authentication, there is a two-part process: enrollment and then authentication. During enrollment, a computer takes the image of the biological factor and reduces it to a numeric value. 
· When the user attempts to authenticate, their feature is scanned by the reader, and the computer compares the numeric value being read to the one stored in the database. 
· If they match, access is allowed. Since these physical factors are unique, theoretically only the actual authorized person would be allowed access.
There are a few anomalies associated with biometric authentication. The charts, Figures 4 and 5, illustrate a false positive and a false negative condition. How should an organization handle such situations? This is just another example of the procedures that need to be thought out. It is important to consider issues such as a uniqueness factor can be stolen, and parts of the human body can change.
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Figure 4 False Positive: A biometric is scanned and allows access to someone who is not authorized. 
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Figure 5 False Negative: The system denies access to someone who is actually authorized. 
Multiple-Factor Authentication
Multiple-factor authentication combines two or more types of authentication.  
Types of authentication include:
· Biometrics
· Tokens
· Passwords
For example, you may have an ATM card which you use to take money out of your bank account. This transaction uses multiple-factor authentication. First, you need to insert your ATM card (token) and then you need to enter the PIN (a password). An example of biometrics would be gaining access by using your fingerprint. 
SUMMARY
In this lesson you learned about multiple response procedures and methods for how to deal with physical security. You reviewed concepts relating to computer forensics, the incident response model, and the basics of how to procure evidence. In this lesson you also had the opportunity to learn about various types of malware and physical security safeguards including access controls and monitoring. 

ASSIGNMENTS

1. Physical Security Quiz
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