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Lab 15: Memory Analysis

Introduction

This lab is part of a series of lab exercises intended to support courseware for Forensics
training. The development of this document is funded by the Department of Labor
(DOL) Trade Adjustment Assistance Community College and Career Training (TAACCCT)
Grant No. TC-22525-11-60-A-48.

In this lab, students will utilize various methods to determine if an attacker attempted a
breach or successfully compromised a system. Some information about the attacker,
such as his IP address, may be lost if the machine is shutdown. For this reason, an
investigator collects volatile data before shutting down a system.

This lab includes the following tasks:

Obtaining a Dump of Physical Memory Using Dumplt
Using Volatility to Analyze Processes

Attacking the Victim System with Armitage

Using Volatility to Determine Remote Connections

PwnPE

Objective: Extract Physical Memory and Analyze its Contents

Memory analysis is a new and growing field in forensics. RAM captures much of the
data that the hard drive does not capture. The proper tool can extract passwords and
hidden processes from a live running machine. This information can aid the investigator
or incident response person during an investigation into computer crimes and malware
infections.

Dumplt — generates a copy of the system's physical memory and saves it as a file.
Volatility — an open source analysis tool used for incident response and analysis.

Pslist — will determine the running processes in RAM along with their corresponding
PIDs

connscan — will determine the network connections (including IPs and ports) in RAM
Armitage — Armitage is a GUI frontend for Metasploit that has many powerful
capabilities. Metasploit is a very powerful exploitation framework but it requires that

the user be comfortable using the command line. An attacker can use Armitage to
identify and exploit victim machines within an easy to use graphical environment.
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Lab Topology

BackTrack

INTERNAL NETWORK 192.168.1.0/24

1

Forensics and S sense

Firewal =
Advanced 216,10 Trowall A—;
Forensic POD
EXTERNAL NETWORK 216.0.0.0/8
[ }
216.6.1.100 216.5.1.200
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Lab Settings

Virtual Machine IP Address Account Password
(if needed) (if needed)
BackTrack 5 R3 Internal Machine 192.168.1.50 root toor
Windows XP Pro Internal Machine 192.168.1.175
Kali Linux External Machine 216.6.1.100 root toor
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1 Use Dumpit to Extract Running Physical Memory

Dumpit is an executable file that runs on either a 32 or 64-bit version of Windows. This
tool generates a copy of the system's physical memory and saves it as a file in the same
directory that you used to run the command. Dumpit can also be run from a USB drive.
1.1 Extracting Running Physical Memory

Perform the following steps on the machine running Windows XP Professional.

1. On the Windows XP Pro Internal Machine, open Chrome by double=clicking on
the shortcut on the desktop.

£

'
Ga0nglEEnromeE!

2. Minimize Chrome. This gives us a process we can identify running in memory.

about:blank

C' | [ kbout:blank

3. Click on the Shortcut to Dumplt on the desktop.

il
ShorbcutED”
DUPIEEYE

4. A command prompt window will appear asking, Are you sure you want to
continue? Respond withy.

't Shortcut to Dumplt.exe

DumpIt - v1.3.2.20110401 - One click memory memory dumper
Copyright (c) 2007 - 2011, Matthieu Suiche <http://www.msuiche.net>
Copyright (c) 2010 - 2011, MoonSols <http://www.moonsols.com>

Address space size: 1073741824 bytes ( 1024 Mb)
Free space size: 3688034304 bytes ( 3517 Mb)

* Destination = \7?\E:\CLIENT-20140101-173454.raw

--> Are you sure you want to continue? [y/n] _
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5. The ram will be dumped. Dumplt will create a file with the .raw extension and
place the file in the root of E: After a short amount of time, you will receive the
message, Processing... Success.

11 Shortcut o Dumplt.exe

DumpIt - v1.3.2,20110401 - One click memory memory dumper
Copyright (c) 2007 - 2011, Matthieu Suiche <http://www.msuiche.net>
Copyright (c) 2010 - 2011, MoonSols <http://www.moonsols.com>

73741824 bytes (1024 Mb)

Address space size: 1
3688034304 bytes ( 3517 Mb)

Free space size:
* Destination = \??\E:\CLIENT-20140101-173454.raw

--> Are you sure you want to continue? [y/n] v
+ Processing... Success.

6. Press Enter to close the Dumpit memory capture utility.
7. Click on the start button and select the My Computer link from the Start Menu.

1| student
i
£ Internet __J My Documents
Inkernet Explorer
<) My Recent Documents ¥
e | E-mail ‘—n-b ¥
Outlook, Express :J My Pictures
\!, MISH ...j My Music
o
I r.Jg My Computer
® Windows [Media Player —
.,_'JJ My Network Places
:'3 Windows [Messenger
B) Conkral Panel
@ Tour Windows xP @. Set Program Access and
Defaults
g Files and Settings TransFer _1@ Administrative Tools 3
275 Wizard
,y;'J Printers and Faxes
‘. Google Chrome :
@ Help and Suppart
J‘J Search
All Programs D =7 Rum..

m Log Off ﬁ| Turn CFF Computer

74 start - WENIN
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8. Double-click on New Volume (E:).

Hard Disk Drives

E;@ Local Disk {C:)

9. Right-click on the name of the RAM dump and select Rename.

_qw Cumpl, exe

RECYCLER.

System Yolume Information

10. Name the file RAM1.DD.

E;“@ e Walume (E:)

Send To k

Zuk
Copy

Create Shortcut
Delete

Please use all capital letters for the name and extension.

File and Folder Tasks £

Eﬂ Make a new Folder

@ Publish this Folder o the
Weh

& Share this Folder

RECYCLER.

Syskem Volurme Infarmation

Dumplk.exe

RAM1.0D
DD File
1,048,576 KB

2/7/2014 Copyright © 2014 NISGTC
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1.1 Conclusion

Dumpit is a program that will allow you to capture RAM from a system. When a
machine is turned off, the information in RAM will not be retained. If a tool like Dumpit
is used, the volatile data within the captured RAM image can be analyzed with a tool
such as Volatility, which we will explore in the next task.

1.2 Discussion Questions

Where does Dumpit place the image of RAM?

Why is it important to capture the information within RAM?

When a computer is turned off, what happens to the information in RAM?
Can the Dumpit program be used on a USB drive?

PwnNPE
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2 Using Volatility to Analyze Processes
Volatility is an open source analysis tool used for incident response and analysis. Several

tools make up Volatility and it uses the Python language. We will use some of the tools
to extract information from the memory image we created on the Kali Linux system.

Keep in mind that Linux commands are case sensitive. The commands below must be
entered exactly as shown.

2.1 Memory Analysis

1. On the Kali Linux External Machine, click the Other link.

2. For the username on the Kali system, type root and click the Log In button.

N\

leali
Other...
Username: |root
System Default v Cancel Log In

2/7/2014 Copyright © 2014 NISGTC Page 10 of 32



Lab 15: Memory Analysis

3. For the password, type toor and click the Log In button.

kali
Other...
Password: |toor
System Default Cancel Log In

4. Open aterminal by clicking on the black icon to the right of the world icon.

Applications Places r Thu Jan 2, 9:25 AM

root@kali: ~

) File Edit View Search Terminal Help
Computer

2/7/2014 Copyright © 2014 NISGTC Page 11 of 32
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5.

2/7/2014

To generate the keys that will be needed for an SSH connection, type the
following command and press Enter three times when prompted for input:
root@kali:~# ssh-keygen

— Y

" no passphrase) :

To start the SSH server, type:
root@kali:~# [etc/init.d/ssh start

To verify that the SSH server service is running on the machine, type:
root@kali:~# netstat -tan

ars and established)
yreign State

LISTEN
LISTEN

On the Windows XP Pro Internal Machine , open WinSCP by double-clicking on
the shortcut to the desktop.

L Ia)
[
Wiigistelz

Copyright © 2014 NISGTC Page 12 of 32
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9. Type 216.6.1.100 for the host name, root for the user name, and toor for
password. Click the Login button to connect to the remote Kali system.

WinSCP Login

Seszion Seszion
Stored sessions Hozt name: Fuort number:
Enviranment 21661100 | | 2 &
Directories
S5H U zer name: Pazaword:
Preferences | ool | |t|:u:|r |

Private key file:

| L)

Protocol

File protocal: SFTP  w Allove SCP fallback

[] &dvanced options
’ About. . ] ’Languages] [ Save... ] [ Cloze ]

10. Click Yes when asked if you want to continue connecting and add the key.

Warning E|

'E The zerver's host key waz not found in the cache. You have no guarantee that the server iz the computer
.

you think it is.

The zerver's rza2 key fingerprint iz
zzh-rga 2048 eaba 00:bb 60 fa 44, c2:85:e0: 771 3 ed: Bd.eZ ca

If wows trust thiz host, press Yes. To connect without adding host key to the cache, prezs Mo, To abandon the
conhection press Cancel,

Continue connecting and add host key to the cache?

[ e ] [ Ma ] l Cancel ] [ Copy ey ] [ Help ]

11. You will be logged in to the remote system and see the local and remote drives.

2. My Documents - root@216.6.1.100 - WinSCP

Local Mark Files Commands Session Options Remate Help
S HP-mB2e @S BB
@My docurments & e = ﬁ ﬂ

0% - Default - gv
oot @ ie-o- iEEAR |

C:\Documents and Settingz'studentyky Documents
Mame Ext Size  Tvpe Changed Al Mame Ext Size  Changed Rights ~
. Parent directory yizoie ... ¢ . S/18/2013 1:49,.,  Pwxr-xr-x
My TMusic File Folder 12fz8(z01... v || 1/1/2014 11:02..,  piag----—-
E‘MY Pigtures File: Folder 1zfzgfz0t... v | 3 31512013 3:48...  rwx-——
| gdioab-SysteMicm  wrme. » o Remote Systésfics.
} 78 Configuration ... 1zfzafz0l.. & | ) 1/1/2014 11:02... -

= B/Ef2013 2:55,.,  rwe———
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Lab 15: Memory Analysis

12. Change the location on the local system from My Documents to E: New Volume.

a4 My Documents - root@216.6.1.100 - WinSCP

Local Mark Files Commands Session  Options  Remote

8 HE- e EP2 ER

Maie-=-i8

|E|My dacuments
I E} My documnents by D ocuments
@ Desktop Size | Type
| b & 31 Floppy FParent directary
| =e C: Local Disk, File Folder
| e D: HELTX2008R 1 File Folder

== E: New Yolume

|E-|:|, 464 Application

13. Highlight RAM1.DD. From the menu, choose Files and then select Copy.

2/7/2014

& |

24 E:X - root@216.6.1.100 - WinSCP
Local Mark |Files | Commands  Session  Optior

Copy file 'Rakd1.00" ta remate directon:

Mew k

ﬁ Open
L Edi F4

Edit {alternative) »

] Edit Link... Alt+Fa

: =F_§ Copy... } FS

Tranzfer zethings
Default transfer zettings

[ Mew and updated filefz] only [] Do nat how this dialog bos again

[ ] Tranzfer on background [add to transfer queue] Tranzfer each file individually

’ Tranzfer setlings. .. ’ Cancel ]’ Help

Copyright © 2014 NISGTC Page 14 of 32
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15. Wait for the file copy process to finish (progress is indicated).

75% Copying 3
= =

File: E:ARAKMT.OD

Target: froatd Once finizhed:

[ | |Stayidle
Tirme left; 00101 Time elapzed: 00239

Butes transfemead; TF2ME Speed 4217 KiB/s Speed [FKiB/s):

[ | |Unlimited ~ +

16. Close the WinSCP program by clicking the red X when the file finishes copying.

& E:\ - root@216.6.1.100 - WinSCP

Mark Files Commands Session Options Remote Help *

= " ST

— s o

17. On the Kali Linux External Machine, type the following command to verify that
the file has been transferred:
root@kali:~# Is

=# 1s

forensics RAM]1.DD vmware-tools-distrib

18. Type the following command to see all the available options for volatility:
root@kali:~# vol -h

Options:
-h, --help

--conf-file
onfiguration file

ng timestamps

ning an image

f the profile to load

which to load an address

cal mappings

2/7/2014 Copyright © 2014 NISGTC Page 15 of 32
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19. Type the following command to parse information from the image of RAM:
root@kali:~# vol -f /root/RAM1.DD imageinfo

20. Type the following command to parse the processes running in RAM:
root@kali:~# vol -f /root/RAM1.DD pslist

Thds

21. Type the following command to parse the chrome processes running in RAM:
root@kali:~# vol -f /root/RAM1.DD pslist | grep chrome

2/7/2014 Copyright © 2014 NISGTC Page 16 of 32
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2.2 Conclusion

Dumpit is a program that will allow you to capture RAM from a system. When a
machine is turned off, the information in RAM will not be retained. If a tool like Dumpit
is used, the volatile data within the captured RAM image can be analyzed with a tool
such as volatility.

2.3 Discussion Questions
1. What were the different process IDs for Chrome? (Answers will vary)
2. Based on image info, was the operating system a 32-bit or 64-bit system?
3. What is the date that the image was created?
4. Based on image info, what was the operating system installed?

2/7/2014 Copyright © 2014 NISGTC Page 17 of 32
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3 Attacking a Remote System Utilizing Armitage

In this section, you will be introduced to Armitage, a Graphical User Interface, or GUI,

front end for Metasploit. The website for Armitage, which was developed by Raphael

Mudge, is fastandeasyhacking.com. Armitage provides the user with a visual interface
which illustrates what is happening in the background of Metasploit.

3.1 Using Armitage

1. Open the BackTrack 5 R3 Internal Machine. Type root for the login and toor
(root spelled backwards) for the password.

The password will not be displayed when you type it, for security purposes.

BackTrack 5 R3 - 32 Bit bt ttyl

bt login: root

Password:

Last login: Tue Aug 13 22:37:12 EDT 2013 on ttyl

Linux bt 3.2.6 #1 SMP Fri Feb 17 10:40:05 EST 2012 i6B6 GNU-Linux

System information dizabled due to load higher than 1.0
root@bt:"# _

2. Type the following command to start the Graphical User Interface (GUI):
root@bt:~# startx

root@bt:"# startx_

3. Open a terminal by clicking on the picture to the right of the word System in the
task bar in the top of the screen.

Applications Places System

~ v % root@bt: ~

File Edit View Terminal Help

~# |}

2/7/2014 Copyright © 2014 NISGTC Page 18 of 32
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4. Type armitage in the terminal to launch the Armitage program:
root@bt:~# armitage

~ v % root@bt: ~
File Edit View Terminal Help

# armitagel}

5. A Connect box will appear on your screen. Click Connect.

¥ Connect...

Host 127.0.0.1
Paort 55553
User msf
Pass test
| Connect |f| Help |

6. Click Yes to start Metasploit.

® Start Metasploit?

A Metasploit RPC server is not running or

é not accepting connections yet. Would you
like me to start Metasploit's RPC server
for you?

7. You will receive an initial connection refused message. This is normal.

* Progress...

Connecting to 127.0.0.1:55553
java.net.ConnectException: Connection refused

— '
Cancel

2/7/2014 Copyright © 2014 NISGTC Page 19 of 32
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8.

9.

2/7/2014

Armitage will open. The console pane below lists the number of exploits.

* Armitage
Armitage Wiew Hosts Attacks Workspaces Help

- ﬁ auxiliary

> (B exploit "
» [ payload -
> [ post

Console X

~

HiFHE e e e s e e e HHE
HiFHH / \/ \ S \ TR / \/ \ S \ HHEE
R R I I R T I T R R R I R B I
R R I I R T R T R R I R I
# WAVE 4 ####ass SCORE 31337 #RAHHHHHHA R # HIGH FFFFFFFF #
R R I I R T I R T R R I R I

=[ metasploit v4.4.0-release [core:4.4 api:1.0]
--=[ 902 exploits - 491 auxiliary - 150 post
--=[ 250 payloads - 28 encoders - 8 nops

From the Armitage menu, click Hosts, and select Add Hosts.

lew Attacks Works

Add Hosts...

e —
Nmap scan

MSF Scans

4

Clear Hosts

Copyright © 2014 NISGTC Page 20 of 32
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10. Type 192.168.100.175 (the IP address of the Windows XP Pro Internal Machine)
then click Add.

' % Add Hosts
Enter one host/line:

192,168.1.175

Add

11. You should receive a message that states, Added 1 host. Click OK.

¥ Message

6 Added 1 host

12. In the top-right pane of Armitage, right-click and select Auto-Layout > Hierarchy.

Auto-Layout  »

Hierarchy

Layout »
Zoom [ Stack
MNone

13. Drag the computer icon to the center of the top-right pane of Armitage. At this

point, you should be able to view the icon representing the victim machine.
Notice that the operating system of the remote machine has yet to be identified.

192.168.1.175

2/7/2014 Copyright © 2014 NISGTC Page 21 of 32
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14. Right-click on the host in the Armitage pane and select Scan.

Senices

Host

15. You target will now be identified as a Windows machine. If you hover over the
icon, the remote machine will be identified as Microsoft Windows XP SP2.

.
‘g

= Microsoft Windows XP SP2

192.168.1.175

16. From the Attacks menu in Armitage, select Find Attacks.

=Tl Worksp

17. Wait until you receive the message, Happy Hunting. Click OK.

¥ Message

6 Attack Analysis Complete...
You will now see an 'Attack' menu attached
to each host in the Targets window.

Happy hunting!

|

2/7/2014 Copyright © 2014 NISGTC Page 22 of 32
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18. Right-click on the icon representing the victim in the Armitage pane and select
Attack > smb > ms08_067_netapi. An attack window will pop up.

dcerpc
email

; Login
107 . 1 EERIEE
Scan

Host iis

mssql
oracle
proxy
realserver
samba

L 508 067 netapi

msl0 06l spoolss
netidentity xtierrpcpipe
timbuktu_plughntcommand_bof
pass the hash...

smtp
wyse

¥ YRAY ¥ ¥ Y Y Y YYTYY

check exploits...

19. In the attack window, the title should be Attack 192.168.1.175. Notice that a
description of the exploit is provided. Also, notice that the remote port of 445 is
listed. Check the option to Use a Reverse Connection. Click the Launch Button
to attack.

*x Attack 192.168.1.175

Microsoft Server Service Relative Path Stack Corruption

This module exploits a parsing flaw in the path canonicalization code of Net&PI32.dll 8
through the Server Service. This module is capable of bypassing MX on some operating [
svstems and service packs. The correct taraet must be used to prevent the Server b

-

Option i | Value

LHOST 192.168.1.50

LPORT 2513

RHOST = 192.168.1.175

RPORT 445

SMBPIPE BROWSER

Targets: |. 0 == Automatic Targeting VJ

[/] use a reverse connection

|| Show advanced options

| Launch |

2/7/2014 Copyright © 2014 NISGTC Page 23 of 32
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20. If the attack is successful, the icon of the victim machine will be outlined in red.
If the attack did not work, you may need to attempt to launch the attack again.
If all else fails, reboot the Windows Server. Once the attack is successful, the
victim is considered to be in a compromised state.

NT AUTHORITY\SYSTEM @ CLIENT

Notice that the level of access of NT AUTHORITY\SYSTEM is displayed at the bottom of
the screen. This is actually a higher level of access than the administrator account. The
SYSTEM account is reserved and users are not permitted to log in as this account.

Do not close the Armitage GUI window. It will be used in the next task.

3.2 Conclusion

Armitage is a GUI frontend for Metasploit that allows attackers to scan, identify, and
exploit remote operating systems. After scanning a machine, Armitage will report the
operating system and service pack level that the target machine is using. The Armitage
tool then allows the attacker to find attacks by open ports. If the attacker is able to
successfully connect to a victim machine, the victim will be displayed with a red border.

3.3 Discussion Questions
1. Armitage is a GUI front end for what exploitation tool?
2. What message does Armitage display after you attempt to find attacks by port?
3. Explore the Armitage menu. What are some other features of the tool?
4. At what point is the victim machine considered to be compromised?

2/7/2014 Copyright © 2014 NISGTC Page 24 of 32
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4 Using Volatility to Remote Connections
Volatility is a collection open source analysis tools implemented in Python language,

used for incident response and analysis. We will use some of the tools to extract
information from the memory image we created on the Kali Linux External Machine.

4.1 Memory Analysis

1. Click on the Shortcut to Dumplt on the desktop.

shortcotite:
DrnIEEyE

2. A command prompt window will appear asking, Are you sure you want to
continue? Respond withy.

[Fswrcaoomonee
! DumpIt - v1.3.2.20110401 - One click memory memory dumper

Copyright (c) 2007 - 2011, Matthieu Suiche <http://www.msuiche.net>
Copyright (c) 2010 - 2011, MoonSols <http://www.moonsols.com>

Address space size: 1073741824 bytes ( 1024 Mb)

Free space size: 3688034304 bytes ( 3517 Mb)

* Destination = \7?\E:\CLIENT-20140101-173454.raw

--> Are you sure you want to continue? [y/n] _

3. The ram will be dumped. Dumplt will create a file with the .raw extension and
place the file in the root of E: After a short amount of time, you will receive the
message, Processing... Success.

DumpIt - v1.3.2.20110401 - One click memory memory dumper
Copyright (c) 2007 - 2011, Matthieu Suiche <http://www.msuiche.net>
Copyright (c) 2010 - 2011, MoonSols <http://www.moonsols.com>

Address space size: 1073741824 bytes ( 1024 Mb)
(

Free space size: 3688034304 bytes 3517 mb)
#* pestination = \??\E:\CLIENT-20140101-173454.raw

--> Are you sure you want to continue? [y/n] ¥
+ Processing... Succes

4. Press Enter to close the Dumpit memory capture utility.

2/7/2014 Copyright © 2014 NISGTC Page 25 of 32



Lab 15: Memory Analysis

5. Click on the Start button and select the My Computer link from the Start menu.

£ Internet
Internet Explorer

w] E-mail
Cutlook Express

MSM
® Windows Media Plaver
d Windows Messenger

I@ Tour windows XP

- Files and Settings Transfer
5 Wizard

@ Google Chrome

all Programs D

_;_} My Documents

5 My Recent Documents »

_f) My Pictures

:5' My Music

u‘ My Computer I

-
g My Network Places

E? Control Panel

Set Program Access and
Defaulks

% Adriniskrative Tools k

};i; Prinkers and Faxes

9) Help and Suppart

6. Double-click on New Volume (E:).

2/7/2014

Hard Disk Drives

W Local Disk (C:)

E:y Mew valume (E:)

Copyright © 2014 NISGTC
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7. Right-click on the name of the RAM dump and select rename.

RECYCLER. ew Durmplt. exe

System Yolume Information

Send To k

Cuk
Copy

Creake Shortcut
Delete

8. Name the file RAM2.DD.

Please use all capital letters for the name and extension.

Iress | < E:\

File and Folder Tasks

RECYCLER ew Dumplt exe

RAML.DD
DD File
1,048,576 KE

) Make a new folder

@ Publish this Folder to the
Web

& share this Folder

System Yolume Information

RAMZ, DD
DD File

Other Places 1,048,576 KB

9. On the Windows XP Pro Internal Machine, open WinSCP by double-clicking on

the shortcut to the desktop.
D

g

TSGR

2/7/2014 Copyright © 2014 NISGTC
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10. Type 216.6.1.100 for the host name (the IP Address of the Kali Linux External
Machine), root for the user name, and toor for password. Click the Login button
to connect to the Kali Linux External Machine.

WinSCP Login
Sezzion Sezzion
Stored sessions Host name: Part number:
E”"E‘?”""E”F (216.6.1.100 || 2 3
rechanes
S5H zer name: Pazzword:
Freferences | — | |t|:n:|r |

Private key file:

| ]

Pratocal

Eile pratocal: SFTP w Allove SCP fallback

[ ] &dvanced options
’ About... ] ’Languages ’ Save... ] ’ Cloze ]

11. You will be logged in to the remote system and see the local and remote drives.

2.4 My Documents - root@216.6.1.100 - WinSCP
Local Mark Files Commands Session Options Remote Help

&P 22 ES EH 5 % :Defauk -G

(M documents @i EEAD| T Qe c@ie-os - EEAR

MstudentyMy Documnents

C:ADocuments and Settir

Tame Ext Size  Type Changed A | Mame Ext Size  Changed Rights
Parent directory 11112014 ... ®.. G/18/2013 1:49...  mar-xr-x
My TMusic File Folder 12/28/201... (] 1/1/2014 11:02...  pax-—--—-

Gf2013 3:48,., P

h a1
gRemote Systgf 23

112014 11:02... s
© S/18/2013 2:53..,  rwx-———

File Folder 12/2a/201...

@My Figtures
5 AcceLMLeSVﬁfte IMbication 8/23f2013 ...
@

78 Configuration 5...  12/28f201...

T
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12. Change the location on the local system from My Documents to E: New Volume.

13. Highlight RAM2.DD. From the menu, choose Files and then select Copy.

a4 My Documents - root@216.6.1.100 - WinSCP

Local Mark Files Commands Session

Options  Remoate

. . .
|E|My documents | & ie = E
[ E} My documents iy Documents

@ Desktop Size | Type
| b & 31 Floppy FParent directary
| =e C: Local Disk, File Folder
| @ D: HELTX2008R 1 File Folder

== E: New Yolume F-D,‘}Eu‘} Application

a2 E:X - root@216.6.1.100 -

Mark |Files | Commands Session Opkions Remoke  Help

Local

WinsCP

A

Changed

12fz5i201. .,
120251201, .,
5312011 ...
112014 ...

[ %_' 1= k ; Ly

'ﬁ Open =

L Edit

Edit {alternakive) [

%] Edit Link... Alb+Fe  Folder
il:flumpllz.ersc1 SRS FS lication
= ram1.oD | e
' 5 Move.. Fe e

1212014 ..,

2/7/2014

Copy file 'RAakM2 00" to remote directory:

Transfer zettings
Drefault transfer settings

[ Mew and updated file{z] only

[] Tranzsfer on background [add to transfer queaue]

[ Transfer zettings...

[ 1 Do naot show this dialog box again

Transfer each file individually

[ Copy

l [ Cancel ] [

Help

Copyright © 2014 NISGTC
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15. Wait for the file copy process to finish (progress will be indicated).

20% Copying ?x
o =

File: E:\RamM2.DD

Target: Sroot,! Once finizhed:

[ | |Stapidle  w
Time left: 0:02:31  Time elapzed: 0:00:41

Bytes transfered: 206 MiB  Speed: 5531 KiB/: Speed [KiB/s]:

[ | [Unlimited ~ »

16. Type the following command on Kali to verify that the file has been transferred:

root@kali:~# Is

~# s

=

Desktop forensics

17.

RAM1.DD

RAMZ2.DD

vmware-tools-distrib

root@kali:~# vol -f /root/RAM1.DD connscan

18.

root@kali:~# vol -f /root/RAM1.DD connscan | grep 50

2/7/2014
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Type the following command to parse the active network connections in RAM:

Type the following command to parse the network connections to 192.168.1.50:
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4.2 Conclusion

Dumpit is a program that will allow you to capture RAM from a system. When a machine
is turned off, the information in RAM will not be retained. If a tool like Dumpit is used,
the volatile data within the captured RAM image can be analyzed with a tool such as
volatility. In the case of a network intrusion, capturing the RAM can be of critical
importance, so that you can determine the IP address and port numbers used by the
attacking machine.

4.2 Discussion Questions

What were the different process IDs for chrome? (Answers will vary)
Based on image info, was the operating system a 32-bit or 64-bit system?
What is the date that the image was created?

Based on image info, what was the operating system installed?

PwnNPE
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