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Lab 13: User Profiles and the Windows Registry

Introduction

This lab is part of a series of lab exercises intended to support courseware for Forensics
training. The development of this document is funded by the Department of Labor
(DOL) Trade Adjustment Assistance Community College and Career Training (TAACCCT)
Grant No. TC-22525-11-60-A-48.

In this lab, the student will capture the registry hives of the Windows operating system
using a free, commercial tool called FTK Imager. Students will then analyze the registry
hives using two open source tools, RegRipper and RegViewer.

This lab includes the following tasks:

1. Capturing a live Windows XP registry
2. Analyzing the registry hives using RegViewer
3. Analyzing the registry hives using Regripper

Objective: Explain the purpose of Registry editing

The Windows registry contains all of the settings for a system. Everything from the
application software that is installed to usernames and passwords are tracked in the
registry. The devices that are connected to the system, connections to networks, and
browser history are just a few of the many settings that the registry keeps track of.

Windows incorporates a tool called regedit (registry editor) to allow an administrator to
directly change the settings within the registry. However, the regedit tool does not
allow detailed analysis of the registry because it masks important information--even the
administrator of the system is limited. Open source tools go beyond the capabilities of
the utilities included within the Windows environment. In this lab, we will take a look at
the information that can be gathered from the registry hives in the Windows XP registry.
Information can be gathered manually as well as automatically.

FTK Imager — FTK Imager allows you to image a disk or a logical drive.

RegViewer — a registry analysis tool that can open Windows Registry files. The free tool
can be downloaded from this link: http://www.gaijin.at/en/getitpage.php?id=regview

RegRipper — a tool that extracts and analyzes registry information.

Regedit — A built in program that for viewing registry keys on the Windows operating
system

Windows Registry — A database that contains user and computer settings for a
Windows OS.
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Lab 13: User Profiles and the Windows Registry

Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password
(if needed) (if needed)
Windows XP Pro Internal Machine 192.168.1.175
2/7/2014 Copyright © 2014 NISGTC Page 5 of 41




Lab 13: User Profiles and the Windows Registry

1 Obtaining a Live Windows XP Registry

The first task is to obtain a copy of the Windows registry from the system that is running
Windows XP and is using the registry to provide the system environment. This method
gives you a snapshot of the current registry state.

1.1 Using FTK® Imager

FTK® Imager is installed on the Windows XP Professional machine.

1. Open FTK® Imager by double-clicking the shortcut on the desktop.

2. Click the Golden locker icon on the FTK® toolbar to obtain the system registry
files.

B AccessData FTK Imager 3.1.3.2

File Wiew Mode Help
o e wn [T W T
Evidence Tree File List #
Mame | Size | Type Cake Modified |
Zuskom Content Sources B
Evidence:File System|Path|File Options
< | >
new| i | | | |
Custom Conkent. ..
For User Guide, press F1
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Lab 13: User Profiles and the Windows Registry

3. At the Obtain System Files screen, choose the Password Recovery and all
registry files option (To obtain a full registry including the NTUSER.dat file). The

Minimum files for password recovery will only provide access to the SAM and
Security hives.

Obtain System Files EJ

Source for obtaining Files:

arning: Please be aware that FTK Imager is obtaining the
wstem Files from the live system and not the acguired image.

Destination for obtained Files: Browse. ., I

Options
" Minimum Files For login password recovery

4. To choose the destination for the obtained files, click the Browse button.

Obtain System Files EJ

Source for obtaining Files:

arning: Please be aware that FTK Imager is obtaining the
wstem Files from the live system and not the acquired image.

Deestination for obtained files:

Options
" Minimum Files For login password recovery

f* password recovery and all registry files
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Lab 13: User Profiles and the Windows Registry

5. Select the Desktop from the browser window.

Browse For Folder

Select the destination folder

My Document
j My Computer

I3 tools

5

‘-ﬂ My Mebwork, Places

Falder: | Desktop

[ flake Mew Folder ]

l

O, H Cancel ]

6. Click Make New Folder and name the folder Registry Files. Click OK.

2/7/2014

?IX

Browse For Folder

Select the destination Folder

@ Cesktop

Ei Iy Documents
i My Computer
‘H My Metwork Places

5 tools

Folder: | e Folder

[ Make Mew Folder ] [

OF

][ Cancel ]
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Lab 13: User Profiles and the Windows Registry

7. Click OK again to capture the registry files.

Obtain System Files b__q

Source for obtaining files:

arning: Please be aware that FTK Imager is obtaining the
wskem files from the live system and not the acquired image.

Destination for obtained files:

| CDocuments and SettingsistudentDesktopiRegistry Files

Options
(" Minimurn files For login password recovery

(¥ Password recovery and all reqistry Files

8. FTKimager will provide you with a status bar indicating the export progress.

Export Files

Copving files., .

C\Documnents and SettingsistudentiDesktopiReqistry Filesisoftware

Zancel

9. Close FTK Imager by clicking the red X in the top-right corner of the program.

B AccessData FTK Imager 3.1.3.2

File View Mode Help
PR = - B BRI
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Lab 13: User Profiles and the Windows Registry

1.2

10. Open the Registry Files folder on the desktop. There are 6 registry files and a

folder.

[ Registry Files

File Edit “iew Favorites Tools  Help

.\__:.lEiack @ - l.ﬁ pSearch H__ Falders v

Address (|75 C\Documents and Settingsistudent|Deskiop!Registry Files

: (= default
File and Folder Tasks r Lsers File
| == =6 kR
J Make a new folder
&3 FPublish this folder to the : SAM : SECURITY
] e
& Share this Folder
] software ] system
223 File File
Other Places ===l 1 9,934 KB ===11 3,840 KB
(& Deskiop _ userdiff
My Documents 212 | File
b 223]| sSekE

| Shared Documnents
g My Computer
‘ﬂ My Mebwork Places

Conclusion

Each registry key holds information we can explore about the computer. In the Users
folder, all users on the machine and their profiles are captured. Within each of the
users’ profiles, there is a file, NTUSER.dat. The NTUSER.dat file provides information
about a user.

1.3

2/7/2014

Discussion Questions

What are the names of the main registry files?

Where are the registry files located on a Windows machine?

What does each registry file contain?

What button is used to export the Registry files within FTK Imager?

el S

Copyright © 2014 NISGTC Page 10 of 41



Lab 13: User Profiles and the Windows Registry
2 Analyzing the Registry Hives using RegViewer
Registry Viewer opens Windows Registry files in a file structure that is similar to the

regedit tool. Folders, keys, and values can all be searched for information. The free tool
can be downloaded from this link: http://www.gaijin.at/en/getitpage.php?id=regview

2.1 Examining a User’s Profile

1. Double-click the RegView shortcut icon on the desktop.

2. To examine a user’s profile, select File > Open registry files.

I8 Extras Help
2 Open registry files,,.  Chrl+0 |

3. Inthe Open registry files box, click on the browse icon for NTUSER.DAT.

]

Open registry files

SYSTEM:

| (o
SOFTWARE:

| (o
S4M:

| (o

MTLUSER. DAT: i

|
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Lab 13: User Profiles and the Windows Registry

4. Select Desktop > Registry files. Double-click on the Users folder and select

student.

Dpen NTUSER.DAT file

Look ir: | 59 student @ ? L |HF
= ky Recent Documents
L\b Deskiop
: by Documents
My Recent ¢ My Computer
Documents ﬁ 3% Flappy [4:]
= age Local Disk [C]
[. e HELE<2008R1 [D:)
Desktop age Mew Volume [E:]
I3 Shared Documents
. I3 My Documents
B \ﬂ by Metwork, Places
--'/ Iy Reqistry Files «i
My Documents ) Users
ﬁ ztudent
% I tools
by Computer
File narne: | w |
Al Fles ) v

Q Filez of type:

iy Metwiork,

[ ]0pen as read-anly

5. Within the student folder, select the NTUSER.DAT file and click Open.

2/7/2014

Laak: in:

My Recent
Documents

€

Desktop

Open NTUSER.DAT file

(S student

o E

@ Crvpko
) Protect

| NTUSER. DAT

Copyright © 2014 NISGTC

Page 12 of 41



Lab 13: User Profiles and the Windows Registry

6. The path of the file appears under the NTUSER.DAT heading. Click OK.

2/7/2014

Open registry files

SYSTEM:

X

]

SOFTWARE:

]

SAM:

]

MTUSER. DAT:

|C:'I,Dcn:uments and SettingststudentDeskiopt Registry FilesiJsersstudent WMTIUSER. DAT

]

SECURITY:

]

DEFALILT:

]

USERDIFF:

]

[ ok

/|

Zancel

l

You are now examining the user’s profile on the machine. This view is not
normally seen on a running machine. We will look at some common artifacts in

this user’s profile.

%" RegistryViewer,

File Extras Help

= G MTUSER.DAT

AppEwvents
Console
Contral Panel
Ervironrment
Identities
Kevboard Layout
Prinkers
Software

UMICODE Progrann Groups
Windows 3.1 Migration Skatus

)

Copyright © 2014 NISGTC
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Lab 13: User Profiles and the Windows Registry

8. We will start with any URLs that the user browsed to in Internet Explorer. Click
on the + symbol next to the Software folder.

Be aware that the Window’s registry does not track Firefox or Chrome browsing history.

B JrTUSER DAT
AppEvents
Console
Control Panel
Erviranrment
Identities
Kevhboard Layaut
Prinkers
Software B
Google
Intel
Microsoft
MozillaPlugins
Metscape
Policies
ThinPrint
VMware, Inc,
UMICODE Program Groups
Windows 3.1 Migration Status

E-5

m--E--E--E

R

] ]

9. Start to drill down by clicking the + symbol for Microsoft.

%" RegistryViewer

Extras Help
= @@ MTUSER.DAT
AppEvents
Console
Control Panel
Environment
Identities
Kevboard Lavout
Prinkers
= Software
Google
Inkel
= Microsoft
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Lab 13: User Profiles and the Windows Registry

10. Next, under the category of Software, expand Internet Explorer.

11.

= Software
+ Google
+ Intel
= Microsoft
+ Ackive Setup
AckiveMovie
Advanced INF Setup
Clock,
ommand Processar
CTF
Direct3D
EwentSyskemn
Feeds
+ File Manager
FTP
Internet Connection Wizard

Internet Explorer

Next, expand TypedURLs under Internet Explorer. This user has typed 8 URLs
into the Internet Explorer URL bar. The registry records up to 25 entries with the

latest URL appearing at the top of the list.

2/7/2014

EventSystem A value Type
Feeds 8] writ REG_5Z
Efpmanager 8] uriz REG_S2
Internet Connection Wizard g E::i EEE—:E

Inkernet Explarer —
. 5] wis REG_5Z

BrowserEmulation

[ Desktop [s] wis REG_S5Z
Docurmnent Windows 8] w7 REi_S2
-] DOMStarage 8] wis REG_SZ

Download
+ Exkensions
Help_Meru_LURLs

+ IETId

+ International
InkternetReqistry

+ LinksBar

£ LowiReqistry

+ Main
Mew Windaws

+ Recovery

+ SearchScopes
Siearchlrl

+ Security
Services
Settings
S0M
Suggested Sikes

+ Toolbar

TypedURLs

Length
50

38

48

34

3z

34

36

132

Diaka

http:/fbalimoresun, com!
http:/fgoogle.com/

httpe:/fespn,com!

httpe:/fenn.comy

ftp:J{127.0.0.1

httpeff127.0.0.1

htp: v microsoft, comfisapiftediv, dI?prd=isfpyer=6&ar=msnhame

|
|
http:/inews. google. comf
|
|

Copyright © 2014 NISGTC
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Lab 13: User Profiles and the Windows Registry

2.2

Tracking a User’s Behavior

To track whether a user has used the Open and Save As dialog boxes for Windows
utilities, look at the Most Recently Used (MRU) value in the ComDLG32 (Common
Dialog).

1. Expand the following: Click on the + symbol next to the Software folder.

= @

2. Start to drill down by clicking the + symbol for Microsoft.

2/7/2014

E-5

&

A

-

%" RegistryViewer

Extras Help
= @ MTUSER.DAT
AppEvents
Console
Zontral Panel
Enwironment
Identities
Kevboard Lawaout
Prinkers
=l Software
Google
Intel
=

IISER.CaT

AppEvents
Zonsole
Control Panel
Erviranment
Identities
Kevboard Layout
Printers
Software 4B

Google

Intel

Mlicrosoft

MozillaPlugins

Metscape

Policies

ThinPrink

VMware, Inc,
UMICODE Programm Groups
Windows 3,1 Migration Skakus
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Lab 13: User Profiles and the Windows Registry

3. Next, expand Windows.

4. Under the Windows folder, expand the CurrentVersion folder.

5. Under the CurrentVersion folder, expand the Explorer folder.

2/7/2014

T R

Microsoft

Active Sektup
ActiveMovie
Advanced INF Setup
Clock

Command Processar
_TF

Directsh
EwentSwskem

Feeds

File Manager

FTP

Inkternet Connection Wizard
Internet Explorer
Kevboard
MediaPlawer
Messengerservice
Microsoft Management Consale
Mulkirmedia

NetDDE

Mekshiow

mtbackup

Ouklook Express
Plus!

Protected Storage Swskem Prowvider
&S Phonehook
RegEdt3z

SAPT Layver
Schedule+

Search Assiskant
Security Cenker
speech
SvskemiZertificates
Whern

+

Currentyersian

Windows
CUFFENEYErSion A ——

+

App Management
Applets
Controls Folder

B ————

Copyright © 2014 NISGTC
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Lab 13: User Profiles and the Windows Registry
6. Under the Explorer folder, expand the ComDLG32 folder.
=l Windows dlf—

= Currentiersion
App Management
Applets
Controls Folder
= Explorer T
Advanced
BitBucket
Cabinetstate
D Burning
CLSID

B8

ComDlg3z

7. Under the ComDLG folder, expand the OpenSaveMRU folder.

= Explorer
Advanced
BitBucket
abinetState
0 Burning
CLSID
ComDlg32
LastVisitedMRLU
= CipenSaveMRL

&

8. Under OpenSaveMRU folder, expand exe. Under exe, highlight a on the right to
show the last open the user performed. This shows that the last open and save
action that the user performed was a download of ChromeSetup.exe

CamDig32 A Ve Type length  Data

LastistecRL - REG_3Z 126 C\Documents and Settings\studentiMy Documents)ChromeSetup. exe

G pemareil 8] Rt REG 7 4
Exe 3
ich resulk
0405 0607 0809 OAQB OCOD OEOF 1011 1213 1415 01234567894BCDEF0LZ2345 Type Yalue
5000 4400 6FOD 6300 7500 600 6500 6EDD 7400 C.:.\.D.0.C.U.l.e.n.t.
6100 600 £400 2000 5300 §500 7400 7400 6900 3. .a.m.d. .5.e.t.t.i. By 1000011
7300 5L00 7300 7400 7500 6400 6500 6EQD 7400 m.g.s. ). 5. b.hd. eI —r—— .
7900 2000 4400 eFO0 6300 7500 &DO0 6500 eE00 V. M.y, JD.o.c.u.b.e.n. Word (Motorol  EE) 17152
5000 4300 o800 7200 6FO0 aDO0 6500 5300 6500 t.s3.%.C.h.r.o.m.e. S.e.
s.4.L.ur.on.e.5.e D05 Date 21311580

000 ZEO0 6500 THOO 6500 0000 LU T
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Lab 13: User Profiles and the Windows Registry

9. Under the ComDLG folder, expand the LastVistedMRU folder. Highlight a on the
right to show the program used to download of ChromeSetup.exe

(OpenSaveMRU).
ComDlg3z2 ~ Type Length | Data
LastYisitedMRL a REG_BIMARY 120 /9 00 65 00 75
= OpEESE“EMR” 8] MRULst REG_ 57 4
Bxe a
h result
0405 0607 0509 OAOE OCOD OQEOF 1011 1213 1415 O0lZ23456759AECDEFO01:2345
7800 7000 eCO0 eFO0 7200 6500 ZE00 6500 7800 i.e.x.p.l.o.r.e...e.X I
4300 3A00 5CO0 4400 eF00 e300 7500 eD00 ei00 e...C.:i b Doo.Ccou e,
7300 2000 el00 gEO0Q &400 2000 5300 6500 7400 n.t.2. .a.n.d. .3.e.t.
eEQQ &700 7300 SCO0 7300 7400 7500 &400 500 t.i.n.g.3.%.3.t.u.d.e.
SCO0 4000 7900 2000 4400 &F00 e300 7500 eDO0 n.t.YV.M.¥v. .D.o.c.u.m.
7400 7300 0000 e.n.t.s.
10. Under the Explorer folder, expand the RunMRU folder. To examine the last
command run from the Start > Run dialog box, look at the data value for a. The
command cmd.exe was the last command entered in the Start > Run dialog box.
=] Explorer A value Type Length = Data
Advanced 8 a REG. 52 12 oy 1
B'tBb'_'":kEt S b REG. 52 57 ncpa.cplil
Cabinetstate |S] MRUList REG_SZ 6 ba
Z0r Burning
CLSID
Comblg3z
Desklop
Discardable
FileExts
HideMywZomputerIcons
MenuCrder
MounkPoinks2
My Compuker
MewShortcutHandlers
PropSumrmary
RecentDocs
2/7/2014 Copyright © 2014 NISGTC Page 19 of 41




Lab 13: User Profiles and the Windows Registry

11. Highlight b. The ncpa.cpl command, which opens the network connections
dialogue box, was also run on the system. This registry key tracks up to 26

entries.
=1 Explorer || value Type Length | Data

Advanced B REG_SZ 12 erndlt
BitB.UCkBt H ] ncpa,cplil
Cabinetstats 8] MRUList REG_SZ 6 ba

CD Burning

CLSID

CamDlg3z

Desktop

Discardable

FileExts
HideMyCamputerIcons

Menudrder

MauntPaints2

My Campuker
MewshortcukHandlers
PropSummnary

RecentDocs
RuntpL B

12. Close the Registry Viewer program so the information from NTUSER.dat will be
cleared.
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Lab 13: User Profiles and the Windows Registry

2.3 Exploring the SAM file
The SAM Registry file holds all the account information for the users of the computer.

1. Double-click the RegView shortcut icon on the desktop.

-

2] 2

Shortcut ko

RegView,exe

2. To examine a user’s profile, select File > Open registry files.

I8 Extras Help
2 Open registry files,,.  Chrl+0 |

3. Inthe Open registry files box, click on the browse icon for SAM

Open registry files

X

SYSTEM:

| ]

SOFTWARE!

| ]

SAM:
| ]

MTUSER.DAT:

| ]
SECURITY:

| ]
DEFALILT:

| |l
USERDIFF:

| o]
[ Resek Ok ] [ Cancel ]
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Lab 13: User Profiles and the Windows Registry

4. Browse to the

Open SAM file

Registry Files folder on the Desktop.

Loak in: | @ Desktop b | o * = M-
Ty M*;.-' Crocuments
32' 23 -j My Compuker
by Becent HM}.-' MNetwork Places
Daocuments | |5Y AccessData FTK Imager
— e GDDQIE C.hrcnme
L SR [Vozilla efox
Doekton <
ikools
- ECDmmand Prompk
’j gLaunch Internet Explorer Browser
I — ﬂShDrtcut ko RegWiew.exe
=P Shorbout ko rrexe
] ty Computer
| File name: |S.ﬂ-.l'v1 hd | [ Open ]
" Files of tupe: |,-'lx|| files [*.%] R | [ Cancel ]
My Metwark [ Open as read-only
5. Double-click on the SAM file to open the file in Registry Viewer.
Open SAM file
Loaok in: | == Registry Files d | @ ? ® [~
i CTiUsers
‘_\3 default
My Recent SAM
Documents SECURITY
= sofbware
L swsbem
Desktop userdiff
by Docurmnents
ty Computer
File narne: |S.-'1'xM b | [ Open l
@ Files of twpe: |.-'1'«II files [7.7] - | [ Cancel l
My Netlwork [] 0pen as read-only

2/7/2014
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Lab 13: User Profiles and the Windows Registry

6. Examine the full path to the SAM file and click OK to open the file.

Open registry files f$_<|

SYSTEM:

| o]

SOFTWARE:

| o]

SAM:
|C:'|,D0cuments and SettingsistudentDeskiopiRegistry Files\3amM |Q

MNTUSER.DAT:

| o]
SECURITY:

| o]
DEFALLT:

| o]
USERDIFF:

| ]
T

7. Expand the + sign next to Domains and drill down to Account > Users > Names.
Both the Relative Identifier (RID), a unique, sequential value assigned by
Windows to each account, and the user name is shown. If an account is deleted,
there is a gap in numbering. The system does not reuse RID values. The first RID
value is 000001F4.

G SAM
=] SAM
= Damains
= Account
Aliases
Groups

0ooo01F4
00oo01Fs
O00003ES
O00003ES
O00003ER
O00003EC
O00003ED
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Lab 13: User Profiles and the Windows Registry

8. The hex value 000001F4 equals 500 in decimal. This is the default RID, or
Relative Identifier, value for the Administrator account. The Administrator
account always has a value of 500.

3 G SAM Yalue Type

SAM | Defaul 0x1F4
= Dormains

= Account
+ aliases
+ Groups
= sers
oooo1F4
Oooo01Fs
O0o003ES
O00003ES
O0o003ER
Qooo03eEC
Oooo03ED
= Mames
Administrator

9. The next hex value is 000001F5, which equals 501 in decimal and is the Guest
account. User accounts begin with 000003.

B 5Am Yalue Type

SAM | Defaul 0x1FS
= Dormains

= Account

+ aliases

+ Groups

= sers
oooo1F4
Oooo01Fs
O0o003ES
O00003ES
O0o003ER
Qooo03eEC
Oooo03ED

= Mames
Administrator

13. HelpAssistant is the first user account and has a hex value of 000003E8 (1000 is
the decimal equivalent). Follow the sequence of user accounts created. If an
account were deleted, there would be a missing number. Notice you can find
the RID value at offset 48-49 and it is in little endian. The least significant bit is
first, so F401 is read as 01F4.

14. Close the RegView program.
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Lab 13: User Profiles and the Windows Registry

24 Exploring the System Registry Hive

The System registry hive holds all of the computer startup parameters, device driver
configurations, OS behavior, and hardware configurations.

1. Double-click the RegView shortcut icon on the desktop.

2. To examine a user’s profile, select File > Open registry files.

I8 Extras Help
2 Open registry files,,.  Chrl+0 |

3. Inthe Open registry files box, click on the browse icon for SYSTEM.

Open registry files

SYSTEM:

|

SOFTWARE:
| (o

4. Browse to the Registry Files folder on the Desktop.

Open SAM file

Look in: |@ Deskiop v| [ I i T

E‘My Documenks
vj My Compuker

B

kM Fecent ‘-':JM';.-' Metwork Places
Docunients . AccessData FTK Imager
— # Google Chrame
|_ S Mozilla Firefox
Desktop [~ Registry Files @
itools
; B8 Command Prompt
____) gLaunch Internet Explorer Browser

@ Shartcut o RegWiew. exe

My Documents
Y wF Shorbcuk boorrexe

] My Computer
| File name: |S.ﬂ-.h-1 hd | [ Open ]
™ Files of tupe: |,-'1'~|| files [*.%] R | [ Cancel ]
by Mebwork [ Open as read-only
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5. Double-click on the system file to open the file in Registry Viewer.

4 02 o

Open SYSTEM file
Look i | [ Registy Files
L [EJUsers
{ E} default
My Fecent SAM
Documents SECLRITY
= software
@ | svstem
Desktop userdiff
My Documents
iy Computer
File: name:
Q Files of tppe:
tn Metwork,

|S_I,Jstem B | [

Open ]

Al fles =) v|

[ Cancel ]

[ ] Open as read-only

6. Examine the full path to the SYSTEM file and click Ok to open the file.

Open regisiry files

SYSTEM:

|C:'|,Dn:u:uments and SettingsistudentDesktopi Reqistry Files)swskem

SOFTWARE:

SAM:

MTUSER.DAT:

SECURITY:

DEFALILT:

IISERDIFF:

’ Reset

Ol ] [ Cancel
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7.

Choose the Select folder located under system. View the entry for Current in the
right pane, which will show the control set that was active when the machine
was running and the registry was captured. The value of one for Current
indicates that ControlSet001 was the active configuration.

%" RegistryViewer,

File Extras Help
= 4 system Yalue Tyvpe Length | Data
Control3tnn1 E ECurrent REG_DWWORD 4 1 (000000001 )
ControlSetd0z E N HEe DR . oD
;a;:sssinnei?:eiRecovery (0] Failed REG_DWORD 4 0 (0x00000000)
Select ,m LastknovwnGood REG_DWORD 4 2 (000000002)

Under CurrentControlSet01, Click the + sign next to the Control and navigate
down to TimeZonelnformation. This machine was set to Eastern Standard Time
with a Bias value of 300. Bias measures the difference in minutes from
Coordinated Universal Time, or UTC time. In this case, the Bias is 300 minutes or
+5 hours. Therefore, the time is UTC +5. Time zone information can be critical in
computer forensic cases, since the investigator will often establish a timeline of
events.

The current time zone for the machine is a very important value to capture, in
order to determine the time zone the machine was set to use.

' RegistryViewer

File Extras Help
TimeZonelnformation A Yale Type Length | Data
Update D] ActiveTimeEias REG DWORD 4 300 (0000001 2C)
”.Sth'ags ES REGOWORD 4 300 (T0000iZ0)
:f :DD o 1B Daylightias REGODWORD 4 429496723 (OGFFFFFFCY)
Il ICELIyara
watchdo 8| DavlightName REG_5Z 44 Eastern Standard Time
i dawf B| Daylghtstart REG BINGRY 16 00000400 010002 00 00 00 0000 000000 00
WM 0] StandardBias REG DWORD 4 0 {0x00000000)
WO ,ﬂ Standardiame REG 52 44 Eastern Standard Time
Enum B| Standardstart REG BINGRY 16 0000 0A 0005 0002 0000 00 00 00 00 0000 00
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9. For ControlSet001, drill down through Control > ComputerName >
ComputerName to identify the system’s Computer Name.

3 89 system || walue Type Length | Data
= ControlSetaol mpukertanme IEG SE s CLIEMT
= Conkral
AGP

Arbiters
BackupRestare
Biosinfo
BootYerificakionProgram
Class
CoDeviceInstallers
ZOM Mame Arbiter
= CornputerManme

10. A second location to find the computer name on a Windows XP machine is
CurrentControlSet01\Services\Eventlog\ComputerName.

fs” RegistryViewer

Fil=  Extras
= entlog A~ value Twpe Length  Cata
Application |S] ComputerMame REG_SZ 14 CLIENT
Intern_et Explorer |8] Description REG_5Z 274 Enables event log
Security |5) Displaylame REG_S7 20 Event Log
?E:;:nt Diagnastics [B] ErrorControl REG_DWORD 4 1 (000000001 )
EventSystem 8] Group REG_5Z 20 Evert log
Fastfat .ﬂ ImagePath REG_EXPAND_SZ2 70 FaTwstemRookal:
FastUserSwitchingCompatibility 8] Objecthlame REG_5Z 24 LocalSystem
Fdc [B] PlugPlayServiceType REG_DWORD 4 3 (0x00000003)
Fips ,m Skart REG_DWORD 4 2 (0000000027
Flprydisk (O] Type REG_DWORD 4 32 (000000020}

11. Find out when the machine was last shutdown by expanding
CurrentControlSet01\Control\Windows. The Shutdown Time value is a 64-bit
value that is interpreted in the lower part of Registry Viewer as UTC time.

A~ Value Type Length = Data
E CSDReleaseType REG_DWORD 4 0 {000000000)
,m CSDVersion REG_DWORD 4 512 (0000002007

EZS:ware Prafiles 8] Directory REG_EXPAND 52 26 “alystemRoot

Services ,m ErrorMode REG_DWORD 4 0 (0000000007
“antrolSetooz E MolnteractiveServices REG_DWORD 4 0 0000000007,

Control ,m ShelErrorMode REG_DWORD 4 1 (000000001 )

Erum .ﬂ ShutdownTime REG_BIMARY g 44 DO 36 E9 E4 03 CF 01

Hardware Profiles ,g SwsternDirectory REG_ExPAND_SZ 44 FaSystemRooks ) system3z
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12. To view the devices that were mounted on the machine, select MountedDevices.
The standard drive letters, A, C, and D, and the volume headers for each are

displayed.

= @ syskem
+ ControlSetanl
+ ControlSetaoz

LastknownGoodR ecovery

Mounted
Select

+ Setup

£ ] WP

Yalue

B Y7yvolume{5457anbz-. .,
\B] y7¥ivolume{5457a0b3-, .,
B Y#7volume{5457a0bs-. .,
B y7¥ivolume{99d4570a-, .,

B Y#?wolume{ebfodzes-. ..
|B] \DosDevices)a:
|B]| \DosDevices|C:
|B] \DosDevices\D:
|B]| \DosDevices\E:

13. To find out how the machine is configured for TCP/IP, go to CurrentControlSet01
> Services > Tcpip > Parameters > Interfaces. Look through each interface for

any network data.

Srw
SSDPSEY
skiswec
SWEMILM
symidi
SwPry
symcg10
SYMICSx
sym_hi
SYM_U3
sysaudio
SysmanLog
TapiSry
Tcpip
Linkage
= Parameters
+ Adaphers
DhSRegisteredadapters
= Interfaces
{0F423022-F365-433C-9BFC-
{50 Z2ZFAB-4B63-47CB-AA90
AFFD7A 0&47E-4ESE-9F39
PersistentRoutes
Winsock,
Performance
Security
ServiceProvider
TOPIPE
TOTCP

O O O O g O O O O O O O 3

Yalue

0] AddressType

8] DefaultGateway

|8 DefaultGatewayMstric

Type
REG_DWORD
REG_MULTI_SZ
REG_MULTI_5Z

B DhcpClassIdin REG_BINARY
|8]| DhepServer REG_57

|E] Domain REG_SZ

|0] EnableDeadGwDeteact REG_DWORD
O] EnableDHCP REG_DWORD
8] 1Paddress REG_MULTI_5Z
|8] IPautoconfigurationad. .. REG_SZ

|8] IPAUtoconfigurationMask. REG_SZ

D] IPautoconfigurationSeed  REG_DWORD
0] Lease REG_DWORD
D] LeaseObtainedTime REG_Diw R
E] LeaseTerminatesTime REG_DWORD
E] MarmeServer REG_5Z2

|8] NTEConte:xtLisk
|&] RawlPalowedProtocols

RES_MULTI_SZ
REG_MULTI_SZ

E] Reqisterfidapterhane REG_DWORD
D] RegistrationEnabled REG_Diw R
8] subnetMask REG_MULTI 57
o] 11 REG_DWORD
o] 1z REG_DWORD

8] TCPallowedPorts
8] UDPallowedPorts
D] UseZeroBroadcast

REG_MULTI_SZ
RES_MULTI_SZ
REG_DWORD

Length
4

s

EA- - S Y

[rata

0 (0000000007
192.168.1.1

1]

00 00 00 o0
255.255,255,255

1 (000000001}

0 {0x00000000)
192.165.1.175

0.0.0.0

255,255.0.0

0 {0x00000000)

3600 (0x00000E10)
1366236559 (0x52BECEFE)
1355240139 (0%52BEDDOE)
127.0.0.1

000000002

0

01 {0x00000000)

1 {0%00000001)

755,255, 255.0
1366235359 (0x52BEDA03)
1355239689 (0x52EEDE+Y)
0

0

0 {0x00000000)

14. Close the RegistryViewer program so the SYSTEM Registry file is no longer

displayed.
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2.5 Examining the SECURITY Hive
The SECURITY hive stores local security policies including User rights, password policy,

user account memberships, a link to the SAM file for updates, and a user interface
through User Manager.

1. Double-click the RegView shortcut icon on the desktop.

2. To examine a user’s profile, select File > Open registry files.

I8 Extras Help
2 Open registry files,,.  Chrl+0 |

3. Inthe Open registry files box, click on the browse icon for SECURITY.

x]

Open registry files

SYSTEM:

! [
SOFTWARE:

| [
SAM:

| (™
MTUSER.DAT:

| (=
SECURITY:

| [
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4. Browse to the Registry Files folder on the Desktop.

Open SAM file

Look in: | (3 Deskiop ~ | Q F e E-
Ty M*;.-' Documents
4 23 -j My Compuker
My Recent HM}.-' MNetwaork Places
Docurients EA AccessData FTE Imager
— #F Google Chrame
[ 10zl Firefoo
Dieskiop | I Registry Files ¢
ikoals
- ECDmmand Prompk
’—j gLaunch Internet Explorer Browser
¥l Do ﬂShortcut to Regiiew. exe
=P Shortcut borrexe
] My Computer
| File name: |S.-'1'«I'v1 hd | [ Open ]
Qg Files of type: Al files [ v [ Cancel |
by Metwark [ 0pen az read-only

5. Double-click on the SECURITY file to open the file in Registry Viewer.

Open SECURITY file
Loak in: | [ Registy Files v | ) T B E-
L [EJUsers
{ E} default
My Fecent SAM
Documets ECLRITY
= software
l_ syskem
Desktop userdiff
My Documents
N iy Computer
| File name: SECURITY v [ open |
@ Files of type: |.&II files [%.7] v | [ Cancel ]
My Netlwork [ ] Open as read-only
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6. Examine the full path to the SECURITY file and click Ok to open the file.

x]

Open registry files

SYSTEM:

| ]
SOFTWARE:

| =
SAM:

| =
MNTUSER.DAT:

| [
SECURITY:

|C:'|,D-:u:uments and ettings)student)Deskiop\Reqgistry Files\SECURITY |g
DEFALILT:

| =
USERDIFF:

| =
’ Reset Ok, ] ’ Zancel ]

7. Expand Policy, then Accounts. Notice the account ending in 501, which is for the
Guest account.

| 9 SECURITY

= Puolicy

=2 Accounts

5-1-1-0
5-1-5-19
5-1-5-20
5-1-5-21-454763869-4485397 23-7 2534554 3-1002
5-1-5-21-484763869-4485397 23-7 2534554 3- 1004
5-1-5-21-454763869-4485397 23-7 2534554 3-1005
5-1-5-21-454763869-448539723- 72534554 3-501
5-1-5-32-544
5-1-5-32-545
5-1-5-32-547
5-1-5-32-551
5-1-5-32-555
2-1-5-4
5-1-5-6

2 T T T T R

8. Close the RegistryViewer program so the SECURITY Registry file is no longer
displayed.
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2.6 Exploring the Software Hive

The Software hive stores information about installed software, per-computer settings
for each user, file extension associations, and user and operating system information.

1. Double click the RegView shortcut icon on the desktop.

2. To examine a user’s profile, select File > Open registry files.

FIEN Extras Help
) Open reqistey files...  Cerl40 |

3. Inthe Open registry files box, click on the browse icon for software.

Open SOFTWARE file

Laok i |L'f}F|egistry Files V| £ ? % [
B [hUsers
| 23 deFauIt

My Recent SAM
Docurnents SECLIRITY
i are
sysken
Desktop userdiff

l_-‘+

\$

My Documents

iy Computer
File: name: |snftwale v | [ Open ]
' Files of type: |.&II files [%.7] v | [ Cancel ]
My Netwark [ ] Open as read-only
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4. Browse to the Registry Files folder on the Desktop.

Open SAM file

Lok in: |@ Deskbap V| O 7 -
Ty BMy Documents
i,_; 23 i My Computer
by Fecent ‘:gr'-“ly Metwork Places
Documents |54 AccessData FTK Imager
F..fg 2 Gu:u:ugle I;hrume
[ L [MO2]lS =1 A
Desktop | i Reqistry Files @
itools
. mCDmmand Praompk
‘j gLaunch Internet Explorer Browser
My Documents ﬂﬁhnrtcut ko Reqgiiew.exe
g Shortcut borr.exe
ty Computer
| File name: |SAM b | [ Open l
@ Files of type: |,£'-.II files [%.9] w | [ Cancel ]
My Netwark [ ] Open as read-only
5. Double-click on the software file to open the file in Registry Viewer.
6. Examine the full path to the SOFTWARE file and click Ok to open the file.
Open registry files
SHSTEM:
SOFTWARE:
|C:'|,D|:u:uments and SettingsistudentiDeskioptReqistry Filesisoftware |Q
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7. To identify the operating system and the time and date of installation, go to
Microsoft > Windows NT > CurrentVersion. The install date needs to be
converted using a dcode program since it is a Windows 64-bit hex code.

Shared Tools Location | Yalue Tvpe Length  Data

#-[ ] SmartCard |S] BuildLab REG_5Z 60 2600, xpsp_spZ_ttm, 040803-2155
- SDEEC:_’ |8 CsDversian REG_SZ a0 Service Pack 2
+ gQI\:C Iecnt et 8] currentBuid REG_SZ &0 1.511.1 {} {Ohsolete data - do nok use)
E
: Trsi emi-erticates 8] CurrentBuildnumber REG_SZ 10 2600
- Te'IjnZtServer _§] CurrentType REG_SZ 36 Uniprocessar Free
- Termingl Server Cliert |8] Current¥ersion REG_SZ S 5.1
T Tracing E DigitalProductId REG_BINARY 164 A4 00 00 00 03 00 00 00 35 35 32 37 34 20 36 34 30 20 31 34 36 34 3531 3.,
5 Transackion Server InstallDate REG_[ ) 1 4F: E)
m Tshook E LicenseInfo REG_BINARY 56 F3093ES9FDOSEBZ CBOS 67 CECA40 82 CFFOSES4 3C 34 6D C30A 03 ..,
%17 Tuning Spaces 8] Pathiame REG_SZ 22 CAWINDOWS
¥ Updates 8] Productid REG_5Z 48 55274-640-1464517-23756
+ UPnP Device Host |S] ProductMame REG_5Z 42 Microsoft Windows %P
+ WAE 5] ReqDone REG_SZ z
£ WEEM |S] RegisteredOrganization  REG_SZ 16 Company
+ windows 8] RegisteredOwner REG_SZ 16 Student
£ Wwindows Media Device Manager 8] ScftwareType REG 57 14 SYSTEM
5 Windows Messaging Subsystem _§] SourcePath REG_SZ 16 D\ 386
= Windows NT ; _§] Subversionhumber REG_5Z 2

- [Eurmenkysrsion 8 swstemRnnt RFG 57 77 CHWTNDOWS

8. The Uninstall subkey lists all of the install locations for applications. Expand
Microsoft > Windows (not Windows NT) > CurrentVersion > Uninstall to view
these locations.

-0 Lrinstal S] DisplayMame REG_SZ 28 Google Chrome
Addre,ssamk 8] Displayversion REG_SZ 2 31,0,1650,63
ELTi:Em Manager (8] mstalate REG_SZ 13 20131228
DirectAnimation ﬂ InstallLocation REG_SZ 86 C:\Program Files\GoogletChromel Application
DirectDrawEx D] haMady REGDWORD 4 1(0x00000001)
DM Runtime _m MNoRepair REG_CWORD 4 1 (0x00000001)
Fonteare (8] Publisher REG_SZ 74 Google Inc.
Google Chrome 8] Uninstaltstring REG 52 296 "C:AProgram FilesiGooglelChromel Applicationt31.0, 1650, 63 Installerisetup e,

9. Each drive letter can be assigned a recycle bin within Windows. We can also
verify if a user changed the properties of a recycle bin. For example, users can
set files to bypass the recycle bin and just delete an item without recording it in
the recycle bin. Drill down through Microsoft > Windows > CurrentVersion >
Explorer > BitBucket > NukeOnDelete. The key will be set to 1 if the system is
bypassing the recycle bin.

= Explaorer || yalue Type Length | Data
-] Advanced D] MukeOnDelete REG_DWORD 4 0 {0x00000000)
F'-I:II:IKE.':." . E Percent REG_DWORD 4 10 (0x00000004)
Associations 0] UseGlobalsettings REG_DWORD 4 1 (0x00000001)
+ AutoplayHandlers
= BitEucket
C
1=
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2.7 Conclusion

The Windows registry is a database. Each registry key holds information we can explore
about the computer. Within each of the users’ profiles, there is a file, NTUSER.dat. The
NTUSER.dat file provides information about a user. The SAM Registry file holds all of the
account information for the users of the computer. The System registry hive holds all of
the computer startup parameters, device driver configurations, OS behavior, and
hardware configurations. The SECURITY hive stores local security policies including user
rights, password policy, user account memberships, a link to the SAM file for updates,
and a user interface through User Manager. The Software hive stores information about
installed software, per-computer settings for each user, file extension associations, and
user and operating system information.

2.8 Discussion Questions
1. What type of information can be located in the SAM registry key?
2. What type of information can be located in the SOFTWARE registry key?
3. What type of information can be located in the NTUSER.DAT registry key?
4. What type of information can be located in the SYSTEM registry key?
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Registry

3 Analyzing the Registry Hives using RegRipper

RegRipper is an open source tool that parses each registry file and creates a report
detailing values that are found within several subkeys based on plugin modules. In Task
2, we searched the registry manually; Regripper automates the task.

3.1 Using RegRipper

1. On the desktop, double-click the shortcut for rr.exe to open Registry Ripper.

Shortcut ko

[ =]

2. Click the Browse button next to Hive File to select the NTUSER.DAT file

B=1E

A RegRipper, v. 2.8
File Help

Hive File: |

Browse

3. In the left pane, click on Desktop. Select Registry Files folder > users > student.

Laak in: | =3 student

[~

Deszktop

by Documents

8

2/7/2014

% My Recent Documents

E 5 Desktop
- =
by O £
My Fiecent [} My Documerts
Cocuments "¢ My Computer
S 3% Floppy (&)

g Local Dizk [C:]

@ HELI=2008R1 D]

e Mew Volume [E:]

|50 Shared Documents

I My Documents
\:g by Metwork Places

|5 Registry ﬂes L 3

I Users
Ll ‘
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4. Double-click on the NTUSER.DAT file and select Open.

Open a hive file

Lok, in: |E} student ﬂ o] £ E-

é [CCrypto
i | Prokect
My Recent &l TUSER, DAT

Marnments

5. Click on the Browse button next to Report File to specify the save location and

file name for the report file. Browse to the desktop and name the output file
userdata. Click Save.

Save a report file

Savein | @ Deskiop j = cF E-
_.2_ @My Docurments
3 :} My Computer

MyRecent  [€3my Network Places

3

Documents [C)Reqistry Files
?'L_: [)tools
Dezktop
I,

My Metwark File name: |userdata ﬂ Save |
Flaces
Save as lype: |F|e|:u:|rt file: ™.kt j Cancel
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6. From the Plugin File dropdown, select ntuser to run the appropriate plugin.
Click Rip It.

EOX

) RegRipper, v.2.8B
il Help

Hive File: |E:"\D|:u:uments and SettingshstudentsDeskiophReg Browse

Report File: |E:"\D|:u:uments and SettingzhstudentsDeskiophuzer
Prafile; | _:J

all

zam
gLty
zoftware
syztem

IIIII!IIII Cloze

‘ofile List Populated.

7. Areport will be generated on the desktop named Userdata.txt. Open it and
compare the information in the file with the data retrieved manually using
Registry Viewer.

B userdata.txt - Notepad
File Edit Format Wiew Help

softwareimicrosofthwindows \Currentversion\ExploreryComdlg3z
Lastwrite Time Sat Dec 28 13:22:35 2013 (UTC
Lastwisitedmru
Lastwrite: Sat Dec 28 13:22:35 2013
MRULIst = a
a -» ExXE: iexplore.exe
-» Last Dir: C:vbocuments and Settingshstudent™ My Documents

opensayveMil

Lastwrite: Sat Dec 28 13:22:35 2013
opensaveMrUNOpeEnSayEMRU

Lastwrite Time: Sat Dec 28 13:22:35 2013 Z
opensaveMRU has no wvalues.

OpensayemMrUN ¥
Lastwrite Time: Sat Dec 28 13:22:35 2013 Z
MRULIst = a
a -» C:Zbocuments and Settingshstudent™yMy DocumentshChromeSetup. exe

opensaveMrRUhexe
Lastwrite Time: Sat Dec 28 13:22:35 2013 2
MRULIst = a
a -» C:hDocuments and Settingshstudent’\My Documentsi\ChromeSetup. exe
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8. Repeat Steps 2-7 for each registry file name. Name the report file according to

3.2

the file that you accessed. Select the appropriate Plugin File for each as

indicated below.

Hive Plugin File
Software software
System system
Security security
SAM sam
Default ntuser
Conclusion

RegRipper is an open source tool that parses each registry file and creates a report
detailing values that are found within several subkeys based on plugin modules. In Task
2, we searched the registry manually; Regripper automates the task. Both methods are

useful and provide information concerning the computer and its users.

3.3

PwnNE

2/7/2014

Discussion Questions

What Plugin File did you select to view the SAM hive?

What indicates if the system bypasses the Recycle Bin when a file is deleted?

What is the IP address for the default gateway that this system is using?

Which Registry hive can give you information about Most Recently Used items?
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