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Lab 14: Log Analysis

Introduction

This lab is part of a series of lab exercises intended to support courseware for Forensics
training. The development of this document is funded by the Department of Labor
(DOL) Trade Adjustment Assistance Community College and Career Training (TAACCCT)
Grant No. TC-22525-11-60-A-48.

This lab includes the following tasks:

1. Examining Windows Event Logs
2. Examining Windows IIS Logs
3. Examining Linux Log Files

Objective - Digital Forensics Fundamentals

Performing this lab will provide the student with a hands-on lab experience meeting the
Digital Forensics Fundamentals Objective:

The candidate will demonstrate an understanding of the purpose of the various types of
Windows event, service and application logs, and the types of information they can
provide

By the end of this lab, students will be parse log files within Linux and Windows for
information pertinent to security events on their system. Students will perform
administration on Linux and Windows and view the logs from these tasks.

Event Viewer — The Event Viewer keeps track of Windows events. The three main logs
within the Windows Event Viewer are the Application, Security, and System Log.

auth_log — This log file tracks SSH, or Secure Shell, connections. It provides information
such as IP addresses, and date and time stamps. It also tracks other events related to
security, such as the creation of new user accounts and new group accounts.

access_log — This log file tracks HTTP, or Hyper Text Transfer Protocol, connections. It
provides information such as IP addresses, user agents, and date and time stamps.

Internet Information System Logs — Internet Information System, or IIS, logs keep track
of IP addresses and user agents of systems connecting to Windows severs running
Internet services, such as File transfer Protocol (FTP) and WWW (World Wide Web).

psloglist — Part of the PsTools suite, this file can dump Event Log information. The tool
can be downloaded here: http://download.sysinternals.com/files/PSTools.zip
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Lab 14: Log Analysis

Lab Settings

The information in the table below will be needed in order to complete the lab. The

task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password
(if needed) (if needed)
BackTrack 5 R3 Internal Machine 192.168.1.50 root toor
Windows XP Pro Internal Machine 192.168.1.175
DEFT Internal Machine 192.168.1.100
Windows 7 External Machine 216.5.1.200 student password
2/7/2014 Copyright © 2014 NISGTC Page 5 of 32




Lab 14: Log Analysis

1 Examining Windows Event Logs, IIS Logs, and Scheduled Tasks

One of the first places to start when you are trying to determine what happened on a
Microsoft Windows System is the Windows Event Viewer. Older Microsoft operating
systems like Windows NT and 2000 did not log much by default, but newer operating
systems like Windows 8 and Windows 2012 have more default logging enabled.
Typically, a server operating system like Windows 2012 Server will have more logging
enabled and have a large number of logs than a client operating system like Windows 8.

1.1 Windows Event Viewer

1. Tologinto the Windows 7 External Machine, click on the Windows 7 icon on
the topology.

2. Ifrequired, enter the username, student.

3. Type in the password, password, and press Enter to log in.

Prompkt
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Lab 14: Log Analysis

2. Type the following command to bring up the Event Viewer:
C:\>eventvwr.msc

[ -

Microsoft windows [Version 6.1.7600]

Copyright (c) 2009 Microsoft Corporation. ATl rights reserved.

C:\>eventvwr.msc

3. After a short period, the Event Viewer window will appear.

2| Event Viewer :
File Action View Help
= |EH
' {2] Event Viewer (Local) Event Viewer (Local) Actions
T Custom Views Event Viewer (Local) -
L Windows Logs
“ Applications and Services Lo . Open Saved Leg...
- o | Crhvernview - | .
24 Subscriptions F Create Customn View...
= To view events that have occurred on your computer, ik Import Custom Yiew...
i) select the appropriate source, log or custom view
node in the console tree. The Administrative Events 2 Connect to Another C...
| Summary of Administrative Events - | View 4
@] Refresh
Event Type Ewvent ID Source Log =]
< 1 | 3 [ Help 4
Recently Viewed Modes - |
Mame Description  Modified
-« n L3
Log Summary -
Log Mame Size (Curr... Modified =
] 1 r
4 nr L3

4. Expand Windows Logs by clicking the arrow in front of the folder.

' @ Event Viewer (Local)

> #Custnm‘-fiews

4 [ m Windows Logs
| Application
G| Security
'—| Setup
| System
'—| Forwarded Events

There are three main logs within the Windows Event Viewer:

e Application Log - deals with issues related to the system’s software

e Security Log - contains information about successful and failed attempts to
access resources on the system

e System Log - contains information about the computer’s hardware
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Lab 14: Log Analysis

There four message Levels within Microsoft’s newer Event Viewer versions:

e Info

e Warning
e Error

e Critical

System Mumber of events: 2,2

-

Level Date and Time Source EventID Task Ca...
®Information 7/11/2013 4:29:19 PM Service ... 7036 MNone
@Information 7/11/2013 4:29:18 PM Service ... 7036 Mone
®Information 7/11/2013 4:29:18 PM Dhep-C... 50036 Service..
@Information 7/11/2013 4:29:18 PM Service ... 7036 Mone

Warning 9/23/2013 12:26:52 AM Time-5... 134 MNone
. Warning 8/13/2013 6:58:29 AM Time-5... 134 Mone
Warning 11/11/2015 1:43:11 PM Time-5... 134 MNone
. Warning 7/8/2013 11:30:16 AM Time-5... 134 Mone
arning 7/8/201311:30:17 AM Time-5... 134 MNone

/1 Warning 10/22/2013 6:55:08 PM Time-5... 36 Mone
'ﬁ' Errar 7/8/2013 T:52:55 PM Service ... 7043 MNone
'ﬁ' Errer 11/11/2012 1:35:03 PM Eventlog 6008 Mone
'ﬁ' Errar 7/1272013 3:38:59 PM volsnap 36 Mone
@' Critical 11/11/2013 1:34:39 PM Kernel-... 41 (63)

For the Security Log, there are two keywords, Audit Success and Audit Failure.

Security Number of events: 31,537 () New events available

Keywords Date and Tirme Source EventID Task C...
@\Audit Success 3/30/201212:47:30 PM Micros... 4907  Audit P...
% Audit Failure 10/21/2013 8:24:00 AM Micros... 5038 System...

The user has the ability to further examine events. One important element for
investigators is the date and time stamps that exist with each recorded incident.
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Lab 14: Log Analysis

5. Click on the Application Log. Click on the first event. View the date/time stamp.

{2] Event Properties - Event 6000, Winlogon - — e

General | Details

The winlogon notification subscriber =5essionEnv> was unavailable to handle a netification event.

i
Log Mame: Application
Source: Winlegon Logged: 11/11/2013 2:16:17 PM E]
Event IC: 6000 Task Category: Mone I
Level: Information Keywords: Classic
User M/A Computern: student-PC
OpCode: Info

More Information: Ewvent Log Online Help

.

6. Click the down arrow to view the next event in the list.

{2 Event Properties - Event 6000, Winlogon W — | e |

General | Details

The winlogon notification subscriber <5essionEnv> was unavailable to handle a notification event.

*| |
Log Mame: Application
Source: Winlogon Legged: 11/11/2013 2:16:17 PM
Event ID: a00a0 Task Category: Mone I
Level: Information Keywords: Classic
User: M A Computer: student-PC
OpCode: Info

Maore Information: Event Log Online Help

|
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Lab 14: Log Analysis

7. You also can search within a specific log for a specific event. Click the Find
button in the right pane. Type .NET and click Find Next.

@ Event Viewer (Local) Application Number of events: 743 (!) New events available
[ _—g» Custom Views -

. —!.- Windows Logs Level Date and Time Source EventID Task C... Iil

@ Application (:Dlrn‘ormation 11/11/2013 2:16:17 PM Winlogen 6000 MNone

@ Security @Information 11/11/2013 2:16:17 PM Winlagen 4104 Mone

5] Setup iWaming 11/11/2013 2:16:14 PM Winlagen 4105 MNone

=] System ®Inf0rmation 11/11/2013 2:16:01 PM Winlogen 6000 MNone

5] Forwarded Events ®Irn‘ormation 11/11/2013 2:16:01 PM Desktop Window Manager 9002 MNone

» L) Applications and Services Lo| | (j)Infermation  11/11/2013 1:57:13 PM Windows Error Reporting 1001 MNene
|24 Subscriptions (I Infarmatinn  11/11/2012 1.51.97 DA Windauwes Erenr RBennrtina 1001 Mane x

Event 6000, Winlegon x
General | Deta®
Find S5
The winlog
Find what: MET

8. The event that has a match on the key word .NET will be displayed on the screen.

Event 1130, .MET Runtime Optimization Service X

General | Details

MET Runtime Optimization Service (2.0.50727.49327) - Installed from repository:
Microsoft.Security. Applicationld.PolicyManagement. Cmdlets

Log Mame: Application

Source: MET Runtime Optimization  Logged: 7/8/2013 5:02:19 PM
Event IT: 1130 Task Category: Mone

Level: Information Keywords: Classic

User: MSA Computer: student-PC
OpCode:

More Information:  Event Log Online Help
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9. Select File from the Event Viewer menu bar and then press Exit.

Action  View H

File

Options...

Exit

Next, we will examine the physical location of the Event Viewer files on the hard disk.

10. Click on the Start button and click the link to Computer on the right.

'.-Jx‘_:';;," FaImT
1_‘ KPS Viewer

;5’3; Windows Fax and Scan

Computer

Control Panel

% Remote Desktop Connection
Default Programs

Il .pe
@. Magnifier Help and Support

P AllPrograms

Search programs and files

Devices and Printers

11. Double-click on C:, then select Windows > System32 > winevt > Logs to view the

Event Viewer files.

. # Local Disk (C:) » Windows » System32 » winevt » Logs - [y

View Tools Help

Include in library « Share with =
" Mame
op ] Application.evte
loads ] HardwareEvents.evhe
it Places g Internet Explorer.evix

Burn

Mew folder

~

With operating systems prior to Windows Vista (such as Windows 2003 Server,
Windows XP, and Windows 2000), the Event Viewer files are stored in the EVT format.
They can be converted to TXT or CSV files. They are stored in
Windows\System32\config. Itis important to note that the Windows registry files are

also stored in this location.

2/7/2014 Copyright © 2014 NISGTC
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Lab 14: Log Analysis

Forensic Investigators usually examine the event viewer files using a forensic tool like
FTK (Forensic Toolkit) from Access Data or EnCase (from Guidance Software).

Earlier versions of these forensic tools could not read Event Viewer files. However, the
files in EVT format could be extracted from the image, and then opened with the
Microsoft Event Viewer. The records could then be exported to a .TXT or CSV file.
Newer versions of EnCase and FTK can read the files, so extraction is not necessary.

We can use a Sysinternals tool called PsLoglList to read the Event Viewer Logs. This tool
can be used during the incident response process to collect Event Viewer logs.

12. To dump the application log to a text file, type the following command:
C:\>psloglist -r "application" > application.txt

C:\>psloglist -r "application”™ > system.txt

PsLoglist v2.71 - Tocal and remote event log viewer
Copyright (C) 2000-2009 Mark Russinovich
Sysinternals - www.sysinternals.com

13. To view the dumped application log, type the following command:
C:\>notepad application.txt

C:\>notepad application.txt

application.t=t - Nc

File Edit Format View Help

Application log on “\STUDENT-PC: -
[001] EventSystem
Type: INFORMATION
Computer: 37L4247D28-05
Time: 7/8/2013 10:27:09 AM ID: 4625
{|vessage text not available. Insertion strings:
86400 Suppressbuplicateburation Software‘\Microsoft'EventSystem\EventLog

[002] microsoft-windows-user Profiles service
Type: INFORMATION

Computer: 37L4247D28-05
Time: 7/8/2013 10:27:08 AM ID: 1531
User: NT AUTHORITY'\SYSTEM

[{! The user pProfile service has started successfully.

14. Close the Notepad program when you are finished.
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15. To dump the security log to a text file, type the following command:
C:\>psloglist -r "security" > security.txt

'C:&>p51og1i5t -r "security” > security.txt

PsLoglist v2.71 - local and remote event log viewer

Copyright (C) 2000-2009 Mark Russinovich
Sysinternals - www.sysinternals.com

16. To view the dumped application log, type the following command:
C:\>notepad security.txt

C:\>nhotepad security.txt

L security.tt - Notepad
File Edit Format View Help

Ssecurity log on \\STUDENT-PC: -
[001] Microsoft-windows-Security-auditing

Type: SUCCESS AUDIT

Computer: 370L4247D28-05

Time: 7/8/2013 10:26:30 AM  ID: 4608

windows is starting up.
This event is logged when L5ASS.EXE starts and the auditing subsystem is initialized.

[002] Microsoft-windows-Security-Auditing

Type: SUCCESS AUDIT
Computer: 37L4247D28-05
Time: 7/8/2013 10:26:31 aM  ID: 4624
An account was successfully logged on.
subject: il
4 4 3
.

17. Close the Notepad program when you are finished.
18. To dump the application log to a text file, type the following command:
C:\>psloglist -r "system" > system.txt

'c:&>ps1og115t -r "system” > system.txt

PsLoglist v2.71 - Tocal and remote event Tog viewer

Copyright (C) 2000-2009 Mark Russinovich
Sysinternals - www.sysinternals.com
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19. To view the dumped application log, type the following command:
C:\>notepad system.txt

C:\>notepad system.txt

File Edit Format View Help

System log on “\STUDENT-PC:
[001] Serwvice Control Manager
Type: INFORMATION
Computer: 37L4247D28-05
Time: 7/13/2009 11:56:45 PM ID: 7036
The Microsoft software shadow Copy Provider service entered the stopped state.

[002] service Control Manager

Type: INFORMATION
Computer: 37L4247D28-05
Time: 7/13/2009 11:56:45 PM ID: 7036

The Diagnostic Policy Service service entered the stopped state.

[003] service Control Manager

L) m

20. Close the Notepad program when you are finished.

Next, we will perform actions that will cause the Windows operating system to generate
events in the 3 logs.

21. First, we will generate an event in the security log by typing the following:
C:\>net user elitehaxOr P@sswOrd /add

C:\>net user elitehaxOr P@sswOrd /add

IThe command completed successfully.

22. To dump the security log to a text file, type the following command:
C:\>psloglist -r "security" > security.txt

'C:M>p51og115t -r "security"” > security.txt

PsLoglist v2.71 - Tocal and remote event log viewer

Copyright CC} 2000-2009 Mark Russinovich
Sysinternals - www.sysinternals.com
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23. To view part of the alert generated by the event, type the following command:
C:\>type security.txt | find “elite”

C:\>type security.txt | find "elite”
Account Name: el11tehax0r
SAM Account Name: el11tehax0r
Account Name: el11tehax0r

Account Name: el1tehaxO0r
SAM Account Name: eli1tehax0r
Account Name: el1tehaxO0r

24. Next, we will generate an event in the system log by typing the following:
C:\>net stop “workstation”

C:\>net stop "workstation” |
The Workstation service is stopping.
The Workstation service was stopped successfully.

25. To dump the security log to a text file, type the following command:
C:\>psloglist -r "system" > system.txt

C:\>psloglist -r "system” > system.txt

PsLoglist v2.71 - Tocal and remote event log viewer
Copyright (C) 2000-2009 Mark Russinovich
Sysinternals - www.sysinternals.com

26. To view part of the alert generated by the event, type the following command:
C:\> type system.txt | find "Workstation" | find "stop"

C:\>type system.txt | find "workstation” | find "stop"
The Workstation service entered the stopped state.

27. Next, we will generate an event in the system log by typing the following:
C:\>net stop themes

C:\>Net stop themes
The Themes service is stopping.

The Themes service was stopped successfully.
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28. To dump the security log to a text file, type the following command:
C:\>psloglist -r "application" > application.txt

C:\>psloglist -r application > application.txt

PsLoglist v2.71 - local and remote event log viewer
Copyright (C) 2000-2009 Mark Russinovich
Sysinternals - www.sysinternals.com

29. To view part of the alert generated by the event, type the following command:
C:\> type application.txt | find "theme”

C:\>type application.txt | find "theme"

The Desktop Window Manager was unable to start because a composited theme

1.2 Conclusion

When events are triggered on a Microsoft Windows system, there are artifacts that are
generated on the system. Stopping and starting services generates logs in the Windows
Event Viewer. The Psloglist tool can be used to dump the logs to a text file. After
dumping the files, they can be examined for specific keywords generated by events.

1.3 Discussion Questions
1. Where is the location of the Event Viewer EVTX files on a Windows 7 system?
2. Where is the location of the Event Viewer EVT files on a Windows XP system?
3. What s the syntax to dump the application log to a file called application.txt?
4. What is the syntax to dump the security log to a file called security.txt?
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2 Examining Windows IIS Logs

Log files contain information, including the IP addresses that have connected to your
machine and will indicate which directories the machines attempted to access. Log files
also include important date and time stamps that can be used as a timeline for an
investigation. User Agents, which provide OS related information, also reside in web
logs.

Keep in mind that Linux commands are case sensitive. The commands below must be
entered exactly as shown.

2.1 Connecting to the Windows 7 Website

We will connect to the default web page of the Windows 7 External Machine from 4
different machines, so that we can view the connection from 4 different IP addresses, as
well as a variety of different user agents.

1. Onthe BackTrack 5 R3 Internal Machine , click Applications > Internet > Firefox
Web Browser.

\Applications Places System [>_]
&, Accessories -

Q BackTrack
A Graphics
® intemet © EtherApe

mofﬁce >+ EtherApe (as root)

g Other : ’) Firefox Web Browser

2. Type the following URL into the Firefox browser: http://216.5.1.200

‘Q 8 |@ 216.5.1.200

pd BackTrack Linux [jlj Offensive Security K] Exploit-DB Yy Aircrack-ng J§§SomaFM

It works!

This is the default web page for this server.

The web server software is running but no content has been added, yet.
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3. On the DEFT Internal Machine, click on the 8 ball > Internet > Google Chrome:

] Accessories b
& DEFT 2
I Graphics b

% Internet 2| @ Firefox Web Browser
Office P& Google Chrome

%l Programming P & Pidgin Internet Messenger
& Service P E Transmission

B Sound & Video
& Wine

System Tools
2| Preferences

v VvV VvV

Run

& Logout

| 4O WmER| OISR

4. Type the following URL into the Chrome browser: http://216.5.1.200

[ 216.5.1.200 ®

€« C' [} 216.5.1.200

It works!

This is the default web page for this server.

The web server software is running but no content has been added, vet.
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5. On the Windows XP Pro Internal Machine, open Internet Explorer from the
taskbar.

71 o -]

6. Type the following URL into the Internet Explorer browser: http://216.5.1.200

M hitp:/f216.5.1.200/ - Microsoft Internet Explorer
File Edit Wiew Fawvorites Tools  Help

P >, lﬂ \ELI | | Search % Favarites ‘6-‘

Address | @] http:i216.5.1.200]

It works!

This 15 the default web page for this server.

The web server software 13 runming but no content has been added, wet.

7. Open the terminal from the top of the menu bar on the BackTrack 5 R3 Internal
Machine.

\ Applications Places [System | [>_]

8. Type the following command to download the web page using wget:
root@bt:~# wget http://216.5.1.200

:~# wget http://216.5.1.200
--2013-11-12 21:09:00-- http://216.5.1.200/
Connecting to 216.5.1.200:80... connected.
HTTP request sent, awaiting response... 200 0K
Length: 177 [text/html]

Saving to: “index.html'

.-K/s in 0Os

2013-11-12 21:09:00 (34.4 MB/s) - “index.html' saved [177/177]

9. Click Places from the BackTrack 5 R3 Internal Machine menu bar, and select the
link for Home Folder.

Places System [>_]

E‘ Home Folder
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10. Double-click on the Index.html page listed within the root folder.

o -

Desktop wireless
. =
cdecrypt.pl clearlogs.exe

echo
echo
echo
echo

download.txt

11. View the locally downloaded webpage.

I file:/frootfindex.htmil

& | @ file:///root/index.html

i BackTrack Linux [l Offensive Security EMExploit-DB Wy Aircrack-ng J SomaFM

It works!

This is the default web page for this server.

The web server software is running but no content has been added, yet.

12. Click on the Start button and click the link to Computer on the right.

'.»‘1‘_3/) i
= Computer
.{‘ XPS Viewer
Control Panel
éj Windows Fax and Scan
Devices and Printers
% Remote Desktop Connection .
Default Programs
|. .pe
@. Magnifier Help and Support

P AllPrograms

| |55:r:r" programs and files

13. Double-click on Local Disk (C:).

Local Disk ()

b 2.03 GB free of 8.89 GB
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14. Double-click on the inetpub directory.

a » Computer » Local Disk () »

View Tools Help

- Share with - Burn Mew folder

-~
MName

wtop 8 = SRecycle.Bin

vnloads Documents and Settings
I | inetpub

=nt Places

15. Double-click on the Logs directory.

» Computer » Local Disk (C:) » inetpub »
iew Tools Help
Include in library = Share with « Burn
| Mame
B . custerr
pads | ftproot
Places ' i histuiy
|/ temp
nents L. wwwroot

16. Double-click on the LogFiles directory.

.. » Computer » Local Disk (C:) » inetpub » logs »

View Tools Help
" Include in library - Share with = Burn Mey
oo Mame
ktop . LogFiles
nlnars
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Lab 14: Log Analysis

17. Double-click on the W3SVC1 folder. This is the log file for the web server hosted
within Microsoft Internet Information Services (lIS).

v Computer » Local Disk (C) » inetpub » logs » LogFiles »

View Tools Help
v  Includeinlibrary *  Sharewth »  Bumn  Newfolder
: Mame ¥ Date mog
Ites
ktop . FTPSVC2 11/12/201
wnloads g, W3svVC1 11/12/20]
ent Places

18. Double-click on the log file that indicates today's date as part of the file name.
The filename format is: u_exYYMMDD.log (YYMMDD indicates today's date).

| .+ Computer » Local Disk (C) » inetpub » logs » LogFiles » W3SVC1

t View Tools Help
Ev Include in library = Share with = Burn Mew folder
: Name ’ Date modified
orites
gsktop L u_ed31113.leg 11/12/2012 9:09 PM
s loacle

The log file will contain the IP address of the machine connecting to the system.

19. Double-click on the log file and examine the IP address information.

File Edit Format View Help

#software: Microsoft Internet Information Services 7.5

#version: 1.0

#Date: 2013-11-13 01:58:38

(|#Fields: date time s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs(User-Agent) sc-status sc-sub:
(|2013-11-13 01:58:38 216.5.1.200 GET / - 80 - 192.168.1.50 Mozi11a/5.0+(11;+Linux+i686;+rv:14. 0)+Gecko,/20100101+F1t
2013-11-13 01:58:51 216.5.1.200 GET / - 80 - 192.168.1.100 Mozilla/5. 0+ (11; +Linux+x86_64)+ApplewWebkit/537. 36+ (KHT
2013-11-13 01:58:51 216.5.1.200 GeT /favicon.ico - 80 - 192.168.1.100 mMozilla/5.0+(xX11;+L1nux+x86_64)+applewebkit/!
| 2013-11-13 01:59:37 216.5.1.200 GET / - 80 - 192.168.1.175 Mozil1la/4. 0+ (compatible; +MSIE+6. 0;+Windows+NT+5.1;+5Vv1)
2013-11-13 02:09:00 216.5.1.200 GET / - B0 - 192.168.1.50 wget/1.12+(Tinux-gnu) 200 0 0 0

Common reasons Computer Forensics examiners might review web log files:
e Determining the IP addresses of connecting systems

e Looking for date and time stamps of connections
e Examining user agents or suspicious GET requests from foreign machines
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2.2 Conclusion

When events are triggered on a Microsoft Windows system, there are artifacts that are
generated on the system. When IP addresses connect to the IIS web server running on a
Windows system, log entries are generated in the Internet Information Services logs.
Additional information, such as the browser version, will also be present in the IIS logs.
The Internet Information Services logs are located in the C:\inetpub\logs\LogFiles
directory on Windows 7 and Windows 8 systems. FTP and Web logs are stored in
different folders within the C:\inetpub\logs\LogFiles directory on Windows 7 and 8.

2.3 Discussion Questions

Where are the IIS logfiles stored on a Windows 7 or Windows 8 system?
Where are the FTP logfiles stored on a Windows 7 or Windows 8 system?
Where are the WWW logfiles stored on a Windows 7 or Windows 8 system?
Explain the naming format for Logfiles within Windows 7 or Windows 8

PwnNPE
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3 Examining Linux Log Files

Linux includes a large number of log files that keep track of events on the system. One
of the most important log files is the secure file, which logs security incidents. The
secure file is located in /var/log on a Red Hat system. The Ubuntu equivalent to secure
is auth.log. This log file tracks SSH, or Secure Shell, connections. It provides information
such as IP addresses, and date and time stamps. It also tracks other events related to
security, such as the creation of new user accounts and new group accounts. Another
important file on a Linux system is the access_log file, which keeps track of web server
connections.

3.1 Examining access_log and auth_log
1. To start the webserver on the BackTrack 5 R3 Internal Machine, type the

following:
root@bt:~# apache2ctl start

rache2ctl start

2. To verify the webserver is listening on port 80, type the following:
root@bt:~# netstat —tan | grep 80

:~# netstat -tan | grep 80

tcp 0 0 0.0.0.0: LISTEN

3. On the DEFT Internal Machine, click on the 8 ball > Internet > Google Chrome.

l5l Accessories
~. DEFT

I Graphics
& Firefox Web Browser

OffFice € Google Chrome >

#& Programming & Pidgin Internet Messenger
& Service Ed Transmission

B Sound & Video '
B wine

W vVVYYv

&= System Tools
=2 Preferences

VvV VVVYVYyY

Run
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4. Type the following URL in the Chrome browser: http://192.168.1.50

[ 192.168.1.50 b
L = ' [ 192.168.1.50

It works!

This is the default web page for this server.

The web server software is running but no content has been added, vet.

5. On the Windows XP system, open Internet Explorer from the taskbar.

‘4 Start ol

6. Type the following URL in the Internet Explorer Browser: http://192.168.1.50

=N http:£f192.16B.1.50f - Microsoft Internet Explorer,

File  Edit Miew  Faworites Tools  Help

@Back - \_)l |ﬂ @ _:'] /':__\J Search ‘-E;\'T;’ Fawvorites @ [‘ZE{

Address | @] hetpiif192. 168.1.50¢

It works!

This 1z the default web page for this server.

The web server solbware 15 runming but no content has been added, yet.

7. On the DEFT Internal Machine, click on the LXTerminal icon on the desktop.
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8. Type the following command to download the web page using wget:
deft-virtual-machine ~ % wget http://192.168.1.50

wget http://192.168.1.50
--2013-11-13 12:35:26-- http://192.168.1.50/
Connecting to 192.168.1.50:80... connected.
HTTP request sent, awaiting response... 200 0K
Length: 177 [text/html]

Saving to: “index.html'

2013-11-13 12:35:26 (30.7 MB/s) - “index.html' saved [177/177]

9. Type the following command to view the webpage downloaded with wget:
deft-virtual-machine ~ % cat index.html

cat index.html
<html><body><h1>It works!</hl>
je for this server.</p>

5l Accessories | 4
5. DEFT 4 cat index.html
| 4

B Graphics 1>It works!</hl>
¥ Firefox Web Browser |

Office P [E Google Chrome |
[# Programming P &l Pidgin Internet Messenger |
& Service P E Transmission I
Bl sound & Video (M nstall curl

B Wine [ 2

@ System Tools | 4

[ Preferences | 4

Run

& Logout
Ko TR ATPO S B A N B192.168
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11. Type the following URL in the Chrome browser: http://192.168.1.50

Mozilla Firefox
File Edit View History Bookmarks Tools Help

| “ihttp://192.168.1.50/ | * |

- 192.168.1.50

It works!

This is the default web page for this server.

@

The web server software is running but no content has been added, yet.

The Apache Server keeps records of the connections made to the website, including:

e |P addresses
e User Agents
e Date/Time Stamps

The access_log is located in the /var/log/httpd directory and will have evidence of:

e The connection made with Chrome

e The connection made with Internet Explorer
e The connection made with wget

e The connection made with Firefox

e The connection made with the curl command

12. To view, the access_log, type the following command on the BackTrack 5 R3
Internal Machine:
[root@rhel ~]# cd /var/log/apache2

:~# cd /var/log/apache2/

13. To view the connections in the log file, type the following command:
root@bt:/var/log/apache2# s

: /var/log/apache2# 1s

access.log error.log other vhosts access.log
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14. To view the connections with Firefox, type the following command:
root@bt:/var/log/apache2# cat access_log | grep Firefox

: /var/log/apache2# cat access.log | grep Firefox
192.168.1.100 - - [13/Nov/2013:12:44:57 -0500] "GET / HTTP/1.1" 200 484 "-" "Mozill
a/5.0 (X11; Ubuntu; Linux x86 64; rv:22.0) Gecko/20100101 /22.0"

.168.1.100 - - [13/Nov/2013:12:44:57 -0500] "GET /favicon.ico HTTP/1.1" 404 503
"Mozilla/5.0 (X11; Ubuntu; Linux x86 64; rv:22.0) Gecko/20100101 /22.0"
.168.1.100 - - [13/Nov/2013:12:44:57 -0500] "GET /favicon.ico HTTP/1.1" 404 503
"Mozilla/5.0 (X11; Ubuntu; Linux x86 64; rv:22.0) Gecko/20100101 /22.0"

15. To generate the keys that will be needed for an SSH connection, type:
root@bt:/var/log/apache2# sshd-generate

: /var/log/apache2# sshd-generate
Generating public/private rsal key pair.
Your identification has been saved in /etc/ssh/ssh host key.
Your public key has been saved in /etc/ssh/ssh host key.pub.
The key fingerprint is:
f2:9b:c9:5e:6b:46:cb:3c:59:67:73:3c:47:7d:97:a2 root@bt
The key's randomart image is:
+--[RSA1 2048]----+
|

|
|
|
|
|
|
|
|
+

Generating public/private rsa ke

16. To start the SSH server on the , BackTrack 5 R3 Internal Machine type:
root@bt:~# service ssh start

: /var/log/apache2# service ssh start
ssh start/running, process 4311

17. To verify that the SSH server service is running on the machine, type:
root@bt:/var/log/apache2# netstat -tan | grep 22

: /var/log/apache2# netstat -tan | grep 22
0 0 0.0.0.0: 0.0.0.0:% LISTEN

0 ::: sk LISTEN
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18. From the terminal is Backtrack, type the following command to add a user:
root@bt:/var/log/apache2# useradd forensicuser

: /var/log/apache2# useradd forensicuser

19. Set forensicuser’s password to forensic by typing forensic twice after typing:
root@bt:/var/log/apache2# passwd forensic

: /var/log/apache2# passwd forensicuser
Enter new UNIX password:
Retype new UNIX password:
nasswd: password updated successfull

20. Next, examine the alterations to the shadow file by typing the following:
root@bt:/var/log/apache2# tail -n 1 /etc/shadow

:/var/log/apache2# tail -n 1 /etc/shadow
forensicuser:$6%vjXvZ62R$d7iDtntRg4EYBz3YCYzCn6SMA20u748mMUCLTg3uiKSKI rHBt fHFVV4KkpA9
/uSWmGh3/plGelB8aJlQiQnRna021:16022:0:99999:7:::

21. In the terminal on the Deft 8 machine, type the following command:
deft-virtual-machine ~ % ssh 192.168.1.50 -I forensicuser
22. Type yes in response to the question about continuing to connect.

ssh 192.168.1.50 -1 forensicuser
The authenticity of host '192.168.1.50 (192.168.1.50)' can't be established.
RSA key fingerprint is 60:90:fe:99:00:7f:e5:44:55:05:c0:68:1d:2a:d9:c7.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '192.168.1.50' (RSA) to the list of known hosts.

23. Type forensic for the password. The SSH connection should be established.

forensicuser@l92.168.1.50's password:
Linux bt 3.2.6 #1 SMP Fri Feb 17 10:40:05 EST 2012 1686 GNU/Linux

System information as of Wed Nov 13 1

System load: 0.0 Processes:

Usage of /: 60.1% of 19.06GB Users logged in:
Memory usage: 1© IP address for etho:
Swap usage: %
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24. Type forensic for the password. The SSH connection should be established.

forensicuser@l92.168.1.50's password:
Linux bt 3.2.6 #1 SMP Fri Feb 17 10:40:05 EST 2012 i686 GNU/Linux

System information as of Wed Nov 13 13:08:23 EST 2013

System load: 0.0 Processes:

Usage of /: 60.1% of 19.06GB Users logged in:
Memory usage: 19% IP address for ethO:
Swap usage:

When you perfrom administrative tasks that are directly related to the security on a
Linux system, they will show up in the auth.log in the /var/log directory.

Examples of security incidents that will be recorded to the secure log include the
following:

e Adding a User

e Logging on from a Remote System
e Adding a Group

e Changing a User’s Password.

25. To switch to the log directory, type the following command on the system
root@bt:/var/log/apache2# cd /var/log

. /var/log/apache2# cd /var/log

26. To view auth.log for forensicuser, type the following on the
BackTrack 5 R3 Internal Machine:
root@bt:/var/log# cat auth.log | grep forensicuser

:/var/log# cat auth.log | grep forensicuser
Nov 13 13:04:30 bt useradd[4367]: new group: name= , GID=1002
Nov 13 13:04:30 bt useradd[4367]: new user: name= , UID=1002, GID=1002,
home=/home/ , shell=/bin/sh

13:04:44 bt passwd[4372]: pam unix(passwd:chauthtok): password changed for

13:08:23 bt sshd[4394]: pam sm authenticate: username ]
13:08:23 bt sshd[4394]: Accepted password for from 192.168.1.1
rt 34495 ssh2
13:08:23 bt sshd[4394]: pam unix(sshd:session): session opened for user
by (uid=0)
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3.2 Conclusion

Linux keeps a large number of log files that keep track of events on the system. One of
the most important log files is the auth.log, which logs security incidents. This log file
tracks SSH, or Secure Shell, connections. It provides information such as IP addresses,
and Date and Time Stamps. It also tracks other events related to security, such as the
creation of new user accounts and new group accounts. Another important file on a
Linux system is the access_log file, which keeps track of web server connections.

3.3 Discussion Questions
1. Where is the auth.log file located?
2. What is the auth.log file referred to on a Red Hat system?
3. Where is the access log located?
4. What command can be utilized to verify that the SSH or Apache is running?
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