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Lab 12: Communication Artifacts

Introduction

This lab is part of a series of lab exercises intended to support courseware for Forensics
training. The development of this document is funded by the Department of Labor
(DOL) Trade Adjustment Assistance Community College and Career Training (TAACCCT)
Grant No. TC-22525-11-60-A-48.

This lab includes the following tasks:

1. Email Messages and Programs
2. Examining Emails in Network Traffic
3. Internet Relay Chat

Performing this lab will provide the student with a hands-on lab experience meeting the
Evidence Acquisition, Preparation and Preservation Objective:

The candidate will demonstrate an understanding of forensic examination of user
communication applications and methods, including host-based and mobile email
applications, Instant Messaging, and other software and Internet-based user
communication applications.

Email messages can play a critical role in criminal investigations, the e-discovery process,
and just litigation in general. Forensic Software like EnCase and FTK will allow you to

view the email messages from programs like Outlook and Outlook Express.

IRC— Internet Relay Chat is used to communicate with other Internet users. IRCis an
older technology and is not considered as mainstream today.

POP3 - Post Office Protocol Version 3. Uses Port 100 by default to deliver mail.
SMTP - Simple Mail Transfer Protocol. Uses Port 25 by default to send mail.
Wireshark® — A protocol analyzer that can also be used as a sniffer tool. Wireshark is

free and can be downloaded from the following link:
www.wireshark.org/download.html.

Network Miner — An NFAT, Network Forensic Analysis Tool. The free version can be
downloaded at http://sourceforge.net/projects/networkminer/files/latest/download.
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Lab Topology

BackTrack

INTERNAL NETWORK 192.168.1.0/24

1

Forensics and S sense

Firewal =
Advanced 216,10 Trowall A—;
Forensic POD
EXTERNAL NETWORK 216.0.0.0/8
[ }
216.6.1.100 216.5.1.200
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Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password
(if needed) (if needed)
Windows XP Pro Internal Machine 192.168.1.175
Windows 7 External Machine 216.5.1.200 student password
Linux Sniffer No IP address root toor
2/7/2014 Copyright © 2014 NISGTC Page 5 of 40
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Email Messages and Programs

Email messages can play a critical role in criminal investigations, the e-discovery process,
and litigation in general. Forensic software like EnCase and FTK will allow you to view
the email messages from programs like Outlook and Outlook Express. Outlook comes
with Microsoft Office, and Outlook Express is a free program that was included with
almost all versions of Microsoft Windows prior to Windows Vista. EnCase and FTK are
commercial software packages that require a hardware dongle. The free products, like
Autopsy, will not parse PST files or DBX files from a forensic image. If you do not have

the commercial software, you can use the applications to view messages.

11

2/7/2014

Viewing Workstation Email

* | student

fe Internet
[ Inkernet Explorer

f ;‘l Outlook Express

M3

,13 Windows Messenger

BN orrand Prompt

@ Tour Windows #P

all Programs D

.’I_'Ll_l E-mail
=l Microsoft Office Cutlook,

@ Windows Media Player

I,
__-_) My Documents

b My Recent Documents #

g My Metwork Places

B’ Caonkral Panel

@, Set Program Access and
Defaults

% Administrative Tools

"% Printers and Faxes
=

t!;} Help and Support

e

ﬁ| Log CFf |Ill | Turn CFf Computer

'4 start g )&
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1. On the Windows XP Pro Internal Machine, click on the Start button and select E-
mail.
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2. You are prompted for a Personal Folders Password. You do not know this
password. Close the window.

3.

2/7/2014

[E] Microsoft Office Outlook

Go  Tools  Help Twpe a question For help =

i By Find  Type a contack to find

Personal Folders Password

| Tvpe the password For Qutlook,pst,

Passwiord: | | Cancel

[5ave this password in your password list

On the Windows XP Pro Internal Machine, click on the Start button and select
Computer.

8 My Computer
Windows Media Player
g My Network Places
‘ MSN —
@ Control Panel
4$ Windows Messenger Set Program Access and
@ Defaults
n Command Prompt % Administrative Tools >
' g Printers and Faxes
'® Tour Windows XP
@) Help and Support

All Programs D {J Run...

@l Log Off ’6! Turn OFf Computer

; Start g/ B 9E
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4. Double-click on the link to HELIX (the name may contain additional characters).

— L

'l Shared Documnents i student's Docurnents

Hard Disk Drives

E% ﬂ;— Local Disk {122 E@ e Yolurne (E:)

Devices with Removable Storage

- 314 Floppy (60

5. Click Accept to Accept the HELIX warning.

™ HELIX2009R1 (01/06/2009)

You are running this application in a LIVE Windows
environment. There is ABSOLUTELY NO WAY to protect
this live environment from changing.

This application WILL make changes to the running
system. This is an accepted risk you must be willing to
take.

If you are not willing to accept this risk or do not
understand what you are doing then exit now, otherwise
agree and proceed at your own risk....

Brought to you by:

e Choose Your Language:

http://iwww.e-fense.com
helix@e-fense.com
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6. Click on the icon to select the Incident Response Tools for Windows Systems.

™ HELIX2009R1 (01/06/2009)
File Quick Launch Page Help

m"“mme-ﬂmmom - COAN™L/TEIR

7. Click the arrow to page down to Page 3 of the Incident Response Tools for
Windows Systems.

8 HELIX2009R1 (01/06/2009)
Quick Launch Page Help

mg"‘.—- T = - ELECT ISPV ETTY » CONI™ L TEIR
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8. Click the icon in front of the PST Password Viewer. Click Yes in response to, IS
THIS OK?

9R1 (01/06/2009)

File QuickLaunch Page Help

mammrm£-ammcm-cmmm

You are about to run:
The Helix PST Password viewer program from Nirsoft

IS THIS OK?

L ves ||

9. View the three passwords that the PSTPassword program has given you.

Make note of these passwords for later use. ‘

o¥ PstPassword
File Edit Wiew Help

EEEETEE

Filename Encryplion Wersion R Walue Password 1 Password 2 Password 3

L 3 Outlook. pst Compressible 23 Oxa7bealdf 26My10 ake\hud dp2gaC

£ Iif | 5
1 pst Fileis), 1 Selected HirSoft Freeware. hitp:/www.nirsoft.net
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10. Once again, on the Windows XP Pro Internal Machine, click on the Start button
and select E-mail.

L4 My R tD »
EJ Enal L9 My Recent Documents
=11 Microsoft Office Outlook ‘ ﬁ N Pietiwes
»
‘*;fl Outlook Express =/ My Music
g My Computer
@ Windows Media Player
g My Network Places
‘g MSN ——
@ Control Panel
:8 Windows Messenger e Set Program Access and
Defaults
n o Promek i@ Adninistrative Tools »
Q Printers and Faxes
'® Tour Windows XP
9) Help and Support
I) Search
All Programs D {J Run...

@| Log OFff @’ Turn Off Computer

‘4 Start 9 ) €

11. You are prompted for a Personal Folders Password. Enter one of the three
passwords that PSTPassword provided (in the example below, we use the
password 26Ny10, see Step 9) and click OK.

Be aware that passwords are case sensitive.

Microsoft Office Outlook

i Fle Edit Wew Go Tools  Help Type a question for help =

g-E Find Type acontacttofind = @ !

Personal Folders Password

Type the password For Outlook. pst.

Password: ’ENV:IO | Cancel

[]5ave this password in your password list

teopyhght (2 IG5 Ticros ol (_,orpo?atlon. Al ngh[s reserved,
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12. Click on the Sent Items folder. Select the email at the bottom of the list and read
it.

Sent Items - Microsoft Outlook

i Fle Edit ‘iew Go  Tools  Actions  Help Type & question For

Padnew v | 5 3 X | CaReply (i Replyto Al (3 Forward | = SendiRecsive ~ | BoFind (5 | [ Typeacontacttofind - | (@) !

Faworite Folders Arranged By: Date Mewest on kop Hello
3} Inbox A rmiller [rmilleri@YZcompany.com)
| Lhread mMag O vesterday To: 'administrabor@XyZcompany ., com'
| For Folow Lp (=1 admiristrator Thu g2z PM
[ sent Ttems RE: Hello Would you be comfortable sending me the administrator
All Mail Folders (=1 "adrministrataor’ Thu &:20PM password? . ) )
= A RE: Hella | want to check out a few things | learmed in class with the nat
LA Drafts B e i TS user command
[ nbox & 'administrate OMmpany conm' .. '

L@ Junk E-mail Hella

[ Outbo:

-Reggie

13. In the Sent Items folder, select the middle email in the list and read it.

Sent ltems
Arranged By: Date

RE: Hello
A rmiller [rmiller@XY Zcompany.com]

Newest on bop

[= Yesterday

a line breaks in this message were removed.

i1 ‘administrator Thu :22 PM w
RE: Hello

To: 'administrator’

WMell you better watch wour hack then.

I can feel the pressure deflating in your tures
right now.

-FEeggie

(= ‘administrator@XYZeompany. com' . w
Hello

From: administrator
[mailto:radministratorfITICONELNT. COM]
Sent: Thursday, January 09, 2014 5:19 PN
To: rmiller

Subject: Re: Hello

No, I can not.

I think that is cowpletely inappropriate that
vou asked for itc.

I am reporting this to your supervisor.
-Jesse

2/7/2014 Copyright © 2014 NISGTC Page 12 of 40
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14. In the Sent Items folder, select the email at the top of the list and read it.

Sent ltems
Arranged By: Date

Mewest an ktop

= Yesterday

& 'administrakar'
RE: Hello
(=4 'administrakor'

Thu &:20 PM W
RE: Hello

(=3 'administrator@:xyZoompany, com' .. =
Hedlo

RE: Hello
A& rmiller [rmiller@YZcompany .com]

Extra line breaks in this message were removed,

To:

‘administrator’

Leavihg now.
Good luck cathing/finding me.
-Reggie

From: adwinistrator
[mailto:administrator@XYZCOMPANTY . COM)]

Sent: Thursday, January 09, 2014 S5:2ZZ2 PH
To: rimiller
Subject: Re: Hello

Thanks for putting your threatenting words in an
email.

Hawve wou every heard of e-discovery?
Jecurity is on thier way to your office,
better stay put.

-Jesse

0 you

15. Close Outlook when you are finished viewing the email correspondence.
16. On the Windows XP Pro Internal Machine, click on the Start button and select

Outlook Express.

{ ‘ﬂ Outiook Express

)mmuc
glmc«nwter
gmﬂetwkﬂx“

G’ Control Panel

Set Program Access and
Def auks

3@ Administrative Tools »

4,3 Printers and Faxes

Q_))mbc\dswoort
,.)Seach

] Run...

@l Log Off ’ , Turn OFf Computer

) &

>~ B

2/7/2014
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17. Click Main Identity. We do not know the password.

Identity Login

%{D There is no current identity
Select wour identity name below, To add
ar modify an identity, click Manage
Identities,

MMain Idenkity

Password; | |

[ Log OFf Identity ] [ Manage Identities ]

L Ok ][ Cancel ] |

18. Go back to HELIX and run the Mail Password Viewer from Page 3 of the Incident
Response Tools for Windows. Click Yes in response to, IS THIS OK?

~ HELIX2009R1 (01/06/2009)

Launct Pag Ip

‘You are about to run:
The Helix Mail Password viewer program from Nirsoft

IS THIS OK?

2/7/2014 Copyright © 2014 NISGTC Page 14 of 40
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19. View the extracted passwords for Outlook and Outlook Express.

i Mail PassView

File Edit Wiew Help

AR wE e

Marne Server Type User Password Profile
2 emiller ) 2 192,168.1,100 Pop3 rrniller PACERS123 Outlook
54 5am Perkins Outlook Express sperkins@yYZcompanty . cam 192.168.1.100 POP3 sperking northcarolina

2 items, 1 Selected

HirSoft Freeware. http:/www.nirsoft.net

While those passwords we extracted are the passwords for the email accounts, they will
not work if the user has selected a different Personal Folder password in Outlook or a
Login Identity password in Outlook Express. HELIX provided the PST password, but that
will not work for Outlook Express. We can obtain it from the Protected Storage Viewer.

20. Go back to HELIX and run the Protected Storage Viewer from Page 3 of the
Incident Response Tools for Windows. Click Yes in response to, IS THIS OK?

You are about to run:
The Helix Protected Storage viewer program from Nirsoft

IS THIS OK?

[ ves ||

2/7/2014 Copyright © 2014 NISGTC Page 15 of 40
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21. View the password for the Main identity in the Protected Storage PassView.

1 Protected Storage PassView
File Edit “iew Help

B Y

Resource Mame | Resource Type | User Mame/yalus | Password
IS’I 192,168.1,100 COutlook Express sperking niotthcaroling
IﬁlldentitiesPass Cutlook Express Identity Main Identity P@sswird

22. Return to the Outlook Express Identity Login window. Click Main Identity and
type P@sswOrd.

¥ Protected Storage PassView
File Edit Miew Help

BBk b ()

Resource Mame | Resource Tyvpe | ser MameYalue | Password
|$| 192,1685.1.100 Outlook, Express sperkins northearoling
IﬁldentitiesF‘ass Ctlook, Express Identiky Main Identiky P@sswird

Identity Login

%;E There is no current idenkity
Select vour identity name below, To add
ar modify an identiky, click Manage
Identities,

Main Idenkiky

Password: | P@sswird |

[ Log Off Identity ] [ Manage Identities ]

L Ok, J [ Cancel ]
< - | »
2 itemis) o

2/7/2014 Copyright © 2014 NISGTC Page 16 of 40
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23. Click the Sent Items folder. Read the second email (from the top).

File Edit Wew Todls Message

e

B9 Sent Items - Outlook Express

Help

F . & & 8 S X &

Create Mail Reply Reply All

Forward Print Delete Send/Recy

Folders X
¥4 outlook Express
=3 Local Folders

& Inbox

¥ outbox

£ Sent Items
@ Deleted Ttems

B} Drafts

+

uJ

o To Subject

@sperkins@X‘chnmpany.c... tesk

adrninistr akor@iyZ
23 administrator Re: hay
(29 administrator Re: hey

Contacks =
Iﬁadministrator

From: Sam Perkins To: adminiskrakor@yyYZcompanyy.com
Subject: hey

| saw you eat lunch with another wornan today.
What is up with that?
-3am

24. Click the Sent Items folder. Read the second email (from the top).

X

olders
A Outlook Express
3 @ Local Folders

& Inbox
l@ Outbo

12 Sent Ikems
@ Deleted Items

Bk Drafts

onkacks =
]F-EI administratar

2/7/2014

! O Ta Subjeck

£ sperkins@xYZoompany .C... tesk
5 administrator@xyZcomp...  hey
=) administr atar
59 administrator Re: hey

a7

Fromy: Sam Perkins To: administrator
Subject: Re: hey

I am fHends with vou on facebool
Tou are an only child.

WWhat if T told your wife?
-Sam

————— Onginal Message -----

From: "admistrator” <admimstrater@ 307 20 OWPATTY CON:
To: "Sam Perlans" <sperlons@3Y Ecompany. com=

sent: Friday, JTanuary 10, 2014 10:50 AN

Subiject: Ee: hey

= That was tmy sister.

= -Jesze

Copyright © 2014 NISGTC Page 17 of 40
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25. Click the Sent Items folder. Read the second email (from the top).

e
Folders X |y g To Subject
I‘—:ﬂ Outlook Express 7Y sperkins@xyZcompany.c... test
= T3 Local Folders 29 administrator@XyZeomp...  hey
& Inbox 29 administr ator Re: hiey
@ Cuthioc 2 adminiskr ator
"{ﬁl Sent Ikems <
(3 Deleted Items
f Drafts Frome: Sam Perkins To: administrator
Subject: Re: hey
Iz that a threat?
What 1= 1t worth to vou for me not to tell her?
-Sam
————— Criginal hessage -----
From: "admmistrator” <administrator@olY 2 CONMPANY COM=
Teo: "Zam Perlans" <spetlkins@ (Y Zoompany. com™
Contact » sent: Friday, January 10, 2014 10:57 AW
ontacts = T
Eﬂadministratnr SUbJECt' Re: hey
> Tou better not.
= -Jesse
1o

26. Close Outlook Express when you are finished viewing the messages.
27. Close HELIX.

1.2 Conclusion

Email messages can provide valuable information for criminal and civil cases. It helps to
have a commercial forensic tool like EnCase or FTK to parse PST and DBX files. However,
if you do not have the commercial tools, you can boot the image up with Live View and
get the email messages off the system. If the user has a Personal Folder password for
Outlook or a Login Identity password in Outlook Express, HELIX can extract these
passwords.

1.3 Discussion Questions

Which application uses a PST file?

How can you get the password for a Personal Folder for Outlook?
How can you get the password for Login Identity for Outlook Express?
Where can you get passwords for Email accounts using HELIX?

PwnhpE

2/7/2014 Copyright © 2014 NISGTC Page 18 of 40
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2

In the first task, we looked at email messages on the system. In this task, we will
examine email messages in network traffic. You can get information about sent

Examining Emails in Network Traffic

messages as well as view email passwords if the communication is not encrypted. Tools
like Wireshark and Network Miner will allow you to view plain text information in

networ

2.1

4.

5. Double-click on the NTFS (H:) Drive to access the email capture file.

2/7/2014

k captures.

Viewing File Systems

To log into the Windows 7 External Machine, click on the Windows 7 icon on

the topology.
If required, enter the username, student.
Type in the password, password, and press Enter to log in.

Click on the Start button and click on the link to Computer.

'W FdITt
4{‘ KPS Viewer

@ Windows Fax and Scan
% Remote Desktop Connection

lll Magnifier

»  AllPrograms

|555‘J’L’h programs and files jo ‘ d

Copyright © 2014 NISGTC
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/M » Computer » - . Search Computer

View Tools Help

r System properties

Uninstall or change a program

Map network drive

a|=

tes
top
‘nloads

:nt Places

=
uments
ic

Ires

— 4 Hard Disk Drives (5)
Local Disk (C:)

&/ 2.00 GE free of 8.89 GB

FAT32 (F)

MNTFS (H:)

T — |
S0 34.3 MB free of 95.0 ME

T —
W 7.47 GE free of 999 GB

FAT12 (E:)

= § i
S0 416 KB free of 6.97 ME

FAT1G (G:)

e
S0 19.2 MB free of 469 ME

6. Double-click email.pcap to open the file in Wireshark.

a ¥ |Computer | »| NTFS (H:) »

View Tools Help
v Include in library = Share with Mew folder =« O
tes Name i Date modified Type Size
itop | lablé 1/8/201410:43 PM  File folder
nloads . Metwork_Miner_1-5 1/8/2014 915 AM File folder
ent Places A System Volume Information 8/13/20136:55 AM  File folder
|| 10-ntfs-disk.dd B/27/2013 250 PM DD File 96,292 KB
e = 10-ntfs-disk.dd.bd 1/2/2014 11:04 PM  Text Document 1KB
L uments || 10-ntfs-partl.dd 6/27/2013 250 PM DD File 48,164 KB
. = 3 -3.0 8-37hi '
sic
FUres — ;
o || FAT32001 B6/28/20131:29PM 001 File 1,536,000 KB
— L) mircl32.exe 1/8/2014 9:58 AM  Application 1,900 KB
uter || ntfs_pract.E01 12/20/2013 9:45 AM  EO01 File 16,886 KB
+ M Wireshark-win32-1.10.0.exe 7/19/2013 9:52 AM  Application A T8 KE

2/7/2014
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Lab 12: Communication Artifacts

7. Type pop in the Wireshark Filter Pane and click Apply. View the POP3 password.

File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

© @® ; B2 Aes»pTFT L /EE QD #EM% O
Filter: | pop |2|Exprion... Clear Apply Save
No. Time Source Destination Protocol Length Info
28 22.311915 192.168.1.100 192.168.1.175 POP 152 5: 40K Microsoft Exchange Server 2003
29 22.312305 192.168.1.175 192.168.1.100 POP 69 C: USER sperkins
30 22.312431 192.168.1.100 192.168.1.175 POP 59 5: +0K
31 22.312627 192.168.1.175 192.168.1.100 POP 74 ¢: Pass northcarolina
32 22.314565 192.168.1.100 192.168.1.175 POP 88 5: +OK User successfully Togged on.

8. Click the Clear button. Type smtp in the Wireshark filter pane and click Apply.

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
BaxXxg AaesaTi/IEE QD E#BDM%| B
Filter: | smtp B Expression... Clear Apply Save
Mo. Time Source Destination Protocol Length Info
6 0.000643 192.168.1.100 192.168.1.175 SMTP 174 5: 220 server.XYZCOMPANY.COM Microsoft ESMTP MATY
7 0.000848 192.168.1.175 192.168.1.100 SMTP 67 C: HELO client
8 0.000982 192.168.1.100 192.168.1.175 SMTP 103 s: 250 server.XYZCOMPANY.COM Hello [192.168.1.17
9 0.001488 192.168.1.175 192.168.1.100 SMTP 92 C: MAIL FROM: <sperkins@xyZcompany.com=
10 0.001835 192.168.1.100 192.168.1.175 SMTP 102 s: 250 2.1.0 sperkins@xyZcompany.com....Sender OK
11 0.002028 192.168.1.175 192.168.1.100 SMTP 95 C: RCPT TO: <administrator@xXyZcompany. com>
12 0.002169 192.168.1.100 192.168.1.175 SMTP 95 5: 250 2.1.5 administrator@xyZcompany.com
13 0.002345 192.168.1.175 192.166.1.100 SMTP 60 C: DATA
14 0.003145 192.168.1.100 192.168.1.175 SMTP 100 s: 354 start mail input; end with <CRLF>.<CRLF>

9. Right-click on the first packet (No. 6) and select Follow TCP Stream.

'-".’.."-", [Wiresharn 1.
Eile Edit View Go Capture Analyze Statistics f
O @ AWM J BRI A S|

Filter: smtp

No. Time Source

) AIAIAIIV () f~

a Mark Packet (toggle)

o Ignore Packet (toggle)
lg g (5) Set Time Reference (toggle) =
11 0 & Time Shift... 1d
12 0 i) Packet Comment... 19
13 O 19
14 0 Manually Resolve Address 14
15 G  Apply as Filter » | 19
17 O S 19
18 0 Prepare a Filter > 14
19 O Conversation Filter * ! 1d
20 O Colorize Conversation * } 19
50 7| SCID » | 19
51 7 llow TCP Strea 19

2/7/2014 Copyright © 2014 NISGTC Page 21 of 40
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10. View the email message contained with the TCP Stream.

M Follow TCP Strea

Stream Content

220 server.XYZCOMPANY.COM Microsoft ESMTP MAIL Service, Version: 6.0.3790.0 ready at
Fri, 10 Jan 2014 10:49:54 -0500

HELO client

250 server.XYZCOMPANY.COM Hello [192.168.1.175]

MAIL FROM: <sperkins@xyZcompany. coms>

250 2.1.0 sperkins@xyZcompany. com....5Sender OK

RCPT TO: <administrator@xyZcompany.coms

250 2.1.5 administrator@xXyZcompany.com

DATA

354 start mail input; end with <CRLF>.<CRLF>
Message-ID: <001001cfOelb$9ad770f0%af01a8c0@c]ient>
From: "Sam Perkins" <sperkins@xYZcompany. coms

To: <administrator@XYZcompany. coms

subject: hey

Date: Fri, 10 Jan 2014 10:49:53 -0500

MIME-Version: 1.0

Content-Type: multipart/alternative;

. boundary="----=_NextPart_000_0000_01CFODF1.B1DB4350"
X-Priority: 3

X-M5Mail-Priority: Normal

X-Mailer: microsoft outlook Express ©.00.2900.2180
¥-MimeOLE: Produced By Microsoft MimeOLE V6. 00.2900.2180

This is a multi-part message in MIME format.

—————— = NextPart_000_000D_01CFODF1.B1DB4350
Content-Type: text/plain;
.charset="1s50-8859-1"
Content-Transfer-Encoding: quoted-printable

I saw you eat lunch with another woman today.
what is up with that?
-5am

Entire conversation (1974 bytes)

| End || Saveas || pint |OAsc O BeDIC O HexDump O Chmays @ Raw

-

m

Filter Qut This Stream ] [ Close

11. Close the TCP Stream and close Wireshark by clicking the red X in the upper-right

2/7/2014

corner.
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12. Click the shortcut to Network Miner on the Windows 7 External Machine
desktop.

S chortcuth

13. Select File from the Menu bar and then select Open.

File | Toocls Help

1[5 Open Ctrl+0
Exit Alt+F4

T

14. Click on the Messages tab within Network Miner.

Tools  Help
— Select a network adapter in the list — v] P Start
Parameters {46}' Keywords IDeartext | Anomalies | Case Panel
‘ Filename  MD5 ‘

Hosts {2}' Frames {1&:}' Files Q}I Imagesl Messages (3) |Credentials |Sessions {.'-"}I DNS |
1 . - =

15. Click on the first email message (top) in the list. Read the email.

File  Tools Help
— Select a network adapter in the list — '] P Start
| FParameters {46}' Keywords IC!earlexi I.N'lomallesl EeEz ]
| Hosts {2) I Frames (15x) I Files (2) I Images | Messages (3) |Credential5 Sessions (7} I DNS | Filename  MD5
il | 6bbed.
Frame nr. Source ... Destinat... From To || Aftribute Value Sl smalpeap =
152.168... Message-1D <0010071cflelb... 4
61 152168, 152168.. "Sam P.. "adl|| From "Sam Perkins" <
108 152.168... 152.168.. "SamP.. "ad|| Te <administrator@....
Subject hey B
:| e M|-r

| saw you eat lunch with another woman -

today.
What is up with that?

-Sam

4 il r

b _ Reload Case Files

4 nr

Live Sniffing Buffer Usage: |
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16. Click on the second email message (middle) in the list. Read the email.

File  Tools Help

-— Select & network adapter in the list —

Parameters (46) I Keywords IGearle::t | ﬁnomalie5|

Hosts (2) | Frames (15} | Files (2) | Images | Messages (3) | Credertials | Sessions (7) | DNS |

30
Case Panel
Flename  MD5

Destinat...
152 168...

Source ...

Frame nr.
17 152.168...

108 192.168... 132.168...

€| i |

To || Attribute Value il
<ad|| Message-ID <001601cfleb. .. l—l
From "Sam Perkins” «...

"ad|| To "administrator” <...
References <001001cfleb. .
:|I'- mhlhllr
| am friends with you on facebook. -

You are an only child.
What if | told your wife?
-Sam

m

— Criginal Message —

From: "administrator”
<administrator@XYZCOMPANY .COM::
To: "Sam Perkins”

<gperkins @XYZcompany.com>

Sent: Friday, January 10, 2014 10:50 AM
Subject: Re: hey

email pcap  GbSbed..

4 | 1 | *

Reload Case Files

Live Sniffing Buffer Usage: |

17. Click on the third email message (bottom) in the list. Read the email.

File Tools Help

— Select a network adapter in the list —

Parameters {46]' Keywords IUearte::t I Momaliesl

Hosts (Z) | Frames {15(}' Files (2) | Imagesl Messages (3) |Credential5 ISessions (n} I DS |

20
Case Panel
Filename  MD3

Destinat...

152168
192.168..

Frame nr.  Source ...

17 192.168...
61 192.168...

€| n |

To || Attribute Value |+
<ad|| Message-D <001c0cflelb... |—|
"adi| | From "Sam Perkins™ <...

To "administrator” <...

<001007cfle1b...

4 | i |

email pcap 6bSbed..

Is that a threat?

What is it worth to you for me not to tell
her?

-Sam

-— Original Message —

From: "administrator”
<administrator@XYZCOMPANY COM>
To: "Sam Perkins”
<sperkins@XYZcompany com:

Sent: Frday, January 10, 2014 10:51 AM
Subject: Re: hey

| »

m

 You better not. i

4| [Tl | »

Reload Case Files

Live Sniffing Buffer Usage: |

18. Close Network Miner when you are finished viewing the emails.
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2.2 Conclusion

Network forensics tools allow you to look through capture files and find forensic
evidence, such as email messages. Commonly used network forensics tools include
Wireshark and Network Miner, which will allow you to view plain text information in
network captures.

2.3 Discussion Questions
1. What filter in Wireshark might provide you with plain text email passwords?
2. Where do you go within Network Miner to view email messages in plain text?
3. What filter in Wireshark will allow you to view plain text sent mail?
4. How do you get more information about a TCP Stream in Wireshark?
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3 Internet Relay Chat

Internet Relay Chat is used to communicate with other Internet users. IRCis an older
technology and is not considered mainstream today.

Keep in mind that Linux commands are case sensitive. The commands below must be
entered exactly as shown.

3.1 Extracting Files from PTK
1. Loginto the Linux Sniffer with the username of root and the password of toor.
For security purposes, the password will not be displayed.

2. Type the following command to initialize the GUI, Graphical User Environment:
~startx

BackTrack 4 RZ Codename Nemesis bt ttyl

bt login: root

Password:

Last login: Mon Dec 17 09:29:55 EST 201Z on ttyl

BackTrack 4 RZ (CodeName Nemesis) Security Auditing

For more information wvisit: http:-/- www.backtrack-linux.org~-
root@bt:"# startx_

3. Open a terminal on the Linux system by clicking the picture to the right of Firefox
in the task bar in the bottom of the screen in BackTrack.

Ve & X -

4. After opening the terminal, you may want to consider adjusting the size of the
font. To increase the font size within the terminal, click Settings from the
Terminal menu bar, select font, then select enlarge font.

TlE] root@bt: ~ - Shell - Konsole
Session Edit View Bookmarks |Settings| Help
ri Hide Menubar

Tab Bar 3
Scrollbar 3
| Full Screen Mode Ctrl+Shift+F
L Bell g
T ¥ i Enlarge Font
#eé Encoding ¥ % Shrink Font
| Keyboard b o Select...
% Schema ¥ s Install Bitmap...
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One of the nice features off some versions of BackTrack is that they are not
automatically assigned IP addresses through the use of Dynamic Host Configuration
Protocol (DHCP). The idea is to come on the network quietly, without being detected.

5. Only the loopback address, 127.0.0.1, is displayed when you type:
root@bt:~#ifconfig

root@bt:~# ifconfig
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.08.0

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:@
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:® txqueuelen:®

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

6. Type the following command to view all available interfaces on the system:
root@bt:~#ifconfig -a

:-# ifconfig -a
Link :

7. To activate the second interface, type the following command:
root@bt:~#ifconfig ethl up

root@bt:-# 1fconfig ethl up
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8. To verify the first interface, type the following command:
root@bt:~#ifconfig ethl

:~# ifconfig ethl
Link encap:Ethernet HWaddr 88:8c:29:64:0f:32
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1
RX packets:1 errors:0 dropped:® overruns:8 frame:®

Tx packets:® errors:8 dropped:® overruns:® carrier:8
collisions:@ txqueuelen:1088

RX bytes:82 (82.8 B) TX tes:0 (8.8 B)
Interrupt:16 Base address:0x28a4

9. On the sniffer machine, type the following command to launch Wireshark:
root@bt:~# wireshark

# wireshark

10. Check the Don’t show the message again box and click the OK button.

Running as user "root" and group "root".
This could be dangerous. ‘

% iDon't show this message again.; ‘

Before sniffing network traffic, we want to designate the External interface.

11. Select Capture from the Wireshark menu bar and choose Interfaces.

| 7 Network Analyzer

| File Edit View Go [Capture Analyze Statistics Telephony Tools Help
| Interfaces... Ctrl+ - &

! e 8 AN W e

Wireshark: Capture Interfaces

Device Description P Packets Packets/s
gl ethl $ Options
gl any Pseudo-device that captures on all interfaces Start || Options
# usbmonl USBE bus number 1 Start || Options
I # usbmon2 USB bus number 2 Start | Options
= s 127.0.0.1 Start || Options

13.
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14. On the Windows 7 External Machine, double-click on the shortcut to bircd.exe.

B

bircd.exe -
Shortcut

15. On the Windows 7 External Machine, double-click on the shortcut to the
command prompt.

16. Type the following to verify that Windows 7 is listening on the IRC port:
C:\>netstat -an | find "6667"

el Administrator: Command Prom

Microsoft windows [Version 6.1.7600]
Copyright (c) 2009 Microsoft Corporation. ATl rights reserved.

C:\»>netstat -an | find "6667"
TCP 0.0.0.0:6667 0.0.0.0:0 LISTENING
TCP [::]:6667 [::]:0 LISTENING

17. On the Windows XP Pro Internal Machine, double-click mirc732.exe on the
desktop.

2/7/2014 Copyright © 2014 NISGTC Page 29 of 40



Lab 12: Communication Artifacts

18. Click next at the Welcome to the mIRC setup Wizard.

B mIRC Setup

Welcome to the mIRC Setup Wizard

This wizard will guide wou through the installation of mIRC
732,

It is recammended that vou close all other applications
before continuing, IF wou hawve a previous copy of mIRC
installed please ensure that it is not running during the
installation.

Click Mext ko continue,

Mext = ] [ Zancel

19. Read over the license agreement and click Agree if you agree to the terms.

B mIRC Setup

Licenze Agreement
Flease review the license terms before installing mIRC,

Press Page Down to see the rest of the agreement,

||*3

mIRC(R) w732 Internet Relay Chat Client
Copyright (o) 1995-2013 mIRC Co, Lkd, B
Al Rights Reserved.

mIRC End User License Agreement
This End User License Agreement ("Agreement”) is a leqal agreement between vau

(either as an individual or as an entity) and mIRC Co, Lid, {"Company™) For the mIRC
software product ("Software™),

B proceeding to download, install or use the Software, vou indicate your acceptance of s

If wou accept the terms of the agreement, click I Agree to continue, Wou musk accept the
agreemeant ko install mIRC,

< Back ” 1 Agree ] [ Cancel
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20. Click Next at the Choose Install Location (to accept the default).
% mIRC Setup |Z||§|g|

Chooze Install Location
Choose the Folder in which to install mIRC,

Setup will inskall mIRC in the Folloving Folder, Toinstall in a different Folder, dlick Browse and
select another folder, Click Mext ko conkinue.

Destination Folder

Z:\Program FilesimIRiC | Browse, ..

Space required: 3.8MB
Space available: 163, 7ME

[ < Back ” Mext = ] [ Cancel ]

21. Click Next at the Choose Components Screen of mIRC.

¥ mIRC Setup

Chooze Components
hoose which Features of mIRC wvou want koinstall.

Check the components vou want to install and uncheck the components vou don't wank ko
install, Click Mext to continue,

Select the type of install: | w |

Cr, select the optional Program File LEcietion
;f_lc‘usrpgii:lunents woll wish to Settings File
' Serwvers Lisk
Urls List
Scripks
Texk Files
Help Files
Space required: 3.8ME

< Back, ” Mext = l [ Cancel
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22. Uncheck Backup Current Files and Automatically Check for Updates. Click Next.

% mIRC Setup

Select Additional Tasks
‘Which additional tasks should be performed?

Select any additional tasks vou would like Setup to perform and then click Mext,
Add Deskbop Shortouk
Add startMenu Shorbcuts
[IBackup Current Files

mIRC can check for updates to ensure that wou have the latest version,

[ ] autamatically Check For Updates

mIRC can run as a portable application. This is only recommended if vou are instaling mIRC
on a porkable drive, such as a IUSE flash drive,

[JRun as Portable Application

< Back “ Mesxk = l [ Zancel

23. Click Install at the Ready to Install screen.

B mIRC Setup

Ready to Install
Setup is now ready bo begin installing mIRC on your computer,

Click Inskall to continue with the installation, or click Back if wou wank to reviess or change any
options.,

Sestination Folder:
Z:\Program FilesimIRC

Additional tasks:
Add Desktop Shorkcut
Add StartMenu Shorbcuts

< Back. ” Install ] [ Zancel
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24. At the Completing the mIRC Setup Wizard screen, check Run mIRC.

% mIRC Setup

Completing the mIRC Setup Wizard

mIRC has been installed on wour computer,

After vou close this window, wvou can run mIRC, connect ko a
server, and start chatting,

If wou are new to mIRC, we recommend that wou read the
firsk Few sections of the mIRC help file For a shark
introduckion before wou skark,

Run mIRC

[Jread mIRC help file

25. Click Continue at the About mIRC screen. You will be using an evaluation copy

that will function for 30 days.

mIRC®

an Inkernet Relay Chat Client
by Khaled Mardam-Bey
version 7.32

Copyright © 1995-2013 mIRC Co. Lkd.
all righks reserved.

For the latest news wisit:
hikkp i it c, com

Evaluation copy: 30 davs remaining.
]

If wou have vour registration, please enter it here

Feqister ] [ Continue
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26. For nickname, enter student. For alternate, enter student2.

mIRC Options |_'X |
Category:
SR Connect

“Servers

E---Identd Alternative: | studentz

Procey

“Local
[+ IRC Mame: | (optional)
[# Sounds ; -

Email
[+ Mouse {op i
[+ DCC
[+ Display Server: Quakenet: Random server
[+ Okher
[Tmew window

Lo« |

Cancel ] [ Help ]

27. Click Servers. Click Add. For the description, put Win7. Enter 216.5.1.200 for
the Internet Protocol (IP) address of the Internet Relay Chat (IRC) Server.

mIRC Options E

Category:

Diescription: | Win7 dff——— |
coy] IRCServer: | 216.5.1.200 Mf—
o
+ Mou Ports: | 6667 |
Disp GEroup: | |
Okh _
COnly certain bypes of users need
ko use a password,

Passwiord; | |

[ Add _][ Cancel ][ Help ]

T T — Help
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28. Click the Select button and click OK.

mIRC Options E'
Cateqgory:
=l Conneck I
g IRC Servers: |
£ Ukahet o
Identd [ WhatMet ) m
Procy [ wiklkedwire -
Local [ Windfyre
+ IR [ WaonderMet
+ Sounds [ worldIRC
+ Mouse [ Warldnet
+ D [ WldRyde
+ Display [ #ewion
+ Other [ tris
] ZAnet
[ ZeroFuzion =
>
[ oF ] [ Cancel ] [ Help

29. Click Connect to connect to the IRC server with the nickname student.

mIRC Options [$_<|

Category:

=l onneck l
Servers
Options Micknarme: | student |
Identd
Procy
Local
IRC Mame: | |
Sounds Email; | |
Maouse
[nZiZ
Display
Cther

Alkernative: | skudent2 |

Server: win?

- FH-F- -

[ Mevs window

[ Connect ]

Ik H Cancel H Help ]
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30. After the connections, type forensics for the channel name and click Join.

mIRC Favorites

Enter a channel name and dlick join:

()

| Forensics| |

Jain

Or select a channel From the list below:
#allriteCafe

|>

#Beginner
#Zafebleu —
#Casual

#CasualChat

#Chat-World

#Chataholics

#Chataway

#chatbuddies

#Chatterz - Fun chat For all =)
#Chatzone

#Theers

£ I >

| £

Pop up favorites on conneck
Enable join on connect

Edit

Delete

Jain

Mames

O

31. In the forensics room, type hello world and press Enter.

2/7/2014

Bl #forensics (my.server. name, student) [1] [+nt]

* Mow talking in #forensics
{@Bstudent> hello world

-~ Estudent

=
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32. To access the chat logs on the system, select Tools, then Log Files.

File Miew Favorites WEEsEN Commands
P | ol |

25 my.server.name st

Window  Help
Channels List,.,  Alk+L

Scripts Editar,.,  AlE+R

Send File. .. Alk+5
Ellg‘l My SEFVER NS chat... Al
=-8 Zhannel: 1
Received Files. .

33. To view the chat logs on the system, select the forensics log and click View.

Faolder: |L|:u;|5 v|
Search subfolders
File name: |*.I|:u;| v|
TEXt:| V| [ Search ]
File Folder Size

#forensics og

status.log

Session Start: Fri Jan 18 21:85:49 2814
Session Ident: H#forensics

[21:z85] = MHow talking in #forensics
[21:86] <@student> hello world

&l
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34.

36.

2/7/2014

On the Linux Sniffer, type irc in the filter pane and click Apply.

File

Filter: [irc

Edit Wiew Go Analyze Statistics

e

Capture Telephony Tools

$ o olB

Clear Apply

Source
.937283

. 002761 Request
1168 1577.203088 192.168.1.175 215.5.1.200 IRC Request
1180 1581.439358 216.5.1.200 192.188.1.175 IRC Response
11594 1890.991537 216.5.1.200 192.168.1.175 IRC Response
1195 1690.993689 192.168.1.175 216.5.1.200 IRC Reguest
1196 15690.994586 216.5.1.200 192.168.1.175 IRC Response
1197 1891.000226 192.168.1.175 215.5.1.200 IRC Request
1198 1591.000886 216.5.1.200 192.168.1.175 IRC Response
1195 16891.020128 192.168.1.175 216.5.1.200 IRC Request
1200 1651.020401 216.5.1.200 182.168.1.175 IRC Response
1261 1782.031674 216.5.1.200 192.168.1.175 IRC Response

Eile Edit

VWiew Go Capture Analyze Statistics Telephony Tools

Source

1166 1677.0 Mark Packet (toggle) 5:5.1.299
1169 1677.21 'gnﬂr?paCkEt{tuggm} 5.5.1.200
1180 1681 .4 (X} set Time Reference (toggle) EREEEREE=
1194 1690.9 Manually Resolve Address 2.168.1.175
1155 1690.9 Apply as Filter * |5.5.1.200
1196 1690.9 Prepare a Filter b |2.168.1.175
1197 1691.0 Conwversation Filter ' 5.5.1.200
1198 1691.0 Colorize Conversation » 2.168.1.175
1199 1691.0 ' l5.5.1.200
1700 1891 .0 < _Eollow TCP Stream > 2 1682.1.175

View the Transmission Control Protocol (TCP) Stream.

Stream Content

T ——— ———

imy.server.name 353 student = #forensics :@student
imy.server.name 366 student #forensics :End of /NAMES list.
MODE #forensics

imy.server.name 324 student #forensics +nt

tmy.server.name 329 student #forensics 1389405949
ERIVMSG #forensics :hello wurldl

Copyright © 2014 NISGTC Page 38 of 40



Lab 12: Communication Artifacts

3.2 Conclusion

Internet Relay Chat is used to communicate with other Internet users. IRC is an older
technology, which is not always encrypted, and typically uses port 6666-6669.

3.3 Discussion Questions

What ports does IRC typically use?

What does IRC stand for?

Name an application that can be used as an IRC client.

What command can be used to verify an IRC server is listening on a port?

PwnNE
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