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Lab 16: Forensic Case Capstone

Introduction

This lab is part of a series of lab exercises intended to support courseware for Forensics
training. The development of this document is funded by the Department of Labor
(DOL) Trade Adjustment Assistance Community College and Career Training (TAACCCT)
Grant No. TC-22525-11-60-A-48.

This lab includes the following tasks:

1. Forensic Challenge 1 — Analysis and Reporting in Autopsy
2. Forensic Challenge 2 — Analysis and Reporting in PTK

Performing this lab will provide the student with a hands-on lab experience meeting the
Evidence Acquisition, Preparation and Preservation Objective:

The candidate will demonstrate an understanding of forensic examination of user
communication applications and methods, including host-based and mobile email
applications, Instant Messaging, and other software and Internet-based user
communication applications.

In this lab, you will be guided through the image loading process in Autopsy and PTK.
After loading the images, you will be searching for artifacts related to “criminal” cases.
You will need to bookmark the artifacts you find and generate a report.

Autopsy — An open source forensic suite that will allow you to analyze disk images.

PTK — An open source and commercial forensic suite that will allow you to analyze disk
images. DFLabs, based out of Italy, created PTK. The website is www.ptkforensic.com

The Sleuth Kit (TSK) is a collection of command line tools that are utilized by the PTK
forensic browser. The Sleuth Kit tools can be utilized without Autopsy.

MD5 — Message Digest 5 is a 128-bit hashing algorithm that aids forensic examiners by
“proving” that the copy of the media they are working on is "equivalent" to the original.
Other hashes, like SHA-1, which is 160 bits, are more accurate than the 128 bit MD5.

SHA1 — Secure Hash Algorithm is a 160-bit hashing algorithm that aids forensic
examiners by “proving” that the copy of the media they are working on is "equivalent"
to the original. There are also 256, 384, and 512-bit versions of SHA that are more
accurate.
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Lab Topology

BackTrack

INTERNAL NETWORK 192.168.1.0/24

1

Forensics and S sense

Firewal =
Advanced 216,10 Trowall A—;
Forensic POD
EXTERNAL NETWORK 216.0.0.0/8
[ }
216.6.1.100 216.5.1.200

2/7/2014 Copyright © 2014 NISGTC Page 4 of 30



Lab 16: Forensic Case Capstone

Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password
(if needed) (if needed)
BackTrack 5 R3 Internal Machine 192.168.1.50 root toor
Windows 7 External Machine 216.5.1.200 student password
2/7/2014 Copyright © 2014 NISGTC Page 5 of 30
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1

The high cost of computer forensics software can be cost prohibitive for many

Forensic Challenge 1 — Analysis and Reporting Using Autopsy

companies and organization. Autopsy is one of the few free forensic suite options

available. It runs on Linux and Microsoft Windows operating systems. Autopsy,

developed by Brian Carrier, utilizes the command line tools of the The Sleuth Kit (TSK),
underneath the hood.

1.1

2/7/2014

Installing Autopsy on Windows

To log into the Windows 7 External Machine, click on the Windows 7 icon on

the topology.
If required, enter the username, student.

Type in the password, password, and press Enter to log in.

4. Click the Start icon in the lower-left corner and then select Computer.

“"LD#I FdIrit
,ﬁ KPS Viewer

@ Windows Fax and Scan
% Remote Desktop Connection

]ll Magnifier

»  AllPrograms

| |599r':h programs and files Fe | d

Copyright © 2014 NISGTC
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Lab 16: Forensic Case Capstone

5. Double-click on the (NTFS) H: drive within Computer.

2/7/2014

J.;I v Computer »

Ty

Search Computs

it View Tools Help

ev  AutoPlay  Properties  System properties  Uninstall or change a program = » =

orites 4 Hard Disk Drives (3)

esktop Local Disk (C:) FAT12 (E)

ownloads w T ——
202 GE free of 8.9 GB W 416 KB free of 6.97 MB

ecent Places
FAT32 (F) FAT16 (G:)

: | T e —

fanes W 34.3 ME free of 95.0 MB W 19.2 MB free of 46.9 MB

ocuments

i NTFS (H:)

usic =1 |

ictures W 8.05 GE free of 9.99 GB

Double-click on the autopsy-3.0.8-32bit.msi file to install Autopsy.

IR » Computer » NTFS () » - Search NTFS (Hy)
File Edit View Tools Help
Organize = ﬂ Install - Burn Mew folder =« @
< Favorites Name Date modified Type Size
M Desktop SRECYCLEBIN 712/2013 351 PM File folder
4 Downloads | Backup 8/13/2013T11 AM  File folder
‘E_—.' Recent Places 4 System Velume Information 8/13/20136:55 AM  File folder
|| 10-ntfs-disk.dd 6/27/2013 250 PM DD File 96,392 KB
= Libraries || 10-ntfs-disk.dd bt 1272014 1104 PM Text Document 1KB
@ Documents 10-ntfs-partl.dd £/27/2013 2:50 M DD File 43164 KB
J‘ Music ﬁ! autopsy-3.0.8-32bit.msi 1/6/201410:02 AM ~ Windows Installer.. 257952 KB
[E] Pictures || FAT32.001 6/28/20131:29PM 001 File 1,536,000 KB
B Videos || ntfs_pract.E0L 12/20/20139:45 AM  E01 File 16,886 KB
Copyright © 2014 NISGTC Page 7 of 30
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7. Click Next at the Welcome to the Autopsy Setup Wizard.

rﬁ Autopsy Setup @_‘

Welcome to the Autopsy
Setup Wizard

The Setup Wizard will install Autopsy on your computer,
Click "™Mext" to continue or "Cancel” to exit the Setup Wizard.

< Back [ Mext = ] [ Cancel l

8. Accept the default for the installation directory and click Next.

‘_'5! Autopsy Setup l = ﬁ

Select Installation Folder
This is the folder where Autopsy will be installed.

To install in this folder, dick "Mext”. To install to a different folder, enter it below ar didk
"Browse",

Folder:
C:'\Program Files\Autopsy-3.0.58 - Browse...

Advanced Installer

< Back ][ Mext = J [ Cancel
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9. Atthe Ready to Install screen, click Install.

rﬁ Autopsy Setup @1

Ready to Install
The Setup Wizard is ready to begin the Autopsy installation

Clidk "Install”™ to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Click "Cancel” to exit the wizard.

Advanced Installer

[ < Back ][ Install ][ Cancel ]

10. Click Finish at the Completing the Autopsy Setup Wizard screen.

‘_ﬁ! Autopsy Setup P

Completing the Autopsy Setup
Wizard

Clidk the "Finish™ button to exit the Setup Wizard.

mand
ormpt
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12. Type the following command to switch to the H: Drive:
C:\>h:

lm Administrater: Command Prompt

Microsoft windows [Version 6.1.7600]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\>h:

H:\>

13. Type the following command to view the directory:
H:>dir

H:\>dir
| Volume in drive H is NTFS
vVolume Serial Number 1is DOD7-FD3C

Directory of H:\

06/27/2013 01:50 PM 98,705,408 10-ntfs-disk.dd
01/02/2014 11:04 PM 97 10-ntfs-disk.dd.txt
06/27/2013 01:50 PM 49,319,424 10-ntfs-partl.dd

01/06/2014 10:02 AM 264,142,336 autopsy-3.0.8-32bit.msi
08/13/2013 06:11 AM <DIR> Backup
06/28/2013 12:29 PM 1,572,864,000 FAT32.001
01/08/2014 05:59 PM <DIR> Tabl6
01/08/2014 :58 AM 1,944,960 mirc732.exe
§01,/08/2014 : AM <DIR> Network_Miner_1-5
2/20/2013 145 AM 17,290,960 ntfs_pract.EO0L
7 File(s) 2,004,267,185 bytes
3 Dir(s) 8,049,524,736 bytes free

14. Type the following command to delete all of the files (but not the folders) on H:
H:>delete *.* /q

Files are NOT sent to the Recycle Bin when deleted from the command line.

2/7/2014 Copyright © 2014 NISGTC Page 10 of 30



Lab 16: Forensic Case Capstone

15. Type the following command to view the directory once again (notice the files
are gone but the folders are still present):
H:>dir

H:\>dir
Volume 1in drive H is NTFS
Volume Serial Number is DOD7-FD3C

Directory of H:\

08/13/2013 06:11 AM <DIR> Backup
01,/08/2014 05:59 PM <DIR> 1ab16
01/08/2014 09:15 AM <DIR> Network_Miner_1-5
0 File(s) 0 bytes
3 Dir(s) 10,053,795,840 bytes free

16. Click on the Start button and click on the link for Computer.

g FdimL
Computer

< KPS Viewer
Control Panel

i Windows Fax and Scan
= Devices and Printers

l:{-. Remote Desktop Connection
)

Default Programs

¥ Magnifier Help and Support

P AllPrograms

(TSearchprograms and s
e -
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17. Double-click on the (NTFS) H: Drive within Computer.

‘M Computer » - Learch Compute

it View Tools Help

e w AutoPlay Properties Systern properties Uninstall or change a prograrmn = » =

‘orites 4 Hard Disk Drives (5)

esktop Local Disk () FAT1Z (E3)

‘ownloads w T ——
202 GB free of 8,589 GB C‘;:./ 416 KB free of 6,97 MB

ecent Places
FAT32 (F) FATI6 (G:)

. T e— — T e— —

raries S0 243 MB free of 95,0 MB S0 19.) MB free of 46.9 MB

‘ocuments

e MTFS (H:)

usic = —

ictures S0 505 GB free 07999 GB

18. Double-click on the lab16 folder.

IL_"I v Computer » NTFS(H:) »

View Tools Help

- = Open Include in library = Share with

rites B Name
sktop SRECYCLE.BIN
whnloads . Backup
cent Places | lablé
= . Metwork_Miner_1-5
Iries A System Velume Information

19. Right-click on casel.dd, select 7-zip, and select Extract to "casel1\".

| | | casel.7z 1/8/2014 5:38 PM TZ File
| caseldd, Open [14533PM  Text Docu
7-Zip 2 Open archive
Restore previous versions Extract files...
Send to 5 Extract Here
Extract to "casell"

STOP: Wait for the file to finish unzipping before you proceed to the next step.
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20. Double-click on the shortcut to Autopsy on the desktop.

iy

21. A window with a dog should eventually appear that says, Starting modules.

Starting modules... hitn://www.sleuthkit.ory

22. Click the Autopsy icon on your desktop. Click on Create New Case.

. Welcome [&J ‘

Create New Case

+. H

Open Recent Case
2

Open Existing Case

(3

Close
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23. Name your case Labl6casel. For the Base directory, put H:\Case. Click Next.

fﬁ, Mew Case Information

Steps

Case Info

1. Case Info
2. Additional Information

Enter New Case Information:
Case MName: Labifcasel

Base Directory: |H:\case

Case data will be stored in the following directory:
H:\casellab16casel

Browse

24. Click Yes to create H:\Case directory.

fﬁ, Create directory

===

! . The base directory "H\Case' doesn't exist.,

Do you want to create that directory?

25. The case number will be Lab16. Put student in the Examiner field. Click Finish.

f@ Mew Case Information

X

Steps

Additional Information

1. CaseInfo
2. Additional Information

2/7/2014

Optional: Set Case Number and Examiner

Case Mumber: Lab1s

Examiner: Student

Copyright © 2014 NISGTC
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dropdown. Click on Browse.

26. In the Add Image window, select Image File from the Select Input type to add

I;- Add Data Source

Steps

Enter Data Source Information wizard (Step 1 of 3)

1. Enter Data Source
Information
. Configure Ingest Modules
3. AddData Source

Enter Data Source Information:

Select source type to add: 'i[mage File

Browse for an image file:

Browse

27. Click Computer on the left, then double click on NTFS H: > lab16 > casel.

2/7/2014

{ify Open . -, -
Lockin: | | casel -
E Local Disk (C:) -
T= &% DVD Drive (D:) BET4
ke E — FAT12 (E2) -
Recent Items —a FAT32 (F2) L
= FAT16 (G:)
-' = NTFS (H:) i
; ) labis
£
My Documents
A
|
Computer

Copyright © 2014 NISGTC
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28. Select the casel.dd file and click Open.

ﬁ Cpen ‘ D —— ﬁ
Look in: , casel ': cF EH-
- ... casel.dd
sl b

Recent Items

Desktop

{ J
My Documents

L™

_—
Computer

p=t.
H File name: case1.dd

e Files of type: :All Supported Types - Eopect

29. Leave the image timezone as (GMT-6:00) America/New York. Click Next.

Please select the input timezone: .{GI'U'I'I'—E:UU} AmericaMew_York -

[] 1gnore orphan files in FAT file systems
(faster results, although some data will not be searched)

Press ‘Mext' to analyze the input data, extract volume and file system data, and populate a local database.

< Back

Finish Cancel
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30. Leave all the boxes checked. This will allow different built-in modules in Autopsy
to extract files from the image. Click Next.

-
@, Add Data Source

===

Steps

Confi Ingest Modules wizard (Step 2 of 3)

1. Enter Data Source Information
2. Configure Ingest Modules
3. Add Data Source

Configure Ingest Modules

Configure the ingest modules you would like to run on this data source.

Recent Activity
Hash Lookup
Archive Extractor
Exif Image Parser
Keyword Search
Thunderbird Parser

EEEEEE

[] Process Unallocated Space

Advanced

Finish

31. The tool will begin processing. Click Finish.

2/7/2014

@, Add Data Source

Steps

Add Data Source wizard (Step 3 of 3)

1.  Enter Data Source Information
2. Configure Ingest Modules
3. Add Data Source

Adding Data Source - Complete

File system has been added to the local database. Files are being analyzed.

Copyright © 2014 NISGTC

Page 17 of 30



Lab 16: Forensic Case Capstone

32. Your image should now be loaded and you may begin the forensic challenge.

File View Tools Window Help
("\, Close Case Add Data Source Generate Report Ay el > - Keyword Lists - Q
Directory Listing IJ B @
Data Sources 1 Res
E Data Sources m'—|
= \iews
=| Resuts Name
E Extracted Content ;1 casel.dd
. Keyword Hits
3 & Single Literal Keyword Search ()
‘. Single Regular Expression Search (0)
% Hashset Hits
| E-Mail Messages
@ Tags
1.2 Performing Forensic Challenge 1

Forensic Challenge 1 — Analysis and Reporting in Autopsy

Susie Stapleton has gone missing for 3 days. Her husband and kids are worried sick. A police
officer has acquired an image of her hard drive.
1. Look through her user profile to find any pictures that might reveal where she is

2. Bookmark any photos you find that you deem to be relevant
3. Generate a forensic report in HTML format

After you have completed the forensic challenge:

1. Close Autopsy.
2. Delete the casel.dd file from the H: drive.

3. Empty the Recycle Bin.

2/7/2014 Copyright © 2014 NISGTC Page 18 of 30
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2 Forensic Challenge 2 - Analysis and Reporting Using PTK

PTK, developed by DFLabs in Italy, utilizes the command line tools of The Sleuth Kit.
PTK is similar to Autopsy, but has both a free version and a commercial version.

Keep in mind that Linux commands are case sensitive. The commands below must be
entered exactly as shown.

2.1 Loading the NTFS Image into PTK
PTK is included with Release 5 of BackTrack. It is not included with the Kali distribution.

1. Openthe BackTrack 5 R3 Internal Machine. Type root for the login and toor
(root spelled backwards) for the password.

The password will not be displayed when you type it, for security purposes.

BackTrack 5 R3 - 32 Bit bt ttyl

bt login: root

Paz=sword:

Last login: Tue Aug 13 Z22:37:1Z2 EDT 2013 on ttyl

Linux bt 3.2.6 #1 SMP Fri Feb 17 10:40:05 EST 2012 i686 GHU-Linux

System information di=zabled due to load higher than 1.0
root@bt: 7§ _

2. Type the following command to start the Graphical User Interface (GUI):
root@bt:~# startx

root@bt:"# startx_

3. Open a terminal by clicking on the picture to the right of the word System in the
task bar in the top of the screen.

Applications Places System

~ v % root@bt: ~

File Edit View Terminal Help

~# |}

2/7/2014 Copyright © 2014 NISGTC Page 19 of 30
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4. Switch to the images directory by typing the following command:
root@bt:~# cd images

¥ root@bt: ~/images

File Edit View Terminal Help

:~# cd images
. ~/images#

5. Type the following command to view the files in the image folder:
root@bt:~# Is

:~/images# 1s

case2.dd.gz case2dd.txt ntfs.dd ntfsdd.txt

6. Type the following command to remove the large case2.dd image file.
root@bt:~# rm -rf case2.dd

:~/images# rm -rf ntfs.dd

7. Type the following command to remove the large case2.dd image file.
root@bt:~# gunzip case2.dd.gz

:~/images# gunzip case2.dd.gz

STOP: Wait for the file to finish unzipping before you proceed to the next step.

8. Type the following command to view the unzipped file
root@bt:~# Is

:~/images# 1s

case2.dd case2dd.txt

9. Type the following command to view the file from the Graphical User Interface:
root@bt:~/imagest# gedit case2dd.txt

:~/images# gedit case2dd.txt

* case2dd.txt (~/images) - gedit
ew Search Tools Documents

o oven v Dise

case2dd.txt %

CRC32: F5DC3241
MD5: ©83C907DB48BE6BECISESE3ABS8D2ZFEF
SHA-1: 5A586FC96B15B28D8BSFD7B15125CBABAA22B4ED

10. Close the file when you are finished viewing it with the gedit application.
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11. Type the following command to view the file contents from the terminal:
root@bt:~/images# cat case2dd.txt

:~/images# cat case2dd.txt
CRC32: F5DC3241

MD5: 083C907DB48BB6BEC99E9E3A858D2FEF
SHA-1: 5A586FC96B15B28D8B9FD7B15125CBA6AA22B4ED

12. Type the following command to view the MD5 hash:
root@bt:~/imagest# cat case2dd.txt | grep MD5

:~/images# cat case2dd.txt | grep MD5

: 083C907DB48BB6BECO9E9E3AB58D2FEF

13. Type the following command to view the file with the hashing information :
root@bt:~/images#t md5sum case2.dd

:~/images# md5sum case2.dd

083c907db48bb6bec99e9e3aB858d2fef case2.dd
Notice that the MD5 sum matches the sum from the acquisition text file.

14. Type the following command to view the SHA1 hash:
root@bt:~/images# cat case2dd.txt | grep SHA1

:~/images# cat case2dd.txt | grep SHA-1

: S5A586FC96B15B28D8BI9FD7B15125CBA6AA22B4ED

15. Type the following command to view the file with the hashing information :
root@bt:~/images# shalsum case2.dd

:~/1images# shalsum case2.dd

5a586fc96b15b28d8b9Td7b15125cbabaa22bded case2.dd

2/7/2014 Copyright © 2014 NISGTC Page 21 of 30
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16. On the BackTrack 5 R3 Internal Machine, click Applications > BackTrack >
Forensics > Forensic Suites > PTK.

Applications' Places System [>_]

Privilege Escalation
ntaining Access
Sound & Video > {{T Reverse Engineerin

System Tools

,‘f; Forensics

B Reporting Tools

A

aneous > -—‘((—‘ Forensic Ar

ell

J Is
h F'(_, Forensic Carving Tools
_/.2 ‘ N ,,{_; Forensic I

»F Forensic Ima
»f(-— Forensic Suites
“‘f’ Network Forensics

ssword Forensics Tools

S 127.0.0.1 v

S BackTrack Linux [fjOffensive Security KNExploit-DB Wy Aircrack-ng [ SomaFM

Username

admin
Password
[toor
| Login
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18. In the bottom-right corner of Firefox, click Allow 127.0.0.1.

? Case gallery Add

No cases available

e ) Allow 127.0.0.1

$| Options... | ®

&) Scripts Currently Forbidden | <SCRIPT=: 12 | <OBJECT>: 0

19. Click the Add button to start a new case within Autopsy.

* PTK - Mozilla Firefox

File Foit View ctrry
e :I'l L MICW '—l =LY

S) | @ 127.0.0.1/ptk/lib/home.php

py BackTrack Linux [jjOffensive Security K Exploit-DB Y Aircrack-ng

@ Free memory: 642572 Kb | CPU: 1%/ Free dis

‘? Case gallery

No cases available
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20. Enter Lab16case2 as the case name and click Create.

Create new case *

*Case name: |Labl6case?) |

Description:

A

Create

21. Click the Green Drive Icon (manage images) to the right of Labl6case2.

@ Free memory: 858700 Kb | CPU: 3%

1'? Case gallery =" Add

Labl6case2 ‘\FJ B | ﬁ %

22. Click Add to add the Image to the PTK Case.

ODFLal

Maregrg o

Case: Labl6case? @ Free memory: 88136 Kb | CPU: 3%| Free disk: 4036M | Disk usage: 79% Investigator: admin [home | settings | logout]

o[

ﬂ Case gallery i Add @ Lab16case2: images management

Lab16case?
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23. Type Lab16case?2 for the name and select DD for acquisition type. Click Next.

24. Browse to /root/images. Check the case2.dd file and click Next.

2/7/2014

Add image - Informations (1 of 3)

3

*Name: |Labl6case2

Acquisition type |oD

v||

(info only):

Acquisition time: |

I

Acquisition |
operator:

State:

City:

Address:

Zip code:

Description:

/root/images 4
Ea ..
@ DO case2.dd 2.3G
O O case2dd.txt 107
O [ ntfsdd.txt 98
[ select/deselect all (do not select log file) =

Copyright © 2014 NISGTC
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25. Verify that symlink is checked as the Method and that the Filesystem is
recognized as FAT32. Use the dropdown box to change the Timezone to
America/New_York. Click Next.

Add image - Type and location (2 of 3) 3

*Image path: | /root/images/case2.dd B
*Method: O symlink
|:| copy

Filesystem: |fat32 v |

Timezone: [[America/New_York v

< =

26. Check Ignore for both MD5 and SHA1 and then click Add.

Add image - Integrity (3 of 3) &

MD5: O Ignore
) calculate
) Use this hash:

SHALl: © Ignore
O calculate
O Use this hash:

- | Add |
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27. Click the Case:

Labl6case2 hyperlink.

=g ] )S

©DFLabs

Maragrg rfosacurty Rsks

Case: Lablb6case? Aff—

J? Case gallery

- Add

Labl6case2

28. Click Lab16case2 under Case Gallery to view Lab16case2: images management.

nw

GDFLal

Maregrg Irfosd

Case: LablGcase2

@ Free memory: 94528 Kb | CPU: 3%)| Free disk: 4036M | Disk usage: 79% Investigator: admin [home | settings | logout]

1'? Case gallery o Add

o~
@ Labl6case2: images management

<+ Add

Labl6case2

<=

Labl6case2

CQUUOR

29. In the right pane, under lab 16case2: images management, click the gray icon to
the right of Labl6case2. This button is used to analyze the NTFS image loaded
into the case.

g Case gallery 7 Add

f’--\
@ Labl6case2: images management G

Labl6case2

Labl6case2

0RO R

2/7/2014
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Lab 16: Forensic Case Capstone

30. Expand Labl6case2, then expand fat32. The file system should load.

&%Tﬁ Case: Labl&case? | Image: Labl&case?

| W
10| O PAGEFILE.SYS
= EiDﬂCIJITiEI‘IEEI‘Id settings 2 O E (] ntldr
@ [H program Ales 3|0 d 0O NTDETECT.COM
k] EiSystmwlumE 4| 0|d| O boot.ini
Infarmation s @ | O CONFIG.5YS
_stsz000.cmp —
Q]Eunﬂg.r-'lsl
Q]Eunﬂg.r-'lsl

3¢ ms13z4fe tmp
%4 config.msi
%4 config.msi
33 ms13bede.tmp
%4 config.msi
%4 config.msi
%4 106406

d

desb&feas6fflbofa3s4bloadenels
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Lab 16: Forensic Case Capstone

2.2 Performing Forensic Challenge 2

Forensic Challenge 2 — Analysis and Reporting in PTK

Jimmy Jamison has been arrested for stealing credit cards. He has used five different credit
cards that were not his. A police officer has acquired an image of his hard drive.

Look through his user profile to find any documents that Jimmy had

Export the documents and view them to determine if credit card info is present
Bookmark any documents that you deem to be relevant

Generate a forensic report in PDF format

pwnpE

Close PTK, after you have completed the forensic challenge.
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