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In this lab, students will install and configure a Linux Firewall.

This lab includes the following tasks:

· 1 - Testing the Current Firewall and  Installing the Linux Firewall 
· 2 - Configuring and Testing the Linux Based Firewall
· 3 - Using Internal Services from an External Machine 

You should be aware of the common terms that are relevant within the “Configuring a Linux based Firewall to Allow Incoming and Outgoing Traffic” lab to successfully complete it.

FTP – FTP stands for File Transfer Protocol. FTP, which uses port 20 and 21, and can be used to upload or download files from the command line or a bowser, like Firefox.   

HTTP - HTTP stands for Hyper Text Transfer Protocol. HTTP, which uses port 80, and is commonly used to download files from a website using browsers like Internet Explorer.   

nmap – Nmap can be used in Linux, Mac, or Microsoft Windows to locate machines on a network.  After Nmap is used to discover machines on a network, it can also be utilized to determine which open Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) ports the machine has open.  Nmap will give an indication of the operating system the remote machine is using.  Nmap was used in the movie the Matrix.

PORT – There are 65,536 ports, numbered from 0-65,535. The first 1024 ports, ports 0-1023 are said to be well-know. They include ports like HTTP (Port 80) and FTP (Port 21).  

SSH – Secure Shell uses port 22. SSH provides a much better option than TELNET for remote administration because traffic is encrypted. SSH is native to most Linux systems.  
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The information in the table below will be needed in order to complete the lab.  The task sections below provide details on the use of this information.

Required Virtual Machines and Applications

This lab requires the use of the Windows 7, Windows 8, Internal BackTrack 5 R3 Linux, Windows 2008 Internal and the Windows 2008 firewall machines.

	
Windows 7 Professional 

	216.1.1.200

	
student password

	password

	
Windows 8

	192.168.1.200

	student password
	
password


	
Internal BackTrack 5 R3

	192.168.1.50

	
BackTrack 5 R3 root password

	
toor


	
Windows 2008 Internal Machine

	192.168.1.100

	
Administrator password

	P@ssw0rd

	
Windows 2008 Firewall

	216.1.1.1
192.168.1.1

	
Administrator password

	firewall
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In this section we, will examine the current Firewall configuration. Then, we will install a Linux Firewall, which will be configured to match the settings of the Windows Firewalls. We will be installing the Linux based Firewall distribution called Endian Firewall which is a Red Hat based distribution based off of Red Hat Linux Enterprise.

[bookmark: _Toc404706481]Testing the Current Firewall and  Installing the Linux Firewall 

Log on to the Internal BackTrack Machine

In order to  configure, and set up the services required for compliance, perform the following steps on  the Internal Machine running BackTrack Linux (version 5 R3). 

Note: Just click in the Window and hit enter if BackTrack is displaying a black screen.

1. Type root for the login and toor (root spelled backwards) for the password. 

Note: The password of toor will not be displayed when you type it for security purposes.
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Figure 1:  Logging in as root 

2. Type the following command to start the Graphical User Interface (GUI).
root@bt:~# startx
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Figure 2:  The startx command 

3. Open a terminal on the Linux system by clicking on the picture to the right of the word System in the task bar in the top of the screen in BackTrack version 5 R3.
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Figure 3:  The Linux Terminal 
4. Type the following command to test for outbound connectivity.
root@bt:~# ping 216.1.1.200 -c 4
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Figure 4:  The Linux Terminal 

The Windows based Firewall is allowing outbound traffic. NAT or Network Address Translation is set up allowing this Internal Linux Machine with the IP Address of 192.168.1.50 to communicate with the Windows 7 machine on the Public network. 

5. Log on to Windows 7 as student with the password of password. 
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Figure 5:  Logging on to the Windows 7 Machine

6. Open a command prompt by clicking on the shortcut on the Desktop.
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Figure 6:  Opening the Command Prompt

7. Right click on the blue bar at the top of command prompt and go to properties.
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Figure 7:  Opening the Command Prompt

8. Click the Colors Tab. Select Blue (2nd from the left) and click ok.
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Figure 8:  Opening the Command Prompt
9. Type the following command to scan the firewall for open ports:
C:\>nmap 216.1.1.1
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Figure 9:  The results of the port scan
Currently, the firewall is configured to redirect incoming requests for the FTP, TELNET, SMTP, HTTP, and POP3 to the Windows 2008 machine on the Internal Network.
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Figure 10:  Redirection of Firewall

We will now install and configure a Linux based Firewall. We will configure it to allow all traffic outbound. We will also allow incoming traffic for the 5 ports, redirected to the Windows 2008 server located on the Intern Network (IP Address of 192.168.1.100)
1. On the Windows 2008 Server Firewall, click PC then “Send Ctrl+Alt+Del” in the top left corner of the screen in order to log on to the Windows 2008 server.

[image: ]

Figure 11:  Logging on to 2008 Server
10. Enter firewall for the Administrator password to the Windows 2008 Server.
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Figure 12:  Logging On

11. Click on the start button. Click the arrow to the far right and select restart. 
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Figure 13:  Restart the Firewall. 



12. Select the second reason in the list from the drop down box and click ok.
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Figure 14:  Shutdown Reason

13. At the Linux boot prompt, type the word install and hit enter.
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Figure 15:  Type install 


14. Hit the Enter button for English at the Language selection screen.
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Figure 16:  English

15. Hit Enter at the “Welcome to the Installation” screen.
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Figure 17:  Welcome to Installation Screen

16. At the “Prepare the Hard Disk” screen, select Yes and then hit the enter button.
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Figure 18:  Installation Screen

17. Hit enter to No Console Access over a serial port.
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Figure 19:  No Console Access


18. EFW will make the root file system… Then it will indicate that it is installing packages. The entire process may take up to 15 minutes to complete.
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Figure 20:  Installing the File System and Packages

19. For the Green Interface, type 192.168.1.1 as the IP Address, hit enter twice and then once for ok.
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Figure 21:  IP Address
20. Hit enter for ok at the unable to eject the CD-ROM error.
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Figure 22:  Trying to eject the CDROM 

21. You will receive a message the successful installation message. Hit enter for ok to reboot.
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Figure 23:  Successful Install
22. You can hit enter at this screen or wait 30 seconds and EFW will load.
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Figure 24:  Firewall Boot Screen.

After the firewall loads up to the following screen, it will be ready to be configured.  
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Figure 25:  Firewall is ready
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The Windows based firewall was allowing all outbound traffic. NAT, or Network Address Translation, is set up allowing this Internal Machines (Like Windows 8) to communicate with the machines on the Public network (Like Windows 7). In addition, the Windows firewall was configured to redirect incoming requests for the FTP, TELNET, SMTP, HTTP, and POP3 to the Windows 2008 machine on the Internal Network. Linux based firewalls like Untangle, Smoothwall, M0nowall, Endian Community Firewall, and pfSense are commonly used in the industry. In the next section, we will configure the Linux based Endian firewall to replicate the setting of the Windows based firewall. 
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1. What is NAT, and how can you check to ensure that outbound traffic is allowed?
2. What machine on this network is running FTP, TELNET, SMTP, HTTP, and POP3?
3. What tool can be used to check for open ports on a system?
4. Which ports do FTP, TELNET, SMTP, HTTP, and POP3 utilize? 
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The Windows firewall was currently set up to allow all outbound traffic and allow incoming FTP, TELNET, SMTP, HTTP, and POP3 services. These services were redirected to the Windows 2008 domain controller on the internal network. In this step, we will replicate this configuration with the Linux Community Edition Endian Firewall.    

[bookmark: _Toc404706485]Configuring the Firewall 

1. Click on the Windows 8 Desktop to bring up the login screen. For the student password type password, and then hit enter.
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Figure 26:  Logging into Windows 8

2. Right click the cmd-Shortcut on the desktop and select “Run as administrator”.
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Figure 27:  Shortcut to Command Prompt


3. Type the following command to ping the Firewall on its internal interface.
C:\>ping 192.168.1.1

[image: ]

Figure 28:  Pinging the Firewall

4. Click on the shortcut to Internet Explorer on the Windows 8 Desktop.
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Figure 29:  Internet Explorer Shortcut

5. Go to the following URL: http://192.168.1.1/. Click Continue to this Website.
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Figure 30:  Continue to this Website
6. Click the Next button at the Welcome to Endian Firewall. 

[image: ]

Figure 31:  Welcome Screen 

7. Click Next at the select your language and select your time zone screen.
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Figure 32: Welcome Screen

8. Click the Accept License check box and click the next button below.
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Figure 33: Accept License Screen
9. Click Next at the Restore Backup Screen.
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Figure 34: Do not Restore Backup

10. For the Web Front end and the SSH Password, type password and click next.
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Figure 35: Typing Password.

11. Select Ethernet Static and click the next button.
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Figure 36:  Ethernet Static 


12. Click Next at the Network Zones Screen.
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Figure 37:  Network Zones Screen

13. Click Next at the Green Interface Screen (Local Area Network-192.168.1.1).

[image: ]

Figure 38:  Green Interface












14. For the Red Interface, type 216.1.1.1. For the network mask, select 255.0.0.0. Select the Port 2 radio button for the internal card and type 216.1.1.1 for the gateway. Click Next.

[image: ]

Figure 39:  Red Interface

15. Put 8.8.8.8 for both DNS Servers (Google). This system is not on the Internet.
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Figure 40:  Editing the HTTP Redirection

16. Click Next at the Admin Email Address Screen.

[image: ]

Figure 41:  Click Next
17. Click Ok, Apply configuration button to apply settings.
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Figure 42:  Apply Configuration

18. Wait for the Network Setup page to reload.
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Figure 43:  Network Setup Finished

19. For the username, type admin. For the password, type password. Click ok.
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Figure 44:  Logging in to the Firewall



20. From the Windows 8 machine, type the following command to see if outbound ping is allowed:
C:\>ping 216.1.1.200

[image: ]

Figure 45:  Outbound ping is allowed

21. Type the following commands to see if outbound FTP traffic is allowed:
ftp 216.1.1.200
user: ftp
Password: password
ftp> bye
[image: ]

Figure 46:  Checking outbound ftp 

For outbound traffic, no Firewall configuration was needed. We will now configure the inbound traffic. 

22. Click the Firewall tab in the middle of the web page. Click the green link that states Add a new Port forwarding / Destination NAT rule.
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Figure 47:  Add a Port Forward Rule
23. Highlight uplink main 216.1.1.1. For the Service, select FTP. 
For the incoming port, type 21. For the Insert IP, put 192.168.1.100. 
For the Port Range, put 21. Click Create Rule.
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Figure 48:  Allow Incoming FTP Traffic

24. Click “Add a new Port forwarding / Destination NAT rule”.
Highlight uplink main 216.1.1.1. For the Service, select TELNET. 
For the incoming port, type 23. For the Insert IP, put 192.168.1.100. 
For the Port Range, put 23. Click Create Rule.

[image: ] 
Figure 49:  Allow Incoming Telnet Traffic



25. Click “Add a new Port forwarding / Destination NAT rule”.
Highlight uplink main 216.1.1.1. For the Service, select HTTP. 
For the incoming port, type 80. For the Insert IP, put 192.168.1.100. 
For the Port Range, put 80. Click Create Rule.
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Figure 50:  Allow Incoming HTTP Traffic

26. Click “Add a new Port forwarding / Destination NAT rule”.
Highlight uplink main 216.1.1.1. For the Service, select SMTP. 
For the incoming port, type 25. For the insert IP, put 192.168.1.100. 
For the Port Range, put 25. Click Create Rule.
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Figure 51:  Allow Incoming SMTP Traffic


27. Click “Add a new Port forwarding / Destination NAT rule”.
Highlight uplink main 216.1.1.1. For the Service, select POP3. 
For the incoming port, type 110. For the Insert IP, put 192.168.1.100. 
For the Port Range, put 110. Click Create Rule.
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Figure 52:  Allow Incoming POP3 Traffic

28. Review all 5 of the listed rules and then click the Apply button.
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Figure 53:  Allow Incoming Traffic
29. From the Windows 7 External machine, type the following command to scan the firewall for open ports:
C:\>nmap 216.1.1.1

[image: ]

Figure 54:  The results of the port scan

[bookmark: _Toc335601636][bookmark: _Toc350500327][bookmark: _Toc404706486]Conclusion

In order for external users on the WAN (Internet) to use services on a machine on the Internal network, the firewall must be configured to allow requests to be re-directed to an internal machine. Ports can be opened and closed by using the Port forwarding / Destination NAT rule within the Linux-based Endian Community Firewall.
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1. Within the Endian Community Firewall, where is redirection configured?
2. What ports do SMTP and POP3 utilize? 
3. What tool can be utilized by an external user to determine if ports are open?
4. Do any outbound rules need to be configured on the Endian Community Firewall?
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Even though we have used nmap to verify that the correct ports are open, a good network administrator will also test each of the services to verify that they are working correctly. In this scenario, we will test the FTP, TELNET, SMTP, HTTP and POP3 services of the Linux-based Endian Community Firewall.
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1. On the Windows 7 machine, click on the shortcut to Firefox  on the desktop.

[image: ]

Figure 55:  Shortcut to Firefox

2. Navigate to http://216.1.1.1. If you receive the message It works!, then you know the redirection of HTTP through the Linux-based Endian Community Firewall is working correctly. 

[image: ]

Figure 56:  Testing the webserver 

3. From the Windows command prompt, type the following command:
C:\>telnet 216.1.1.1

[image: ]

Figure 57:  Connecting to the TELNET Server
4. Type y to continue connecting.	[image: ]

Figure 58:  TELNET connection

5. Type administrator for the username and P@ssw0rd for the password. (The “0” in P@ssw0rd is a zero.)
	[image: ]	
Figure 59:  TELNET connection

6. To leave the TELNET session, type exit. You know the redirection of TELNET through the Linux-based Endian Community Firewall is working correctly. 

[image: ] 
Figure 60:  TELNET connection







7. Type the following commands to connect to the FTP site and download the file.

C:\>ftp 216.1.1.1
user: ftp
Password: password
ftp> get hi.txt 
ftp> bye 
C:\>type hi.txt

[image: ] 
Figure 61:  FTP Test

8. On the Windows 7 machine click on the shortcut to Outlook.

[image: ]

Figure 62:  Outlook Shortcut 







9. Click next on the Outlook Startup screen.

[image: ]

Figure 63:  Outlook Startup

10. Click next on the account configuration screen.

[image: ]

Figure 64:  Email Accounts



11. Select POP3 (Post Office Protocol) as the server type. Click the next button.

[image: ]

Figure 65: POP 3 Server

12. Fill out the following fields:
· For your name, put administrator
· For your Email Address, put administrator@XYZcompany.com 
· For your User Name, put administrator
· For your Password, type P@ssw0rd
· For the Incoming and Outgoing Server, put 216.1.1.1 (Firewall IP)
 
Click the button that says More Settings. 
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	Figure 66: Mail Settings

13. Click on the Outgoing Server Tab and check the box that states, “My outgoing server (SMTP) requires authentication”. Click ok.
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	Figure 67: Outgoing Server

14. Click the Test Account Settings Button. You should receive 4 green checks.
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Figure 68:  Test Account Settings


[bookmark: _Toc350500331][bookmark: _Toc404706490]Conclusion

While using nmap is an effective way to verify ports are open, it will not be as effective as testing each service. In this section of the lab, we tested the SMTP, POP3, HTTP, FTP, and HTTP services that were being allowed through the Linux based firewall. The successful logins and file transfers proved that the services were operating properly. These quality assurance checks are essential for production environments.

[bookmark: _Toc350500332][bookmark: _Toc404706491]Discussion Questions

1. What is the command to download a file in FTP?
2. What does SMTP stand for and what port does it use?
3. What is the purpose of TELNET and what port does it use?
4. How do you terminate an FTP session?
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(c) 2013 Microsoft Corporation: A1l rights reserved.

[c:\>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

RepTy from 192.168.1.1: bytes=32 time<lms TTL=64
Reply from 192.168.1.1: bytes=32 time<lms TTL=64
Reply from 192.168.1.1: bytes=32 time<lms TTL=64
Reply from 192.168.1.1: bytes=32 time<lms TTL=64

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

jC:\>
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(& )(=) @ hepynoz1681.1/ ‘ ]

& Certficte Eror Navigation.. |
Fle Edt View Favourtes Tools Help

There is a problem with this website’s security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website’s address.

Security certificate problems may indicate an attempt to trick you o intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

%@ Continue to this website (not recommended).

© More information
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Welcome to Endian Firewall

Welcome to Endian Firewall

“Thank you for choosing Endian Firewall

Please folow the next step to complete the instaltion.
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Welcome to Endian Firewall

GNU_GENERAL PUBLIC LICENSE
Version 2, Juna 1351

Copyright (C) 1553, 1551 Fres Software Foundation, Inc.
S1 Franklin So, Fifen Floor, Soston, MR 02110

1301 usa

Everyone is permicced to copy and distribuce verbacim copies

of this license document, buc changing it s not allowed

Presmble

The licenses for mest softwsre are designed te ake say your
frecdon to share and changs it. By contrasc, che GNU Gemeral Public
[Licanse is intended to guarantes your fresdom to share and change fres
oftware- o make sure the sofousre if fres for all ivs users. Thiz
[Genaral Public Licensa applies co most of che Fres Softvare
Foundation's safcuare and to any ochar program vhose authors commit To
lusing iv. (Some ocher Fres Sofcvare Foundavion software is covered by
he GNU Library General Public License instead ) You can apply it to
your programs, too

Ml ACCEPT License
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Network setup wizard

Step 2/8: Choose network zones

ORANGE: nefiwork segment for servers accessible from internet (DMZ)
BLUE:  network segment for wireless clients (WIFI)

@none
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Bl etwork setup wizara

Step 3/ Network preferences

‘GREEN (tusted, infemal network (LAN)
1P address: 15216811 netuork mask:

‘Add adiional addresses (one IPINetmask or IPICIDR per ine)

Intertaces

Port Link Descripion ~ MAC  Device
1 el 00:50:569¢:a9.97 ethd
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Hostname:

Domainname:
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Network setup wizard

‘Step 6/8: Configure default admin mail

Adminemai agaress @ ]
Sonderomatadiress 9|
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Network setup wizard

‘Step 7/8: Apply configuration

Congratulatons!
Netuork setup i ready, cick Ok to apply the new configuration.
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Network setup wizard

Step 818: End

our configuration has been saved. Please wait unf the dependent services have been reloaded. This may take up o 20 seconds. Enjoy!

Rememberto check f IP address blocks of services are stll configured as you wish. Mainly check the configuration of "Network based access control”
ofthe HTTP Proxy.
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C:\>ping 216.1.1.200

Pinging 216.1.1.200 with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from

216.1.1.200:
216.1.1.200:
216.1.1.200:

.1.200:

216.

bytes=32 time<lms TTL=127
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c:\>ftp 216.1.1.200

Connected to 216.1.1.200.

220 Microsoft FTP Service

User (216.1.1.200:(none)): ftp

331 Anonymous access allowed, send identity (e-mail name)
Password:

230 user Togged in.

ftp> bye

221 Goodbye.
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:\>nmap 216.1.1.1
Starting Nmap 5.51 C http://nmap.org ) at 2014-07-26 17:41 Eastern Daylight Time

Nmap scan report for server.Xvzcompany.com (216.1.1.1)
Host is up €0.00s latency)

ot shown: 995 filtered ports

PORT  STATE SERVICE

1/tcp open Ftp

D3/tcp open telnet

25/tcp  open smtp

30/tcp open http

[110/tcp open popi

AC Address: 00:50:56:9C:8A:94 (WMware)

Nmap done: 1 IP address (1 host up) scanned in 5.13 seconds
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@ Mozilla Firefox
File Edit View History Bookmarks Tools Help
[ htpy/r216:011 +

€ [ 25111

It works!

This is web Page on the Internal Windows 2008 Server.

‘The web server software is running but no content has been added, yet.




image62.png
\>telnet 216.1.1.1
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Telnet 216111
elcome to Microsoft Telnet Client B

Escape Character is 'CTRL+]'

ou are about to send your password information to a remote computer in Internet]
zone. This might not be safe. Do you want to send anyway(y/n): y
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Telnet 216111

elnet server could not Tog you in using NTLM authentication.
our password may have expired.
Login using username and password

elcome to Microsoft Telnet Service

login: administrator
password: P@ssword
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Telnet 216111

icrosoft Telnet Server.

Users\Administratorsexit

onnection to host lost.
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iministratar: cm

\Users\administratorsexit
onnection to host Tost.

D\>ftp 216.1.1.1
onnected to 216.1.1.1,

220 Microsoft FTP Service

User (216.1.1.1: (noned): ftp

331 Anonymous access allowed, send identity (e-mail name) as
Password:

230 Anonymous user Togged in.

Ftp> get hi.txt

200 PORT command successful.

150 Opening ASCII mode data connection for hi.txt(5 bytes).
226 Transfer complete.

Ftp: 5 bytes received in 0.00Seconds 5000.00Kbytes/sec.
o> bve

:\>type hi.txt
hi

HAE
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Outlook 2003 Startup

wielcome to the Outiook 2003 Startup wizard, which wil
quide you through the process of configuring Outiook.
2005,

<Back. Next > Cancel
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N
E-mail Accounts 3

Vou can configure Outlook to connect o a Micrasoft Exchange Server, Internet
E-mai, or other E-mail server. Would you ke to configure an E-ml account?

©ves
©ONo
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Server Type

ou can choose the type of server your new e-mail acount wil work with.

Microsoft Exchange Server

Connect ta an Exchange server ta read e-mal, access public folders, and share
documerts.

©pop3

Connect ta a POP3 e-mall server ta dawnload yaur e-mal.
™AP
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E-mail Accounts =

Internet E-mail Settings (POP3)
Each of these seftings are required to get your e-mal account working,

User Information Server Information

VourName:  [scmiistrator Incarming mal server (POP3): [216.1.1.1

E-mail Address:  administrator@xyzcompan| Outgeing mail server (SMTP): (216,111

Logon Information Test settings

UserName:  [administrator after Flng out the nformation an this screen, we
recommend you test your account by cicking the

Passuord: e button below. (Requires network connection)

YIRemenber password
Test Account Settings

Log on using Secure Password
Authentication (SPA)

<Back.

F=
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Internet E-mail Settings.

General | Outgeing Server | Connection | Advanced

My outgoing server (SHTP) requies authentication





image73.png
Test Account Settings

Congratulations! Alltsts completed successfuly. Click Close to continue. Stop

ose.

Tasks [Ermors

Tasks status E
/ Establish etwork connection Completed
/Find autgoing mailserver (SHTF) Completed
/Find incoring mai server (POFS) Complsted
/Log onta incoring mil server (PO, Completed

/ Sandibact ot maresne Complarad





