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Course Alignment Matrix


Originating College: Moraine Valley Community College
Course Title: Network Security
Course Number: LAN253
Required Text/Materials:
Title
Author
Editions
ISBN

	KSA
	Competencies (these can be from the institution, national standards, industry standards, etc.)
	Modules presented & assessed
	Resources & Development Ideas 

	
	Computer Network Defense
	
	

	427
	1.1 Assist in the construction of signatures which can be implemented on Computer Network Defense network tools in response to new or observed threats within the enterprise.
	7
	

	433
	1.2 Characterize and analyze network traffic to identify anomalous activity and potential threats to network resources
	1, 3, 6
	

	472
	1.3 Coordinate with enterprise-wide Computer Network Defense staff to validate network alerts
	7, 9
	

	716
	1.4 Monitor external data sources (e.g., Computer Network Defense vendor sites, Computer Emergency Response Teams, SANS, Security  Focus) to maintain currency of Computer Network Defense threat condition and determine which security issues may have an impact on the enterprise
	7, 9
	

	723
	1.5 Notify Computer Network Defense managers, Computer Network Defense incident responders, and other Computer Network Defense Service Provider team members of suspected Computer Network Defense incidents and articulate the event’s history, status, and potential impact for further action
	7, 9
	

	750
	1.6 Perform event correlation using information gathered from a variety of sources within the enterprise to gain situational awareness and determine the effectiveness of an observed attack
	1, 2, 3, 5, 6, 7, 9
	

	823
	1.7 Receive and analyze network alerts from various sources within the enterprise and determine possible causes of such alerts
	7, 9
	

	26
	1.8 Knowledge of cross-domain guards
	1, 4, 5, 6, 7, 8
	

	27
	1.9 Knowledge of cryptology
	1, 8
	

	49
	1.10 Knowledge of host/network access controls (e.g., access control list)
	5
	

	61
	1.11 Knowledge of incident response and handling methodologies
	1, 7, 9
	

	66
	1.12 Knowledge of intrusion detection methodologies and techniques for detecting host and network-based intrusions via intrusion detection technologies
	1, 7
	

	85
	1.13 Knowledge of network security architecture, including the application of Defense-In-Depth principles
	1, 2, 4, 6, 7, 9
	

	115
	1.14 Knowledge of signature development
	6, 7
	

	148
	1.15 Knowledge of VPN security
	8
	

	175
	1.16 Skill in developing / deploying signatures
	6, 7
	

	229
	1.17 Skill in using incident handling methodologies
	1, 7
	

	895
	1.18 Skill in recognizing and categorizing types of vulnerabilities and associated attacks
	1, 2, 3, 7, 9
	

	922
	1.19 Skill in using network analysis tools to identify vulnerabilities
	1, 2, 8
	

	
	1.20 IPv6
	10
	

	
	1.21 Audit
	9
	

	
	Data Administration
	
	

	90
	2.1 Knowledge of operating systems
	2
	

	98
	2.2 Knowledge of policy-based and risk adaptive access controls
	1, 3, 4, 5
	

	
	Digital Forensics
	
	

	25
	3.1 Knowledge of critical protocols (e.g., IPSEC, AES, GRE, IKE, MD5, SHA, 3DES)
	8
	

	61
	3.2 Knowledge of incident response and handling methodologies
	1, 7, 9
	

	
	Incident Response
	
	

	438
	4.1 Collect and analyze intrusion artifacts (e.g., source code, malware, and trojans) and use discovered data to enable mitigation of potential Computer Network Defense incidents within the enterprise
	2, 3, 9
	

	470
	4.2 Coordinate with and provide expert technical support to enterprise-wide Computer Network Defense technicians to resolve Computer Network Defense incidents
	7, 9
	

	474
	4.3 Coordinate with intelligence analysts to correlate threat assessment data
	1, 2, 3, 4, 5, 6, 7, 9
	

	478
	4.4 Correlate incident data to identify specific vulnerabilities and make recommendations that enable expeditious remediation
	1, 2, 3, 4, 5, 6, 7, 9
	

	686
	4.5 Maintain deployable Computer Network Defense toolkit (e.g., specialized Computer Network Defense software/hardware) to support incident response team mission
	6, 7, 8, 9
	

	716
	4.6 Monitor external data sources (e.g., Computer Network Defense vendor sites, Computer Emergency Response Teams, SANS, Security Focus) to maintain currency of Computer Network Defense threat condition and determine which security issues may have an impact on the enterprise
	6, 7, 8, 9
	

	738
	4.7 Perform analysis of log files from a variety of sources (e.g., individual host logs, network traffic logs, firewall logs, and intrusion detection system logs) to identify possible threats to network security
	2, 6, 9
	

	823
	4.8 Receive and analyze network alerts from various sources within the enterprise and determine possible causes of such alerts
	7
	

	861
	4.9 Track and document Computer Network Defense incidents from initial detection through final resolution
	1, 2, 3, 4, 5, 6, 7, 9
	

	13
	4.10 Knowledge of basic system, network, and operating system hardening techniques
	2, 9
	

	49
	4.11 Knowledge of host/network access controls (e.g., access control list)
	2, 4, 5
	

	50
	4.12 Knowledge of how network services and protocols interact to provide network communications
	1, 2, 9
	

	229
	4.13 Knowledge of intrusion detection methodologies and techniques for detecting host and network-based intrusions via intrusion detection technologies (IR 66) Skill in using incident handling methodologies
	7
	

	893
	4.14 Skill in securing network communications
	2, 4, 5, 9
	

	896
	4.15 Skill in protecting a network against malware
	2, 7, 9
	

	
	Network Services
	
	

	736
	5.1 Patch network vulnerabilities to ensure information is safeguarded against outside parties.
	2
	

	829
	5.2 Repair network connectivity problems
	2, 9
	

	857
	5.3 Test and maintain network infrastructure including software and hardware devices
	2, 9
	

	106
	5.4 Knowledge of remote access technology concepts
	3
	

	127
	5.5 Knowledge of systems administration concepts
	1, 2, 3, 9
	

	891
	5.6 Skill in configuring and utilizing hardware-based computer protection tools (e.g., hardware firewalls, servers, routers)
	6, 7, 9
	

	893
	5.7 Skill in securing network communications
	2, 3, 9
	



	
Lesson/ Module
	Topics
	Lesson Objectives
	Assessment & Points

	1
	Overview of Network Security 
	1. Identify the rationale for network security.
2. Identify the three principles of security.
3. Identify risks, threats, vulnerabilities and countermeasures.
4. Identify administrative, technical and physical security controls.
5. Identify network attacks that affect the confidentiality, integrity, or availability of network resources.
6. Identify the steps for compromising targets
7. Differentiate between security policies, standards and guidelines.
	Quiz (15 pts)
Lab 1 – Configuring a Windows-Based Firewall to Allow Incoming Traffic

	2
	Device Hardening
	1. Identify common procedures to harden network devices.
2. Identify procedures to secure a router.
3. Identify the types of Rootkits.
4. Demonstrate the use of tools that identify system and device vulnerabilities.
5. Demonstrate the implementation of automated and one-step commands and tools.
	Quiz (10 pts)
Lab 2 – Implementing Secure DHCP and DNS

	3
	Secure Remote Access
	1. Identify the characteristics of using Secure Shell (SSH) for remote access.
2. List the steps required to configure a router with SSH.
3. Identify the components involved in system logging.
4. Describe remote administration software.
5. Identify security concerns with bring your own device (BYOD).
	Quiz (10 pts)
Lab 3 – Configuring a Linux-Based Firewall to Allow Outgoing Traffic

	4
	Authentication Services
	1. Identify the purpose of authentication, authorization, and accounting (AAA) and the various implementation techniques.
2. Identify the purpose of RADIUS.
3.  Configure RADIUS.
4.  Configure a remote access policy to use Active Directory to authenticate VPN clients.
5.  Differentiate the operation of local workstation authentication versus server-based authentication for both Windows and Linux.  
	Quiz (10 pts)
Lab 4 – Configuring RADIUS 


	5
	Perimeter Security
Access Control Lists (ACL’s)
	1. Identify the various types of ACLs.
2. Identify ACL configuration guidelines.
3. Configure ACLs.
4. Identify the attacks that ACLs are used to mitigate.
5. Identify CBAC capabilities.

	Quiz (15 pts)
Lab 5 – Configuring Access Control Lists on a Linux-Based Firewall

	6
	Firewalls
	1. Define firewalls.
2. Identify the need for firewalls.
3. Identify the types of firewalls.
4. Determine the best placement for a firewall.
5. Construct examples of common firewall rules.
6. Configure firewall rules using iptables.

	Quiz (10 pts)
Lab 6 - Configuring a Linux-Based Firewall to Allow Incoming and Outgoing Traffic


	7
	Intrusion Prevention
	1. Describe the purpose and operation of network-based and host-based Intrusion Prevention Systems (IPS).
2. Detect malicious network traffic with IDS and IPS signatures.
3. Implement Cisco IOS IPS operations using CLI.
4. Use Snort to analyze network traffic
	Quiz (10 pts)
Lab 7 – Intrusion Detection Using Snort
Lab 8 – Writing Custom Rules


	8
	Virtual Private Networks (VPNs)
	1. Describe the purpose and operation of Virtual Private Network (VPN) types.
2. Identify the business and personal uses of VPNs.
3. Differentiate between a transport-mode VPN and a tunnel-mode VPN.
4. Identify the importance of encryption, authentication, and authorization.
5. Configure a site-to-site Internet Protocol Security (IPSec) VPN.
6. Configure a Remote Access VPN.
	Quiz (10 pts)
Lab 9 – Configuring a Virtual Private Network with PPTP
Lab 10 – Configuring a Virtual Private Network with OpenVPN

	9
	Securing the Local Area Network (LAN)
	1. Implement protection methods for endpoint security.
2. Describe switch vulnerabilities.
3. Configure and verify switch security features.
4. Describe fundamental security for Wireless, Voice Over Internet Protocol (VoIP) and Storage Area Network (SAN) technologies.
5. Configure and secure RIP. 
	Quiz (10 pts)
Lab 11 – Implementing RIP, RIPv2, and Securing RIP

	10
	Internet Protocol version 6 (IPV6)
	1. Describe IPv6 address notation. 
2. Identify special addresses in IPv6. 
	Quiz (10 pts)
Lab 12 – Configuring a Site-to-Branch Virtual Private Network




Grade/Points
To calculate the points and grading scale, double click on the worksheet below.  Modify the Assessment titles, the Number of assessments and the Points per assessment.  Total points and the grading scale will be calculated automatically.
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Labs 12 15 180

Quizzes 10 . 105

Final Exam 1 50 50

Course points 335

90% A 302 335

80% B 268 301

70% C 235 267

60% D 201 234

F 0 200

Grading Scale
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		Assessment		Number		Points per		Total points

		Labs		12		15		180

		Quizzes		10		.		105

		Final Exam		1		50		50

						Course points		335

				Grading Scale

		90%		A		302		335

		80%		B		268		301

		70%		C		235		267

		60%		D		201		234

				F		0		200






