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Syllabus

Please provide a complete syllabus. All elements of the syllabus are required unless noted as “if applicable.”
	Course Title: 	Information Technology Ethics – Freedom of Speech, Child Pornography, & CGI and Activism, Hacking, & Hactivism
	Course Number (If applicable): ITE100AC

	[bookmark: _GoBack]COURSE DESCRIPTION: This is the third of series of three courses. The full series of courses introduces the learner to information technology concepts and major arguments and “gambits” in moral philosophy.  The learner will be able to identify the stakes of, analyze, and defend moral decisions and work independently to develop arguments in ethics in the context of information technology concepts.  The assignments in the course are designed to be specifically targeted not only to current technology topics but also to methods in moral philosophy thus pushing the boundaries of the students to explore their own ethics and moral values around them rather than relying on the opinions of others.  Embedded in the course is social engineering as a key element of the curriculum.  

	PREREQUISITES: ITE100AB


	REQUIRED MATERIALS: None


	ADDITIONAL RESOURCES (if applicable): None


	LEARNING OUTCOMES/COMPETENCIES:
1. Explain the freedom of speech and several philosophical arguments regarding it. 
2. Explain several philosophical arguments regarding activism, examine and explain whether activism is a right, and use moral philosophers’ perspectives to examine a hactivist’s activities. 
3. Perform social engineering tasks and examine and explain your personal ethos on social engineering. 




	COURSE ASSESSMENT: 

Grading Scale

	Category
	Weight

	Social Engineering Tasks
	30

	Activity Assignments
	70

	
	

	Final Grade
	100%




	Total Points
	Percentage
	Grade

	90-100
	90%-100%
	A

	80-89
	80%-89%
	B

	70-79
	70%-79%
	C

	60-69
	60%-69%
	D

	0-59
	59%-0%
	F



 






COURSE SCHEDULE: 
	Module/
Lesson
	Module/Lesson Title & description (if applicable)
	Learning Outcomes
	Assignment (w/category & point value)

	1. 
	Freedom of Speech, Child Pornography, and Computer Generated Images (CGI)
	1. Define freedom of speech.
2. Explain legal status of freedom of speech.
3. Explain several philosophical arguments regarding free speech.
4. Define child pornography.
5. Describe the child pornography laws in the United States.
6. Explain the harm principle.
7. Define computer generated images (CGI).
8. Explain the legal status of CGI child pornography.
	1. Social Engineering Task #5 (5 points)
2. Operation DarkNet (6 points)

	2. 
	Activism, Hacking, and Hactivism
	1. Define activism.
2. Explain several philosophical arguments regarding activism.
3. Explain the term gadfly.
4. Examine and explain whether activism is a right.
5. Identify a hacktivist.
6. Use moral philosophers’ perspectives to examine a hactivist’s activities.
	1. Social Engineering Task #6 (5 points)
2. Hactivists as Gadflies (6 points)
3. Hactivist (6 points)
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