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Lesson 1: Freedom of Speech, Child Pornography, and Computer Generated Images (CGI)

INTRODUCTION
This lesson focuses on the concepts of freedom of speech and expression, the way in which these rights have been limited, and the impact of technology on those rights.  The concepts will be defined and various philosophic perspectives on freedom of speech will be presented.  Further, a discussion on child pornography, pornography laws, and the impact of computer generated imagines as they relate to child pornography will be presented.

LESSON OBJECTIVES 
By the end of this lesson, you will be able to:
1. Define freedom of speech.
2. Explain legal status of freedom of speech.
3. Explain several philosophical arguments regarding free speech.
1. Define child pornography.
2. Describe the child pornography laws in the United States.
3. Explain the harm principle.
1. Define computer generated images.
2. Explain the legal status of Computer Generated Images (CGI) child pornography.

LEARNING SEQUENCE
	

	Required Reading
	Read the following: 
Lesson 1: Freedom of Speech, Child Pornography, and Computer Generated Images (CGI)
· Freedom of Speech
· Child Pornography
· Computer Generated Images (CGI)

	Resources
	Read the following:
· Freedom of Speech in the United States 
· First Amendment of the United States Constitution 
· Freedom of Speech 
· John Stuart Mills on Freedom of Expression 
· Freedom of Speech and Press: Exceptions to the First Amendment 
· Child Pornography 
· Child Pornography Laws in the United States 
· Child Pornography Protection Act of 1996 
· Ashcroft vs. Free Speech Coalition 
· Protect Act of 2003 
· Computer Generated Imagery 
· “Virtual child” Pornography on the Internet: A “Virtual” Victim? 
· The Concept of "Harm" in Computer-Generated Images of Child Pornography 
· Police Blotter: Is computer-generated pornography illegal? 
· Computer-Generated Child Pornography: A Legal Alternative? 
· Child Pornography and the PROTECT Act 

	Assignments
	Complete the following:
1. Social Engineering Task #5
2. Operation DarkNet



INSTRUCTION 
Freedom of Speech
In this Section a review of the concepts of and rights under the United States Constitution to a freedom of speech and expression are discussed.  Further a few moral philosophy viewpoints on freedom of expression will be presented.

Step 1:
Read: Freedom of Speech in the United States. This Wikipedia article explains that freedom of speech is protected under the United States Constitution and the rights protected are broad but not absolute.  These rights have been limited by various laws, including child pornography laws and the Miller test for obscenity.  The Miller Test (also called the Three Prong Test) is used to determine what is obscene and thus not protected under freedom of expression rights.  “The Miller test was developed in the 1973 case Miller v. California.  It has three parts:
· Whether "the average person, applying contemporary community standards," would find that the work, taken as a whole, appeals to the prurient interest,
· Whether the work depicts or describes, in a patently offensive way, sexual conduct specifically defined by applicable state law,
· Whether the work, taken as a whole, lacks serious literary, artistic, political, or scientific value.
The work is considered obscene only if all three conditions are satisfied.”  This test will be relevant for the child pornography discussion in the next section.
Step 2:
Read: First Amendment of the United States Constitution. This Wikipedia article describes the first amendment of the United States Constitution, the right to freedom of speech and expression.  Further, the article provides important historical background and context for consideration in attempting to understand the reasons for the creation of this amendment.
Step 3:
Read: Freedom of Speech by Stanford Encyclopedia of Philosophy. In this article the author examines the basis for freedom of speech and specifically introduces the harm principle and several moral philosophers’ perspectives on freedom of expression under this principle.  The harm principle “holds that the actions of individuals should only be limited to prevent harm to other individuals. John Stuart Mill articulated this principle in On Liberty, where he argued that, ‘The only purpose for which power can be rightfully exercised over any member of a civilized community, against his will, is to prevent harm to others.’"
Step 4:
Read: John Stuart Mills on Freedom of Expression by Will Cartwright.  This article provides additional information with regard to John Stuart Mill’s perspective on freedom of expression.
Child Pornography
Child pornography has been deemed so abhorrent to our cultural norms that it has been outlawed by laws as an exception to freedom of speech and expression due to the nature of the content being viewed as causing harm to children. This section will address several of the laws in the United States designed to protect children from the harm of would be child pornographers.  
Step 1:
Read: Child Pornography. This Wikipedia article defines child pornography and terminology relevant to the topic.  It highlights major United States laws which will be further detailed in subsequent readings. 
Step 2:
Read: Freedom of Speech and Press: Exceptions to the First Amendment by Henry Cohen.  This paper articulates the interpretation of the first amendment and the exceptions that have been created under the law; of particular relevance is the exception for obscenity and child pornography.
Step 3:
Read: Child Pornography Laws in the United States.  This Wikipedia article introduces the specific laws that are relevant to child pornography in the United States and the changes made to them over time.
Step 4:
Read: Child Pornography Protection Act of 1996. This Wikipedia article gives a bit more detail on the Child Pornography Act of 1996.
Step 5:
Read: Ashcroft vs. Free Speech Coalition. This Wikipedia article details the Supreme Court case of Ashcroft versus the California based organization Free Speech Coalition.  Free Speech Coalition challenged the overly broad language of the Child Pornography Act of 1996 and ultimately the court ruled in their favor.
Step 6:
Read: Protect Act of 2003. This Wikipedia article describes the Protect Act of 2003 which Congress enacted to re-legalize the provisions added by the Child Pornography Act of 1996, which was struck down by the Supreme Court in 2002.

Step 7:
Complete Assignment #1, Social Engineering Task #5

Computer Generated Images (CGI)
In this section the student will be presented with information regarding the impact information technology has had on child pornography laws and freedom of expression.  As mentioned before, in general child pornography in any form is viewed as abhorrent, but the legal basis for creating an exception under the law to freedom of expression is based on harm to children.  So what if there is no harm done to children in the creation of child pornography?  The exception to the freedom of expression protections afforded by the United States Constitution carved out to prevent the harm done to children via various United States laws when child pornography is created and shared is challenged when no harm is done by several cases brought to the United States Supreme Court.  

Step 1:
Read: Computer Generated Imagery. This Wikipedia article describes what computer generated imagery is, to inform the reader for the next several readings.
Step 2:
Read: “Virtual child” Pornography on the Internet: A “Virtual” Victim? by Danielle Ciseros.  This article describes the Child Pornography Protection Act of 1996 and the effect of the Ashcroft vs. Free Speech Coalition had on the law.
Step 3:
Read: The Concept of "Harm" in Computer-Generated Images of Child Pornography by Jisuk Woo. This paper considers computer generated images of child pornography through the lens of the harm principle first presented in the earlier section.

Step 4:
Read: Police Blotter: Is computer-generated pornography illegal? by Declan McCullagh. This article discusses the Utah Supreme Court’s ruling on a Utah state law regarding computer generated pornography.  Since laws in the United States consist of local, state, and federal, this is an interesting look at interpretations of freedom of speech by a state Supreme Court versus the federal Supreme Court.
Step 5:
Read: Computer-Generated Child Pornography: A Legal Alternative? by Wendy L. Pursel. This article looks at whether the regulation of child pornography is in the government’s interest and the social arguments for why computer generated child pornography should be regulated at the stake of freedom of speech rights.
Step 6:
Read: Child Pornography and the PROTECT Act by Oxford University Press. This article summarizes the demise of the Child Pornography Prevention Act, the creation of the PROTECT Act, and the challenge it faced in the Supreme Court case of The United States vs. Williams. This article highlights the child pornography laws as they exist today. 

Step 7:
Complete Assignment #2: Operation DarkNet

SUMMARY
This lesson introduces freedom of expression and the legal limits that have been placed on expression, specifically in the name of child protection in the case of child pornography, and how technology has forced law makers and citizens alike to contemplate whether to make child pornography using computer generated imagery illegal when it is “doing no harm.”  In the process of examining these difficult topics, several moral philosophers’ views on the right or value of freedom of expression are presented for consideration.  As such, in this lesson students should call into question their ethos on freedom of expression as it relates to computer generated child pornography.

ASSIGNMENTS
1. Social Engineering Task #5
2. Operation DarkNet

RESOURCES
Text was adapted from:
· “Miller Test" by Wikipedia retrieved from http://en.wikipedia.org/wiki/Miller_test is used under a Creative Commons Attribution http://creativecommons.org/licenses/by-sa/3.0/. 
· “Harm Principle” by Wikipedia retrieved from http://en.wikipedia.org/wiki/Harm_principle is used under a Creative Commons Attribution http://creativecommons.org/licenses/by-sa/3.0/. 
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