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Lesson 2: Activism, Hacking and Hactivism

INTRODUCTION
This lesson begins by focusing on the concept of activism and the rights of American citizens to protest in an active way.  The lesson continues by recapping what hacking is and then focuses on the blending of hacking and activism to form the concept and acts associated with hactivism.

LESSON OBJECTIVES 
By the end of this lesson, you will be able to:
1. Define activism.
2. Explain several philosophical arguments regarding activism.
3. Explain the term gadfly.
4. Examine and explain whether activism is a right.
1. Identify a hacktivist.
2. Use moral philosophers’ perspectives to examine a hactivist’s activities.

LEARNING SEQUENCE
	

	Required Reading
	Read the following: 
Lesson 2: Activism, Hacking and Hactivism
· Activism
· Hacking
· Hacktivism

	Resources
	View the following:
· Documentary: Occupied- voices from the 99% Part one (22:38)
· Documentary: Occupied- voices from the 99% Part two  (25:16)
· We Are Legion: The Story of Hacktivists (1:35:37) (Transcript)

Read the following:
· Activism 
· Legal Advice for Activists 
· Why Donald Sterling’s downfall was so stunning: America is designed to protect him 
· Occupy movement 
· The Apology of Socrates 
· Social Gadfly 
· Gadfly on Trial: Socrates as Citizen and Social Critic  
· Hacker (computer security) 
· Hackers: Computer Crime Laws 
· Do Hackers Provide a Public Service 
· What Is a ‘Hacktivist’? 
· Hactivism: A Short History 
· Hactivism: Civil Disobedience or Cyber Crime? 
· We Need Whistleblowers: A Focus on Anonymous 
· 9 Ways Hacktivists Shocked The World In 2012 

	Assignments
	Complete the following:
1. Social Engineering Task #6
2. Hactivists as Gadflies
3. Hactivist



INSTRUCTION 
Activism
The laws that protect the right to protest and participate as social activists in the United States are the same as those that protect freedom of expression we saw in the previous lesson.

Step 1:
Read: Activism. This article describes activism, the types of activism, and how the internet and activism have merged to promote goals of the activists.

Step 2:
Read: Legal Advice for Activists by Animal League Defense Fund. This article is provides information regarding laws in the United States as they relate to activism and peaceful protest.  By obeying these laws activists should be protected by the Constitution’s guarantee of the right to freedom of expression.
Step 3:
Read: Why Donald Sterling’s downfall was so stunning: America is designed to protect him by Josh Eidelson. This article describes the protections of freedom of expression afforded to Americans generally, and more specifically as they apply to Donald Sterling and the comments and his rights as a National Basketball League team owner.  There were several protests of his comments and the article presents these as well.
Now that you should have an understanding of the concept of activism and the laws protecting the ability to protest or act as an activist, let’s look as a an example of activism in action.

Step 4:
Read: Occupy movement. This article describes an activist movement that began in September 2011 in New Your City and continued through February 2012 in Washington, DC.  This movement was primarily focused on bringing to the forefront the reality of social and economic inequality in the United States in the hopes of activating or inspiring change.  
Step 5:	Comment by Karina Whetstine : Link: https://youtu.be/Vv7qikFmy8w

Embed Code:  <iframe width="420" height="315" src="https://www.youtube.com/embed/Vv7qikFmy8w" frameborder="0" allowfullscreen></iframe>

Watch: Documentary: Occupied- voices from the 99% Part one (22:28) by Press TV Documentaries. This video describes what the activists of the occupy movement were protesting against, how they protested and how it was received.  

[image: ]
Step 6:	Comment by Karina Whetstine : Link: https://youtu.be/c4jWEiG7f9c


Embed Code: <iframe width="420" height="315" src="https://www.youtube.com/embed/c4jWEiG7f9c" frameborder="0" allowfullscreen></iframe>
Watch: Documentary: Occupied- voices from the 99% Part two  (25:16) by Press TV Documentaries (25:16). This video continues the content from the previous video and expands upon the content previously presented. It continues to explain some of the motivation of and the outcomes desired by those participating in the Occupy movement.
[image: ]

Now that we understand what activism is and the laws that limit the right to freedom of expression as it relates to activism, and we have looked at the Occupy Movement as a specific contemporary example of activism in action, we will now take a look at the moral philosophy that underpins the right to protest or serve as a social activist.  

Step 7:
Read: The Apology of Socrates. In Plato’s Apology of Socrates he details the trial of Socrates for which he uses the term gadfly to describe the behavior he undertakes to attempt to change people’s thoughts or beliefs.  The concept of a social gadfly originated through this document.

Step 8:
Read: Social Gadfly. In this Wikipedia article, the term social gadfly originating from Socrates is defined and the concept of a social gadfly is expanded upon.
Step 9:
Read: Gadfly on Trial: Socrates as Citizen and Social Critic  by Josiah Ober. This article summarizes The Apology of Socrates and reflects on how Socrates served as a social critic or activist of sorts advocating for a different way of seeing the world.
Step 10:
Complete Assignment #1, Social Engineering Task #6.

Hacking
In this section of this lesson, hacking will be addressed more broadly to include black hat and grey hat hacking. This section will provide a background for the student in hacking so as to understand the concept of hacktivism presented in the next section.
Step 1:
Read: Hacker (computer security). This article defines hacking.  It defines white hat, black hat, and grey hat hacking and describes the history of the term hacker.  It elaborates to explain that hacker was once a term associated with a positive connotation, but as the general public moved onto the World Wide Web and the United States economy became intertwined in ecommerce and online purchases, the term hacker became associated with negative connotations.  As such the terms cracker and black hat hacker emerged to distinguish intent when performing acts of hacking.
Now that we have an understanding of the differences between acts of hacking and the associated categorical names used to describe the individuals involved in the hack, it is useful to understand the laws that protect citizens and companies from hackers inciting harm.  

Step 2:
Read: Hackers: Computer Crime Laws by Frontline. This article describes the computer crime laws in place in the United States that are applicable to hacking.  The Computer Fraud and Abuse Act, enacted in 1984, defines specific actions that are against the law, and can be prosecuted. The article summarizes specific state and federal laws included in the broad computer crime laws umbrella. 
Step 3:
Read: Do Hackers Provide a Public Service by Verna V. Gehring. This article examines whether hackers, through their actions, have benefited the world.  The article considers whether hackers have enhanced our knowledge about information technology, how to protect our systems, or even how we might leverage technology in new ways.
Hacktivism
This section presents information regarding the impact information technology, and specifically hacking, has had on activism.  Wikipedia states hacktivism “(a portmanteau of hack and activism) is the use of computers and computer networks to promote political ends, chiefly free speech, human rights, and information ethics.[1] It is carried out under the premise that proper use of technology can produce results similar to those of conventional acts of protest, activism, and civil disobedience.
The term has been used at least since November 1995, though previous accounts have incorrectly claimed that the term was coined in 1996 by a Cult of the Dead Cow member known as "Omega." However, similar to its root word hack, hacktivism is an ambiguous term (computer hacking is tied to several meanings).
The terms hacktivism and hacktivist are the subject of lexical warfare to define them. Some definitions of these terms include acts of cyberterrorism while others stop with the use of technology hacking to effect social change.”
Step 1:
Read: What Is a ‘Hacktivist’? by Peter Ludlow. This article seeks to define what it means to be a hackitivst and how that is different than what we understand or know to be a hacker.

Step 2:
Read: Hactivism: A Short History by Ty McCormick. This article summarizes the history of hactivism beginning with the 1950s and finishing in January 2013 with Aaron Swartz.

Step 3:	Comment by Karina Whetstine : Link: https://youtu.be/lSqurTMe7Rw

Embed Code: <iframe width="560" height="315" src="https://www.youtube.com/embed/lSqurTMe7Rw" frameborder="0" allowfullscreen></iframe>
Watch: We Are Legion: The Story of Hacktivists (1:35:37) by Brian Knappenberger (Transcript). This video focuses on Anonymous in particular.  This video seeks to explain the power of activism wielded by Anonymous as a collective with a shared ethos and through the use of the Internet and hacking against governments or government power and control.  The movie also explains 4chan and /b and how this was the birthplace of Anonymous. Terms such as memes and trolling are explained by those most familiar with them.
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Step 4:
Read: Hactivism: Civil Disobedience or Cyber Crime? by Christie Thompson. This article examines hactivism to explore whether it is civil disobedience or cyber crime.  The genesis of the article is the Aaron Swartz case in the wake of his suicide.

Step 5:
Read: We Need Whistleblowers: A Focus on Anonymous by Huffington Post. This article takes the perspective that there is a need for whistleblowers to keep government and public service employees, such as police, in check. The author explains how they believe Anonymous is an example of this.

Step 6:
Read: 9 Ways Hacktivists Shocked The World In 2012 by Matthew J. Schwartz. This article summarizes nine 2012 hacktivist exploits. The examples explain how hacktivists employ hacking techniques to accomplish their objectives and make a point about their ethos.

Step 7:
Complete Assignment #2, Hactivists as Gadflies

Step 8:
Complete Assignment #2: Hactivist

SUMMARY
This lesson looks at the blending of activism and hacking for the creation of a new form of activism called hactivism.  Hactivism must be examined in the context of ethics. Personal ethos varies across a broad spectrum, spanning civil disobedience through cyber crime. Whistleblowers are an essential part of a democracy, and hactivism is examined as cyber whistleblowing. 

ASSIGNMENTS
1. Social Engineering Task #6
2. Hactivists as Gadflies
3. Hactivist

RESOURCES
Text was adapted from:
· “Hacktivism" by Wikipedia retrieved from http://en.wikipedia.org/wiki/Hacktivism is used under a Creative Commons Attribution http://creativecommons.org/licenses/by-sa/3.0/. 
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