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Lesson 1: Permission, Persuasion, and Contracts

INTRODUCTION
This lesson focuses on defining legal and ethical and contrasting the difference, defining white hat hacker and the history of the White Hat Agreement and Code of Ethics, defining permission, consent, implied consent, informed consent, persuasion, and manipulation, and defining social engineering. These concepts are explained and some practical examples are presented with regard to the ethics of permission and persuasion.  

LESSON OBJECTIVES 
By the end of this lesson, you will be able to:
1. Define legal and ethical.
2. Explain the difference between legal and ethical.
3. Define white hat hacker.
4. Explain the history of the white hat ethics.
5. Define permission, consent, implied consent, informed consent, persuasion, and manipulation.
6. Explain the concepts of permission consent, implied consent, informed consent, persuasion, and manipulation as they relate to The White Hat Agreement and Code of Ethics.
7. Explain consent as it relates to Privacy and Terms of Service Agreements.
8.  Explain the qualities or key traits of the earliest contracts from the Hebrew bible.
9.  Create a contract that combines the concepts of the qualities or key traits of the earliest contracts from the Hebrew bible with the concepts of permission consent, implied consent, informed consent, persuasion, and manipulation.
10. Define social engineering.
11.  Explain why social engineering is dangerous.
12.  Explain your personal ethos on the social engineering task you completed.

LEARNING SEQUENCE
	

	Required Reading
	Read the following: 
Lesson 1: Permission, Persuasion, and Contracts
· What is the difference between legal and ethical?
· White Hack Hackers
· Permission and Persuasion
· Contracts
· Social Engineering

	Resources
	View the following:
· Law Book Review: The Ethics of Consent: Theory and Practice by Franklin Miller, Alan Wertheimer  (1:15)

Read the following:
· Business Ethics Insight: The Difference between What is Legal and What is Ethical 
· If It’s Legal, It’s Ethical?? Right? 
· The Role of White Hat Hackers in Information Security 
· Faded Hats and Scuffed Sneakers: The Ethical Hacker Today
· Ethical ‘White Hat’ Hackers Play Vital Security Role 
Hacker Ethic 
· Online Privacy Agreements, is it Informed Consent?  
· The Line Between Persuasion and Manipulation 
· Informed consent in social media research Consent and ethics in Facebook's emotional manipulation study 
· How Facebook’s Squishy Ethics Got Them Into Trouble 
· Facebook Added 'Research' To User Agreement 4 Months After Emotion Manipulation Study 
· Handout on ideas of contracts/covenants in the Hebrew Bible
· Social Engineering Defined 
· Social Engineering…Is it Ethical?? 
· Social engineering in penetration tests: 6 tips for ethical (and legal) use 

	Assignments
	Complete the following:
1. Scenario: Law or Ethics?
2. The White Hat Agreement and Code of Ethics
3. Permission and Persuasion the White Hat Agreement and Code of Ethics
4. Your contract
5. Social Engineering Task #1 



INSTRUCTION 
What is the difference between legal and ethical?
According to Wikipedia, law is “a term which does not have a universally accepted definition, but one definition is that law is a system of rules and guidelines which are enforced through social institutions to govern behaviour. Laws can be made by legislatures through legislation (resulting in statutes), the executive through decrees and regulations, or judges through binding precedents (normally in common law jurisdictions). Private individuals can create legally binding contracts, including (in some jurisdictions) arbitration agreements that exclude the normal court process. The formation of laws themselves may be influenced by a constitution (written or unwritten) and the rights encoded therein.”[footnoteRef:1] [1:  ] 


In contrast, ethics “sometimes known as philosophical ethics, ethical theory, moral theory, and moral philosophy, is a branch of philosophy that involves systematizing, defending and recommending concepts of right and wrong conduct, often addressing disputes of moral diversity.  The term comes from the Greek word ethos, which means "custom, habit".”

The key distinction here is that ethics attempts to systematically examine situations to determine whether conduct is right or wrong, while laws are hard and fast rules which are enforced to govern behavior. It can be observed that much of what an individual society considers wrong conduct is then codified into law, but it is important to understand that societal ethoses, and thus laws, vary from community to community.

Step 1:
Read: Business Ethics Insight: The Difference Between What is Legal and What is Ethical by Michael Josephson. This article explains that laws create a minimum standard of conduct of what we must do while ethics exceeds the law by describing what we should do.

Step 2:
Read: If It’s Legal, It’s Ethical?? Right? by Bruce Weinstein, Ph.D. This article expands upon the ideas presented in the earlier article.  The author discusses punishment and uses examples such as slavery as conduct that was once legal but was and is unethical.

Step 3:
Complete Assignment #1, Scenario: Law or Ethics?

White Hat Hackers
Next you will examine what white hat hackers are, how this term came to be, and learn about the ethos that white hat hackers follow.  

Step 1:
Read: The Role of White Hat Hackers in Information Security by Amit Anand Jagnarine. This article explains what a white hat hacker is, the role of white hat hackers plays, how ethical behavior is tied to this role, and how they differ from hackers.

Step 2:
Read: Faded Hats and Scuffed Sneakers: The Ethical Hacker Today by Nick Toothman. This PowerPoint presentation introduces the concept of grey hat hackers and explains the motivations for black, white and grey hat hackers. 

Step 3:
Read: Ethical ‘White Hat’ Hackers Play Vital Security Role by Byron Acohido. This article demonstrates the role that white hat hackers can play in making cyberspace safer by exposing vulnerabilities to the software developers so they can repair them before they are exploited.

Now that we have a clearer idea of the definition and role of white hat hackers, and an understanding that hacking can be an ethical and legal minefield, let’s consider the white hat hacker ethos that distinguishes them.
 
Step 5:
Read: Hacker Ethic. This article describes the history of the evolution of the hacker ethos and the primary tenets of it which include:
· Sharing
· Openness
· Decentralization
· Free access to computers
· World Improvement

These tenets operate as baseline principles. However, as the Internet, cloud computing and the ubiquitous nature of information technology has evolved, does the ethos of white hat hackers need to change?  

Step 6:
Complete Assignment #2, The White Hat Agreement and Code of Ethics.
Permission and Persuasion
Permission is often what draws the line between behaviors that are right and wrong. Another word for it might be "consent."

Step 1: 
Watch: Law Book Review: The Ethics of Consent: Theory and Practice by Franklin Miller, Alan Wertheimer (1:15).  This video answers the question as to what constitutes consent.	Comment by Karina Whetstine : Video link: 
https://youtu.be/bTmD0fXjMuA

Embed code:
<iframe width="420" height="315" src="https://www.youtube.com/embed/bTmD0fXjMuA" frameborder="0" allowfullscreen></iframe>
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Now that we know what consent is, how do we know when someone consents to something?  There are two basic types of consent: informed consent and implied consent.  Informed consent is defined as “permission granted in the knowledge of the possible consequences, typically that which is given by a patient to a doctor for treatment with full knowledge of the possible risks and benefits.”[footnoteRef:2]  Implied consent is defined by Wikipedia as “consent which is not expressly granted by a person, but rather inferred from a person's actions and the facts and circumstances of a particular situation (or in some cases, by a person's silence or inaction).” 
 [2: ] 

Now let’s take a look at persuasion. Persuasion “is an umbrella term of influence. Persuasion can attempt to influence a person's beliefs, attitudes, intentions, motivations, or behaviors. In business, persuasion is a process aimed at changing a person's (or a group's) attitude or behavior toward some event, idea, object, or other person(s), by using written or spoken words to convey information, feelings, or reasoning, or a combination thereof.”

Step 2:
Read: The Line Between Persuasion and Manipulation by Jonathan Fields. In this article you will come to understand what persuasion is and the ethical concerns around persuasion.  For example, when does persuasion cross into manipulation?

In the next few steps you will read articles about Facebook and some research they conducted on their users, each of whom agreed to the web site/services Terms of Service.  While reading these articles, consider and critically think about consent, informed consent and the legal and ethical issues surrounding research and manipulation and persuasion.

Step 3:
Read: Informed consent in social media research by Winston Chiong. In this article the author looks at informed consent in the context of the recent Facebook research.

Step 4:
Read: Consent and ethics in Facebook's emotional manipulation study by David Hunter. In this article examines the specifics of the consent problem and expounds beyond the legal requirements to consider the ethics of a company that seemingly values and seeks its users’ trust.

Step 5:
Read: How Facebook’s Squishy Ethics Got Them Into Trouble by John Grohol.  With an eye on ethics, the author examines what  Facebook “data scientist” Adam D.I. Kramer posted to his own Facebook page in direct contrast to what was written in the published research he (along with other researchers) wrote.

Step 6:
Read: Facebook Added 'Research' To User Agreement 4 Months After Emotion Manipulation Study by Kashmir Hill. In this article the author reveals that Facebook changed the Data Use Policy four months after the study in question was run. It was this policy that Facebook has pointed to as the mechanism by which Facebook had received informed consent to perform the research.   Further, the author demonstrates the change in a screen shot and indicates that the study likely was performed on individuals under the age of 18. 

Step 7:
Complete Assignment #3: Permission and Persuasion and the White Hat Hacker Oath
Contracts
Informed consent seems pretty straight forward as a concept, but what if it isn’t.  When is it necessary to obtain informed consent in the digital world? And what qualifies as informed consent?  Is informed consent achieved by agreeing to the Terms of Service or Privacy agreement on a website?
As you saw in the Facebook case, Facebook believed it has informed consent of its users to perform research on them, research that might be construed as manipulative.  By now hopefully you have thought critically about and begun to formulate your own thoughts on the Facebook research case.  This case is all about contracts and consent, so let’s dig a bit deeper into that topic.
Step 1:
Read: Abstract: Online Privacy Agreements, is it Informed Consent?  by Masooda Bashir. Watch the presentation provided by clicking here. Through her research she examined what kinds of rights are given to users and to companies.  For example, the policies tend to be vague about the control consumers have over their data while the company’s rights to control this data are clearer. The presentation highlights whether what is written in these policies can be understood by the average consumer and as such consent given is informed consent.  To learn specifically about the five principles of informed consent please go to 12:10 within the presentation. 
1. Disclosure
2. Comprehension
3. Voluntariness
4. Competence
5. Agreement
Additionally, the presentation discusses that there are several problems with assuming informed consent is provided under these agreements.  The first is that consent is not voluntary; rather it is either agree or do not use.  The second is that comprehension is unlikely because the agreements are written in language not easily understood by the average consumer.  Lastly, the option to agree only occurs once.  There is no option to opt out at a later point after new language is written into the agreement.

Step 2:
Read: Handout on ideas of contracts/covenants in the Hebrew Bible by Monica. So we are starting at the beginning.  The 16th-19th century thinkers that shaped our 21st century American conceptions of contracts (especially social contracts) were deeply influenced by the political and moral philosophy of the Hebrew Bible (the Old Testament).  This document describes the ways the different covenants—with Noah, Abraham, and Moses--were structured.  There are a few common elements of the different covenants including:
· Reciprocity of terms of the agreement
· Sign/totem of the covenant agreement
· Inheritability of agreement

You will find the document uses the word “mitzvot” which is the plural of the word “mitzvah.” In the context of this document “mitzvot” is a commandment from God to the Jewish people to obey.

Step 3:
Complete Assignment #5: Your Contract
Social Engineering
Social engineering, “in the context of information security refers to psychological manipulation of people into performing actions or divulging confidential information. A type of confidence trick for the purpose of information gathering, fraud, or system access, it differs from a traditional "con" in that it is often one of many steps in a more complex fraud scheme.”  Social engineering is the most effective way to bypass any hardware or software systems in place. Organizations can spend millions on security, only to have it all bypassed with a simple phone call. Thus is it extremely important to understand social engineering.

Step 1:
Read: Social Engineering Defined by Security Through Education.  This resource defines social engineering and outlines three top methodologies. Social engineering is as much about learning how to target and acquire information, as it is about preventing you from being the target of it.  As such you need to be on your guard.  So does that mean that social engineering is unethical? Take time to review the additional topics provided to learn about Categories of Social Engineers, Why Attackers Might Use Social Engineering, and Real World Examples. 

Step 2:
Read: Social Engineering…Is it Ethical?? by Dale Pearson. In this article the author puts forth the argument that social engineering is unethical (data being extracted from individuals for commercial gain or manipulation that benefit a person gaining the sensitive data). Then he explains why it is ethical (intent of the person asking for the information and how the data might be used could have a positive outcome.) He advises the reader to understand the intent behind the gathering of personal or sensitive data before undertaking social engineering. 

Step 3:
Read: Social engineering in penetration tests: 6 tips for ethical (and legal) use by Joan Goodchild. In this article the author lays out the legal and ethical guidelines that penetration testers should be using when employing social engineering. In particular the author discusses consent.

The expert white hat hackers support the idea that social engineering is a skill that can be taught and is one of the most important skills a hacker can possess.  But of course social engineering can test the very limits of ethics and moral values.  As such there will be social engineering assignments in each Module.  Students will examine their own feelings when completing the hacks and how those feelings relate to their personal ethics.

Step 4:
Complete Assignment #6: Social Engineering Task #1


SUMMARY
This lesson examines the law and ethics and distinguishes between them.  The lesson defined white, black, and grey hat hacking and the underpinnings of the ethos of white hat hackers. The lesson also provided definitions and information about permission, consent, persuasion and ethos while participating in a social engineering task. 

ASSIGNMENTS
1. 1. Scenario: Law or Ethics?
2. The White Hat Agreement and Code of Ethics
3. Permission and Persuasion the White Hat Agreement and Code of Ethics
4. Your contract
5. Social Engineering Task #1 manipulation. With this information, the module encouraged students to examine consent via agreements or contracts and to write contracts using the tenants of ethics. Lastly, this lesson defined social engineering and explored the ethics of social engineering and student’s personal

RESOURCES
Text was adapted from:
· “Law" by Wikipedia Community retrieved from http://en.wikipedia.org/wiki/Legal is used under a Creative Commons Attribution http://creativecommons.org/licenses/by-sa/3.0/. 
· “Ethics” by Wikipedia Community retrieved from http://en.wikipedia.org/wiki/Ethics is used under a Creative Commons Attribution http://creativecommons.org/licenses/by-sa/3.0/. 
· “Informed Consent” by Wikipedia Community retrieved from https://www.google.com/?gws_rd=ssl#q=definition+of+informed+consent is used under a Creative Commons Attribution http://creativecommons.org/licenses/by-sa/3.0/. 
· “Implied Consent” by Wikipedia Community retrieved from http://en.wikipedia.org/wiki/Implied_consent is used under a Creative Commons Attribution http://creativecommons.org/licenses/by-sa/3.0/ 
· “Persuasion” by Wikipedia Community retrieved fromhttp://en.wikipedia.org/wiki/Persuasion is used under a Creative Commons Attribution http://creativecommons.org/licenses/by-sa/3.0/
· “Social Engineering” by Wikipedia Community retrieved http://en.wikipedia.org/wiki/Social_engineering_(security) is used under a Creative Commons Attribution http://creativecommons.org/licenses/by-sa/3.0/
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