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Lesson 2: Privacy, National Security and Whistleblowing

INTRODUCTION
This lesson focuses on defining privacy and detailing the privacy protection laws in the United States.  It further discusses moral philosophies on privacy as a right and examines why privacy in the information technology age is different.  The lesson examines national security and the National Security Act of 1947, and how national security has evolved to today.  Lastly, the lesson looks at the whistleblowing law, a list of whistleblowing cases, and whether financial rewards might impact whistleblowing behavior.

LESSON OBJECTIVES 
By the end of this lesson, you will be able to:
1. Define privacy.
2. Identify moral philosophies on privacy.
3. Recognize privacy challenges in a modern information technology environment.
4. Define national security.
5. Identify the National Security Act.
6. Identify national security state and threats today.
7. Define whistleblowing.
8. Identify the current state of whistleblowing.


LEARNING SEQUENCE
	

	Required Reading
	Read the following: 
Lesson 2: Privacy, National Security, and Whistleblowing
· Privacy
· National Security
· Whistleblowing

	Resources
	View the following:
· 8 2 National Security Act of 1947 (4:23)

Read the following:
· Privacy Laws of the United States 
· The Privacy Act 
· The Right to Privacy 
· Philosophical Views on the Value of Privacy 
· The Ethics of Online Privacy Protection 
· No U.S. Action, So States More on Privacy Law 
· The Real Privacy Problem 
· Online Privacy: Using the Internet Safely 
· National Security 
· Truman Signs the National Security Act 
· National Security State 
· Policing National Security Threats
· National Security and the Internet 
· Whistleblower Protection Act 
· Public Law 101-12 
· List of Whistleblowers
· Whistleblower Cases Hit New Records 
· Ethics and Whistleblowing
· The Ethics of Whistleblowing 
· The Ethics of State Secrecy 

	Assignments
	Complete the following:
1. Social Engineering Task #2 
2. CyberSecurity
3. The Virtuous Spy, the Right to Privacy and Edward Snowden



INSTRUCTION 

Privacy

According to Wikipedia, privacy is defined as “the ability of an individual or group to seclude themselves or information about themselves and thereby express themselves selectively. The boundaries and content of what is considered private differ among cultures and individuals, but share common themes.”  Further Wikipedia also highlights that “the domain of privacy partially overlaps security, including for instance the concepts of appropriate use, as well as protection of information.” It is for this reason that National Security in the United States will be discussed.  But let’s not get ahead of ourselves.  The first step is to focus on privacy laws in the United States and then the ethics of privacy.

Step 1:
Read: Privacy Laws of the United States. This Wikipedia article explains that privacy laws that create a minimum privacy expectation in the United States.

Step 2:
Read: The Privacy Act by United States Office of Government Ethics. This article expands upon the ideas presented in the earlier article by providing information on the Privacy Act specifically.  

Now that you are familiar with the privacy laws in the United States it is important that we consider the ethics of privacy. As you learned in Module 1, law and ethics are not equivalent and the following articles will present several varied ethical arguments as they relate to privacy.  While you are reading be sure to consider which arguments persuade you and compare and contrast the laws and the ethical arguments.
 


Step 3:
Read: The Right to Privacy by Samuel D. Warren and Louis D. Brandeis.
This article introduces the reader to the most cited paper on privacy ethics.  Warren and Bradeis present their moral philosophy on privacy.

Step 4:
Read: Philosophical Views on the Value of Privacy by Glenn Negley. This article considers additional perspectives on the value of privacy.

After reading about ethical perspectives on privacy, the next few readings will focus on ethical discussions on privacy in the world we live in today which is rich in information technology. While reading, consider whether privacy rights from the non-technology world apply to the online world or whether there should be a higher or lower expectation of privacy.

Step 5:
Read: The Ethics of Online Privacy Protection by Irina Raicu. This article examines access to big data and the potential common good. She asks if some rights (safety) trump other rights (privacy). 

Step 6:
Read: No U.S. Action, So States More on Privacy Law by Somini Sengupta. This article explains that in the information age privacy laws have been slow to be drafted by Congress and as such many states have taken the initiative.

Step 7:
Read: The Real Privacy Problem by Evgeny Morozov.  This article discusses that privacy is not an end unto itself but rather a mechanism of a democratic society to function.  He explains that privacy in the information age can harm consumers. He argues that too little privacy as well as too much privacy can be harmful to democracy.

Step 8:
Read: Online Privacy: Using the Internet Safely by Privacy Rights Clearinghouse. This reading is designed to inform consumers about what personal information is collected by search engines, browsers, websites, mobile apps, and other software and how they can more effectively protect their privacy.

Step 9:
Complete Assignment #1: Social Engineering Task #2

National Security
As you may recall in Section #1, Wikipedia linked the concept of privacy and security. As such, this Section begins by focusing on defining national security and the national security laws in the United States.  

Step 1:
Read: National Security. This article defines national security, explains that it once meant only military might, and it lists the current measures taken to ensure national security.

Step 2:
Read: Truman Signs the National Security Act by History Channel. This reading explains that the National Security Act came into being due to the Cold War and it summarizes the three main parts of the act.

Step 3:
Watch: 8 2 National Security Act of 1947 by Louis Sobo (4:23). This video gives the history and content of the National Security Act of 1947.
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Now that we have a clearer idea of the definition and role of national security as detailed by the National Security Act of 1947, let’s consider how national security has evolved since the end of the Cold War and the advent of the Internet and explosion of information technology.

Step 4:
Read: National Security State by The Center for Media and Democracy – Sourcewatch.  This resource defines the national security state.

Step 5:
Read: Policing National Security Threats by Joey Kirshy. This article explains that national security threats have evolved with the changing world and strategic national security practices have failed to keep pace.  

Step 6:
Read: National Security and the Internet by Gary Chapman. This paper explains that because the national infrastructures (for example the energy grid) are now controlled by computers and these are often connected to the Internet, national security and technology have become interwoven, and as such, the new threat is likely a digital one.

Step 7:
Complete Assignment #2, CyberSecurity


Whistleblowing

To begin, Wikipedia defines a whistleblower as “a person who exposes misconduct, alleged dishonest or illegal activity occurring in an organization. The alleged misconduct may be classified in many ways; for example, a violation of a law, rule, regulation and/or a direct threat to public interest, such as fraud, health and safety violations, and corruption. Whistleblowers may make their allegations internally (for example, to other people within the accused organization) or externally (to regulators, law enforcement agencies, to the media or to groups concerned with the issues).” 

This section of the Module will look at whistleblowing and the whistleblowing laws in the United States. While whistleblowing has been a legal act for some time, the modern law that protects whistleblowing behavior is the Whistleblower Protection Act.  The next few readings will provide information on this law.

Step 1: 
Read: Whistleblower Protection Act by Wikipedia. This article summarizes what the Whistleblower Protection Act is and what it covers.

Step 2:
Read: Public Law 101-12 by 101st Congress. This is the actual language of the Whistleblower Protection Act.  While reading, consider the legal language used and the applicability of this act to today’s information technology plentiful world.

Having read the law that protects Whistleblowers, the next step is to consider the history and current state of whistleblowing in the United States. 

Step 3:
Read: List of Whistleblowers. In this wiki famous whistleblowers from around the world and throughout history are listed in chart format.

Step 4:
Read: Whistleblower Cases Hit New Records by Karen Aho. In this article the author states that the number of whistleblowing cases reported to the federal government are higher than ever in the past.  The article seems to speculate that the financial compensation to whistleblowers might be affecting this.

As before, the next several readings will now examine the ethics of whistleblowing.  As you will recall from the first Module, law and ethics are not the same.  While reading these articles consider your ethos as it relates to whistleblowing.

Step 5:
Read: Ethics and Whistleblowing by Kirsty Matthewson. This article gives three accounts of perception of ethics and whistleblowing: public, personal, and corporate.  While this article is out of the UK, the information contained in it is relevant to the United States as well.

Step 6:
Read: The Ethics of Whistleblowing by Ben O’Neill. This blog post is the first of two parts.  The first part examines the laws and ethics of whistleblowing as it relates to contracts and confidentiality.

Step 7:
Read: The Ethics of State Secrecy by Ben O’Neill. This blog post is the second of two parts.  The second part examines government oversight and access to information.

Step 8:
Complete Assignment #3: The Virtuous Spy, the Right to Privacy and Edward Snowden

SUMMARY
This lesson examines privacy, national security and whistleblowing.  Specifically the Module defines these three concepts, provides a brief history, details the laws and moral philosophies, and examines how the modern information technology deep world has changed these three concepts.  
ASSIGNMENTS
1. Social Engineering Task #2 
2. CyberSecurity
3. The Virtuous Spy, the Right to Privacy and Edward Snowden

RESOURCES
Text was adapted from:
· “Privacy" by Wikipedia Community retrieved from http://en.wikipedia.org/wiki/Privacy is used under a Creative Commons Attribution http://creativecommons.org/licenses/by-sa/3.0/. 
· “Whistleblowers” by Wikipedia Community retrieved from http://en.wikipedia.org/wiki/Whistleblowing is used under a Creative Commons Attribution http://creativecommons.org/licenses/by-sa/3.0/. 
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