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Course Description:  Develop or refresh skills and knowledge required for technical positions within Science, Technology, Engineering, Mathematics (STEM) fields. Focus upon mathematics and critical-thinking skills essential to academic and workplace success.
· Meets industry standards and needs (Identify relevant Industry Standards and Needs: technical, personal and interpersonal).

· “Best in Class,” nationally portable, one-year certificate programs that are in demand by workers and employers.

· Can be disseminated quickly and widely to community colleges throughout the United States.

Evaluation Criteria:  Using a scale of 1-low; 2-medium and 3-high, rate this course for how it: (A) meets industry standards and needs; (B) fits into a “Best in Class” nationally-portable, one-year certificate program; and (C) can be disseminated quickly and widely across the nation. 

Evaluation:

A. Meeting Standards and Needs:  

Considering that both Industry and Government are currently facing a significant skills gap for Cybersecurity professionals, increased need for a common core of Cybersecurity skills is at a premium.  Overall, this course—Core Skills for Computing Professionals—meets the industry standards and needs for the foundational types of technical skills, personal attributes and interpersonal qualities that exemplary cyber technicians and professionals will require in this field of work.  (Overall rating:  2) 

Technically, the course outline and syllabus appears to be very sound and well-structured.  However, the materials on-line for review did not include the mathematics modules (1 through 4).  Module 5 (Strategies for Success) seemed to be the only materials available for review.  An evaluation of those materials prove that it seems to meet the needs and standards required of industry.  In addition to the use of presentation slides and exercises, some forms of more active methods of teaching were evident in the curriculum (i.e., the use the web-based examples and use of some audio).  More specifically, the noted examples were the use of audio in the Ethics module and use of web-based screen shots in the presentation on the use of the AACC on-line library.  I believe those are good ways to make the learning more interactive and meaningful to the students.  However, believe more “out of the box” thinking, in terms of more diverse e-learning techniques, like the use of streaming video or virtual gaming scenarios would put this module over the top.   (Technical rating:  2)

As noted, appears that the mathematics portion of the course is well-structured and complete.  However, training cyber professionals (most of whom are the Internet Generation) for work in the Information Age requires more than just technical competence.  For this reason, believe the emphasis in this course on building “personal” attributes is on the right track.  Modules on personal security; time management; research and plagiarism; and ethics are effective and critical. Believe that the Personal Time Allocation exercise was somewhat simplistic.  A more sophisticated (higher learning) exercise might be to give students a week-long or over-night assignment that stressed their ability to manage their time effectively.  Since most cyber technicians will be stressed in the real world with more work than they can handle, a section on risk management may also be useful. (Personal rating:  2)

From an interpersonal perspective, believe that the team-building and effective communications modules are essential for a Cybersecurity workforce that cannot work in a vacuum.  I liked the structure and flow of the Team Building presentation for breaking down some of the self-centered dysfunctions (general lack of social and bonding skills that comes for the use of technology)  demonstrated by some in the Internet Generation but feel the learning experience could be enhanced by some sort of role-playing exercises.  (Interpersonal rating:  2)


B. “Best in Class” Evaluation:

“Best in Class” evaluation is difficult because there doesn’t seem to be a lot of other samples against which to compare a nationally-portable one-year certificate program from an educational institution.  There are other commercially-available, national programs available (like SANS) that have certificate programs and degrees granted through agreements with accredited institutions.  Need more information before being able to evaluate the “portability” potential of this particular course.  I imagine that, once consolidated and standardized, it would be made available at each one of the ten Community College consortium partners to load up on their own servers for teaching.  Imagine that requires a standardization of operating systems and standards and some mechanism and procedures for modifying and updating the course curriculum.  The other option, if available, would be to place the standardized curricula in a Cloud environment and allow the consortium partners to access materials remotely.  (“Best in Class” rating:  2)

C. Dissemination Factors:  

Like evaluating the portability issue, the ability to disseminate this course “quickly and widely” is largely determined by the method by which it will be made available to consortium partners—either on-site hosting or cloud-based.  Believe this course (and others like it) could be disseminated as widely as needed across the nation, dependent on who wants to join and agree to teach the agreed-upon developed material.  The speed at which this course could be disseminated is an issue not readily evident in the course material presented for evaluation.  If nationwide (or even consortium-wide) use is the goal, then need to standardize all of the presentations.  Several of the presentations are still in in varying formats and styles.  Some are labeled as “AACC” presentations and others have the National STEM Consortium formatted slides.  Some (like the presentation on “ Using the AACC Library On-line” should be modified so that they are not college-specific.  A better illustration may be to build the example around the Library of Congress On-line or some other national resource.  (Overall rating:  2)


Overall Synopsis:  

The materials made available for review of the Core Skills for Computing Professionals course seems to have the right components to build a solid, entry-level foundation for a new career in this active, cutting-edge industry.  

Did not have the opportunity to review any of the technical portions of this curriculum (Modules 1 through 4) but from what is outlined in the syllabus, seems to be the mathematics base required to launch students into this type of training.  

My advice would be, wherever possible, to modify the more abstract soft skill concepts into more dynamically presented examples that can be applied to real business problems that the students might encounter in the workplace. This is more in line with the development of the “critical thinking” skills outlined in the course description.

Would suggest more emphasis on workplace legal and privacy issues that students might encounter from an “operator” point of view.  Some of these could include liability; the binding nature of contract and non-disclosure agreements; and dealing with proprietary and classified information.  

Need to standardize the format style and appearance of all of the presentations, exercises, and lesson materials.  As it currently exists, looks like several different presentations compiled together from various sources.


