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Analysis of Android Phone using SDK Command Line Utility
Objectives
Extract data from an Android phone using SDK Command Line Utility
Procedures
Obtain an Android phone or use your Android phone for this part of the lab.
Install SDK utility
Go C:\Program Files (x86)  Android  Android-sdk and highlight “Platform-tools”. Simply hold down the Shift key and right-click a folder.  The context menu will contain an entry, “Open command window here.”
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Connect the Android phone and issue the command, adb devices.
Your answers may vary depending upon the type of phone.  SDK utility should recognize the connected Android device.  Make sure you install the correct driver if the device is not recognized.
Attach a screen shot:


Proceed to the following section if the device is recognized. Go the shell prompt by the issuing the following command, adb shell.
Attach a screen shot:


Issue the following commands:
a. $cd sdcard (if sdcard directory appears)
b. $pwd
c. $whoami
Attach screen shots:


Extract device information:
$ cd /system
$pwd (to verify command prompt in /system folder)
$cat build.prop
a. What is the model?
b. What is the IMEI:
Attach a screen shot:


Dumpsys (to view services)
Type exit to exit adb shell mode
C:\program Files(x86)\android\android-sdk\platform-tools>

Type the following commands, answer the questions, and attach screen shots (screen shots may vary depending on the device):

a. adb shell service list
How many services are listed?
Attach a screen shot:


b. W-Fi connection
Command : adb shell dumpsys wifi
Is Wi-Fi enabled?
Attach a screen shot: Usagestats
Command: adb shell dumpsys usagestats
Attach a screen shot:


Extracting data from the phone:
Use adb pull command to extract a file to a forensic workstation.
Go through the device and pick one file and note the location of the file.
Then, issue the command, adb pull (the location) C:\tmp ( make sure you create a tmp folder in C drive)
C:\program Files(x86)\android\android-sdk\platform-tools> adb pull 
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