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Analysis of iOS Logical and File System Forensics
Objectives
Analyze already acquired iOS logical and file system using XRY and Magnet IEF programs
Tools
XRY Reader and Magnet IEF programs
Procedures	
Part 1:  XRY Reader (30-day evaluation)
Open XRY Reader, choose “open” and load “Add image file name.”

What is the name and model number of the iPhone (device name)?

Find the following information:
a. ICCID
b. Phone number		
c. Location service enable	
d. Apple ID
e. Data Encrypted		
What is the name on the account and the email address?

How many apps were purchased?  List the apps and their purposes.


Can you extract the data from “kik Messenger” apps?
Part 2:  Magnet Internet Evidence Finder

1. Install Magnet Internet Evidence Finder.

Select “Mobile”.
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Select “iOS.”
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Select “Images.”
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Select “iPhone.tar” and choose “ok”
Select the “iOS Artifacts” data to be parsed and select “Next.”
Choose your case location and select “Find Evidence.”
What is the name of the iPhone (Device name)? What is the model number?

Find the following information:
a. ICCID
b. Phone number		
c. Location service enable	
d. Apple ID
e. [bookmark: _GoBack]Data Encrypted	

What is the name on the account and the email address?

How many apps were purchased?  List the apps and their purposes.

Can you extract the data from “kik Messenger” apps? 

Part 3:  XRY Reader and IEF

1. Compare these two programs and write your observation.
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