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Analysis of Android Physical Examination
Objectives
Analyze already acquired Android Physical Examination of Samsung Galaxy
Tools
Autopsy and Magnet Forensics Tools
Procedures
Part 1:  Using Autopsy Tools
Open Autopsy tool.
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Create a new case.
Enter case information, choose base directory for storing the case file and select “next.”
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Enter examiner name and evidence number and select “finish.”
Select the image, browse to “lab4” folder and select the “DumpData.bin” file.
Select all except “E01 verifier” and “Virtual Machine extractor.”
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Part 2:  Magnet Internet Evidence Finder
1. Install Magnet Internet Evidence Finder.
Select “Mobile.”
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Select “Android.”
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Select “Images.”
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Select “DumpData.bin” and process it.

Part 3:  Questions

1. What is the “Dropbox” account information?  Where is located?
Use “Autopsy” program to get the following information:
a. Locate “userdata” partition  System users  0  account.db.
b. Export the file and open in “sql” database.
c. How many accounts are there?
d. Attach a screen shot.
Determine the wallpaper assigned to the device.
a. Where was this information found?
b. Explain the date and time associated with the wallpaper.
c. What tool did you use to get the answer?
d. Attach a screen shot.

Was Facebook used on this device?
a. If so, what is the profile name?
b. What tool did you use to get the answer?  (Hint: Check Google Searches)
c. Attach a screen shot.
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