


[bookmark: _Hlk523367752][bookmark: _Hlk523367753][image: Logo of the Cyber Pathways Across Maryland grant project that published this course. It depicts the state of Maryland with an abstract curve encircling the state. ]	Mobile Forensics: Lab 5
Android Phone Examination
[bookmark: _gjdgxs]Objectives
Successfully crack the password of an Android device with the files provided
Examine extracted Android logical file system using Autopsy and Magnet Forensics

Part 1: Crack the passcode using “Andriller” program.
1. Download and launch Andriller; use Andriller to crack the passcode.
Go to Lockscreens” -> Generic Gesture Pattern(3x3); browse to the folder “gesture key” file provided and select “Decode”.
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What is the result?

Choose “Draw” to view the swipe code.
To verify that a passcode or PIN was not used on the device, follow the steps below. Remember that the files for all passcodes are present on the device, if the device can use a passcode. This does not mean that the user has to implement the protection mechanism.
Select “Get Salt” from “settings.db.”

If you get errors, point Andriller to the “settings.db” file for this device. This is the first clue that the passcode was not set on the device. Also note the size of the “password.key:” file is “0” bytes (the file is empty).

Part 2: Analysis of Android File System using various tools

1. Use “Autopsy” program and Magnet Forensics tools to analyze the data.
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a. Create a new case
b. Case name: → lab5
c. Case number: 001
d. Choose “Logical Files” in the next 
Magnet Internet Evidence Finder
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a. Install Magnet Internet Evidence Finder
b. Select “Mobile”
c. Select “Android”
d. Select “File Dump”
e. Select “Windows Folder Browser” and select the folder “Sony (SonyEricsson)_Xperia X10 mini”
f. Choose “next” and “next”
Questions:
a. Was the Skype app used on this Android device? If so, what is the user’s Skype account? Where was this information found?

b. On March 5, 2013 at 10:23 AM EST, a Skype conversation occurred. Who was this conversation with and what was the context?

c. The user was accused of stealing a handgun. Can you find evidence to support this claim?

d. Extra credit: Examine “contacts2.db”. How many contacts are there? Are there any deleted contacts?
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