


[bookmark: _Hlk523367752][bookmark: _Hlk523367753][image: Logo of the Cyber Pathways Across Maryland grant project that published this course. It depicts the state of Maryland with an abstract curve encircling the state. ]	Mobile Forensics: Suggested Syllabus
[bookmark: _gjdgxs]Part 1: Course Information
[bookmark: _30j0zll]Course Overview 
[bookmark: _1fob9te]Basic Information
College: 
Department: 
Semester: 
Instructor: 
Office: 
Office Hours: 
Office Telephone: 
Email: 
[bookmark: _3znysh7]Description
[bookmark: _2et92p0]Mobile Forensics presents advanced topics in mobile forensics. Students will examine mobile devices including cell phones and tablets. Students will perform forensic acquisition and analysis of various mobile computing devices, including iOS (Apple) and Android mobile devices. Students will apply industry best practices when performing evidence collection and analysis and will perform hands-on exercises using industry standard and forensically sound tools and techniques. This course consists of fifteen lessons, including six hands-on labs, one project, a mid-term exam, and a final exam.
Prerequisites
[bookmark: _tyjcwt]A course in advanced digital forensics is strongly recommended as a prerequisite. Students should have a thorough understanding of digital forensic tools, techniques and processes before starting the Mobile Forensics course. 
Course Materials
Required Hardware
Mobile phones and/or tablets required for hands-on labs and exams will be provided to the student.
[bookmark: _3dy6vkm]Required Textbook
Mahalik, H., Tamma, R. & Bommisetty, S. (2016). Practical Mobile Forensics (2nd ed.). Birmingham, UK: Packt Publishing. ISBN: 9781786464200.
Additional Resources
Det. Cynthia A. Murphy. Developing Process for Mobile Device Forensics. Available from the Mobile Forensics Central website
Tim Proffitt. Forensic Analysis on iOS Devices. Available from the SANS Institute website
Course Structure
This course is designed to be delivered face-to-face in a hands-on, lab-based environment. Lectures, hands-on laboratory exercises and in-class work will include topic instruction and demonstration and application of forensic examination tools and techniques on mobile devices.
[bookmark: _4d34og8][bookmark: _2s8eyo1][bookmark: _GoBack]Part 2: Learning Outcomes
[bookmark: _17dp8vu]Following successful completion of the Mobile Forensics course, the student will be able to:
Define Mobile Device Forensics and classify various mobile devices
Identify cellular networks and cellular technologies such as Global System for Mobile Communication (GSM), Code Division Multiple Access (CDMA) and Integrated Digital Enhanced Network (iDEN)
Compare and contrast methods of data storage on a mobile device
Apply the best practices for the isolation of mobile devices from cellular networks
Identify mobile devices and documents
Identify smartphones and common phone operating systems and supported file systems;
Discuss the purpose of Universal Integrated Circuit Card (UICC) / Subscriber Identification Module (SIM)
Extract and analyze data found on SIM cards in mobile devices
Analyze data collected from various data structures in mobile devices and prepare a report
Identify forensic challenges in analyzing mobile devices
[bookmark: _3rdcrjn]Part 3: Course Calendar
This course calendar provides a schedule of lessons and an outline of topics covered. Activities, assignments, and assessments will be explained in detail throughout the course. Please contact the instructor with questions.
[bookmark: _26in1rg]Lesson 1: Course Orientation	Date
Chapter 1 – Introduction to Mobile Forensics
Lab 1 – Analysis of SIM Data (Part 1)
Lesson 2: iOS (Part 1)	Date
Review
Chapter 2 – Understanding the Internals of iOS Devices
Lab 2 – Analysis of SIM Data (Part 2)
[bookmark: _lnxbz9]Lesson 3: iOS (Part 2)	Date
Review
Chapter 6 – iOS Data Analysis and Recovery (Part 1)
Lab 3 – Analysis of iOS Logical and File System Forensics
Lesson 4: iOS (Part 3)	Date
Chapter 6 – iOS Data Analysis and Recovery (Part 2)
Make-Up Lab (if necessary)
Lesson 5: Project Preparation	Date
Lesson 6: Android (Part 1)	Date
Chapter 7 – Understanding Android
Lab 4 – Analysis of Android Physical Examination
[bookmark: _1ksv4uv]Lesson 7: Android (Part 2)	Date
Chapter 8 – Android Forensics Setup and Pre-Data Extraction Techniques
Chapter 10 – Android Data Analysis and Recovery
Lab 5 – Android Phone Examination
Lesson 8: Project Preparation	Date
Project Preparation
Make-Up Lab (if necessary)
Lesson 9: Mid-Term Exam	Date
Lesson 10: Android (Part 3)	Date
Review
Chapter 9 – Android Data Extraction Techniques
Lab 6 – Analysis of Android Phone Using SDK Command Line Utility
[bookmark: _2jxsxqh]Lesson 11: Project Preparation	Date
Project Preparation
Make-Up Lab (if necessary)
[bookmark: _z337ya][bookmark: _1y810tw]Lesson 12: Android (Part 4)	Date
Chapter 11 – Android App Analysis, Malware and Reverse Engineering
Make-Up Lab (if necessary)
[bookmark: _4i7ojhp]Lesson 13: Project Preparation	Date
Lesson 14: Project Presentation	Date
Lesson 15: Final Exam	Date
[bookmark: _2xcytpi]Part 4: Project
Project Overview
[bookmark: _Hlk524684759]In this course you will complete a project that is an advanced practicum for students in Mobile Forensics technology. You will gain comprehensive experience and demonstrate your competencies in this project by applying the knowledge and skills that you acquired in all the courses. You will work on real world or hypothetical cybercrime or incident in this project. Make sure your project is approved by your instructor. This project is one semester long and you are required to give an intermediate progress report and a final written and an oral presentation to the class.
You are required to perform forensic analysis on one of the following items:
iPad
Android tablet
Another device in which you are interested (Windows tablet, GPS, Wii, etc.)
Required Steps
Step 1:
a. Find a partner.
Step 2:
a. Obtain a device or choose your own.
Step 3:
a. Find a federal case related to computer forensics or come up with your own (be creative).
b. Get it approved by your instructor. 
Step 4:
a. Populate your device with evidence.
b. Prepare a case report.
Step 5:
a. Swap your device and case report with another group.
c. Make sure you follow search authority and chain of custody procedures.
Step 6:
a. Perform forensic analysis.
b. Documenting your findings.


Project Grading:
Steps 1 & 2:	N/A
Step 3:	10 points
Step 4:	20 points
Step 5:	30 points
Step 6:	30 points
Presentation:	10 points
Part 5: Course Grading Information 
[bookmark: _1ci93xb]Graded Activities
[bookmark: _3whwml4][bookmark: _2bn6wsx]Attendance 
Students must arrive to class on time and prepared. Attendance will be worth 5% of the final grade.
Labs 
There will be 6 labs worth a total of 25% of the final grade.
Mid-Term Exam
There will be a mid-term exam worth 20% of the final grade
Project 
There will be a project worth 30% of the final grade.
Final Exam
There will be a comprehensive final exam worth 20% of the final grade. 
[bookmark: _qsh70q][bookmark: _3as4poj][bookmark: _1pxezwc]Grading Breakdown
Attendance = 5%
Labs = 25%
Mid-Term Exam = 20%
Project = 30%
Final Exam = 20%
[bookmark: _49x2ik5]Grading Scale
A = 90-100 
B = 80-89 
C = 70-79 
D = 60-69 
F = 59 and below
[bookmark: _2p2csry]Late Work
Late work will not be accepted unless it is pre-approved by the instructor. All graded work will be posted in the college learning management system within 48 hours of due date. 
[bookmark: _147n2zr]Part 6: College Policies and Resources
[bookmark: _3o7alnk]Policies
[bookmark: _23ckvvd]Attendance
[bookmark: _ihv636]Academic Integrity
[bookmark: _32hioqz]Campus Civility

[bookmark: _1hmsyys]Resources
[bookmark: _41mghml]Counseling 
[bookmark: _2grqrue]Veterans
Students with Disabilities 

[bookmark: _vx1227]About These Materials
[bookmark: _3fwokq0]Cyber Pathways Across Maryland
[bookmark: _1v1yuxt]These materials were developed by Cyber Pathways Across Maryland (CPAM). CPAM, a consortium of 14 community colleges in the state of Maryland, was funded by a U.S. Department of Labor grant to develop training in cyber technology and build the pipeline of career-ready workers in the field. For more information, visit the CPAM website.
Copyright
©2018 Cyber Pathways Across Maryland.
[bookmark: _4f1mdlm]License
[image: Creative Commons Attribution 4.0 International License icon, depicting "CC" for Creative Commons and "BY" for the Attribution 4.0 International License. It is hyperlinked to the Creative Commons webpage on attribution licenses.] Unless otherwise specified, this work is licensed under a Creative Commons Attribution 4.0 International License. You are free to:
Share — copy and redistribute the material in any medium or format.
Adapt — remix, transform, and build upon the material for any purpose, even commercially.
The licensor cannot revoke these freedoms as long as you follow the license terms.
Under the following terms:
Attribution — You must give appropriate credit (see Attribution and Citation sections below), provide a link to the license, and indicate if changes were made. You may do so in any reasonable manner, but not in any way that suggests the licensor endorses you or your use.
No additional restrictions — You may not apply legal terms or technological measures that legally restrict others from doing anything the license permits.
For more information, see the legal terms of the license. 
[bookmark: _2u6wntf]Attribution
[bookmark: _19c6y18][bookmark: _Hlk523367718]To attribute this work, use: Vinitha Nithianandam.
[bookmark: _3tbugp1]Citation
To cite this work, use:
[bookmark: _Hlk523367751]Nithianandam, V. (2018). Mobile Forensics Course. Cyber technology training materials published by Cyber Pathways Across Maryland (CPAM) and licensed under CC BY 4.0. Retrieved from the Cyber Pathways Across Maryland section of SkillsCommons.org, the repository of the Trade Adjustment Assistance Community College and Career Training (TAACCCT) grant program funded by the U.S. Department of Labor. 
Cover Image
Public Domain by TheDigitalArtist.
[bookmark: _28h4qwu]Accessibility
Cyber Pathways Across Maryland (CPAM) is committed to providing equal opportunity to persons with disabilities, including equal access to education provided through information technology. CPAM content is designed to provide all users easy access to information so that all users can pursue employment in the cybersecurity industry.
CPAM materials comply with the Rehabilitation Act of 1973, Section 508, and the World Wide Web Consortium’s Web Content Accessibility Guidelines 2.0 Level AA. Content was evaluated using the SkillsCommons Accessibility Checkpoints.
[bookmark: _nmf14n]Disclaimer
This workforce product was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training Administration. The product was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The U.S. Department of Labor makes no guarantees, warranties, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability, or ownership.
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