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Final Exam – Lab Exercises (Total Points: 60)
Forensics Division Case Detective, Ms. N., wants you to examine the following files and extract information regarding Facebook and WhatsApp data.
You have been provided the following evidence (“Add File Name”) and tools to examine the data:
“Add File Name”
XRY reader
Blacklight
Cellebrite tool
SQLite Expert Professional
XRY tool 
BlackLight
Cellebrite 
[bookmark: _gjdgxs]Instructions:
1. Extract “Add File Name” file
Open XRY Reader and open the file, “Apple iPhone 5 (A1429) (Untested).xry”
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Attach a screenshot for each answer:
1. Who is the owner?

What is the phone number?

What is the email address of the owner?

What is the model number?

Is the device jail broken?

What company did the suspect work for?

What is the real name of “dirty”?

List all applications used to communicate between the suspect and “dirty” 

What did the suspect try to get from his girlfriend? (Hint: look for “Dropbox”)

When did the suspect accept Carlo’s Facebook friend request?

What type of Facebook chat communication occurred between the suspect and Carlos?

Perform a keyword search for “Liz” and gather evidence from the search hit (Facebook) or other chat about the Dropbox files.

Search for “To Do List” (Hint: Dropbox) and extract a spreadsheet (in the form of a .png image or a picture ( /DCIM/100Apple) ) with evidence.

Show the suspect this list with Carlos through the Viper application. Attach a screen shot of the evidence.
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Wauld you like to add a file or  folder?

Ifyou would like to add a forensic disk image, memary image, mobile device image,
or afile then select Add File (f the disk image is segmented, only the first segment
needs to be selectzd)

Ifyou would like to add an 10 backup, Mobilyze case, ar ather falder structure,

select Add Folder.
EddFie, Add Folder.
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PATHWAYS!





