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MOBILE FORENSICS
Cyber Pathways Across Maryland
This course package contains instructional resources for teaching a course encompassing advanced topics in mobile device forensics. Mobile Forensics students already should have completed foundational courses in digital forensics such as Digital Forensics I and II.
All material is provided openly and freely by the Cyber Pathways Across Maryland grant project, led by Montgomery College and funded by the U.S. Department of Labor, to build the pipeline of career-ready workers in cyber technology. 




Mobile Forensics was developed by Vinitha Nithianandam, professor, Community College of Baltimore County, Baltimore County, Maryland.
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[bookmark: _Toc524961770]Introduction
This Mobile Forensics course was developed by Vinitha Nithianandam at the Community College of Baltimore County, Maryland, as part of Cyber Pathways Across Maryland (CPAM). CPAM, a $14.9 million, four-year grant project involving 14 community colleges in Maryland, is funded by the TAACCCT (Trade Adjustment Assistance Community College and Career Training) program of the U.S. Department of Labor. The project addresses the lack of skilled cyber workers, a shortage of laboratory facilities to support cyber training, a lack of training in flexible modalities, and barriers to learning for underserved populations. The consortium trains grant participants in cyber threat detection, defense, and response; offered individualized career counseling, distance learning, and exclusive internship opportunities; and connected graduates to hiring employers, growing the pipeline of workers ready for careers in cyber technology. 
Cyber Pathways Across Maryland comprises:
Montgomery College, consortium lead
Allegany College of Maryland
Anne Arundel Community College
Baltimore City Community College
College of Southern Maryland
Carroll Community College
[bookmark: _GoBack]Community College of Baltimore County
Frederick Community College
Garrett College
Hagerstown Community College
Harford Community College
Howard Community College
Prince George’s Community College
Wor-Wic Community College
CPAM courses are designed for instructors with subject matter expertise and/or industry knowledge. CPAM materials are freely and openly licensed and are intended for instructors to customize according to their local needs. CPAM materials offer resources, recommendations, and examples; they may be revised and redistributed provided that proper attribution and citation are used. See the “About These Materials” section on page 8. 
CPAM instructional and program support materials are located in the Cyber Pathways Across Maryland section of SkillsCommons.org, the TAACCCT repository. 
[bookmark: _Toc524961771]The CPAM Mobile Forensics Course
[bookmark: _Toc524961772]Course Description
Mobile Forensics presents advanced topics in mobile device forensics. Using digital forensic tools and techniques in a hands-on environment, students will master the course material and learn to think like a forensic investigator by discovering, seizing, preserving, and documenting electronic evidence contained on actual mobile devices. Students will perform forensic acquisition and analysis of various mobile computing devices, including iOS (Apple) and Android mobile devices, applying industry standard and forensically sound tools and techniques.
[bookmark: _Toc524961773]Learning Objectives
[bookmark: _17dp8vu]Upon completion of the Mobile Forensics course, students will be able to:
Define mobile device forensics and classify various mobile devices
Identify cellular networks and cellular technologies such as Global System for Mobile Communication (GSM), Code Division Multiple Access (CDMA) and Integrated Digital Enhanced Network (iDEN)
Compare and contrast methods of data storage on a mobile device
Apply the best practices for the isolation of mobile devices from cellular networks
Identify mobile devices and documents
Identify smartphones and common phone operating systems and supported file systems
Discuss the purpose of Universal Integrated Circuit Card (UICC) / Subscriber Identification Module (SIM)
Extract and analyze data found on SIM cards in mobile devices
Analyze data collected from various data structures in mobile devices and prepare a report
Identify forensic challenges in analyzing mobile devices
[bookmark: _Toc524961774]Major Topics
Mobile device forensics
Cellular networks and technologies
Mobile device operating and file systems
Mobile device preservation
Mobile forensic tools
Mobile forensic process
Mobile device data extraction and analysis
SIM card analysis
Evidence collection and documentation 
Producing a report
[bookmark: _Toc524961775]Course Structure
Syllabus
The suggested course student syllabus in this package is a starting document for instructors to customize and fill in with local college information, such as policies, procedures, and resources. The chapter titles listed in the syllabus are from the course text.
Outline
This course is designed to be delivered face-to-face in a hands-on, lab-based environment. Lectures, hands-on laboratory exercises and in-class work will include topic instruction and demonstration and practical application of forensic examination tools and techniques using actual mobile devices. Mobile Forensics is organized into fifteen weekly lessons, including six practical labs, four in-class project preparation sessions, a practical mid-term exam, and a practical final exam:
Lesson 1: Course Orientation
Chapter 1 – Introduction to Mobile Forensics
Lab 1 – Analysis of SIM Data (Part 1)
Lesson 2: iOS (Part 1)
Review
Chapter 2 – Understanding the Internals of iOS Devices
[bookmark: _lnxbz9]Lab 2 – Analysis of SIM Data (Part 2)
Lesson 3: iOS (Part 2)
Review
Chapter 6 – iOS Data Analysis and Recovery (Part 1)
Lab 3 – Analysis of iOS Logical and File System Forensics
Lesson 4: iOS (Part 3)
Chapter 6 – iOS Data Analysis and Recovery (Part 2)
Make-Up Lab (if necessary)
Lesson 5: Project Preparation
Lesson 6: Android (Part 1)
Chapter 7 – Understanding Android
[bookmark: _1ksv4uv]Lab 4 – Analysis of Android Physical Examination 
Lesson 7: Android (Part 2)
[bookmark: _44sinio]Chapter 8 – Android Forensics Setup and Pre-Data Extraction Techniques
Chapter 10 – Android Data Analysis and Recovery
Lab 5 – Android Phone Examination
Lesson 8: Project Preparation
Project Preparation
Make-Up Lab (if necessary)
Lesson 9: Mid-Term Exam
[bookmark: _2jxsxqh]Lesson 10: Android (Part 3)
[bookmark: _z337ya]Review
Chapter 9 – Android Data Extraction Techniques
Lab 6 – Analysis of Android Phone Using SDK Command Line Utility
Lesson 11: Project Preparation
[bookmark: _1y810tw]Project Preparation
Make-Up Lab (if necessary)
Lesson 12: Android (Part 4)
Chapter 11 – Android App Analysis, Malware and Reverse Engineering
[bookmark: _4i7ojhp]Make-Up Lab (if necessary)
Lesson 13: Project Preparation
Lesson 14: Project Presentation
[bookmark: _4d34og8][bookmark: _2s8eyo1]Lesson 15: Final Exam

Project
In addition to the labs and exams, students also will complete an in-class project that is an advanced practicum in mobile forensics technology. Students will gain comprehensive experience and demonstrate competencies by applying the knowledge and skills acquired in the Mobile Forensics course. Students will work on “real world” or hypothetical cybercrimes or incidents of their choosing, as approved by the instructor. Working in pairs or small groups, students will populate mobile devices with evidence and prepare case reports, which they will then exchange with other student teams. Each receiving team will then conduct a forensic investigation of the device that they have received and document their findings.
[bookmark: _Toc524961776]Prerequisites and Requirements
Digital Forensics 2, also published by Cyber Pathways Across Maryland, is strongly recommended as a prerequisite. Students should have a thorough understanding of digital forensic tools, techniques and processes before starting the Mobile Forensics course. 
[bookmark: _Toc524961777]Facilities and Equipment
The following equipment is required for this course:
· Various iOS and Android mobile devices (phones and/or tablets), populated with evidence, for hand-on labs and exams
· Wireless Internet access
[bookmark: _Toc524961778]Instructional Resources
This course draws from a standard textbook, plus additional online resources.
Required Textbook 
Mahalik, H., Tamma, R. & Bommisetty, S. (2016). Practical Mobile Forensics (2nd ed.). Birmingham, UK: Packt Publishing. ISBN: 9781786464200.
Additional Resources
· Det. Cynthia A. Murphy. Developing Process for Mobile Device Forensics. Available from the Mobile Forensics Central website
· Tim Proffitt. Forensic Analysis on iOS Devices. Available from the SANS Institute website
[bookmark: _Toc524961779]Software and Data
The following software and data are required for the specified labs and exams. In addition, labs and exams may require the creation of image files that the author does not have the rights to distribute. Please note that the availability of software via commercial purchase, demo version or freeware as indicated below is subject to change; the instructor should verify availability prior to using this course material:
Lab 1
This lab uses MPE+ (from AccessData) mobile forensics software
The following images (evidence files) were used created by “AccessData” and we do not have the rights to distribute: SIM_Practical.ad1
Lab 2
This lab uses MPE+ (from AccessData) mobile forensics software
The following images (evidence files) were used created by “AccessData” and we do not have the rights to distribute: SIM_Practical.ad1
Lab 3
This lab uses XRY Reader (30 Day evaluation) mobile forensics software
Create or obtain an image file in XRY format to use with the lab. In the lab replace the “Add image file name” with the file name of the image you create. The image would need to contain the elements in the lab or the lab would need to be adjusted to the items you want the students to find
This lab also uses Magnet Internet Evidence Finder (21-day evaluations) software. You will need to create an iphonebacku.tar file for use with this lab
Lab 4
This lab uses Autopsy Tools (freeware) and Magnet Internet Evidence Finder (21-day evaluations) software
This lab requires the use of an Android image file. We used a proprietary image from a Samsung GSM GT-i9300 Galaxy S III. The image would need to contain the elements in the lab or the lab would need to be adjusted to the items you want the students to find
Lab 5
This lab uses Autopsy Tools (freeware) and Magnet Internet Evidence Finder (21-day evaluations) software
This lab requires the use of an Android image file. We used a proprietary image that we do not have the rights to distribute
We used a proprietary image from a Sony file that we do not have the rights to distribute
Lab 6
This lab used the SDK Command Line utility
Mid-Term Exam
The mid-term exam lab requires the instructor to create an evidence file with the items contained in the exam
Final Exam
This lab uses XRY reader (30-day evaluation) software
This lab used a proprietary iPhone 5 image file to complete this lab. That file would need to be recreated containing the items requested in the lab, or the lab would need to be modified to the items you specify. This file name would be substituted in the lab instructions where it says, “Add File Name”
Additional Software Used
SQLiteExpertProSetup (30-day evaluation)
plisteditor_setup
DB.Browser
[bookmark: _Toc524961780]Suggested Course Grading
Attendance = 5%
Labs = 25%
Mid-Term Exam = 20%
Project = 30%
Final Exam = 20%
[bookmark: _Toc524961781]Teaching Strategies
The successful instructor for this course will have extensive experience performing forensic investigations. Although the instructional material only covers iOS and Android devices, the instructor easily could expand this course to include Windows or other devices if time permits. Rather than focusing on memorization of the instructional material content, Mobile Forensics emphasizes practical, hands-on application of the instructional material. The instructor should encourage students to think like a forensic investigator, take a dynamic approach and “pivot” to follow the evidence as it is revealed during the course of their forensic investigation. The mid-term exam and final exam are completely hands-on. A comprehensive course review is included in the course materials; the instructor may wish to use this to conduct optional online or classroom study sessions to help students prepare for the mid-term exam and final exam.
[bookmark: _Toc524961782][bookmark: _Ref525725202]About These Materials
[bookmark: _Toc524961783]Cyber Pathways Across Maryland
These materials were developed by Cyber Pathways Across Maryland (CPAM). CPAM, a consortium of 14 community colleges in the state of Maryland, was funded by a U.S. Department of Labor grant to develop training in cyber technology and build the pipeline of career-ready workers in the field. For more information, visit the CPAM website.
[bookmark: _Toc524961784]Copyright
©2018 Cyber Pathways Across Maryland.
[bookmark: _Toc524961785]License
[image: Creative Commons Attribution 4.0 International License icon, depicting "CC" for Creative Commons and "BY" for the Attribution 4.0 International License. It is hyperlinked to the Creative Commons webpage on attribution licenses.] Unless otherwise specified, this work is licensed under a Creative Commons Attribution 4.0 International License. You are free to:
Share — copy and redistribute the material in any medium or format.
Adapt — remix, transform, and build upon the material for any purpose, even commercially.
The licensor cannot revoke these freedoms as long as you follow the license terms.
Under the following terms:
Attribution — You must give appropriate credit (see Attribution and Citation sections below), provide a link to the license, and indicate if changes were made. You may do so in any reasonable manner, but not in any way that suggests the licensor endorses you or your use.
No additional restrictions — You may not apply legal terms or technological measures that legally restrict others from doing anything the license permits.
For more information, see the legal terms of the license. 
[bookmark: _Toc524961786]Attribution
[bookmark: _Hlk523367718]To attribute this work, use: Vinitha Nithianandam.
[bookmark: _Toc524961787]Citation
To cite this work, use:
[bookmark: _Hlk523367751]Nithianandam, V. (2018). Mobile Forensics Course. Cyber technology training materials published by Cyber Pathways Across Maryland (CPAM) and licensed under CC BY 4.0. Retrieved from the Cyber Pathways Across Maryland section of SkillsCommons.org, the repository of the Trade Adjustment Assistance Community College and Career Training (TAACCCT) grant program funded by the U.S. Department of Labor. 
[bookmark: _Toc524961788]Cover Image
Public Domain by TheDigitalArtist.
[bookmark: _Toc524961789]Accessibility
Cyber Pathways Across Maryland (CPAM) is committed to providing equal opportunity to persons with disabilities, including equal access to education provided through information technology. CPAM content is designed to provide all users easy access to information so that all users can pursue employment in the cybersecurity industry.
CPAM materials comply with the Rehabilitation Act of 1973, Section 508, and the World Wide Web Consortium’s Web Content Accessibility Guidelines 2.0 Level AA. Content was evaluated using the SkillsCommons Accessibility Checkpoints.
[bookmark: _Toc524961790]Disclaimer
This workforce product was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training Administration. The product was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The U.S. Department of Labor makes no guarantees, warranties, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability, or ownership.
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