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Mid-Term Exam – Lab Exercises
Forensics Division Case Detective, Ms. N., wants you to examine the following files and extract information regarding Facebook and WhatsApp data.
You have been provided with the following database files and tools to examine the data:
Facebook folder (fb.db)
WhatsApp folder (msgstore.db,  wa.db, com.whatsapp_preference.xml and RegisterPhone.xml files) (Note: xml files have user account information)
SQLite Expert Professional
Excel worksheet to open .xml files:
Instructions to open Excel sheet
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Part 1 (30 points): Extract data from WhatsApp
1. What is the account user name? 

What is the account phone number?

How many messages are reported? 

When was the message “Tracking # 1Z8W54V70396221975” received?

How many contacts are listed in WhatsApp?
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Collect all information related to WhatsApp name, “A Big” (e.g., name, phone number, etc.)
 
Part 2 (20 pts): Extract data from Facebook
1. How many friends are listed in the contact list? 

What is the user account email? 

Find the following information related to “Thatiiz Rios”:
a. Profile image (attach a screen shot)
b. Email address
c. Birthday
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