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Analysis of SIM Data – Part 2
Objective
Analyze previously acquired SIM card
Tools
MPE+ (Mobile Phone Examiner –Access Data)
Procedures
Part 1:  Analysis of SIM Card
Open MPE+
Go to “Import Image” → C: → DCOM (folder) →MobileCD(folder) →SIMCards(folder) →SIM_Practical → SIM_Practical.ad1
What is the ICCID number?
What is the country code?
What is the country name?
What is the name of the service provider?
Where is ICCID stored in the file system?
What is the IMSI number?
a. What is the country code?
b. What is the provider name?
What is the Mobile Phone number?  Where is it stored in the file system?
How many contacts are stored in this SIM card?
How many contacts can be stored in this SIM card?  Where are they located in the file system?
How many dialed numbers are stored in this SIM card?  Where are they located in the file system?
What is the dialing number stored in slot 8?  What is the country of origin and the provider?

Part 2:  Analysis of SIM Cards
1. [bookmark: _gjdgxs]Obtain one or two SIM cards from the instructor. Use some tools listed in the lecture and try to read the data from the SIM card. List the noted information.






Part 3:  Identify the iPhone Model
1. [bookmark: _GoBack]Locate the iPhone model on the back of the device and write the model number.



Based on the noted model number, gather information about the phone.
a. Device:
b. iOS:
c. Capacity:
d. Cellular Network Supported:
e. Wi-Fi:
f. Bluetooth:
g. Supported camera specifications:

Part 4:  Dismantle the iPhone
1. Get one iPhone from your instructor and remove the components if possible.
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