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DATA SHARING AGREEMENT
BETWEEN
LORAIN COUNTY COMMUNITY COLLEGE and
[PARTNER COLLEGE]

This Data Sharing Agreement (“Agreement”) is entered into by and between Lorain County Community College, (hereinafter referred to as “LCCC” located at 1005 North Abbe Road, Elyria, Ohio and [Partner College], located at [Partner College address], (hereinafter referred to as “THE PARTNER”), both community colleges as defined in ORC §3354.01 under the laws of the state of Ohio.

WHEREAS, LCCC is administering the Ohio TechNet grant funded by the U.S. Department of Labor Trade Adjustment Assistance Community College Career and Training program (“TAACCCT”) as a Round 4 Grant (award number TC-26435-14-60-A-39)  (“the Grant”); 

WHEREAS, LCCC through a public procurement process, has hired a third party evaluation team consisting of New Growth Group, LLC and The Ohio State University (via subcontract with New Growth Group) to provide a qualitative and quantitative evaluation of the Grant as required by the U.S. Department of Labor (“Evaluation”); and

WHEREAS, the PARTNER shall provide certain data to LCCC to facilitate completion of the Evaluation in connection with the Grant; 

NOW, THEREFORE, in consideration of the mutual promises set forth herein the parties agree as follows:

LCCC CONTACTS
		Agreement Administrator:		Technical Administrator:
Name:		Roy Church, Ph.D.			Shara Davis				
Title: 		President			Dean of Research, Institutional Effectiveness, and Public Services
Address:             1005 N. Abbe Road			1005 N. Abbe Road
		Elyria, OH 44035			Elyria, OH 44035
Phone:                440-366-4050				440-366-7578 
E-mail:                 rchurch@lorainccc.edu			sdavis@lorainccc.edu

PARTNER CONTACTS
		Agreement Administrator:		Technical Administrator:
	Name:
	
	
	

	Title:
	
	
	

	Address:
	
	
	

	Phone:
	
	
	

	E-mail:
	
	
	



Contact information for the agreement administrator and technical administrator should be inserted above, as part of the signing process. 




PURPOSE OF THE DATA SHARING AGREEMENT

The purpose of this Agreement is to provide LCCC with data necessary for research to improve instruction and evaluate the TAACCCT Grant. The information to be disclosed is detailed in Exhibit B, and is subject to be amended throughout the evaluation. 

LCCC’s use of student-level data is covered by the studies exception of the Family Educational Rights and Privacy Act of 1974 as set forth in 20 U.S.C. 1232g and its regulations at Part 99 of Title 34 of the Code of Federal Regulations (FERPA). The data LCCC is requesting will be used to meet Department of Labor reporting requirements under the TAACCCT program. All of the data requested will be used to improve instruction by determining which components of the Grant initiative improve student outcomes. In accordance with FERPA, we are entering into user agreements with THE PARTNER that spells out how the data will be used, secured, and destroyed. LCCC agrees that to administer this Data Sharing Agreement in a manner consistent with FERPA, it will use the information disclosed to it only for the purposes of the study, and not re-disclose the information without prior written consent of the parent or eligible student. 
 Roles of the Parties

This paragraph describes the roles of each party in broad terms, with more detail below. The role of THE PARTNER will be to submit the data detailed in Exhibit B via secure file transfer to LCCC. The data will be transferred to a Third Party Evaluator, who will pull data from the Ohio Longitudinal Data Archive and match it to Partner Data received by LCCC for reporting purposes. The Third Party Evaluator will create files with Person Identification Keys to replace such identifiers as name and social security number. All Personally Identifiable Information (“PII”) will be stored in a secure location only accessible by authorized analysts from LCCC and the Third Party Evaluator. The Third Party Evaluator will analyze the data for the Evaluation of the Grant and will produce aggregate tables that do not disclose PII for broader distribution. No other individuals will have access to will have access to the data at any point in the process. 

DEFINITIONS

“Agreement” means this Data Sharing Agreement, including all documents attached or incorporated by reference.

“Complex Password” means that the password: 
1. Does not contain any or all of the user's name.
2. Must be at least 9 characters.
3. Must contain characters from 3 of the following categories.
a. Uppercase English letters, (A to Z)
b. Lowercase English letters, (a to z)
c. Number 0 to 9
d. Non-alphanumeric characters, (!, @, #, $, etc.)

“Data Storage” refers to the state data is in when at rest.  Data shall be stored in secured environments.

“Data Transmission” refers to the methods and technologies to be used to move a copy of the data between systems, networks, and/or workstations.

“Disclosure” means to permit access to or release, transfer, or otherwise communicate personally identifiable information contained in education or employment records by any means including oral, written, or electronic means, to any party other than the party identified or the party that provided or created the record.  

“Partner Data” means the data shared with LCCC as a part of this Agreement. Specific PARTNER Data fields are listed on Exhibit B attached to this Agreement. 

“Personally Identifiable Information (PII)” means information that can be used to distinguish or trace an individual’s identity. PII includes without limitation any specific individual’s name, Social Security Number, student number, date and place of birth, mother’s maiden name, biometric record, or other data which, if combined with other personal or identifying information, is linked or linkable to a specific individual.  Personally Identifiable Information also includes information that, alone or in combination, would allow a reasonable person in a school community, who does not have personal knowledge of the relevant circumstances, to identify a student with reasonable certainty.

“Third Party Evaluator,” for the purposes of this Agreement, means The Ohio State University, who is handling the impact evaluation, i.e., quantitative portion of the Evaluation and who will receive Partner Data from LCCC. The Ohio State University is a subcontractor of New Growth Group, LLC, the lead evaluator, and the party contracted with LCCC to handle the implementation evaluation, i.e., qualitative portion of the evaluation.  New Growth Group will not receive, handle or be in possession of any Partner Data during the course of the Evaluation. 

PERIOD OF AGREEMENT

This Agreement shall begin on July 17, 2015 or date of execution, whichever is later, and end on December 31, 2018, unless terminated sooner or extended as provided in paragraph 14.  

DESCRIPTION OF DATA TO BE SHARED

The data requested covers credit accumulation, grades, enrollment, credential and certification completion, and wage records. The data will include both participants in Grant-sponsored programs and students from comparable programs that will be used as a comparison group. See Exhibit B for a detailed description of data to be shared, which may be amended during the term of this Agreement by the mutual written agreement of the parties in a manner consistent with applicable law.

DATA TRANSMISSION

THE PARTNER will compile applicable data identified on Exhibit B and will transfer their data to LCCC using a data template provided by LCCC, as directed, using the secure file transfer system. LCCC will provide directions about how to use their secure file transfer systems.

DATA SECURITY

All PII provided by THE PARTNER shall be stored on a secure environment consistent with the terms of this Agreement. Access to PII within THE PARTNER’S Data shall be limited to the specified representatives with legitimate interests specifically in the personally identifiable information, consistent with the stated purpose of this Agreement. It is specifically agreed and understood that personally identifiable information shall be removed from any data provided to any other parties, employees, agents, or representatives, except for individuals identified in this Agreement to fulfill the purpose of this Agreement. 

1. Protection of PII

The parties agree that PII compiled for purposes of this Data Sharing Agreement will be stored on one or more of the following media and protected as described:
1) Workstation Hard disk drives may have PII stored on local workstation hard disks.  Access to the PII will be restricted to authorized users by requiring logon to the local workstation using a unique user ID and complex password or other authentication mechanisms which provide equal or greater security, such as biometrics or smart cards.  The hard drive must be encrypted to protect PARTNER PII in the event the device is lost or stolen.

2) Network server disks may have PII stored on hard disks mounted on third party network servers and made available through shared folders.  Access to the PII will be restricted to authorized users through the use of access control lists which will grant access only after the authorized user has authenticated to the network using a unique user ID and complex password or other authentication mechanisms which provide equal or greater security, such as biometrics or smart cards.  PII will be hosted in SSAE 16 accredited datacenters. Data is backed up daily to a primary datacenter and mirrored in real time to multiple storage locations. All PII at rest will be encrypted using AES 256-bit encryption. PII transmissions are secured using either Transport Layer Security (TLS) or a Secure Sockets Layer (SSL) with up to 128-bit encryption. Designated LCCC employees with access to PII have a unique login and password.

3) PII storage on portable devices or media.

a) PARTNER PII shall not be stored on portable devices or media unless specifically, explicitly authorized in writing by THE PARTNER Agreement Administrator or Technical Administrator.  If so authorized, the PII shall be given the following protections:

i.  Encrypt the PII with a key length of at least 128 bits. 

ii. Control access to devices with a unique user ID and complex password or stronger authentication method such as a physical token or biometrics.

iii. Manually lock devices whenever they are left unattended and set devices to lock automatically after a period of inactivity, if this feature is available.  Maximum period of inactivity is 20 minutes.

iv. Physically protect the portable device(s) and/or media by:
· Keeping them in locked storage when not in use;
· Using check-in/check-out procedures when they are shared; and 
· Taking frequent inventories.

b) When being transported outside of a secure area, portable devices and media with confidential PII must be under the physical control of staff with authorization under this Agreement to access the PII.

c) Portable devices include, but are not limited to: handhelds/PDAs, Ultramobile PCs, flash memory devices (e.g. USB flash drives, personal media players), portable hard disks, and laptop/notebook computers.

d) Portable media includes, but is not limited to: optical media (e.g. CDs, DVDs, Blu-Rays), magnetic media (e.g. floppy disks, tape, Zip or Jaz disks), or flash media (e.g. CompactFlash, SD, MMC). 

Safeguards Against Unauthorized Access and Re-disclosure

THE PARTNER and LCCC shall exercise due care to protect all PII from unauthorized physical and electronic access or disclosure. All parties shall establish and implement the following minimum physical, electronic and managerial safeguards for maintaining the confidentiality of information provided by any party pursuant to this Agreement:
1) Access to the information provided by any party will be restricted to only those authorized staff, officials, and agents of LCCC and the Third Party Evaluator who needs it to perform their official duties in the performance of the work requiring access to the information as detailed in the Purpose of this Agreement.

2) All parties, at all times, will store the information in an area that is safe from access by unauthorized persons. 
	
3) Unless specifically authorized by the other parties, no party will store any PII on portable electronic devices or media, including, but not limited to laptops, handhelds/PDAs, Ultramobile PCs, flash memory devices, floppy discs, optical discs (CDs/DVDs), and portable hard disks.

4) All parties will protect the information in a manner that prevents unauthorized persons from retrieving the information by means of computer, remote terminal or other means.

5) All parties shall take precautions to ensure that only authorized personnel are given access to on-line files containing PII and that such access does not amount to a re-disclosure of information unless authorized by FERPA.

6) All parties shall instruct all individuals with access to these data regarding the confidential nature of the information, the requirements of Use of Data and Safeguards against Unauthorized Access and Re-Disclosure clauses of this Agreement, and the sanctions specified in federal and state laws against unauthorized disclosure of information covered by this Agreement.

7) All parties shall take due care and take reasonable precautions to protect PII from unauthorized physical and electronic access or disclosure.  

Data Segregation

PARTNER Data must be segregated or otherwise distinguishable from non-PARTNER Data. This is to ensure that when no longer needed by LCCC, all PARTNER Data can be identified for destruction.  It also aids in determining whether PARTNER Data has or may have been compromised in the event of a security breach. PARTNER Data must be segregated by one or more of the following methods:

1) These data will be kept on media (e.g. hard disk, optical disc, tape, etc.) which will contain no other data; or,

2) These data will be stored in a logical container on electronic media, such as a partition or folder dedicated to these data; or,

3) These data will be stored in a database which will contain no other data; or,

4) These data will be stored within a database and will be distinguishable from other data by the value of a specific field or fields within database records; or,

5) When it is not feasible or practical to segregate these data from other data, then both these data and the other data with which it is commingled must be protected and ultimately destroyed as described in this Agreement.

If any party to this agreement or its agents detect a compromise or potential compromise in the IT security for this data such that personally identifiable information may have been accessed or disclosed without proper authorization, the party shall give notice to the other parties within twenty-four (24) hours of discovering the compromise or potential compromise.  The party detecting the problem shall take corrective action as soon as practicable to eliminate the cause of the breach and shall be responsible for ensuring that appropriate notice is made to those individuals whose personally identifiable information may have been improperly accessed or disclosed.

DATA CONFIDENTIALITY

All parties to this agreement acknowledge the personal or confidential nature of the information and agree that their staff, agents, or representatives with access shall comply with all laws, regulations, and policies that apply to protection of the confidentiality of the data. 

1. Non-Disclosure of Data

1) Individuals will access data gained by reason of this Agreement only for the purpose of this Agreement.  

2) PARTNER Data may be used only to meet the purpose of this Agreement.

3) Any research using PARTNER Data must be conducted in a manner that does not permit personal identification of parents or students, as defined by federal law, by anyone other than employees, agents, or representatives of LCCC with legitimate interests in the personally identifiable information. 

4) No PARTNER Data may be provided by LCCC or its employees, agents, or representatives, to any independent contractor or third party without the express written authorization of an authorized representative of THE PARTNER. Any such release shall be conditioned on the execution of a written agreement between the parties and the independent contractor or third party.  Any such release shall not include PII unless authorized under FERPA.

Penalties for Unauthorized Disclosure of Information

In the event LCCC fails to comply with any terms of this Agreement, THE PARTNER shall have the right to take such action as it deems appropriate. The exercise of remedies pursuant to this paragraph shall be in addition to all sanctions provided by law, and to legal remedies available to parties injured by unauthorized disclosure.

It is specifically agreed and understood that, if LCCC, or any of its employees, agents, or representatives, independent contractor or other contracted for third party is found to have improperly disclosed personally identifiable information from THE PARTNER’s Data, LCCC as well as any of its employees, agents, or representatives, independent contractor or other contracted for third party may be subject to any applicable federal, state, or local penalties.  

USE OF DATA
	
a) Data provided by THE PARTNER will remain the property of THE PARTNER and will be destroyed by LCCC, as required by the Grant and FERPA, when the work for which the information was required has been completed.

b) This Agreement does not constitute a release of the data for LCCC’s discretionary use, but may be accessed only to carry out the responsibilities specified herein.  Any ad hoc analyses or other use of the data, not specified in this Agreement, is not permitted without the prior written agreement of THE PARTNER that originally provided the data. LCCC shall not disclose, transfer, or sell any such information to any party, except as specifically allowed by this Agreement.  LCCC shall maintain the confidentiality of all data gained by reason of this Agreement.  

c) LCCC is not authorized to update or change THE PARTNER’S Data, and any unauthorized updates or changes shall be cause for immediate termination of this Agreement.

d) THE PARTNER does not guarantee the accuracy or completeness of the data provided.  All risk and liabilities of use and misuse of information provided pursuant to this Agreement are understood and assumed by LCCC.

e) Data provided by THE PARTNER cannot be re-disclosed or duplicated unless specifically authorized in this Agreement.

f) All parties shall follow applicable federal and state laws protecting student and employment data, when displaying student information in public reports, and any other applicable guidelines that may be in effect during the term of this agreement.  Publicly-reported aggregated results will not contain any group of fewer than 10 individuals.

g) Before any staff, agents, or representatives, independent contractor or other contracted for third party of LCCC begin any research with the data covered under this agreement, they must first obtain written approval for the research from LCCC’S Executive Director, Workforce Development. Once approval is secured, the staff must provide proof that the request has been approved by the LCCC’s Executive Director, Workforce Development. 

h) The requirements in this section shall survive the termination or expiration of this agreement or any subsequent agreement intended to supersede this Agreement.

DISPOSITION OF DATA

a. Within thirty (30) days from the end of this Agreement or upon termination of the Agreement, whichever occurs first, LCCC shall destroy the data received from other parties and provide written notification of destruction (See Exhibit A).  Failure to do so may prevent data sharing agreements with the organization in the future. Pursuant to federal law, if any party is found to have failed to destroy personally identifiable information as required by this Agreement or federal law, that party may be subject to any applicable federal, state, or local penalties.

b. Upon the destruction of PARTNER Data, LCCC and Third Party Evaluator shall complete Exhibit A Certification of Data Disposition, and submit it to THE PARTNER Agreement Administrator within fifteen (15) days of the date of disposal.  
ON-SITE OVERSIGHT AND RECORDS MAINTENANCE

THE PARTNER shall have the right, at any time, to monitor, audit and review activities and methods of LCCC in implementing the Agreement in order to assure compliance therewith, within the limits of THE PARTNER’S technical capabilities.

All parties hereto shall retain all records, books, or documents related to this Agreement for six years, except PARTNER Data destroyed as described in Section 9.  State and federal auditors, and any persons duly authorized by the parties, shall have full access to and the right to examine any of these materials during this period, subject to the prohibitions and requirements of state or federal law.

INDEMNIFICATION

Each party to this Agreement shall be responsible for any and all acts and omissions of its own staff, employees, officers, agents and independent contractors. Nothing in this Agreement shall be construed to waive the sovereign immunity of the State of Ohio or any tort or other immunity held by THE PARTNER or LCCC. 

AMENDMENTS AND ALTERATIONS TO THIS AGREEMENT

With mutual consent, THE PARTNER and LCCC may amend this Agreement at any time, provided that the amendment is in writing and signed by the Agreement Administrators.

ORDER OF PRECEDENCE

In the event of an inconsistency in this Contract, unless otherwise provided herein, the inconsistency shall be resolved by giving precedence in the following order:

a. Applicable Federal and State laws;

b. Any other provisions of the Contract whether by reference or otherwise.

TERMINATION

1. For Convenience

Any of the parties may terminate this Agreement with thirty (30) days’ written notice to the other party’s Agreement Administrator named on Page 1.  In case of termination, any and all information, including Partner Data, provided by THE PARTNER pursuant to this agreement shall either be immediately returned to THE PARTNER or immediately destroyed.  Timely written notifications of destruction to THE PARTNER are required 
For Cause

The parties to this agreement may terminate this Agreement at any time prior to the date of completion if and when it is determined that either of the parties has failed to comply with the conditions of this Agreement.  The terminating party shall promptly notify the other parties in writing of the termination and the reasons for termination, together with the effective date of termination.  In case of termination, the Partner Data provided by THE PARTNER shall be returned or destroyed on or before the date of termination.  Timely written notifications of destruction to THE PARTNER are required as provided in Section 9.

GOVERNING LAW

This Agreement shall be construed under federal law and the laws of the State of Ohio.  The Parties agree to submit to jurisdiction in courts within the State of Ohio.

 SEVERABILITY

The provisions of this Agreement are severable.  If any provision of this Agreement is held invalid by any court; that invalidity shall not affect the other provisions of this Agreement and the invalid provision shall be considered modified to conform to the existing law.

SIGNATURES

The signatures by an authorized representative of each party below indicate agreement between the parties. Any party hereto may deliver a copy of its counterpart signature page to this Agreement via fax or e-mail. Each party hereto shall be entitled to rely upon a facsimile signature of any other party delivered in such a manner as if such signature were an original.


IN WITNESS WHEREOF, the parties hereto have caused this Agreement to be executed by their duly authorized representatives.


LORAIN COUNTY COMMUNITY COLLEGE 	[Partner College]

													
Signature							Signature

													
Printed Name							Printed Name

													
Title								Title

													
Date								Date

EXHIBIT A
Certification of Data Disposition

Date of Disposition ________________________

___    All copies of any data sets related to the Data Sharing Agreement between THE PARTNER and LCCC have been wiped from LCCC data storage systems.

___    All materials and non-wiped computer media containing any data sets related to the Data Sharing Agreement have been destroyed.

___    All copies of any data sets related to the Data Sharing Agreement that have not been disposed of in a manner described above, have been returned to the Technical Administrator listed in this Contract.

The data recipient hereby certifies, by signature below, that the data disposition requirements as provided in the Data Sharing Agreement have been fulfilled as indicated above.


Signature of Contract Manager_________________________________ Date: _________________


Return original to THE PARTNER Technical Administrator indicated on page 1 of this Contract.  Retain a copy for your records.  


EXHIBIT B
Detailed Description of Data Requested from [Partner College]

This attachment summarizes the data LCCC will request for the TAACCCT Grant Evaluation. It describes how the sample of individuals LCCC needs data for will be defined, the variables LCCC is requesting from THE PARTNER data, and the timing LCCC anticipates. The data fields listed herein are substantially complete; however, LCCC may amend the data set requested during the Agreement as needed to complete the evaluation.
Definition of sample of individuals

A program participant is any student at a participating college who has either declared for a grant-affected program of study or taken a qualifying course in a program of study which is a part of the grant during the study period. A comparison cohort individual is any student who either declared for a comparison program of study or took a qualifying course in a comparison program of study during time-periods defined for inclusion in the study.
The study period is defined as the fall semester of 2015 through and including the spring and summer semesters of 2018 for program participants and will reach further into the past (to the fall semester of 2011) for comparison cohort individuals in some programs.
The grant affected programs of study are specific to each college.
A qualifying course is any core course in a program of study, excluding general education courses. Any course that has been modified, updated, or redesigned as a part of grant activities qualifies. 
Schedule of data submissions

Colleges will submit data two times per year. On or about January 31 of 2016, 2017, and 2018 colleges will submit data from the preceding fall semester. On or before September 30 of 2016, 2017, and 2018 colleges will submit data from the preceding spring and summer semesters.
List of data elements

For each individual tracked under the grant, the following information will be gathered. The following data elements are subject to change before submission times. Definitions are not included here, but will be included on the final data requests.
	Ongoing Data Requests – Example Data
	One Time Data Request – Example Data 

	Program participant or comparison cohort individual
	Program participant or comparison cohort individual

	Year
	Social Security Number

	Term
	College's student ID

	Credit hours attempted this term
	Last name

	Credit hours completed this term
	First name

	Total credit hours earned to date
	Middle name

	PLA credits received this term
	Date of birth

	Total PLA credits received to date
	Student is/is not U.S. Citizen

	Term GPA
	Gender

	Overall GPA
	Ethnicity

	Declared program this term
	Race

	Name of declared program
	Student is incumbent worker (employed at time of enrollment)

	Withdrew from a program this term
	Student is eligible for veterans’ benefits

	Name of program withdrawn from
	Student is person with disability

	Completed a program this term (and received a credential)
	Student is Pell Grant eligible

	Name of program completed
	Student is TAA eligible

	Earned credential this term
	Year first registered

	Type of credential earned
	Term first registered

	Enrollment status
	Address

	Enrollment: Course code 
	Alternate Contact Name/Relation

	Enrollment: Course name
	Alternate Contact Phone

	Program Credit Status
	Cell Phone

	Program group
	City

	Total courses completed this term
	College Name

	Total courses completed to date
	Participant Email Address

	Number of courses that the student attempted to complete 
	Phone numbers

	Has the student/participant been continually enrolled in the program until he or she transferred to other institute and/or graduated? 
	Highest Level of Educational Attainment

	 
	Hourly Wage

	 
	Number of hours worked per week

	 
	Term first registered in school as college-level student

	 
	Term student became a participant

	 
	Year first registered in school as college-level student

	 
	Year student became a participant

	 
	Grant-affected program student is enrolled in



This workforce product was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training Administration. The product was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The U.S. Department of Labor makes no guarantees, warranties, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability, or ownership.

[bookmark: _GoBack][image: Creative Commons License] Unless otherwise noted, this work is licensed under the Creative Commons Attribution 4.0 International License. It is attributed to Ohio TechNet.  To view a copy of this license, visit http://creativecommons.org/licenses/by/4.0/.
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