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Program Description:
The Wayne County Community College District's Cybersecurity program offers short-term certificates, I-year certificate and 2-year Associate Degree that focuses on the United States Department of Homeland Security's common body of Cybersecurity knowledge and skills along with the National Initiative for Cybersecurity Education (NICE) preparation areas. Managing the security of information systems is extremely important for all types of organizations to protect their infrastructure, systems and data from cybercrimes.
This program integrates simulations and gamification that will assist students in learning and demonstrating their understanding of program content in Cybersecurity. Program courses consist of Network+, Security+, Cyber Network Associate (CNA), Certified Ethical Hacker (CEH) and Certified Authorization Professional (CAP).
Evaluation Criteria TAACCCT Core Elements:
Core Element 1: Evidence-Based Design
Successful applicants will develop new strategies, or replicate or adapt existing evidence-based strategies, and will be committed to using data for continuous improvement of programs that provide workers with the education and skills to succeed in high-wage, high-skill occupations.
Core Element 2: Career Pathways
Career pathway programs offer a clear sequence of education coursework and/or training credentials aligned with employer-validated work readiness standards and competencies and integrate academic and occupational skills training.
· Stacked and Latticed Credentials
Successful applicants will design or adapt credentials that are competency-based, attest to the mastery of specific skills and knowledge learned by students, and are valued by employers.
· Competency-based Education
Competency-based education is an outcomes-oriented approach that is not dependent on seat time measures of learning. Instead, student achievement of learning outcomes is assessed and certified through observational methods, such as task performance, exams, demonstrations, portfolios, or other direct measures of proficiency, and credentials are awarded based on successful demonstration of competence.
· Transferability and Articulation of Credit
This will be accomplished through increased cooperation among institutions within regions or state education systems, as well as through linkages with programs, such as postsecondary career and technical education, pre-apprenticeship and apprenticeship programs, and other programs that lead to credit-bearing coursework and employment.
Core Element 3: Advanced Online and Technology-Enabled Learning
Successful applicants will consider the use of technology to enable rolling and open enrollment processes, modularize content delivery, simulate assessments and training, and accelerate course delivery strategies.
Core Element 4: Strategic Alignment with the Workforce System and Other Stakeholders Successful applicants will demonstrate that they have performed outreach to, and gathered information on, relevant entities in the community(-ies) to be served by the project.
Course Descriptions:
Network+:
This course will prepare students with the knowledge and skills to understand network technologies most commonly used today. The course also provides the broad-based knowledge of the underlying concepts of data networking, such as the Open Systems Interconnection (OSI) reference model and the protocols that operate at the various model layers. Students will be prepared for the Network+ certification exam administered by the Computing Technology Industry Association (CompTlA).
Course Evaluation Core Elements
	Evidence-Based Design
	Career Pathways
	Technology-Enabled Learning
	Alignment with Workforce Systems

	Scale (5 = strongly agree)
	Scale (5 = strongly agree)
	Scale (5 = strongly agree)
	Scale (5 = strongly agree)

	4.5-5
	5
	5
	5



Security+
This course will prepare students to understand the foundations of the field of network security and how it relates to other areas of information technology. This course also provides the broad-based knowledge necessary to prepare for further study in specialized Cybersecurity fields and teaches areas primary topics relating to securing network services, network devices and network traffic.
                                                            Course Evaluation
Core Elements
	Evidence-Based Design
	Career Pathways
	Technology-Enabled Learning
	Alignment with Workforce Systems

	Scale (5 = strongly agree)
	Scale (5 = strongly agree)
	Scale (5 = strongly agree)
	Scale (5 = strongly agree)

	5
	5
	5
	5



Certified Ethical Hacker (CEH):
[bookmark: _GoBack]This course provides the "how to" of Intrusion Detection, Policy Creation, Social Engineering, DDos Attacks, Buffer Overflows and Virus Creation. Using virtual environments, students will learn and demonstrate how to scan, test, hack, and secure their own systems. Students will also develop an understanding of perimeter defenses, perimeter scanning and perimeter attacks to their own networks. 
Course Evaluation
Core Elements
	Evidence-Based Design
	Career Pathways
	Technology-Enabled Learning
	Alignment with Workforce Systems

	Scale (S strongly agree)
	Scale (5 strongly agree)
	Scale (5 = strongly agree)
	Scale (5 = strongly agree)

	5
	5
	3.5
	5



Cyber Network Associate (CNA):
This course will prepare students to understand the "how to" of installing, configuring, operating, and troubleshooting medium-size routed and switched networks. Integrated with virtual learning environments, students will learn and demonstrate how to connect to a WAN, implement infrastructure-level network security (routers and switches), implement IP addressing schema, configure IOS devices, extend switched networks with VLANs, and manage IP traffic with access lists. This course also provides students with a deeper knowledge base of how to make connections to remote sites via a WAN and mitigate network infrastructure level security threats.

Course Evaluation Core Elements
	Evidence-Based Design
	Career Pathways
	Technology-Enabled Learning
	Alignment with Workforce Systems

	Scale (5 = strongly agree)
	Scale (5 = strongly agree)
	Scale (5 = strongly agree)
	Scale (5 = strongly agree)

	4.5
	5
	5
	5



Certified Authorization Professional (CAP):
This course will prepare students to understand the formalized processes for assessing risk, establishing security requirements, proper documentation, and the implementation and maintaining of network authorization policies. Students will be taught the CAP common body of knowledge and how to utilize it to harden an organization's security posture.
Course Evaluation
Core Elements
	Evidence-Based Design
	Career Pathways
	Technology-Enabled Learning
	Alignment with Workforce Systems

	Scale (5 strongly agree)
	Scale (5 = strongly agree)
	Scale (5 = strongly agree)
	Scale (5 = strongly agree)

	4
	3.5
	1
	4.5



Subject Matter Expert Program Summary:
Certified Ethical Hacker (CEH):
Students engage in a variety of assignments utilizing the following tools NMAP, Cain and Abel, John the Ripper, Ping, etc. Students are giving opportunity to execute attacks using various pieces of Malware within a controlled environment.
This course can be improved by utilizing lab simulations that includes Kali-Linux.
Cyber Network Associate (CNA):
Students should understand the criticality of properly implementing networks and technologies. 85% of vulnerabilities are due to trusted insiders (improperly implementing information technologies, violating policies, etc.), fewer malicious activity are caused by external attackers. This course is vital to learners properly implementing routers and switches.

Certified Authorization Professional (CAP):
In relation to Core Element 3, this course could be improved by the implementation of various simulations, workbooks, team-oriented exercises, and contextualized learning.
Final Thoughts:
Overall, I have found the core competencies presented in these programs very relevant to the body of knowledge that is necessary for individuals seeking to enter the Cybersecurity or

Information Assurance career path.
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This work is licensed under the Creative Commons Attribution 4.0 International License. To view a copy of this license, visit http://creativecommons.org/licenses/by/4.0/.
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image2.jpg
: S h 20 Sephauder
Sy Q MM#”





image3.jpg
“Tertaee © X U—m\r& WCeED - WeGe





image4.png




image40.png




