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Syllabus
CPT 271 Network Security
Spring Semester
Meets: [Day, Time] [Room] [Campus]
Location
[Location]. Area J3 on [Campus Map link]. Upstairs and wheelchair accessible.
Instructor
[Instructor Photo]
[Instructor Name], [Credentials]
[Certifications]
Contact Information
Email: [Email]
Office phone: [Phone]
Office location: [Location]
Office Hours – [List hours] Office hours are also offered at other times by appointment.
Course Description 
The class enforces legal and security concepts to help computer professionals and enthusiasts prevent security breach occurrences. Utilizing Windows Server and Windows clients, students will enhance their knowledge and familiarity with these network operating systems, more advanced computer networking concepts, and security issues that surround these topics. Students will also experiment with various system services and software. In addition, students will research computer security topics and practice gained knowledge in a controlled environment. Demystifying the "hacking" world and providing a comfort with securing the popular network operating systems are the primary goals of this course.
Prerequisites: Networks I or Permission of the Instructor.
Course Specifications
	Hours
	Total

	1. Total hours scheduled for class meetings
	45

	2. Hours required for outside work (reading and researching)
	90

	3. Lab, clinical, or shop hours
	0

	4. Total estimated hours of student effort (add lines 1,2,3)
	135

	5. Course credit hours. Total form line 4, divided by 45, and rounded to a whole number
	3



Course Objectives

Learning Outcomes 
At the end of this course students should be able to:  
1. Understand the basic concepts of computer & network security. 
2. Be able to create strong authentication methods. 
3. Understand and recognize different types of network attacks. 
4. Implement basic email and web security. 
5. Understand the security issues facing wireless networking & remote access. 
6. Understand physical, file and device security. 
7. Design secure network topologies. 
Materials 
1. Security+ Guide to Network Security Fundamentals 5th Edition: Ciampa, Mark
2. Pen Drive. 
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Grade Breakdown

	Assignment
	Percentage of Grade

	Attendance/Participation
	10%

	Homework/Quizzes
	25%

	Exams
	30%

	Practicum
	15%

	Labs
	20%







Grading Policy
	Range
	Letter grade
	GPA

	95-100%
	A
	4.0

	93-94
	A-
	3.7

	91-92
	B+
	3.3

	87-90
	B
	3.0

	85-86
	B-
	2.7

	83-84
	C+
	2.3

	79-82
	C
	2.0

	77-78
	C-
	1.7

	75-76
	D+
	1.3

	70-74
	D
	1.0

	69 or below
	F
	0.0


Instruction Outline

	Class
	Date
	Topic
	Exams

	1
	1-25
	Introduction to Security
	

	2
	2-1
	Malware and Social Engineering Attacks
	

	3
	2-8
	Application and Networking-Based Attacks
	

	
	2-15
	President’s Day
Host, Application, and Data Security
	Home

	4
	2-22
	Exam 1
	Chapters 1-4

	5
	2-29
	Basic Cryptography
	

	6
	3-7
	Network Security Fundamentals
	

	
	3-14
	Spring Break
Advanced Cryptography
	Home

	7
	3-21
	Administering a Secure Network
Wireshark
	

	8
	3-28
	Exam 2
	Chapters 5-8

	9
	4-4
	Wireshark
Wireless Network Security
Business Continuity
	

	10
	4-11
	Mobile Device Security
Authentication and Account Management
	Home

	11
	4-18
	Access Control Fundamentals 
Risk Mitigation
	

	12
	4-25
	Vulnerability Assessment 
	Home

	13
	5-2
	Work Session
Exam 3
	Chapters 1-15

	14
	5-9
	Final Presentations
	


Course Requirements 

1. Classroom participation
Students will be expected to be in class prepared for each session, to take notes, co-operate in the teaching/learning process and complete in-class assignments. 

2. Assignments 
A. Complete all assignments. Generally, you will be given an assignment to complete for each class.
B. Students will be expected to read the textbook as scheduled and complete homework/lab work assignments on time.
C. Unless told otherwise, all assignments are due the next class. Assignments that are one week late will be worth 50%, two weeks late will be worth 0%.
D. Any homework being worked on during a lecture will not be accepted.

3. Examinations 
A. Exams and quizzes are required to test your knowledge and ability. 
B. Makeup exams/quizzes will only be available under extraordinary circumstance and with the instructor's approval. 
Cancellation of Classes
If severe weather conditions or other emergency situations make it necessary to cancel classes, the following radio stations will be asked to make announcements by 6:00am:

Portland WPOR, WGAN
Norway, WOXO
Gardiner, WABK
Farmington, WKTJ
Rumford, WRUM
Lewiston, WBLM, WLAM
Channels 6 (Storm Center), 8 and 13

Campus website also indicates closings and delays.

Disability Statement 
If you are a student with a documented disability and plan to request an academic or other accommodation, you must register as soon as possible with the Central Maine Community College Disabilities Coordinator, [Name] at [Phone] or [Email]. Visit the Coordinator’s office in [Location].
Affirmative Action Statement 
CMCC is an equal opportunity/affirmative action institution and employer. For more information, please call [Phone].
Ethical Behavior Statement
Central Maine Community College requires all students to adhere to high standards of integrity in their academic work. Activities such as cheating on exams and plagiarizing the intellectual work of others are not acceptable and will be subject to severe disciplinary actions up to and including dismissal.
Plagiarism Policy
Plagiarism is not acceptable and is not condoned by the College or by me. Students involved in such activities are subject to serious disciplinary action. 
Plagiarism is defined as the use, whether by paraphrase or direct quotation of the work, published or unpublished, of another person without full and clear acknowledgment. Plagiarism can be an entire paper, a paragraph, or just a single sentence.
This workforce product was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training Administration. The product was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The Department of Labor makes no guarantees, warranties, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites, and including, but not limited to accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability or ownership.
[image: Creative Commons License]
Except where otherwise noted, this work by Central Maine Community College is licensed under the Creative Commons Attribution 4.0 International License.


Understand basic concepts of computer & network security


Create strong authentication methods


Understand & recognize different types of network attacks


Understand physical, file, and device security


Understand security issues facing wireless networking & network security


Implement basic email and web security


Design secure network topologies
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