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[bookmark: _Toc462387865]Assignment 1 Security Exploration
The goal with this assignment is to get you to start thinking about security and applying these concepts to your life. Please answer the following questions:
1. How would you rate your current level of security awareness?

2. How did you arrive at this rating?

3. What steps do you take to protect yourself and your systems when it comes to security?
a. Items to consider
i. Antivirus
ii. Malware
iii. Firewalls
iv. Encryption

4. Examine your personal network at home, (if you have one) and the devices you own such as computers, phones, and tablets. Answer the following questions:
a. Summarize what protections you have in place on these items.
b. How much of a concern is it to secure these networks and devices? Why?
c. Do you place more effort into protecting mobile devices? Why/Why not?
d. Are there any areas in which you know you are lacking when it comes to personal security? Please explain.
e. Which areas do you excel in? Please explain.
f. After this examination, would you adjust your previous rank of security awareness? Why/Why not?

5. After your personal examination, I would like you to consider that of your current or past workplace (if you do not have a job currently examine the college and make an evaluation). Answer the following questions:
a. How secure would you say this organization is?
b. What do they do well?
c. What areas do they do poorly in when it comes to security?
d. If someone came to you and asked you to list five improvements that should be implemented to the security within the organization, what would they be? Provide evidence as to why you selected each and why it would improve things.

6. Finally, please state your goals for this class. What would you like to learn/take away? How would you like to use the information you obtain in this class?
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[bookmark: _GoBack]In the first chapter, we have been discussing much of the concerns when it comes to securing information and keeping a business safe. This assignment is to get you to think about this in relation to some business that you have a connection to in either your personal or professional life. These considerations should help you begin to narrow down topics for your final project.
1. What field is the business you are considering part of?

2. Overall, initially how would you rank this business in terms of their information security? Why?

3. In class, we have discussed the CIA triad. Examine this business with this triad in mind and answer the following questions:
a. Give a good example for each of the levels. Explain why you believe in each of the examples the business did a good job.
b. Now give a bad example where the company failed. Explain each.

4. When considering the CIA triad there is the understanding that each of the areas need to be present to maintain security. If this is understood then the next consideration is towards what could potentially compromise these legs of the triad. Of the areas we discussed in class I would like you to focus on the following:
a. Vulnerability
b. Threat
c. Exploits
Examine the same business and provide an example of each. Describe how they could be combatted/fixed within this environment.
5. Once you examine the areas of concern then the next step will be to develop safeguards to protect against these concerns. In class we discussed the following categories:
a. Administrative
b. Technical
c. Physical
Provide an example for each and then evaluate whether or not you think they are effective, explaining why.
6. Once we understand the area of threats and safeguards that we can implements the next consideration is what areas of risk exist for that organization. For this question, I would like you to create a list of four risks that this business faces. Once you have this list provide a scenario using one of the four risk strategies. You should use each of the below areas once within your scenarios:
a. Risk Avoidance
b. Risk Mitigation
c. Risk Transfer
d. Risk Acceptance

7. After all, of this consideration does your initial rating of this business change? Why/Why not?
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This assignment uses the Testout Software package.
This assignment will consist of working through various simulations within the Testout software. The list consists of most of the Lab Sims within Module 2. I understand this looks rather extensive however they are not all built equally and some of them can be completed in two minutes. I recommend printing the information sheets in the Linux area to assist you with the commands. Once this is all done I want you to answer one question comparing the two systems together.
Labs to do: 2.6.3, 2.6.4, 2.6.6, 2.6.7, 2.7.4, 2.7.5, 2.7.6, 2.7.8, 2.7.9, 2.8.3, 2.8.4, 2.8.5, 2.10.4, 2.11.3, 2.11.5, 2.11.7, 2.11.8, 2.11.9, 2.12.6
Based on this initial exposure when using the two systems of Windows and Linux which do you prefer? Which would you plan on using in your business? Why? Defend your stance? (This question is inherently biased because of the way that Testout presents Linux however no matter what method that is selected it would require additional configuration that is not present in the Windows environment)


[bookmark: _Toc462387868]Assignment 4 Project Planning
The goal of this assignment is to get you to start to solidify the direction of your final project for this course. We have not discussed this much in class however we have been doing work towards it in the assignments and exam. We will discuss this more in the days to come however your task is to first select a business and then conduct a complete security analysis (this could be a current business or one you plan on starting). Some of the topics we have discussed already include:
1. Basics on Security
a. CIA Triad
b. Classifications
i. Asset
ii. Threat
iii. Threat agents
iv. Vulnerabilities
v. Exploits
c. General Attacks
d. General Defense
2. Access Controls
3. Identity management
a. Authentication
b. Authorization
c. Hardening
d. Active Director
e. Linux
4. Cryptography
5. Policies and Procedures
Areas to still cover:
1. Physical Security
2. Defenses
a. Perimeter
b. Network
c. Host
d. Application
e. Data
3. Security Audits

Think about these above topics and answer the following questions:
1. What business will you examine? (You can leave the actual name out and describe what they do)
2. Why did you select this business?
3. What level of focus does this business currently have when it comes to security?
4. Do they have policies and procedures already when it comes to security?
i. If so how effective do you think these policies are
ii. If not what kind of policies should they have?
5. Describe their network security?
6. Describe their physical security?
7. How could this business use cryptography?
8. Based on an initial assessment how would you rank their defenses? Why?
9. What have you completed so far and what are you currently working on in relation to this project?
10. What are your next steps?

Please note: Instructor is open to alternative methods of learning and delivery, please contact the instructor for more information at [insert contact information].
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