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Kennebec Valley Community College
Fairfield, Maine
Syllabus
Business Department

Course Number:	BUS118		Credit Hours:	3	Clock Hours:	45

Course Title:		Legal Aspects of Business Information Systems	

Prerequisites:	None
Co-Requisites:	None

Instructor:		Voice Mail:			E-mail Address:
[Instructor Name]	[Phone Number]		[Email Address]

Office:
[Insert office location to include building and room], [include link to campus map]
Campus Map: [link to campus map] 

Texts:
  [image: ]
Legal Issues in Information Security 2nd Edition 2014
Joanna Lyn Grama
 ISBN: 978-1284054743

Other Materials:
Various online supplements will be used during the progression of class and will be provided as needed on the class Blackboard page located at:  https://blackboard.kvcc.me.edu/.

Course Description:
This course focuses on the legal issues surrounding the use of computer-stored information, software, and the Internet. Topics will include such issues as US and International jurisdiction, computer security, intellectual property, electronic commerce, information privacy, freedom of expression, and cybercrime. Topics included are the review of applicable federal and state legislation as applied to compliance of standards such as those found in HIPAA, Sarbanes-Oxley, FISMA, SOPA, net neutrality, and FIPS 200 as well as other selected international compliance standards.
Course Objectives:
Upon successful completion of this course, the student should be able to:
recognize fundamental concepts of information systems security and how they apply in business.
identify the common business concerns with information security.
explain why different types of information require differing levels of protection.
identify the basic components of the American Legal System.
show how laws evolve based on past precedents.
demonstrate the ability to understand case briefs.
describe how intellectual property law is important to business.
define the differences between patents, trademarks, and copyrights.
explain the Digital Millennium Copyright act and how it has changed intellectual property law.
define privacy in the terms of business information systems.
demonstrate knowledge of the state and federal laws that regulate privacy.
develop the skills to draft an Information Security Governance plan, complete with all of the applicable guidelines and policies.
explain the agencies and laws that regulate financial institutions and their data.
describe the Gramm-Leach-Bliley act and how it applies to information security.
identify the regulations that are part of the Children’s Online Privacy Protection Act (COPPA)
explain the Children’s Internet Protection Act (CIPA).
describe how the Family Educational Rights and Privacy Act (FERPA) controls the disclosure of student data.
define the protections of health related information under the Health Insurance Portability and Accountability act (HIPAA).
explain the Consolidated Omnibus Budget Reconciliation Act (COBRA) and how it differs from HIPAA.
identify the differences between a public and private company.
define the purpose and scope of the Sarbanes-Oxley Act (SOX).
identify the various frameworks that can be used to assess the IT controls within an organization.
outline the requirements for IT security systems under the Federal Information Security Management Act (FISMA).
apply the NIST standards and guidelines.
differentiate between Federal Information Processing Standards (FIPS) and Special Publications (SPs).
identify multiple FIPS security control areas.
provide examples of state laws and regulations in relation to privacy.
specify business legal issues that may arise in cyberspace.
define the principles and elements of criminal law.
summarize the Computer Fraud and Abuse Act.
explain the function of a tort in a legal system.
identify the three different types of torts.
identify the important parts of a contract.
describe the variety of contracts that exist including those that reside in cyberspace.
analyze an IT structure and formulate a quantitative and qualitative risk analysis plan.
examine a company’s disaster relief plan and suggest additions if applicable.
define the role of computer forensics in information security.
identify how evidential data needs to be collected.
explain how international law influences the topics of security, privacy, intellectual property, and other topics covered in this course.

Course Content:
Information Security Overview
The American Legal System 
Intellectual Property Law
Privacy Overview
Information Security Governance
Security and Privacy of Consumer Financial Information
Security and Privacy of Information Belonging to Children and in Educational Records
Security and Privacy of Health Information
Corporate Information Security and Privacy Regulation
Federal Government Information Security and Privacy regulations and State laws protecting citizen information and breach notification laws
Criminal law and Tort law issues in cyberspace
The role of contracts
Risk Analysis, Incident Responses and Contingency Planning
Computer Forensics and Investigations
Applicable International Law

Course Activities:
Please note: Instructor is open to alternative methods of learning and delivery, please contact the instructor for more information at [insert contact information].
Handouts and Illustrations
Online power points and lecture notes.
Online exams and graded assignments. 
Online Video lectures.
Case history research online or through other resources. 
Applied Business Project

Grading:
	Grading Percentage
	Pie Chart Grading Percentage

	Exams 30%
Graded Assignments 30%
Applied Business Project 20%
Final Exam 20%

	



Grading Scale:
This course follows the standard Kennebec Valley Community College’s grading system.  Kennebec Valley Community College utilizes a grading system based on “letter grades” which range from “A” to “F.” Letter grades have numerical values which are used to calculate a student’s grade point average also known as GPA. The usual scale utilized can be found below, in the College Catalog on page 11 and on Kennebec Valley Community College’s website located at: www.kvcc.me.edu/policies/policy2.12
	Letter Grade
	Grade Points per Credit
	Grade

	A
	4.00 grade points per credit hour
	95-100

	A-
	3.67 grade points per credit hour
	90-94

	B+
	3.33 grade points per credit hour
	87-89

	B
	3.00 grade points per credit hour
	83-86

	B-
	2.67 grade points per credit hour
	80-82

	C+
	2.33 grade points per credit hour
	77-79

	C
	2.00 grade points per credit hour
	73-76

	C-
	1.67 grade points per credit hour
	70-72

	D+
	1.33 grade points per credit hour
	65-69

	D
	1.00 grade points per credit hour
	60-64

	F
	1.00 grade points per credit hour
	Below 60



Attendance Policy:
Recording of attendance is required by school policy and other regulations so a log will be kept. This tracking will occur in the following manner:
1.	Students that physically attend class will be marked absent when they are not present during normal class time.
2.	Students that attend online will be marked absent if they are not actively participating each week with the online course content, IE posting in discussion forums or taking exams.
Note: No matter the style of absence the student will still be required to submit any assignments or tests within the constraints of the original due date.
Course Requirements:
1.	All exams will be delivered through BlackBoard and will consist of scenarios in which students have to build an argument based on the precedents and knowledge that is obtained during lectures. Examples of these questions will be provided before the examinations are begun. Because these tests are focused on the argument that is built, all exams will be open book with previous precedents required as supporting evidence. Students will have a period of one week to finish an exam, after this they will close, and the grades will be finalized. If there are any problems with access or the exam questions then the instructor should be notified in advance of the exams closure.
2.	The final exam will be comprehensive in nature and will be made up of similar questions to the previous tests however they will require the student to use all of the information that has been delivered during the semester. Examples and a study guide will be provided and gone over before the examination. Just as with the other exams, the final will be open book. Students will have two full weeks to finish the final exam and as with the smaller exams, all issues need to be relayed to the instructor before the end of testing.
3.	Applied Business Project - Over the course of the semester, students will be asked to select a current business that they can examine and obtain information on in regards to their data collection strategies as well as how they approach the legal topics covered in this course. This examination should be thorough and objective in nature with the student taking the role of an outside legal consultant who is observing the business. It is encouraged that the business that is ultimately selected is an accepting party of this investigation and is willing to provide the answers to any questions that may arise. The project however can still be done on a business even if they are based elsewhere or are unwilling to cooperate since most of this information is publically accessible online.  More information on the project will be provided in class and students will have the entire semester to finish the work. The project will begin on the first day of class and will be due on the last day.
4.	To support this project and cement the topics applied in class there will be multiple online graded assignments. These questions are designed to gauge student knowledge but also to show their ability to apply it in a meaningful way. All assignments will be posted online complete with expectations, examples, and due dates. Students will have one week to do each assignment and these will open and close automatically to coincide with that chapter or topic in class.
	a.	Assignments are due on the dates that are listed and should be submitted by those times. If there are any issues or problems, the instructor should be notified in advance so that remedies can be provided. If the student has not made these arrangements and fails to pass in the work then the grade will stand as a zero. The instructor is willing to work with all students to complete assignments and be successful in their class and wishes to be included and sought out when there are problems with assignments and or exams.
Please note: Instructor is open to alternative methods of learning, please contact the instructor for more information at [insert contact information].
Students with Disabilities:
In accordance with state and federal law, this College is committed to assisting qualified students with disabilities achieve their educational goals.
If you are in need of an accommodation in this course:
•	Students must contact the Dean of Students located in the Enrollment Services Center in the Frye Building, Room 131.  The Dean of Students can be reached by calling [insert phone] or by email: [insert email]
•	Students must provide current, appropriate documentation of their disability. 
•	Students must make a timely request for accommodation to the Dean of Students.  
•	Accommodations will not be provided until the faculty member receives a request form for accommodations.  This form is created with the Dean of Students and is supported by the documentation of said disability.  
•	Requests for accommodation must be renewed each semester for each course.
This document is available in enlarged print and on audio tape.  Please contact the Dean of Students at [insert phone] o by email: [insert email]. More information on Kennebec Valley Community College’s ADA Policy can be found online at:  www.kvcc.me.edu/ADA 

Notice of non-discrimination:
Kennebec Valley Community College does not discriminate on the basis of disability in the admission to, access to, or operation of its programs, services or activities.  Students requesting classroom accommodation should be forwarded to the Director of the Marden Center located in King Hall Room 130.  The Director of the Marden Center can be reached by calling [insert phone].  Students may also be forwarded to the Dean of Students located in the Enrollment Service Center in the Frye Building Room 131.  The Dean of Students can be reached by calling [insert phone]. Complaints about College decisions related to disability accommodations or discrimination must be forwarded to Affirmative Action Officer and ADA Compliance Officer, located in the Enrollment Services Center, Frye Building Room 129, 92 Western Avenue, Fairfield, ME 04937.  Contact information is phone: [insert phone] or email [insert email].

This workforce product was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training Administration. The product was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The U.S. Department of Labor makes no guarantees, warranties, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability, or ownership. 
[image: ]
[bookmark: _GoBack]Except where otherwise noted this work by Kennebec Valley Community College is licensed under a Creative Commons Attribution 4.0 International License.

Grading Percentage

Percentage	
Exams	Graded Assignments	Applied Business Project	Final Exam	0.3	0.3	0.2	0.2	
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