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1. Introduction both personal and to the class
1. Syllabus review
1. Methods to communicate with instructor – Cell Phone 859-0444 Personal email: campbell@countermail.com
1. Office Hours – I will be on campus until around 2:00pm every day for the months January and February due to being part of a robotics team. After this time period I will be on campus longer and will notify the class. I am always available by phone, text, and email otherwise.
1. Textbook - "Legal Issues in Information Security" by Joanna Lyn Grama with an ISBN of 9781284054743
1. Course Description, Objectives, and Content
1. Grading
1. Attendance – attendance will be recorded both in class and using video tracking software for the online students, more on this later.
1. Course Requirements
6. Assignments – one assignment a week and are usually application based. You have a full week to complete. All assignments are posted online.
6. Exams – There are a few exams during this class and like the assignments will require you to apply the information that you have learned up to that point. They will all be open book because of this. You will have a week for normal exams and two weeks for the final.
6. Project – There is a large project that will extend the entire course. You are tasked with selecting a business type and then designing a network to serve their specific needs.
1. Other bits and pieces
1. Blackboard demonstration and exploration
1. Lecture capture
3. All classes will be recorded and placed online within hours of class.
3. When video is ready for viewing an email will be sent out.
3. Videos will require the inputting of your email address before viewing. This will allow tracking of your views of the video and will be used for attendance purposes.
3. Screen casts will be done for any demonstrations that are made during class and posted in a similar fashion.
1. What is the point of this class?
4. The Internet has changed the way we absorb information with the ability to access things at a moment’s notice. This access has changed the way we think about information and has caused many to see everything as being free. The danger is when these thoughts enter the business environment. There are legal rules which a business must follow and if they are violated then they become liable. The goal of this course is to make you aware of what the law is so that when you integrate these systems you are not crossing the law. This is especially the case when you are managing an IT department because this responsibility is in your hands.
1. Why you should be excited.
5. This text is centered on the concept of information security. Companies are collecting more data than ever before and it becomes paramount that you protect it in line with the legal standards.
5. Our privacy is being tested with this collection of personal data. Most individuals are even adding to this online portfolio that represents you on the internet. As a business you have to ensure that you are not violating the privacy of your customers that have placed their trust in you.
5. Specific attention will be placed on the common industries where students might seek employment and in which information security is important. Those being that of the banking, education, health, corporations, and the federal/state governments.
5. Copyright and Intellectual property rights are being enforced more so than ever before. It is critical to understand this law so that your business can remain legal.
5. One of the most important skills you can develop is the ability to analyze a business and suggest changes to their information security and or risk management policies.
5. A business as part of its operation enters into and produces contracts. Due to this it is important to understand the legal provisions to protect your organization. This will also allow you to pay more attention to software agreements and other items you encounter.
5. It is likely that at some point as doing business it is possible that you will likely have to seek criminal penalties against some party or your business might also be sued. If this is a case then it is very important to understand tort laws and how to protect your company from legal redress.
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1. What is Information Security?
0. The book definition – the study and practice of protecting information
1. Who should be concerned with Information Security?
1. Why is it a concern?
1. Confidentiality – this is the ensuring that only those that are supposed to have the rights to view the information are able to access it. The keyword here is access. 
3. Methods to ensure
0. Encryption
0. Access controls
3. Methods to compromise
1. Shoulder Surfing
1. Social Engineering
1. Accidents
1. Integrity – ensures that the information that is stored is accurate and any ability to change is controlled.
4. Methods to ensure
0. Information verification
0. Permissions
4. Methods to compromise
1. Accidents
1. Internal threats
1. External threats
1. Availability – ensures that the information is accessible when needed.
5. Methods to ensure
0. Risk and Contingency planning
0. Removing single points of failure/being redundant
5. Methods to compromise
1. Denial of service attack
1. Outages
1. Domains of IT infrastructure
6. User 
6. Workstation
6. LAN
6. WAN
6. LAN to WAN
6. Remote Access
6. System/Application
1. Vulnerabilities – a weakness or flaw in the system
7. People
0. Separation of duties – one person knows too much about a critical process.
7. Process
7. Facility
7. Technology
1. Exploits – attacks that focus on vulnerabilities
8. 0-day – attacks that exploit vulnerabilities before they can be patched.
1. Threats – anything that can bring harm to a business information system
9. Human
9. Natural
9. Technological and Operational
9. Physical and Environmental
1. Risk – the likelihood that a threat will exploit a vulnerability and cause harm.
10. Risk Avoidance –applying safeguards to avoid negative effects
10. Risk Mitigation – lowering the risk to an acceptable standard
10. Risk Transfer – the passing on of risk to somewhere else
10. Risk Acceptance – deciding to do nothing about risk essentially ignoring it.
1. Safeguard – reducing the harm from threats and vulnerabilities
11. Administrative
11. Technical
11. Physical
1. Common Concerns
12. Shoulder Surfing
12. Social Engineering
12. Phishing
12. Malware
12. Spyware/Key loggers
12. Logic Bombs
12. Backdoors
12. Denial of service attack
1. Classifications of Data
13. Confidential
13. Public
13. Secret
13. Top Secret
1. Mechanisms that ensure information Security
14. Laws
14. Contracts
14. Organizational Governance
14. Voluntary Organizations
1. Laws that govern specific categories of data
1. 
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1. Domains of IT infrastructure
0. User 
0. Workstation
0. LAN
0. WAN
0. LAN to WAN
0. Remote Access
0. System/Application
1. Vulnerabilities – a weakness or flaw in the system
1. People
0. Separation of duties – one person knows too much about a critical process.
1. Process
1. Facility
1. Technology
1. Exploits – attacks that focus on vulnerabilities
2. 0-day – attacks that exploit vulnerabilities before they can be patched.
1. Threats – anything that can bring harm to a business information system
3. Human
3. Natural
3. Technological and Operational
3. Physical and Environmental
1. Risk – the likelihood that a threat will exploit a vulnerability and cause harm.
4. Risk Avoidance –applying safeguards to avoid negative effects
4. Risk Mitigation – lowering the risk to an acceptable standard
4. Risk Transfer – the passing on of risk to somewhere else
4. Risk Acceptance – deciding to do nothing about risk essentially ignoring it.
1. Safeguard – reducing the harm from threats and vulnerabilities
5. Administrative
5. Technical
5. Physical
1. Common Concerns
6. Shoulder Surfing
6. Social Engineering
6. Phishing
6. Malware
6. Spyware/Key loggers
6. Logic Bombs
6. Backdoors
6. Denial of service attack
1. Classifications of Data
7. Confidential
7. Public
7. Secret
7. Top Secret
1. Mechanisms that ensure information Security
8. Laws
8. Contracts
8. Organizational Governance
8. Voluntary Organizations
1. Laws that govern specific categories of data


0. 
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1. Risk – the likelihood that a threat will exploit a vulnerability and cause harm.
0. Risk Avoidance –applying safeguards to avoid negative effects
0. Risk Mitigation – lowering the risk to an acceptable standard
0. Risk Transfer – the passing on of risk to somewhere else
0. Risk Acceptance – deciding to do nothing about risk essentially ignoring it.
1. Safeguard – reducing the harm from threats and vulnerabilities
1. Administrative
1. Technical/Logical
1. Physical
1. Preventative
1. Detective
1. Corrective
1. Common Concerns
2. Shoulder Surfing
2. Social Engineering
2. Phishing
2. Spear Fishing
2. Whaling
2. Malware
2. Spyware/Key loggers
2. Logic Bombs
2. Backdoors
2. Denial of service attack
1. Classifications of Data
3. Confidential
3. Public
3. Secret
3. Top Secret
1. Mechanisms that ensure information Security
4. Laws
4. Contracts
4. Organizational Governance
2. Policies 
2. Standards 
2. Guidelines
2. Procedures
4. Voluntary Organizations
3. SSCP Certification
1. Laws that govern specific categories of data
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1. Assignment 2
1. Federal Government
1. Founders vision
1. Separation of powers into three branches
1. Checks and balances
1. Legislative Branch
2. Article I
2. The Senate
1. 100 Members – two from each state
2. House of Representatives
2. Based on population of around 710,000 people there are currently 435 members.
2. Districts redrawn every ten years
2. Responsibilities 
3. Commerce Clause
3. Necessary and Proper Clause
2. Bill to Law procedure
1. Executive Branch
3. Article II
3. Responsibilities
1. Enforcing the law
1. Veto
1. Appoint cabinet members
1. Negotiate Treaties, Ratified by Congress
1. Judicial Branch
4. Article III
4. Supreme Court
1. Justices Nominated by President, Confirmed by Congress
1. Appointed for life
4. Jurisdiction
2. Original
2. Concurrent
2. Appellate
4. Federal Courts
3. Limited jurisdiction on most cases
0. Cases involving federal laws or constitutional issues
0. Disputes between states where money amount is greater than $75,000.
3. Congress is able to designate additional courts
3. Current Federal Courts
2. The first level is that of the district courts.
0. There are 94 with each state have at least one. The one in Maine is headquartered in Portland with a court in Bangor.
0. Takes most of the Federal cases with its original jurisdiction. Especially bankruptcy.
2. The second level is that of the Circuit Court of Appeals.
1. There are 13.
1. Have appellate jurisdiction
1. Review only the court records from the trial court.
2. The court of last resort is the Supreme Court.
2. Has original jurisdiction with disputes between State governments. 
2. Can take concurrent jurisdiction but general handles cases from appeals through a Writ of Certiorari. They court is under no obligation to take any cases. 
2. Marbury V. Madison
2. Supreme Court set itself up as the interpreter of the Constitution. 
2. Through this it has the power to review cases and the laws established by State and Federal governments.
2. Supreme Court decisions cannot be appealed.
3. State Governments
3. 10th amendment
3. Constitution
3. Mirrored Structure
3. Federal Supremacy Clause
3. Judicial System
4. Trial Courts
4. State Court of Appeals
4. State Supreme Court

0. 
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1. Legislative Branch
0. Article I
0. The Senate
1. 100 Members – two from each state
0. House of Representatives
2. Based on population of around 710,000 people there are currently 435 members.
2. Districts redrawn every ten years
0. Responsibilities 
3. Commerce Clause
3. Necessary and Proper Clause
0. Bill to Law procedure
1. Executive Branch
1. Article II
1. Responsibilities
1. Enforcing the law
1. Veto
1. Appoint cabinet members
1. Negotiate Treaties, Ratified by Congress
1. Judicial Branch
2. Article III
2. Supreme Court
1. Justices Nominated by President, Confirmed by Congress
1. Appointed for life
2. Jurisdiction
2. Original
2. Concurrent
2. Appellate
2. Federal Courts
3. Limited jurisdiction on most cases
0. Cases involving federal laws or constitutional issues
0. Disputes between states where money amount is greater than $75,000.
3. Congress is able to designate additional courts
3. Current Federal Courts
2. The first level is that of the district courts.
0. There are 94 with each state have at least one. The one in Maine is headquartered in Portland with a court in Bangor.
0. Takes most of the Federal cases with its original jurisdiction. Especially bankruptcy.
2. The second level is that of the Circuit Court of Appeals.
1. There are 13.
1. Have appellate jurisdiction
1. Review only the court records from the trial court.
2. The court of last resort is the Supreme Court.
2. Has original jurisdiction with disputes between State governments. 
2. Can take concurrent jurisdiction but general handles cases from appeals through a Writ of Certiorari. They court is under no obligation to take any cases. 
2. Marbury V. Madison
2. Supreme Court set itself up as the interpreter of the Constitution. 
2. Through this it has the power to review cases and the laws established by State and Federal governments.
2. Supreme Court decisions cannot be appealed.
3. State Governments
3. 10th amendment
3. Constitution
3. Mirrored Structure
3. Federal Supremacy Clause
3. Judicial System
4. Trial Courts
4. State Court of Appeals
4. State Supreme Court
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1. State Governments
0. 10th amendment
0. Constitution
0. Mirrored Structure
0. Federal Supremacy Clause
0. Judicial System
4. Trial Courts
4. State Court of Appeals
4. State Supreme Court
1. Sources of American Law
1. Common Law – is based on past legal traditions and previous court cases.
0. Founded around British law
0. Evolves with new decisions
0. Lex non scripta
1. Code Law/Statutory Law – is law that is enacted by legislatures.
1. Similar to Common Law
1. Lex scripta
1. Constitutional Law – evaluates items against that of the constitution to confirm it fits within the framing and intent of the constitution.
2. Federal Law looks to the national constitution
2. States law looks to that of the state constitution
2. Federal has power over the state
1. The constitution is first then the code and then common law.
1. Types of Law
2. Substantive law or subject matter law.
0. Areas in which an attorney may specialize in, includes matters such as contract, tort, elder, and intellectual property law.
2. Procedural law – focus on the process used to decide a case
1. Civil
0. A civil case involve individuals
0. A legal complaint is filed which starts the process of the lawsuit.
0. Most are proven under preponderance of evidence the lowest level of proof. Greater than 50%.
1. Criminal
1. Involve cases that are founded on criminal matters. 
1. These cases generally use juries
1. Burden of proof for most is beyond a reasonable doubt.
1. Administrative
2. Administrative agencies make up rules and then enforce them. 
2. Administrative agencies can create rules like the legislative, enforce rules like the executive, and review rules like the judicial. 
2. Courts can review the decisions or actions of these agencies.
2. Lowest possible burden of proof being Arbitrary and Capricious.
2. Role of precedent – a look at past rulings to make decisions on current cases.
2. If no precedent then it is considered a case of first impression.
2. Stare decisis to stand by things decided
1. Regulatory Authorities
1. Compliance – is the act of following the necessary laws and regulations.
1. Audit – is the verification that objectives are being met.
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1. What is Intellectual Property
1. Protections of property
1. 2 Types of property interests
0. Real Property
0. Personal Property
1. Establishment of these rights
1. Patents
3. Legislation
3. Policies
1. First to invent
1. First to file
3. 3 Types of patents
2. Utility patents
0. Types
0. Machine
0. Manufactured Products
0. Processes
0. Compositions of matter
0. Term of 20 years
2. Plant Patents
1. Term of 20 years
2. Design Patents
2. Term is 14 years
3. Requirements
3. Novel
0. Prior Art
3. Useful/Utility
3. Not Obvious
3. Process
4. USPTO – United States Patent and Trademark Office
4. Patent Prosecution
4. Parts
2. Specification – description and claim
2. Drawings
2. Oath
2. Filing Fees
4. Upholding by law
3. Strict Liability
3. Federal Court
1. Trade Secrets - Protect formula, Process, methods, and information that give a business a competitive edge.
4. To be protected
0. Must have value
0. Be unknown
0. Be unascertainable
0. Be protected
4. Indefinite protection
1. Trade Marks -– Protections of words, logos, and symbols that align with the company’s products or services.
5. Trademarks
5. Servicemarks
5. Federal and State Registration
5. Lanham Act – gives federal government powers and defines protections.
5. Advantages to federal registration
4. Notice of date of first use
4. Right to sue in Federal court
4. Limited in ways to challenge
4. Right to use federal registration symbol
5. Requirements
5. Use in commerce
5. Distinctive
1. Principle register
1. Supplemental Register
5. Registration through USPTO mostly through electronic means
6. Required
0. Name and Contact info
0. Trademark Drawing
0. Listing of product or services represented
0. Filing Fee
5. Two types of cases
7. Similar trademark
7. Trademark dilution
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1. Requirements
0. Novel
0. Prior Art
0. Useful/Utility
0. Not Obvious
1. Process
1. USPTO – United States Patent and Trademark Office
1. Patent Prosecution
1. Parts
2. Specification – description and claim
2. Drawings
2. Oath
2. Filing Fees
1. Upholding by law
3. Strict Liability
3. Federal Court
1. Trade Secrets - Protect formula, Process, methods, and information that give a business a competitive edge.
1. To be protected
0. Must have value
0. Be unknown
0. Be unascertainable
0. Be protected
1. Indefinite protection
1. Trade Marks -– Protections of words, logos, and symbols that align with the company’s products or services.
1. Trademarks
1. Servicemarks
1. Federal and State Registration
1. Lanham Act – gives federal government powers and defines protections.
1. Advantages to federal registration
4. Notice of date of first use
4. Right to sue in Federal court
4. Limited in ways to challenge
4. Right to use federal registration symbol
1. Requirements
5. Use in commerce
5. Distinctive
1. Principle register
1. Supplemental Register
1. Registration through USPTO mostly through electronic means
6. Required
0. Name and Contact info
0. Trademark Drawing
0. Listing of product or services represented
0. Filing Fee
1. Two types of cases
7. Similar trademark
7. Trademark dilution

0. 

[bookmark: _Toc468970035]Class 10
1. Trade Secrets - Protect formula, Process, methods, and information that give a business a competitive edge.
1. To be protected
0. Must have value
0. Be unknown
0. Be unascertainable
0. Be protected
1. Indefinite protection
1. Trade Marks -– Protections of words, logos, and symbols that align with the company’s products or services.
1. Trademarks
1. Servicemarks
1. Federal and State Registration
1. Lanham Act – gives federal government powers and defines protections.
1. Advantages to federal registration
4. Notice of date of first use
4. Right to sue in Federal court
4. Limited in ways to challenge
4. Right to use federal registration symbol
1. Requirements
5. Use in commerce
5. Distinctive
1. Principle register
1. Supplemental Register
1. Registration through USPTO mostly through electronic means
6. Required
0. Name and Contact info
0. Trademark Drawing
0. Listing of product or services represented
0. Filing Fee
1. Two types of cases
7. Similar trademark
7. Trademark dilution
Copyright is an IP right established in the Constitution.
First law Established in 1790 with the most recent being 1976.
Holder of the copyright has exclusive property rights.
These rights include the ability to reproduce, perform, or sell the work, and keep others from using it.
Almost anything can be copyrighted.
Materials are often marked with the © but this is not required.
Copyrights protects works which can be any creative endeavor. These works include:
1. Literary works
1. Musical works
1. Dramatic works
1. Pantomimes and choreographic works
1. Pictorial, graphic, and sculpted works
1. Motion Picture and audio visual works
1. Sound recordings
1. Architectural Works
Federal law “an original work of authorship fixed in any tangible medium of expression.”
A work becomes original if it is not copied from another source.
Key is an original expression of an idea.
Public domain – works that are free for public use.
Copy rights start as soon as the original work is created. No registration is necessary.
Owners can provide others access through license. The license gives the following rights:
1. To reproduce
1. Prepare derivative works based on copyrights
1. Distribute copies or phonorecords to public
1. Publically perform copyrighted work
1. Publically display the copyrighted work.
Work for hire – establishes that work was commission for business and they are the ones to have rights to it.
Common works for hire:
1. Contribution to collective work.
1. Motion Picture or audio visual work
1. Translation
1. Supplementary work
1. Compilation
1. Instructional Text
1. Test and answer material
1. Atlas
Copyright law change on January 1 1978
Length of Authors life plus 70 years
If 2 or more others then times starts after last living member passes.
WFH – 95 years from publication or 120 years depending on topic.
Registering a copyright – As stated you do not need to register a copyright. However if you want to enforce it by suing then it needs to be registered. Registration is done at the US copyright office which is a unit of the library of congress.
Other benefits to register:
1. Public registration
1. After 5 years creates presumption of ownership and has to be proven invalid.
To register you need:
1. The application.
1. Description of what is being copyrighted.
1. The Fees
Berne Convention for international protections.
 
Just as in the other areas copyright owners have to sue infringers with the government not getting involved.
Strict liability also applies here.
Things to prove in infringement cases:
1. Copyright ownership
1. Show infringement
1. Demonstrate party had access to copyright
1. Must show they are substantially similar
Tests “whether a lay observer would consider the works as a whole substantially similar to one another.”
Fair use – this usage does not violate the copyright protections. Fair use usually has some connection to the freedom of speech.
Examples:
1. Criticism
1. Comments
1. News Reporting
1. Teaching
1. Scholarship
1. Research
Factors:
1. Purposes and character of the use – nonprofit and educational
1. Nature of the copyrighted work – more facts less creative
1. The amount and substantiality of the work used – small amount
1. The effect of the use upon the potential market – little or no effect
DMCA – Digital Millennium Copyright Act – this was established to protect copyrights in the digital age.
5 Titles
Title I – Sets up 2 World Intellectual Property Organization treaties. Technological Measures to protect electronic copyrights. 
Members have to try to stop the bypassing of copyright restrictions.
DRM – digital rights management
Individuals can bypass their owned protections due to fair use.
Exceptions pg 305.
Title II – Online copyright Infringement Liability Limitation act. Limits liability of online service providers for copyright infringement of their users.
Limits the online service provider’s liability.
Safe harbor – if criteria is met then the OSP is safe from the liability of its user’s actions.
Must terminate repeat offenders
DMCA Takedown Notices
Title III – Computer Maintenance Competition Assurances Act – Computer techs make a copy of a program for maintenance and repair. The software has to have already been on the computer and needs to be deleted when the work is complete.
Title IV – Miscellaneous Provisions.
Title V – Vessel hull design protection act starts a new form of protection for vessel hulls.
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1. Trademark/Servicemark Review
1. Two types of cases
1. Similar trademark
1. Trademark dilution
Copyright is and IP right established in the Constitution.
First law Established in 1790 with the most recent being 1976.
Holder of the copyright has exclusive property rights.
These rights include the ability to reproduce, perform, or sell the work, and keep others from using it.
Almost anything can be copyrighted.
Materials are often marked with the © but this is not required.
Copyrights protects works which can be any creative endeavor. These works include:
1. Literary works
1. Musical works
1. Dramatic works
1. Pantomimes and choreographic works
1. Pictorial, graphic, and sculpted works
1. Motion Picture and audio visual works
1. Sound recordings
1. Architectural Works
Federal law “an original work of authorship fixed in any tangible medium of expression.”
A work becomes original if it is not copied from another source.
Key is an original expression of an idea.
Public domain – works that are free for public use.
Copy rights start as soon as the original work is created. No registration is necessary.
Owners can provide others access through license. The license gives the following rights:
1. To reproduce
1. Prepare derivative works based on copyrights
1. Distribute copies or phonorecords to public
1. Publically perform copyrighted work
1. Publically display the copyrighted work.
Work for hire – establishes that work was commission for business and they are the ones to have rights to it.
Common works for hire:
1. Contribution to collective work.
1. Motion Picture or audio visual work
1. Translation
1. Supplementary work
1. Compilation
1. Instructional Text
1. Test and answer material
1. Atlas
Copyright law change on January 1 1978
Length of Authors life plus 70 years
If 2 or more others then times starts after last living member passes.
WFH – 95 years from publication or 120 years depending on topic.
Registering a copyright – As stated you do not need to register a copyright. However if you want to enforce it by suing then it needs to be registered. Registration is done at the US copyright office which is a unit of the library of congress.
Other benefits to register:
1. Public registration
1. After 5 years creates presumption of ownership and has to be proven invalid.
To register you need:
1. The application.
1. Description of what is being copyrighted.
1. The Fees
Berne Convention for international protections.
 
Just as in the other areas copyright owners have to sue infringers with the government not getting involved.
Strict liability also applies here.
Things to prove in infringement cases:
1. Copyright ownership
1. Show infringement
1. Demonstrate party had access to copyright
1. Must show they are substantially similar
Tests “whether a lay observer would consider the works as a whole substantially similar to one another.”
Fair use – this usage does not violate the copyright protections. Fair use usually has some connection to the freedom of speech.
Examples:
1. Criticism
1. Comments
1. News Reporting
1. Teaching
1. Scholarship
1. Research
Factors:
1. Purposes and character of the use – nonprofit and educational
1. Nature of the copyrighted work – more facts less creative
1. The amount and substantiality of the work used – small amount
1. The effect of the use upon the potential market – little or no effect
DMCA – Digital Millennium Copyright Act – this was established to protect copyrights in the digital age.
5 Titles
Title I – Sets up 2 World Intellectual Property Organization treaties. Technological Measures to protect electronic copyrights. 
Members have to try to stop the bypassing of copyright restrictions.
DRM – digital rights management
Individuals can bypass their owned protections due to fair use.
Exceptions pg 305.
Title II – Online copyright Infringement Liability Limitation act. Limits liability of online service providers for copyright infringement of their users.
Limits the online service provider’s liability.
Safe harbor – if criteria is met then the OSP is safe from the liability of its user’s actions.
Must terminate repeat offenders
DMCA Takedown Notices
Title III – Computer Maintenance Competition Assurances Act – Computer techs make a copy of a program for maintenance and repair. The software has to have already been on the computer and needs to be deleted when the work is complete.
Title IV – Miscellaneous Provisions.
Title V – Vessel hull design protection act starts a new form of protection for vessel hulls.
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Assignment Review
Copyright law change on January 1 1978
Length of Authors life plus 70 years
If 2 or more others then times starts after last living member passes.
WFH – 95 years from publication or 120 years depending on topic.
Registering a copyright – As stated you do not need to register a copyright. However if you want to enforce it by suing then it needs to be registered. Registration is done at the US copyright office which is a unit of the library of congress.
Other benefits to register:
1. Public registration
1. After 5 years creates presumption of ownership and has to be proven invalid.
To register you need:
1. The application.
1. Description of what is being copyrighted.
1. The Fees
Berne Convention for international protections.
 
Just as in the other areas copyright owners have to sue infringers with the government not getting involved.
Strict liability also applies here.
Things to prove in infringement cases:
1. Copyright ownership
1. Show infringement
1. Demonstrate party had access to copyright
1. Must show they are substantially similar
Tests “whether a lay observer would consider the works as a whole substantially similar to one another.”
Fair use – this usage does not violate the copyright protections. Fair use usually has some connection to the freedom of speech.
Examples:
1. Criticism
1. Comments
1. News Reporting
1. Teaching
1. Scholarship
1. Research
Factors:
1. Purposes and character of the use – nonprofit and educational
1. Nature of the copyrighted work – more facts less creative
1. The amount and substantiality of the work used – small amount
1. The effect of the use upon the potential market – little or no effect
DMCA – Digital Millennium Copyright Act – this was established to protect copyrights in the digital age.
5 Titles
Title I – Sets up 2 World Intellectual Property Organization treaties. Technological Measures to protect electronic copyrights. 
Members have to try to stop the bypassing of copyright restrictions.
DRM – digital rights management
Individuals can bypass their owned protections due to fair use.
Exceptions pg 305.
Title II – Online copyright Infringement Liability Limitation act. Limits liability of online service providers for copyright infringement of their users.
Limits the online service provider’s liability.
Safe harbor – if criteria is met then the OSP is safe from the liability of its user’s actions.
Must terminate repeat offenders
DMCA Takedown Notices
Title III – Computer Maintenance Competition Assurances Act – Computer techs make a copy of a program for maintenance and repair. The software has to have already been on the computer and needs to be deleted when the work is complete.
Title IV – Miscellaneous Provisions.
Title V – Vessel hull design protection act starts a new form of protection for vessel hulls.
0. 
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DMCA – Digital Millennium Copyright Act – this was established to protect copyrights in the digital age.
5 Titles
Title I – Sets up 2 World Intellectual Property Organization treaties. Technological Measures to protect electronic copyrights. 
Members have to try to stop the bypassing of copyright restrictions.
DRM – digital rights management
Individuals can bypass their owned protections due to fair use.
Exceptions pg 305.
Title II – Online copyright Infringement Liability Limitation act. Limits liability of online service providers for copyright infringement of their users.
Limits the online service provider’s liability.
Safe harbor – if criteria is met then the OSP is safe from the liability of its user’s actions.
Must terminate repeat offenders
DMCA Takedown Notices
Title III – Computer Maintenance Competition Assurances Act – Computer techs make a copy of a program for maintenance and repair. The software has to have already been on the computer and needs to be deleted when the work is complete.
Title IV – Miscellaneous Provisions.
Title V – Vessel hull design protection act starts a new form of protection for vessel hulls.
 
Chapter 2
 
1. Why is privacy an issue?
0. Expansion of online usage
0. Big Data
0. Online portfolios
1. What is Privacy – control of personal data
1. Examples
0. Social Security or other identification numbers
0. Financial information
0. Health information
0. Biometric Data
0. Criminal History Data
0. Other 
1. Public Records
1. Birth & Death certificates
1. Minutes of governmental meetings
1. Sex Offender list
1. Professional Licenses
1. Docket
1. How is Privacy different from Information Security – Security is a process Privacy is the result.
1. What are the Sources of Privacy Law
3. Constitutional Law
0. Many consider privacy a fundamental rights
0. There is no mention of the word privacy in the Constitution
0. There are some amendments that build a definition of privacy.
2. First Amendment – established freedom of thoughts and privacy is implied
2. Third Amendment – quartering of troops implied limited privacy in home
2. Fourth Amendment – unreasonable search and seizure implies privacy in belongings
2. Fifth Amendment – no self-incrimination implies privacy of thoughts
0. Applicable Cases
3. Wheaton v Peters 1834 – the right to be left alone was first coined here.
3. The right to privacy article discussed privacy as the right to be left alone and this is still referenced today.
3. Griswold v Connecticut – Established privacy as being part of Constitutional rights.
3. Katz v United States – Privacy rights extend to the individual instead of locations.
3. Whalen v Roe – Right of informational privacy
3. United States v White – Established that privacy is not a right when information is freely exchanged.
3. Smith v Maryland – No right of privacy in electronic routing information
3. NASA v Nelson – Made background checks on employees as not a violation of privacy.
3. Federal Laws
1. Census Confidentiality 1952 – The census has to be confidential where it is forbidden to be able to identify an individual.
1. Freedom of information Act 1966 – Outside of the 9 exemptions the public can request information from federal agencies.
1. Wiretap Act 1968 – Established that eavesdropping cannot be used without a court order.
1. Mail Privacy Statute 1971 – protects mail from being opened unless by the recipient or with their consent unless a warrant is obtained. Only deals with the post office.
1. Privacy Act 1974 – deals with the collection of data by federal agencies. This sets up the rules and requires them to report on their record keeping and to provide safeguards.
1. Cable Communications Policy Act 1984 – Cable companies need to then provide a yearly written privacy notice and requires the permission to gather customer data.
1. Electronic Communications Privacy Act 1986 – An amendment to the wiretap act and deals with the interception of electronic communications.
1. Driver’s Privacy Protection Act 1994 – protection of personal information that exists within the motor vehicle records.
1. E-government act 2002 – Requires the federal government to use technologies to protect privacy.
1. USA Patriot Act 2001 – Allows the government to have more powers when it comes to items in relation to national security
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1. Why is privacy an issue?
0. Expansion of online usage
0. Big Data
0. Online portfolios
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0. Criminal History Data
0. Other 
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1. Freedom of information Act 1966 – Outside of the 9 exemptions the public can request information from federal agencies.
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1. Mail Privacy Statute 1971 – protects mail from being opened unless by the recipient or with their consent unless a warrant is obtained. Only deals with the post office.
1. Privacy Act 1974 – deals with the collection of data by federal agencies. This sets up the rules and requires them to report on their record keeping and to provide safeguards.
1. Cable Communications Policy Act 1984 – Cable companies need to then provide a yearly written privacy notice and requires the permission to gather customer data.
1. Electronic Communications Privacy Act 1986 – An amendment to the wiretap act and deals with the interception of electronic communications.
1. Driver’s Privacy Protection Act 1994 – protection of personal information that exists within the motor vehicle records.
1. E-government act 2002 – Requires the federal government to use technologies to protect privacy.
1. USA Patriot Act 2001 – Allows the government to have more powers when it comes to items in relation to national security
0. 
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1. What are the Sources of Privacy Law
0. Constitutional Law
0. Many consider privacy a fundamental rights
0. There is no mention of the word privacy in the Constitution
0. There are some amendments that build a definition of privacy.
2. First Amendment – established freedom of thoughts and privacy is implied
2. Third Amendment – quartering of troops implied limited privacy in home
2. Fourth Amendment – unreasonable search and seizure implies privacy in belongings
2. Fifth Amendment – no self-incrimination implies privacy of thoughts
0. Applicable Cases
3. Wheaton v Peters 1834 – the right to be left alone was first coined here.
3. The right to privacy article discussed privacy as the right to be left alone and this is still referenced today.
3. Griswold v Connecticut – Established privacy as being part of Constitutional rights.
3. Katz v United States – Privacy rights extend to the individual instead of locations.
3. Whalen v Roe – Right of informational privacy
3. United States v White – Established that privacy is not a right when information is freely exchanged.
3. Smith v Maryland – No right of privacy in electronic routing information
3. NASA v Nelson – Made background checks on employees as not a violation of privacy.
0. Federal Laws
1. Census Confidentiality 1952 – The census has to be confidential where it is forbidden to be able to identify an individual.
1. Freedom of information Act 1966 – Outside of the 9 exemptions the public can request information from federal agencies.
1. Wiretap Act 1968 – Established that eavesdropping cannot be used without a court order.
1. Mail Privacy Statute 1971 – protects mail from being opened unless by the recipient or with their consent unless a warrant is obtained. Only deals with the post office.
1. Privacy Act 1974 – deals with the collection of data by federal agencies. This sets up the rules and requires them to report on their record keeping and to provide safeguards.
1. Cable Communications Policy Act 1984 – Cable companies need to then provide a yearly written privacy notice and requires the permission to gather customer data.
1. Electronic Communications Privacy Act 1986 – An amendment to the wiretap act and deals with the interception of electronic communications.
1. Driver’s Privacy Protection Act 1994 – protection of personal information that exists within the motor vehicle records.
1. E-government act 2002 – Requires the federal government to use technologies to protect privacy.
1. USA Patriot Act 2001 – Allows the government to have more powers when it comes to items in relation to national security
0. State Laws
2. 10 States that recognize a right to privacy – Alaska, Arizona, California, Florida, Hawaii, Illinois, Louisiana, Montana, South Carolina
2. 45 States have breach laws
1. 4 who don’t Alabama, Kentucky, New Mexico, South Dakota
2. 29 States have laws regarding disposal of paper and electronic information
2. Common Laws
3. Tort- wrongful act that hurts someone
3. Common law – built on legal tradition and court cases.
3. 4 privacy torts
2. Intrusion into seclusion
2. Portrayal in a false light
2. Appropriation of likeness or identity
2. Public Disclosure of Private Facts
3. Fair information practices
3. Led to the 197 Federal Privacy act
3. OECD – Organization for economic cooperation and development
4. 8 privacy principles
0. The collection limitation Principle – individuals must know about and consent to the collection of their data.
0. The data quality principle – Any data collected must be correct.
0. The purpose specification principle – the purpose for the data collection should be stated.
0. The use limitation principle – data should only be used for the stated reasons.
0. The security safeguards principle – collected data must be protected when it is collected.
0. The openness principle – people can contact collection agency and can discover where their personal data is collected.
0. The individual participation principle – people must know if data about them has been collected.
0. The accountability principle – collection agency must be accountable for following its principles.
3. Network advertising initiative
3. Online Privacy Alliance
3. Seal Program
7. Webtrust
7. TrustE
7. BBB Online
2. Threats to personal data
4. Spyware – 17 states have laws
4. Keystroke Loggers
4. Adware
4. Web Beacon
4. ClickStream
4. Online Profiling
4. Targeted Advertising
4. RFID
4. GPS
4. Security Breaches
2. People based privacy Concerns
5. Phishing
5. Social Engineering, Shoulder Surfing, Dumpster Diving
5. Social Networking
5. Identity Theft
2. Workplace Privacy
6. Telephone and Voicemail Monitoring
6. Video Surveillance Monitoring
6. Computer User Monitoring
6. E-Mail Monitoring
6. Public Employees
2. Privacy Protection in Information Systems
7. Data life cycle
0. Data Collection
0. Data Use
0. Data Storage
0. Data Retention
0. Data Destruction
7. Privacy Policy
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1. Common Laws
0. Tort- wrongful act that hurts someone
0. Common law – built on legal tradition and court cases.
0. 4 privacy torts
2. Intrusion into seclusion
2. Portrayal in a false light
2. Appropriation of likeness or identity
2. Public Disclosure of Private Facts
0. Fair information practices
3. Led to the 1974 Federal Privacy act
0. OECD – Organization for economic cooperation and development
4. 8 privacy principles
0. The collection limitation Principle – individuals must know about and consent to the collection of their data.
0. The data quality principle – Any data collected must be correct.
0. The purpose specification principle – the purpose for the data collection should be stated.
0. The use limitation principle – data should only be used for the stated reasons.
0. The security safeguards principle – collected data must be protected when it is collected.
0. The openness principle – people can contact collection agency and can discover where their personal data is collected.
0. The individual participation principle – people must know if data about them has been collected.
0. The accountability principle – collection agency must be accountable for following its principles.
0. Network advertising initiative
0. Online Privacy Alliance
0. Seal Program
7. Webtrust
7. TrustE
7. BBB Online
1. Threats to personal data
1. Spyware – 17 states have laws
1. Keystroke Loggers
1. Adware
1. Web Beacon
1. ClickStream
1. Online Profiling
1. Targeted Advertising
1. RFID
1. GPS
1. Security Breaches
1. People based privacy Concerns
2. Phishing
2. Social Engineering, Shoulder Surfing, Dumpster Diving
2. Social Networking
2. Identity Theft
1. Workplace Privacy
3. Telephone and Voicemail Monitoring
3. Video Surveillance Monitoring
3. Computer User Monitoring
3. E-Mail Monitoring
3. Public Employees
1. Privacy Protection in Information Systems
4. Data life cycle
0. Data Collection
0. Data Use
0. Data Storage
0. Data Retention
0. Data Destruction
4. Privacy Policy
0. 
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1. Threats to personal data
0. Spyware – 17 states have laws
0. Keystroke Loggers
0. Adware
0. Web Beacon
0. ClickStream
0. Online Profiling
0. Targeted Advertising
0. RFID
0. GPS
0. Security Breaches
1. People based privacy Concerns
1. Phishing
1. Social Engineering, Shoulder Surfing, Dumpster Diving
1. Social Networking
1. Identity Theft
1. Workplace Privacy
2. Telephone and Voicemail Monitoring
2. Video Surveillance Monitoring
2. Computer User Monitoring
2. E-Mail Monitoring
2. Public Employees
1. Privacy Protection in Information Systems
3. Data life cycle
0. Data Collection
0. Data Use
0. Data Storage
0. Data Retention
0. Data Destruction
3. Privacy Policy
 
Chapter 13
1. Information Security Governance 
1. CIA Triad
1. Business Planning
2. Strategic – long term
0. New approaches and planning and establishes the groundwork
2. Tactical – short to medium term
1. Market conditions and unexpected opportunities
1. Usually six months or less
2. Operational – day to day planning
2. Normal operations
1. ISG Planning
3. Information Needs
0. What data is used to meet business goals?
0. How can information security support this?
3. Regulatory Requirements
1. What laws are applicable?
3. Risk Management
2. What Risks are faced?
3. Security Failures
3. What is the impact of a security failure?
1. Governance Roles
4. Board of Directors
4. Chief Information Officer
4. Chief Technology Officer
4. Chief Information Security Officer
1. Information Security Management – PG 395
1. Governance Program Standards
1. FISMA – Federal Information Security Management Act 
1. Information Security Governance Documents
8. What documents address
0. Organizations information security goals
0. How the organization protects its own data
0. How the organization protects the data of others
0. Compliance with legal and regulatory requirements
0. Employee information security responsibilities
0. Consequences for failing to meet responsibilities
8. Policies – top level of documents and layout the information security strategy
1. Consists of:
0. Policy statement
0. Policy exclusions
0. Policy rationale
0. Policy definitions
0. Who is affected
0. Who must follow
0. Compliance language
0. Related Documents
0. Policy Contact
0. Policy History
8. Standards – support policies by stating the activities and actions to meet policy goals
2. Baseline – the minimum level to comply with standard
8. Procedures – lowest level and consist of step by step checklists and explain the how.
8. Guidelines – more advice than policy
1. Creating Policies
9. Must be easy to understand – example pg 402
9. Must have a well-defined scope
9. Must be regularly reviewed
9. Must be communicated to all
1. Policy Development Process
10. Development
10. Stakeholder Review
10. Management Approval
10. Communication to employees
10. Documentation of compliance or exceptions
10. Continued awareness activities
10. Maintenance and review
0. 
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1. Privacy Protection in Information Systems
0. Data life cycle
0. Data Collection
0. Data Use
0. Data Storage
0. Data Retention
0. Data Destruction
0. Privacy Policy
1. International Privacy
1. Safe harbor
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0. Who must follow
0. Compliance language
0. Related Documents
0. Policy Contact
0. Policy History
8. Standards – support policies by stating the activities and actions to meet policy goals
2. Baseline – the minimum level to comply with standard
8. Procedures – lowest level and consist of step by step checklists and explain the how.
8. Guidelines – more advice than policy
1. Creating Policies
9. Must be easy to understand – example pg 402
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1. ISG Planning
0. Information Needs
0. What data is used to meet business goals?
0. How can information security support this?
0. Regulatory Requirements
1. What laws are applicable?
0. Risk Management
2. What Risks are faced?
0. Security Failures
3. What is the impact of a security failure?
1. Governance Roles
1. Board of Directors
1. Chief Information Officer
1. Chief Technology Officer
1. Chief Information Security Officer
1. Information Security Management – PG 395
1. Governance Program Standards
1. FISMA – Federal Information Security Management Act 
1. Information Security Governance Documents
5. What documents address
0. Organizations information security goals
0. How the organization protects its own data
0. How the organization protects the data of others
0. Compliance with legal and regulatory requirements
0. Employee information security responsibilities
0. Consequences for failing to meet responsibilities
5. Policies – top level of documents and layout the information security strategy
1. Consists of:
0. Policy statement
0. Policy exclusions
0. Policy rationale
0. Policy definitions
0. Who is affected
0. Who must follow
0. Compliance language
0. Related Documents
0. Policy Contact
0. Policy History
5. Standards – support policies by stating the activities and actions to meet policy goals
2. Baseline – the minimum level to comply with standard
5. Procedures – lowest level and consist of step by step checklists and explain the how.
5. Guidelines – more advice than policy
1. Creating Policies
6. Must be easy to understand – example pg 402
6. Must have a well-defined scope
6. Must be regularly reviewed
6. Must be communicated to all
1. Policy Development Process
7. Development
7. Stakeholder Review
7. Management Approval
7. Communication to employees
7. Documentation of compliance or exceptions
7. Continued awareness activities
7. Maintenance and review
1. Recommended IS Policies
8. Acceptable Use Policies
0. Enforcement
8. Anti-Harassment Policies
1. Definition
1. Reporting
1. Investigation
1. No Retaliation
1. Sanctions
8. Workplace privacy and Monitoring
8. Data Retention and Destruction Policies
8. Intellectual Property Policies
8. Authentication and Password Policies
5. Something a user knows
5. Something a user has
5. Something a user is
8. Security awareness and training
1. Case studies
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1. Creating Policies
0. Must be easy to understand – example pg 402
0. Must have a well-defined scope
0. Must be regularly reviewed
0. Must be communicated to all
1. Policy Development Process
1. Development
1. Stakeholder Review
1. Management Approval
1. Communication to employees
1. Documentation of compliance or exceptions
1. Continued awareness activities
1. Maintenance and review
1. Recommended IS Policies
2. Acceptable Use Policies
0. Enforcement
2. Anti-Harassment Policies
1. Definition
1. Reporting
1. Investigation
1. No Retaliation
1. Sanctions
2. Workplace privacy and Monitoring
2. Data Retention and Destruction Policies
2. Intellectual Property Policies
2. Authentication and Password Policies
5. Something a user knows
5. Something a user has
5. Something a user is
2. Security awareness and training
1. Case studies
Chapter 4
1. Challenges with financial institutions
1. Definition of financial institutions
1. Banks
1. Credit unions
1. Savings and loans
1. Insurance Companies
1. Investment Companies
1. Any institution that conducts financial activities
1. Consumers
2. Consumer Goods
2. Consumer Services
2. Consumer Financial Information
1. Who regulates financial institutions
3. The Federal Reserve System
3. Federal Deposit Insurance Corporation
1. Insures deposits up to 250,000
3. National Credit Union Administration
2. What is a credit union?
2. National Credit Union Share Insurance Fund
3. Office of the Comptroller of Currency
3. Part of Department of the Treasury
3. Charters and supervises national banks and federal savings associations or thrifts.
3. Consumer Protections
4. Consumer Financial Protection Bureau
4. Federal Trade Commission
3. Federal Financial Institutions Examination Council
5. Setup standards for bank examination
0. Six Task forces
0. Consumer Compliance
0. Examiner Education
0. Information Sharing
0. Reports
0. Supervision
0. Surveillance Systems
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1. Challenges with financial institutions
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2. Consumer Services
2. Consumer Financial Information
1. Who regulates financial institutions
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1. Insures deposits up to 250,000
3. National Credit Union Administration
2. What is a credit union?
2. National Credit Union Share Insurance Fund
3. Office of the Comptroller of Currency
3. Part of Department of the Treasury
3. Charters and supervises national banks and federal savings associations or thrifts.
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4. Consumer Financial Protection Bureau
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5. Setup standards for bank examination
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0. Consumer Compliance
0. Examiner Education
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1. Consumer Protections
0. Consumer Financial Protection Bureau
0. Federal Trade Commission
1. Federal Financial Institutions Examination Council
1. Setup standards for bank examination
0. Six Task forces
0. Consumer Compliance
0. Examiner Education
0. Information Sharing
0. Reports
0. Supervision
0. Surveillance Systems
1. The Gramm-Leach-Bliley Act
2. For the first time this law allowed banks, securities, and insurance companies to merge together.
0. Why? - The argument was that then customers would only have to work with one company and it would thus be easier for them
2. Privacy Protections
1. Nonpublic Personal Information NPI
0. SS Number
0. Financial Account Numbers
0. Credit Card numbers
0. Date of Birth
0. Name, Address, and phone numbers when collected with financial data
0. Details of any transactions or even if they are a customer
1. Three rules
1. Privacy
0. Non Affiliated third party - is not legally related to the financial institution
0. If NPI is going to be shared with this third party then they have to notify you. You also have the right to opt out of the sharing
0. Difference between customer and consumer
2. Consumer - obtains a product or service from the institution
2. Customer - has a continued relationship
1. Safeguard
1. The establishment of standards
0. Protect security and confidentiality of customer information
0. Protect against threats to the security or integrity of customer information
0. Protect against unauthorized access to use of customer information that could result in harm to a customer
1. Further Rules pg 108
1. Pretexting/Social Engineering
1. Red Flags Rule
3. Looking for warnings that identity theft might be taking place
3. Creditor
3. Covered Account
2. Any account used for personal, family, or household purposes
2. Any account where identity theft is reasonably foreseeable 
3. Those that fall under this rule must create a written identity theft prevention program
3. Detect
3. Protect
3. Mitigate
3. Must include
4. The identification of Red Flags
4. Determine how to detect Red Flags
4. How to respond to Red Flags
4. Must be reviewed periodically
1. Payment Card Industry Standards
4. Members
0. Mastercard
0. Visa
0. American Express
0. JCB International
0. Discover
4. Payment Card Industry (PCI) Data Security Standard (DSS)
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1. Challenges in Protecting Children on the Internet
0. Identification of Children
0. Potential Methods
0. Requiring user input
0. Requiring payment
0. Using Parental Controls
0. Requiring Parental Consent
0. First Amendment and Censorship
0. Defining objectionable content
2. Miller Test
0. Appeals predominantly to prurient interests
0. Depicts or describes sexual conduct in a patently offensive way
0. Lacks serious literary, artistic, political, or scientific value
0. COPPA – Children’s Online Privacy Protection Act
3. Passed November 1990 went into effect April 2000.
3. Overseen by the FTC.
3. Definitions
2. Child
2. Parent
2. Operator
3. Purpose
3. Scope of the Regulation
3. Requirements
5. Privacy Policy
0. Parts
0. Operator Contact Information
0. Notice of what information is collected
0. Notice of how information is collected
0. Notice of how the information will be used
0. Notice of whether the information is disclosed to third parties.
0. Assurance that participation is not conditioned on data collection
0. Parental Rights
5. Verifiable Parental Consent
1. Notice to parent contents on page 129
1. Parental Rights
1. Able to review collected content on their child
1. Revoke consent
1. Sidebar on page 130
3. Oversight – FTC enforces the act
0. CIPA – Children’s Internet Protection Act
4. Passed in 2000 with a deadline of July 1 2004.
4. Purpose – Protect minors from accessing offensive content on the Internet.
4. Visual Content – definitions page 132
4. E-Rate
4. Requirements
4. Content Filtering
4. Internet Safety Policy
4. Exceptions
4. Oversight – The FCC regulates CIPA.
1. Family Educational Rights and Privacy (FERPA) – Passed in 1974
1. Protects the privacy of student educational records
1. Parents have rights until student turns 18 and then it passes to them
1. Scope
2. Any education agency or institution that receives federal funding. If they do not receive any funds then they are not liable under FERPA.
1. Requirements
3. Definitions
0. Student – anyone that has been in attendance at the institution
0. Attendance – any physical or virtual attendance at the facility
0. Education Records – any record that was saved while they were at the institution or agency.
3. PII – pg 137
3. Four Requirements
2. Annual Notification
0. Identify rights
0. How to file complaints
0. What school officials have access
0. Provide all necessary means to reach parents and students
2. Access to education Records
2. Amendment of Education Records
2. Disclosure of records
3. Written consent requirements pg 139
3. Exceptions pg 140
1. Responding to requests
1. Security of Records
1. Oversight
1. Case Studies
0. 
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1. CIPA – Children’s Internet Protection Act
0. Passed in 2000 with a deadline of July 1 2004.
0. Purpose – Protect minors from accessing offensive content on the Internet.
0. Visual Content – definitions page 132
0. E-Rate
0. Requirements
4. Content Filtering
4. Internet Safety Policy
0. Exceptions
0. Oversight – The FCC regulates CIPA.
1. Family Educational Rights and Privacy (FERPA) – Passed in 1974
1. Protects the privacy of student educational records
1. Parents have rights until student turns 18 and then it passes to them
1. Scope
3. Any education agency or institution that receives federal funding. If they do not receive any funds then they are not liable under FERPA.
1. Requirements
4. Definitions
0. Student – anyone that has been in attendance at the institution
0. Attendance – any physical or virtual attendance at the facility
0. Education Records – any record that was saved while they were at the institution or agency.
4. PII – pg 137
4. Four Requirements
2. Annual Notification
0. Identify rights
0. How to file complaints
0. What school officials have access
0. Provide all necessary means to reach parents and students
2. Access to education Records
2. Amendment of Education Records
2. Disclosure of records
3. Written consent requirements pg 139
3. Exceptions pg 140
1. Responding to requests
1. Security of Records
1. Oversight
1. Case Studies
 
BUS 118 Chapter 6
1. Challenges facing health care industry
0. Medical identity theft
1. Why is this information sensitive
1. Hippocratic oath
1. Privacy Concerns
1. Finality of a leak or disclosure
1. Other Laws Affecting Health care
1. The Health Insurance Portability Act HIPAA
3. Purpose
0. Pre-existing condition
0. Portability
0. Genetic Testing
0. Administrative Simplification
3. Scope
1. Protected Health Information (PHI)
1. Covered Entities
1. Health Plan
1. Health Care Clearinghouse
1. Health Care Provider
1. Business Associates
3. Amendments from HITECH Act
1. Requirements of the privacy rule
2. Three main purposes
0. Consumer control of their health information
0. Restore consumer trust in health care system
0. National framework for health privacy protection
2. Use – how a covered entity shares or handles PHI within its organization
2. Disclosure – refers to how a covered entity shares PHI with other organizations that may not be affiliate with it.
2. Required Disclosures
3. Personal access and request to send to other party
3. When HHS is investigating the person
3. Disclosures that can be denied – pg 159
3. Disclosures without consent – pg 160
3. Other Disclosures
4. Made to person 
4. Treatment, Payment, and Health care Operations
4. Uses and disclosures made after an opportunity to opt out
4. Uses and disclosures made for public health and safety activities
3. Vital statistics and Communicable Diseases
3. Abuse and Neglect
3. Required by law and law enforcement
3. Limited Data sets used or disclosed for specified activities
3. Disclosures that require authorization
3. Minimum Necessary Rule
3. Amendments of PHIAccounting of Disclosures
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1. Final Exam Review
1. Final Project Review
1. Challenges facing health care industry
2. Medical identity theft
1. Why is this information sensitive
3. Hippocratic oath
3. Privacy Concerns
3. Finality of a leak or disclosure
1. Other Laws Affecting Health care
1. The Health Insurance Portability Act HIPAA
5. Purpose
0. Pre-existing condition
0. Portability
0. Genetic Testing
0. Administrative Simplification
5. Scope
1. Protected Health Information (PHI)
1. Covered Entities
1. Health Plan
1. Health Care Clearinghouse
1. Health Care Provider
1. Business Associates
3. Amendments from HITECH Act
1. Requirements of the privacy rule
2. Three main purposes
0. Consumer control of their health information
0. Restore consumer trust in health care system
0. National framework for health privacy protection
2. Use – how a covered entity shares or handles PHI within its organization
2. Disclosure – refers to how a covered entity shares PHI with other organizations that may not be affiliate with it.
2. Required Disclosures
3. Personal access and request to send to other party
3. When HHS is investigating the person
3. Disclosures that can be denied – pg 159
3. Disclosures without consent – pg 160
3. Other Disclosures
4. Made to person 
4. Treatment, Payment, and Health care Operations
4. Uses and disclosures made after an opportunity to opt out
4. Uses and disclosures made for public health and safety activities
3. Vital statistics and Communicable Diseases
3. Abuse and Neglect
3. Required by law and law enforcement
3. Limited Data sets used or disclosed for specified activities
3. Disclosures that require authorization
3. Minimum Necessary Rule
3. Amendments of PHI
3. Accounting of Disclosures


[bookmark: _Toc468970051]Class 26
1. The Health Insurance Portability Act HIPAA
0. Purpose
0. Pre-existing condition
0. Portability
0. Genetic Testing
0. Administrative Simplification
0. Scope
1. Protected Health Information (PHI)
1. Covered Entities
1. Health Plan
1. Health Care Clearinghouse
1. Health Care Provider
1. Business Associates
3. Amendments from HITECH Act
1. Requirements of the privacy rule
2. Three main purposes
0. Consumer control of their health information
0. Restore consumer trust in health care system
0. National framework for health privacy protection
2. Use – how a covered entity shares or handles PHI within its organization
2. Disclosure – refers to how a covered entity shares PHI with other organizations that may not be affiliate with it.
2. Required Disclosures
3. Personal access and request to send to other party
3. When HHS is investigating the person
3. Disclosures that can be denied – pg 159
3. Disclosures without consent – pg 160
3. Other Disclosures
4. Made to person 
4. Treatment, Payment, and Health care Operations
4. Uses and disclosures made after an opportunity to opt out
4. Uses and disclosures made for public health and safety activities
3. Vital statistics and Communicable Diseases
3. Abuse and Neglect
3. Required by law and law enforcement
3. Limited Data sets used or disclosed for specified activities
3. Disclosures that require authorization
3. Minimum Necessary Rule
3. Amendments of PHI
3. Accounting of Disclosures
3. Privacy Notices
9. Specific Parts Pg 169
9. Material Change
9. Effective Date
9. Examples
3. Administrative Requirements
10. Privacy programs based on size and scope
10. Internal Contact
10. Policies and Procedures
10. Training
3. Breach Notification
11. Changes from the HITECH act
11. Low probability pg 171
11. Unsecured PHI
11. Secured PHI
11. Notification rules
11. What is necessary as part of notification pg 172
3. Security Rule
12. EPHI Electronic Protected Health Information
12. Safeguards and Implementation
1. Administrative Safeguards
0. Security Management Process
0. Assigned Security Responsibility
0. Workforce Security
0. Information access Management
0. Security awareness and training
0. Security incident procedures
0. Contingency Plan
0. Evaluation
0. Business associate contracts
1. Physical Safeguards
1. Facility Access controls
1. Workstation Use
1. Workstation Security
1. Device and media Controls
1. Technical Safeguards
2. Access Controls
2. Audit Controls
2. Integrity Controls
2. Person or entity authentication
2. Transmission security
3. Oversight
13. Office for Civil Rights
13. Maximum fine
13. Minimum fine
3. State Laws
3. Case Studies
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1. Public vs Private companies
0. Stocks
0. Bonds
0. Securities
1. Security and Exchange Commission
1. Why is this important/examples of problems
1. Enron
3. What happened?
3. What was the impact?
1. Financial reporting
4. Form 10-K
4. Form 10-Q
4. Form 8-K
2. Reasons to file pg 195
1. Sarbanes-Oxley Act – 2002
5. Purpose
0. 11 titles pg 196
5. Requirements
1. Public Company Accounting Oversight Board
0. Self-regulating profession
0. Duties pg 198
0. Membership
0. Auditing standards
3. GAAP
3. Standard 5
0. Is it constitutional
1. Document Retention
Certification 
a. Disclosure Controls b. Internal Controls 
1. Internal controls over financial reporting ICFR 
1. Reasonable assurance pg 203 
1. COSO Framework 
1. 5 components pg 204 
1. Section 404 
1. Internal controls & IS goals 
1. Service Organization Control SOC reports 
4. SOC 1 – controls at service organization that is relevant to user entities 
4. SOC 2 – controls at service organization related to security 
4. SOC 3 – trust services report for service organizations 
3. Oversight – SEC
4. Compliance and Security Controls 
a. COBIT
b. GAIT
c. ISO/IEC Standards 
d. NIST
5. SOX influence on other types of companies 6. Corporate Privacy issues 
a. Employee data b. Customer data c. Corporate data 
7. Case Studies 
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1. IS Challenges facing the Federal Government
0. Computer Security Act – 1987 – every federal agency inventory systems and create security plans which were reviewed early. Ends up being replaces by FISMA.
0. Cyberspace Policy review – 2009 lead to the creation of the Cybersecurity czar.
0. Executive order on cybersecurity – 2013 – creation of NIST cybersecurity framework.
0. Cyberwar
1. FISMA – Federal Information Security Management Act - 2002
1. Purpose and scope 
0. Six main provisions – pg 222
1. Main Requirements
1. Agency wide information security program including:
0. Risk assessments
0. Annual Inventory
0. Policies and procedures
0. Subordinate Plans
0. Security awareness training
0. Testing and evaluation
0. Remedial Actions
0. Incident Response
0. Continuity of operations
1. Testing and review – at least once a year
1. Cyberscope
1. Places to send yearly report – pg 224
1. Inspector General
1. Role of NIST
2. FISMA Requirement pg 226
2. Federal Information Processing Standards FIPS
1. Mandatory
1. Have 1 year to comply with new standards
1. Do not apply to National Security
1. Public Review for 30-90 days
1. Department of Commerce has to approve things before being finalized
1. Special Publications SP
1. Works with Industry to develop
1. Not as formal of a process
1. Provide guidance are not mandatory
2. Risk management Framework
2. 6 steps to protect federal information systems –pg 227 Diagram on pg 228
2. 3 Security Categories
1. Low – low impact minor damage
1. Moderate – moderate impact significant damage
1. High – high impact major damage
2. FIPS 200
2. 17 areas pg 229
2. SP 800-53
2. Supporting Documents table pg 231
i. Central incident response center
1. Responsibilities
2. Give technical supports
2. Share information
2. Inform about current and potential threats
2. Consult with NIST
2. Incident categories
d. Pg 232
e. Time frame chart pg 233
II. National Security systems
1. Types of systems – pg 233
2. Except from classified information
3. Committee on National Security Systems
2. 21 voting members
2. CNSS.GOV
III. Access Control Models
1. Discretionary access control DAC – identity of subject seeking access
2. Mandatory access control MAC – based on security labels
3. Role Based access control RBAC – users are assigned roles
III. Oversight
1. OMB
2. DHS
V. Privacy in Federal Information Systems
1. Two Acts
1. The Privacy Act of 1974
0. Records
0. 12 Exceptions pg 236
0. Access to records
0. Systems of records notice SORN
0. Suing
1. The E-Government Act 0f 2002
1. Requirements
0. Review IT systems for privacy risks
0. Post privacy notices on website
0. Post machine readable privacy polices
0. Report privacy activities to the OMB
1. Privacy Impact Assessment
1. Necessary information pg 238
1. OMB Breach Notification Policy
2. Considerations pg 239
2. Other requirements pg 240
VI. Import and Export Control laws
3. 3 Types
2. ITAR
0. Department of State
0. Military or Defense Applications
0. Sever Penalties
2. EAR
1. U.S. Department of Commerce
1. Bureau of Industry and Security
1. Dual use both military and commercial use
1. Criminal and civil penalties
2. OFAC
2. Treasury Department
2. Trade sanctions and embargoes
VII. Case Studies
Chapter 9
1. Relationship between States and Federal Government
1. Choicepoint data breach summary
1. California Breach notification act -2003
2. Who does it apply to – anyone who has unencrypted data on California resident
2. Definition of Personal Information – pg 252
2. Notification
2. 2 possible reasons for delay
0. To assess extent
0. To provide time for investigation
2. Written notice requirements – pg 253
2. Other types of notice
1. Other breach notification laws
3. Activities that constitute a breach
0. California – access to data
0. Arizona 2 part test – must cause economic harm
0. Ohio – risk of identity theft
3. Entities covered by law
1. California – anyone that stores personal info
1. Georgia – Information brokers – no state
1. Maine – like Georgia but then added the state
3. Time for notification
2. California – as fast as possible
2. Ohio/Florida – soon as possible no later than 45 days
2. Maine – delay if requested from law enforcement
3. Contents of notification
3. California – contents of notice previously discussed
3. North Carolina – pg 256
3. Encryption requirements
4. Encryption safe harbor
4. Some states get specific as to what style of encryption 
3. Penalties for failure to notify
5. Different states have different penalties
3. Private cause of action’
6. Some states allow for suing others do not
6. Many states have different laws and this makes the actions of a business confusing if they extend beyond multiple states
6. Decision tree on pg 259
3. Federal Legislation
3. Data Specific Security and Privacy regulations
8. Minnesota and Nevada PCIDSS
8. Indiana limiting SSN
8. Encryption regulations
2. Massachusetts – law requirements
2. Nevada encryption standards
3. Data Disposal
9. Washington State – any person or entity
9. New York State – protections on any record
3. Case Studies
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