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[bookmark: _Toc462402901]Assignment 1 Data Breaches

Perform an Internet search looking for recent news articles in relation to business data breaches. A good starting point is to use the Privacy Rights Clear house database at Privacy Rights Data Breach located at www.privacyrights.org/data-breaches. Once you find a specific breach you are to dig further on that incident and answer the following questions:
1. Describe the incident -
a. Who is the business?
b. What are the details on the breach?
c. Who performed the breach and were they connected to the business in anyway?
d. Where did the breach occur?
e. What methods did the attackers use to access the data?
f. What was the result?
a. What are some of the things the breached business did correctly?
b. What are some of the things the breached business did incorrectly?
2. If you were in charge of the businesses information security what would you have done to prevent this breach?
3. In the same role if the same breach occurred what would you have done in response?
Notes on assignment - The assignment is designed to assess some of the topics covered in Chapter 1. Some of the topics that may come up might be advanced and will be covered further on so it is not expected of you to be able to go into detail on everything. You will however be assessed on the detail and insight you provide and the problem solving skills you apply in questions 2-5 which have no correct answers. There is no required format both in structure and file type. Please however type your answers and submit them to me here on blackboard.

Please note: Instructor is open to alternative methods of learning and delivery, please contact the instructor for more information at [insert contact information].
This workforce product was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training Administration. The product was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The U.S. Department of Labor makes no guarantees, warranties, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability, or ownership. 
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This work by Kennebec Valley Community College is licensed under a Creative Commons Attribution 4.0 International License.
[bookmark: _Toc462402902]Assignment 2 The Constitution

As established in the last class the legal foundation in this country is that of the Constitution. What I would like you to do is read through the Constitution and choose a section that is important to you. Once you have made the selection please answer the following questions.
1. What area of the Constitution have you selected?
2. Why did you make this selection, why is this considered important to you?
3. What is the legal impact of this area?
4. What is the effect of this area on the governmental structure?
5. Is there an impact on society?
6. How has this area affected you personally?
7. What would this country be like if this area was not present in the constitution?
8. Compare this item to that of a similar area in another country? How do they relate to each other? Which country is better off? Why?
9. If you could make any changes to this item what would they be? Why?
10. Finally perform a quick bit of research online and locate an applicable legal case from either a federal or state court and then summarize the case and how it relates to this Constitution area.
Please note: Instructor is open to alternative methods of learning and delivery, please contact the instructor for more information at [insert contact information].
This workforce product was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training Administration. The product was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The U.S. Department of Labor makes no guarantees, warranties, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability, or ownership. 
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[bookmark: _Toc462402903]Assignment 3 Project Planning

For the assignment this week I want you to begin to do the initial planning for your final project or if this is already done to start to bring this plan together and identify to me that you have some idea of what you will be working on. This should also be an easy grade to boost into the coming mid-terms.
As a reminder what you will be doing is selecting a business and analyzing them in terms of areas which will discuss in class. We have been establishing the groundwork so far however some areas you can consider:
1. The basics in terms of what the company has for information and how they store/secure it
2. How the company fits in with the governmental structure and an overview of how the legal system works
3. The definition of intellectual property and how this impacts an organization and the information they own
4. Areas where we will be going in the future:
1. Privacy law
2. Information Security Governance
3. Applicable law
a. Consumer financial
b. Collecting information on children
c. Health information law
d. Corporate law
e. Federal and State law
f. Criminal law
4. Contracts
5. Risk analysis and planning
Think about these above topics and answer the following questions:
1. What business will you examine? (You can leave the actual name out and describe what they do)
2. Why did you select this business?
3. What kind of information does this business collect?
4. How aware do you think they are when it comes to securing this information? Provide evidence for your stance.
5. What is their level of knowledge when it comes to any applicable laws and regulations dealing with this data? Again provide evidence.
6. What areas will you explore for your project? Why?
7. What have you completed so far and what are you currently working on in relation to this project?
Please note: Instructor is open to alternative methods of learning and delivery, please contact the instructor for more information at [insert contact information].
This workforce product was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training Administration. The product was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The U.S. Department of Labor makes no guarantees, warranties, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability, or ownership. 
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[bookmark: _Toc462402904]Assignment 4 Privacy Policy

In class we have talked about Privacy and the different recommended areas dealing with collection and storage of this data. Answer the following questions on the topic of privacy:
First I want you to explore established privacy policies as a way to discover the various components. The first step in this is to select a website that you use and locate their privacy policy. Once this is found answer the following questions:
1. What is the site?
2. How easy was it to locate their policy? Where was it?
3. Is the policy easy to understand? Why/Why Not?
4. What is included in the policy? Summarize the sections and the entire policy?
5. What is your opinion on this policy?
6. After you examine an established policy your job is to draft a sample privacy policy for a real or fictional organization. The primary focus should be on the following:
a. Data Collection - what data are you collecting and how are you notifying people
b. Data Use - what are you going to use the data for
c. Data Storage - where are you going to store it and how are you going to keep it safe
d. Data Retention - how long will you retain the data/what are the laws on this data if any
e. Data Destruction - how will you dispose of the data

I am looking for around a page document that covers these topics. It may be easier to choose your current work place as a focus. 
Please note: Instructor is open to alternative methods of learning and delivery, please contact the instructor for more information at [insert contact information].
This workforce product was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training Administration. The product was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The U.S. Department of Labor makes no guarantees, warranties, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability, or ownership. 
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[bookmark: _Toc462402905]Assignment 5 Privacy Analysis
We have spent a few classes discussing privacy and the concerns that are involved with the prevalence of digital media.
I really think that this is something that we will have to think further on in the future and that is the goal of this assignment. I originally had another assignment however; I decided to post this instead to try to get you to think about these questions:
1. How concerned are you when it comes to your privacy online? Why?
2. Do you currently think you are in control when it comes to your privacy? Why/Why not?
3. Describe some areas that you currently perform that could harm your privacy?
4. Do you prefer convenience over privacy?
5. What are some steps that you can take to further your privacy?
6. Do you ever research companies that you use online as to what their privacy policies or their track record is when it comes to breaches and security? Why/Why Not?
7. What information are you okay with websites collecting and possibly distributing to others? Why?
8. Is there any information that you would never consider acceptable for a site to collect? Why?
9. If you could create any law in relation to privacy, what would it contain why?
10. Do you think privacy will get better or worse in the future? Defend your stance?
11. With the international nature of the internet, how do you think you can control privacy when you are potentially dealing with other countries and their differing views?
12. What level of privacy do you believe you should have within the workplace? Why?
Please note: Instructor is open to alternative methods of learning and delivery, please contact the instructor for more information at [insert contact information].
This workforce product was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training Administration. The product was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The U.S. Department of Labor makes no guarantees, warranties, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability, or ownership. 
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[bookmark: _Toc462402906]Assignment 6 Starting a Business and Planning the Collection of Child Data
In this assignment you are tasked with answering questions based on the following scenario. You are starting a new business and as part of your on-line platform you will be collecting data from users that are under the age of 
This data collection is necessary for the operation of your business so it is not possible to simply not choose to collect the data. If this is acknowledged then the next steps you would need to do is follow the policies set about in COPPA. Some questions you should answer are:-
1. How will you identify the users that are under the age of 13? Along this line how will you ensure that those that try to bypass your identification are found?
2. You do not have to write the entire thing however what would your child privacy policy contain (This should have the sections on pg. 128 - summarize these here)?
3. How would you get parental consent? What methods will you use to verify that this person is in fact the parent?
4. What other items would you include to keep you under the letter of the law and protect your fledgling business? (Here you would include any other considerations that you would put in place or policies that you would enact)
Please note: Instructor is open to alternative methods of learning and delivery, please contact the instructor for more information at [insert contact information].
This workforce product was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training Administration. The product was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The U.S. Department of Labor makes no guarantees, warranties, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability, or ownership. 
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[bookmark: _Toc462402907]Assignment 7 Maine Privacy Law

The first step in this assignment is to visit the National Conference of State Legislatures (NCLS) website at: www.ncsl.org/research/telecommunicationsandinformationtechnology/securitybreachnotificationlaws
1. NCLS State Data Breach Law List.

a. This site lists each state and then links the specific security breach notification laws for each. First I want you to find Maine and visit the link. This will bring you to the legislative page that provides all of the detail on our laws in this state. I want you to read through the law and then provide an in depth summary of what is in place for our breach laws and how this impacts citizens and organizations within the state. 
2. Once you have done this I want you to visit the link again and select another state of your choosing. Read their laws and then I want you to compare and contrast what they have in place to our state.
3. Finally I want you to decide which laws are more comprehensive and protecting of consumers or those that have their data breached? Why do you believe this?
Please note: Instructor is open to alternative methods of learning and delivery, please contact the instructor for more information at [insert contact information].
This workforce product was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training Administration. The product was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The U.S. Department of Labor makes no guarantees, warranties, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability, or ownership. 
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