


Risk Management AAS Program

The Risk Management program offered by Highland Community College provides industry-reviewed curriculum that allows participants to earn an AAS degree. This would include courses in Security & Loss Prevention II, Prevention & Assessment of Workplace Violence, Safety I & II, Foundations of Information Systems Security & Loss Prevention and Risk Communications. The program is offered entirely online to accommodate working professionals. These materials were developed for the Trade Adjustment Assistance Community College and Career Training (TAACCCT) Grant Program Round 1 Grant, Technical Retraining to Achieve Credentials (TRAC-7): TC-22513-11-60-A-20.
[image: Creative Commons License]Risk Management 100 Course Materials by Highland Community College is licensed under a Creative Commons Attribution 3.0 Unported License.
This workforce product was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training Administration. The product was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The U.S. Department of Labor makes no guarantees, warranties, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability, or ownership.









Risk Management AAS Courses

RM 112 Security & Loss Prevention II Syllabi
 Department:  Business and Occupational Education
 Course Description:
This course is designed to provide students with security and loss prevention challenges associated with specific areas/industries. Its primary focus is on loss problems and those countermeasures that protect against crimes, fires, and accidents specific to 14 areas/industries.

Course Competencies: 
 A. List and describe the major industry/area specific challenges and associated elements of an effective security and loss prevention program for the following: 
1. Communication Security 
2. Education 
3. Executive Protection 
4. Financial 
5. Gaming 
6. Governmental/Non Profit 
7. Health Care 
8. Hotel/Motel 
9. Nuclear 
10. Protection of Sensitive Information 
11. Retail 
12. Special Events 
13. Terrorism 
14. Transportation 
B. Work in a diverse work environment 
D. Demonstrate writing proficiency in the area of Security and Loss Prevention II 
E. Use a computer for word processing and to access the internet to find information 

Course Content: 

 Specialized Problems in Security & Loss Prevention: 
· Communications 
· Education 
· Executive Protection 
· Financial 
· Gaming 
· Governmental/Non Profit 
· Health Care 
· Hotel/Motel 
· Nuclear 
· Protection of Sensitive Information 
· Retail 
· Special Events 
· Terrorism 
· Transportation 

Learning Assessments:
 
Student progress will be assessed by several methods. The primary means will be through the use of a series of written examinations consisting of multiple choice, matching, and short answer essay questions. Students will complete a semester long project requiring participation in a team, the synthesis and application of security & loss prevention related information to solve a problem, and a final presentation. Students will be presented with a variety of security and loss prevention scenarios through the semester and evaluated on their ability to appropriately respond. Additionally students may be asked to demonstrate a specific technique when appropriate.

Instructional Materials: 
Purpura (2002). Security and Loss Prevention – An Introduction (4th Edition). Butterworth-Heinemann. 
Colling (2001). Hospital and health Care Security (4th Edition). Butterworth-Heinemann. 
Tarlow (2001) Event Risk Management and Safety (1st Edition) John Wiley and Sons. 
Tyska and Fennelly (2002) Retail Security: 150 Things You Should Know (1st Edition) 
Sweet (2006) Transportation and Cargo Security (1st Edition) Pearson Prentice Hall


Guidelines for Requesting Accommodations Based on
Documented Disability or Medical Condition
It is the intention of Highland Community College to work toward full compliance with the Americans with Disabilities Act, to make instructional programs accessible to all people, and to provide reasonable accommodations according to the law.
Students should understand that it is their responsibility to self-identify their need(s) for accommodation and that they must provide current, comprehensive diagnosis of a specific disability or medical condition from a qualified professional in order to receive services. Documentation must include specific recommendations for accommodation(s). Documentation should be provided in a timely manner prior to or early in the semester so that the requested accommodation can be considered and, if warranted, arranged.
On-Campus Students: At enrollment, any on campus student may complete a form that will allow them to self-identify any disability.  
Off-Campus Regional Students: Self-identify your disability and accommodation needs with the Regional Coordinator and/or instructor, preferably prior to the first class meeting.
Online Students:  Self-identify your disability and accommodation needs by contacting the Disabilities Coordinator. Students must provide their own programs to allow accessibility on their home computer.  
Any student may also identify their disability by completing an online form located on the HCC homepage under Students Services/Resources/Disabilities.  Questions should be directed to the Disabilities Coordinator.
RM 112 Security and Loss Prevention II First Day Handout
Department: 
 Risk Management
Course Description:
This course is designed to provide security and loss prevention challenges associated with specific areas and industries. The course will focus on loss problems and those countermeasures that protect against crimes, fire, and accidents.
Course Competencies: 
Upon completion of this course, the student should be able to:

1. List and describe the major challenges and associated elements of an effective security and loss prevention program for the following areas and industries.
a. Communication Security
b. Education
c. Executive Protection
d. Financial
e. Gaming
f. Government/Non Profit
g. Healthcare
h. Hotel/Motel
i. Nuclear
j. Protection of Sensitive Information
k. Retail
l. Special Events
m. Terrorism
n. Transportation
2. Function well in a diverse work environment.
3. Demonstrate writing proficiency in the area of security and loss prevention in the workplace.
4. Access the Internet to find relevant and accurate information.




Course Schedule: 
	Assignment Name
	Description
	Due Date
	Points

	TOPIC 1:
	
	
	

	Forum 
	Challenges Facing Security Professionals
	Initial post due August 31
2 additional posts in response to classmates due September 7 

	50

	Written Assignment 1
	Case 2A textbook
	September 7
	50

	Quiz 1
	
	September 7
	20

	Topic 2:
	
	
	

	Forum
	Case 15 C textbook
	Initial Post September 14th
2 additional posts due September 21st
	50

	Written Assignment 2
	Case 8A
	September 14
	50

	Quiz 2
	
	September 14
	20




	Topic 3:
	
	
	

	Forum
	Question page 345 of textbook
	Initial post September 28
2 additional posts October 5
	50

	Written Assignment 3
	Case 12C
	October 5
	50

	Quiz 3
	
	October 5
	20

	Topic 4:
	
	
	

	Forum
	Case 13A change to hotel
	Initial post due October 12
2 additional posts due October 19
	50

	Written Assignment
	Case 13B
	October 19
	50

	Quiz 4
	
	October 19
	20

	Topic 5:
	
	
	

	Forum
	Case 16A
	Initial post due October 26
2 additional posts due November 2
	50

	Written Assignment 5
	Case 16D
	November 2
	50

	Quiz 5
	
	November 2
	20

	Topic 6:
	
	
	

	Forum
	Case 16F
	Initial post due November 9
2 additional posts due November 16
	50

	Written Assignment 6
	Case 16G
	November 16
	50

	Quiz 6
	
	November 16
	20

	Topic 7:
	
	
	

	Forum
	Case 17C
	Initial post due Nov 23
2 additional posts due Dec 1
	50

	Written Assignment 7
	Case 17A
	Due Dec 1
	50

	Quiz 7
	
	Dec 7
	20

	Topic 8:
	
	
	

	Final Exam
	
	Due Dec 14
	100

	Forum
	Case 18F
	Initial post due Dec 7
2 Additional posts due Dec 14
	50

	Case Group Project
	Case 18D
	Dec 7
	100

	Individual Final presentation, paper
	Countermeasures for sector of choice
	Dec 7
	100

	Total Course Points
	
	
	1190


Course schedule subject to change.  

Grading Scale:
90%-100%	A
80-89%		B
70-79%		C
60-69%		D
59% and lower	F

Learning Assessments: 
Course competencies will be assessed by use of a series of written examinations, a semester project requiring participation in a team, the synthesis and application of security and loss prevention fundamental to solve a problem, response to workplace scenarios, and a final paper and presentation.
Instructional Method: 
Course will be a combination of mini lectures, discussion forums, quizzes and written assignments. A group project will be assigned and a final paper and presentation on a sector of the students choice.

Instructional Materials: 

Security and Loss Prevention: An Introduction, Purpura, 6th.Ed., Butterworth-Heinemann, 2013.
Course Policies: 

The student is expected to read all material and complete assignments as outlined. Late papers will only be allowed if arrangements are made with the instructor prior to the due date and no late assignments will be accepted after December 14, 2014. Students should ask questions if do not understand the material or assigned problems in the “ask the instructor” forum for the benefit of the entire class. Individual issues should be addressed via email or by phone with the instructor.  


HCC Student Email
Students are required to check their HCC Student Email.  Your email account is located in your MyHCC Account at http://www.highlandcc.edu. Email will be our main line of communication.  I suggest you check your email at least every 48 hours for reminders about this course, discussions about lessons, homework feedback, and important information from HCC Online.
Academic Integrity 
Highland Community College faculty and students have the responsibility to maintain high academic standards. Academic dishonesty by students, which is not limited to cheating, fabrication, plagiarism, or facilitation of academic work, is reason for disciplinary action. Students should submit their own academic work. Students should not allow other students to copy their work. Faculty should not facilitate or leave unreported academic dishonesty by the student. 

Cheating affects more than just the cheat; it frustrates the honest efforts of other students, degrades the learning environment, and reflects poorly on any institution that tolerates it. At HCC, a record of cheating does not go away at the end of the course or semester. Integrity violations become part of the violator’s record. Multiple violations may result in more serious penalties, including possible dismissal from HCC. 

First offense: Zero points awarded on assignment or lesson.  
Discussion between student and instructor.

Second offense: Removal from the course. 

The student may appeal the decision of the instructor to the Vice President for Academic Affairs. Thereafter, the student or instructor may appeal the decision of the Vice President for Academic Affairs to the President of Highland Community College. The President's decision will be final. 






Course Participation Policy

All students are required to participate in their online class to remain enrolled in the course. Participation requires active engagement in the HCC Online/Moodle course area and is measured by submitting assignments, taking quizzes and exams, completing online activities, simulations, and labs, and participating in online discussion boards. 

Instructors will identify any student who is not actively participating in the course on the certification dates listed on the semester calendar at http://online.highlandcc.edu. Participation must include active engagement in the current or most previous course lesson. 

Any student failing to participate in the course by the certification date will be administratively dropped. The student will not receive a refund. Financial aid will be adjusted and repayment by student required if funds have already been disbursed.

Guidelines for Requesting Accommodations Based on 
Documented Disability or Medical Condition

It is the intention of Highland Community College to work toward full compliance with the Americans with Disabilities Act, to make instructional programs accessible to all people, and to provide reasonable accommodations according to the law.
Students should understand that it is their responsibility to self-identify their need(s) for accommodation and that they must provide current, comprehensive diagnosis of a specific disability or medical condition from a qualified professional in order to receive services. Documentation must include specific recommendations for accommodation(s). Documentation should be provided in a timely manner prior to or early in the semester so that the requested accommodation can be considered and, if warranted, arranged.
In order to begin the process students must complete the “Disabilities Self-Identification Form” at this link:  https://highlandcc.edu/pages/disability-services.  
This form can also be accessed at the Highland Community College homepage under Students Services/Student Resources/Disability Service or by contacting the Disabilities Coordinator.


 

RM 115 Prevention and Assessment of Workplace Violence Syllabi
Department: Business and Occupational Education
 Course Description:
This course is designed to provide students with a comprehensive overview of the prevention, assessment and intervention of workplace violence. 

Course Competencies: 

· List and describe the forms of violence 
· List and describe the profiles of a violent person 
· List and describe the warning signs of violent behavior 
· List and describe the components of a volatile workplace 
· Identify and explain the legal aspects associated with workplace violence 
· List and describe the components of an effective employee safe workplace education and training program 
· List and describe the essential policies and procedures associated with an effective workplace violence prevention program 
· List and describe the signs of violent behavior 
· Identify and demonstrate the skills necessary for effective intervention in a developing workplace violence incident. 
· List and describe the violence assessment process 
· Identify the organizational influences associated with workplace violence 
· Identify the security related responsibilities associated with a workplace violence prevention and intervention program 
· Work in a diverse work environment 
· Demonstrate writing proficiency in the area of Prevention and Assessment of Workplace Violence 
· Use a computer for word processing and to access the internet to find information

Course Content: 

· Introduction to Violence in the Workplace 
· Forms of Violence 
· The Violent Person 
· Employment Conditions and Violence 
· Education and Training 
· Policies and Procedures 
· Threatening Behavior 
· Violent Behavior 
· Managing the Crisis 


Learning Assessments:

 Student progress will be assessed by several methods. The primary means will be through the use of a series of written examinations consisting of multiple choice, matching, and short answer essay questions. Students will complete a semester long project requiring participation in a team, the synthesis and application of risk management related information to solve a problem, and a final presentation. Additionally students will be presented with a variety of scenarios requiring risk communication throughout the semester and evaluated on their ability to appropriately respond.

Instructional Materials: 
Corcoran and Cawood (2003). Violence Assessment and Intervention – The Practitioners’ Handbook (1st Edition). CRC Press. 
Lanier (2003). Workplace Violence – Before, During and After (1st Edition). ASIS International


Guidelines for Requesting Accommodations Based on
Documented Disability or Medical Condition
It is the intention of Highland Community College to work toward full compliance with the Americans with Disabilities Act, to make instructional programs accessible to all people, and to provide reasonable accommodations according to the law.
Students should understand that it is their responsibility to self-identify their need(s) for accommodation and that they must provide current, comprehensive diagnosis of a specific disability or medical condition from a qualified professional in order to receive services. Documentation must include specific recommendations for accommodation(s). Documentation should be provided in a timely manner prior to or early in the semester so that the requested accommodation can be considered and, if warranted, arranged.
On-Campus Students: At enrollment, any on campus student may complete a form that will allow them to self-identify any disability.  
Off-Campus Regional Students: Self-identify your disability and accommodation needs with the Regional Coordinator and/or instructor, preferably prior to the first class meeting.
Online Students:  Self-identify your disability and accommodation needs by contacting the Disabilities Coordinator. Students must provide their own programs to allow accessibility on their home computer.  
Any student may also identify their disability by completing an online form located on the HCC homepage under Students Services/Resources/Disabilities.  Questions should be directed to the Disabilities Coordinator.
F i r s t
D a y
H a n d o u t


RM 115 Prevention and Assessment of Workplace Violence First Day Handout
Department: Risk Management 
Course Description:
This course is designed to provide a comprehensive overview of the prevention, assessment, and intervention of workplace violence.

Course Competencies:

Upon completion of the course, the student should be able to:

1. Understand the scope of workplace violence and prevention, distinguishing between facts and myths.
2. Comprehend in a useful way the scope of workplace violence
3. Distinguish between the different forms of violence; recognize the behaviors that may result in overt violence
4. Understand how to develop a workplace violence prevention program, and how to keep it updated.
5. Know the importance of how important pre-employment screenings are to preventing workplace violence.
6. Review termination and layoff procedures from a Risk Management perspective.
7. Write policies/rules for acceptable workplace behavior and discipline procedures.
8. Develop a crisis response plan and internal communication plan.
9. Develop an incident reporting plan for all employees to report suspicious behavior.
10. Provide the employer and employees with training to insure mitigation of risk from workplace violence.

Course Content:

A. Violence in the Workplace
B. Workplace Violence-A Safety Issue
C. Workplace Violence-What’s at Stake
D. Developing the Program
E. Developing the Plan
F. The Legal Ramifications
G. Domestic Violence
H. Racial Harassment
I. Sexual Harassment
J. Disability Harassment


Learning Assessments:F i r s t
D a y
H a n d o u t


Course competencies will be assessed by use of discussion questions, graded assignments, case reviews, research paper, quizzes, and exams . As well as class forums and discussions.

Instructional Materials:

Gustin, Joseph F. Workplace Violence and the Facility Manager. Fairmont Press, 2013. ISBN: 9780849381430.


Grading Scale	Total Points Possible
A (90% and above)	900-1000
B (80% - 89%)	800-899
C (70% - 79%)	700-799
D (60% - 69%)	600-699
F (below 60%)	0-599

Late Work:
Due to the generous amount of time allotted to each section of course work, I generally do not accept late assignments. If you believe you have a valid reason for delaying submission of your work, please contact me as soon as possible.

Honesty and Integrity:
This course abides by the standards published in your student handbook. Plagiarism and cheating are not tolerated.


Revision Date: 01/10/2014 - Page 17 of 5

F i r s t
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RM  115 – Prevention and Assessment of Workplace Violence
Spring 2014 Reading Assignment
	
	
	Title
	Dates
	Text Book

	Week 1
	Topic 1
	Violence in the Workplace
	01/21 - 01/26
	Chapter 1

	Week 2
	
	
	01/27 - 02/02

	Week 3
	Topic 2
	Workplace Violence-A Safety Issue
	02/03 - 02/09
	Chapter 2

	Week 4
	
	Workplace Violence-What’s at Stake
	02/10 - 02/16
	Chapter 3

	Week 5
	Topic 3
	Developing the Program
	02/17 - 02/23
	Chapter 4

	Week 6
	
	Developing the Plan
	02/24 - 03/02
	Chapter 5

	Week 7
	Topic 4
	The Legal Ramifications
	03/03 - 03/09
	Chapter 6

	Week 8
	
	03/10 - 03/16

	Week 9
	
	Spring Break
	03/17 - 03/23
	

	Week 10
	Topic 5
	Domestic Violence
	03/24 - 03/30
	Chapter 7

	Week 11
	
	03/31 - 04/06
	

	Week 12
	Topic 6
	Racial Harassment
	04/07 - 04/13
	Chapter 8

	Week 13
	
	04/14 - 04/16
	

	
	
	Break
	04/17 - 04/20
	

	Week 14
	Topic 7
	Sexual Harassment
	04/21 - 04/27
	Chapter 9

	Week 15
	
	04/28 - 05/04
	

	Week 16
	Topic 8
	Disability Harassment
	05/05 - 05/11
	Chapter 10

	Week 17
	Review
	Course Overview
	05/12 - 05/16
	



F i r s t
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	Monday
	Tuesday
	Wednesday
	Thursday
	Friday
	Saturday
	Sunday

	Week 1
	
	21-Jan
	22-Jan
	23-Jan
	24-Jan
	25-Jan
	26-Jan

	Topic #1
	
	First Day
	
	
	DQ#1 Due
	
	

	Week 2
	27-Jan
	28-Jan
	29-Jan
	30-Jan
	31-Jan
	1-Feb
	2-Feb

	Topic #1
	
	
	
	
	DQ#2 Due
	
	WS #1 Due

	Week 3
	3-Feb
	4-Feb
	5-Feb
	6-Feb
	7-Feb
	8-Feb
	9-Feb

	Topic #2
	
	
	
	
	DQ#3 Due
	
	

	Week 4
	10-Feb
	11-Feb
	12-Feb
	13-Feb
	14-Feb
	15-Feb
	16-Feb

	Topic #2
	
	
	
	
	DQ#4 Due
	
	

	Week 5
	17-Feb
	18-Feb
	19-Feb
	20-Feb
	21-Feb
	22-Feb
	23-Feb

	Topic #3
	
	
	
	
	DQ#5 Due
	
	

	Week 6
	24-Feb
	25-Feb
	26-Feb
	27-Feb
	28-Feb
	1-Mar
	2-Mar

	Topic #3
	
	
	
	
	DQ#6 Due
	
	WS #2 Due

	Week 7
	3-Mar
	4-Mar
	5-Mar
	6-Mar
	7-Mar
	8-Mar
	9-Mar

	Topic #4
	
	
	
	
	DQ#7 Due
	
	

	Week 8
	10-Mar
	11-Mar
	12-Mar
	13-Mar
	14-Mar
	15-Mar
	16-Mar

	Topic #4
	Test #1
	
	
	
	DQ#8 Due
	
	

	Week 9
	17-Mar
	18-Mar
	19-Mar
	20-Mar
	21-Mar
	22-Mar
	23-Mar

	
	Spring Break

	Week 10
	24-Mar
	25-Mar
	26-Mar
	27-Mar
	28-Mar
	29-Mar
	30-Mar

	Topic #5
	
	
	
	
	DQ#9 Due
	
	

	Week 11
	31-Mar
	1-Apr
	2-Apr
	3-Apr
	4-Apr
	5-Apr
	6-Apr

	Topic #5
	
	
	
	
	DQ#10 Due
	
	WS #3 Due

	Week 12
	7-Apr
	8-Apr
	9-Apr
	10-Apr
	11-Apr
	12-Apr
	13-Apr

	Topic #6
	
	
	
	
	DQ#11 Due
	
	

	Week 13
	14-Apr
	15-Apr
	16-Apr
	17-Apr
	18-Apr
	19-Apr
	20-Apr

	Topic #6
	
	
	
	Easter Break

	Week 14
	21-Apr
	22-Apr
	23-Apr
	24-Apr
	25-Apr
	26-Apr
	27-Apr

	Topic #7
	Test #2
	
	
	
	DQ#12 Due
	
	

	Week 15
	28-Apr
	29-Apr
	30-Apr
	1-May
	2-May
	3-May
	4-May

	Topic #7
	
	
	
	
	DQ#13 Due
	
	WS #4 Due

	Week 16
	5-May
	6-May
	7-May
	8-May
	9-May
	10-May
	11-May

	Topic #8
	
	
	
	
	DQ#42 Due
	
	

	Week 17
	12-May
	13-May
	14-May
	15-May
	16-May
	
	

	
	
	
	
	
	Final
	
	



F i r s t
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Guidelines for Requesting Accommodations Based on
Documented Disability or Medical Condition

It is the intention of Highland Community College to work toward full compliance with the Americans with Disabilities Act, to make instructional programs accessible to all people, and to provide reasonable accommodations according to the law.

Students should understand that it is their responsibility to self-identify their need(s) for accommodation and that they must provide current, comprehensive diagnosis of a specific disability or medical condition from a qualified professional in order to receive services. Documentation must include specific recommendations for accommodation(s). Documentation should be provided in a timely manner prior to or early in the semester so that the requested accommodation can be considered and, if warranted, arranged.

In order to begin the process all students must complete the “Disabilities Self-Identification Form” at this link:
https://highlandcc.edu/pages/disability-services.

This form can also be accessed at the Highland Community College homepage under Students Services/Student
Resources/Disability Service or by contacting the Disabilities Coordinator.



RM 116 Safety I Syllabi
 Department: Business and Occupational Education
 Course Description:
The course is designed to provide students with a comprehensive overview of the safety responsibilities associated with a risk management professional. It is intended for general industry – officers, retailers, manufacturers, and industrial facilities that do not have special technical safety concerns. 

Course Competencies: 

· Identify the primary components to organizing for health and safety 
· Identify the steps to promoting a positive health and safety culture 
· Identify the principles of risk assessment 
· Identify the principles of control 
· Identify the primary risk factors and control strategies associated with the movement of people and vehicles. 
· Identify the primary risk factors and control strategies associated with manual and mechanical hazards 
· Identify the primary risk factors and control strategies associated with work equipment hazards 
· Identify the primary risk factors and control strategies associated with electrical hazards 
· Identify the primary risk factors and control strategies associated with fire hazards 
· Identify the primary risk factors and control strategies associated with chemical and biological health hazards 
· Identify the primary risk factors and control strategies associated with physical and psychological health hazards 
· Identify the primary risk factors and control strategies associated with construction activities hazards 
· Describe the process of incident investigation, recording, and reporting 
· Describe the process of monitoring, review and auditing 
· Identify the major laws associated with health and safety 

Course Content: 

· Health and Safety Foundations 
· Policy Organizing for Health and Safety 
· Promoting a Positive Health and Safety Culture 
· Risk Assessment 
· Principles of control 
· Movement of People and Vehicles 
· Manual and Mechanical Handling 
· Work Equipment 
· Electrical Hazards 
· Fire 
· Chemical and Biological Health 
· Physical and Psychological Health 
· Construction Activities 
· Incident Investigation, Recording and Reporting 
· Monitoring, Review and Audit 
· Legal Requirements

Learning Assessments:
 
Student progress will be assessed by several methods. The primary means will be through the use of a series of written examinations consisting of multiple choice, matching, and short answer essay questions. Students will complete a semester long project requiring participation in a team, the synthesis and application of safety related information to solve a problem, and a final presentation. Additionally students will be presented with a variety of safety focused scenarios through the semester and evaluated on their ability to appropriately respond.

Instructional Materials: 
Hughes and Ferret (2005). Introduction to Health and Safety at Work (2nd Edition). Butterworth- Heinemann

Guidelines for Requesting Accommodations Based on
Documented Disability or Medical Condition
It is the intention of Highland Community College to work toward full compliance with the Americans with Disabilities Act, to make instructional programs accessible to all people, and to provide reasonable accommodations according to the law.
Students should understand that it is their responsibility to self-identify their need(s) for accommodation and that they must provide current, comprehensive diagnosis of a specific disability or medical condition from a qualified professional in order to receive services. Documentation must include specific recommendations for accommodation(s). Documentation should be provided in a timely manner prior to or early in the semester so that the requested accommodation can be considered and, if warranted, arranged.
On-Campus Students: At enrollment, any on campus student may complete a form that will allow them to self-identify any disability.  
Off-Campus Regional Students: Self-identify your disability and accommodation needs with the Regional Coordinator and/or instructor, preferably prior to the first class meeting.
Online Students:  Self-identify your disability and accommodation needs by contacting the Disabilities Coordinator. Students must provide their own programs to allow accessibility on their home computer.  Any student may also identify their disability by completing an online form located on the HCC homepage under Students Services/Resources/Disabilities.  Questions should be directed to the Disabilities Coordinator.
D a y
H a n d o u t

RM 116 Safety I First Day Handout
Department:  Risk Management

Course Description:

This course is designed to provide students with a comprehensive overview of the safety responsibilities associated with risk management/loss prevention professional. It is intended for general industry – officers, retailers, manufacturers and industrial facilities that do not have special technical safety concerns.

Course Competencies:

Upon completion of this course, students should be able to:
· Identify the primary components to organizing for health and safety
· Identify the steps to promoting a positive health and safety culture
· Identify the principles of risk assessment
· Identify the principles of control as it applies to safety protocols
· Identify the primary risk factors and control strategies associated with the movement of people and vehicles
· Identify the primary risk factors and control strategies associated with manual and mechanical hazards
· Identify the primary risk factors and control strategies associated with work equipment hazards
· Identify the primary risk facts and control strategies associated with electrical hazards
· Identify the primary risk facts and control strategies associated with fire hazards
· Identify the primary risk facts and control strategies associated with chemical and biological health hazards
· Identify the primary risk factors and control strategies associated with physical and psychological health hazards
· Describe the process of incident investigation, recording and reportingF i r s t

· Identify the major laws associated with health and safety in the workplace


Course Schedule:

A. Health and Safety Foundations
B. Policies and guidelines regarding health and safety issues in the workplace
C. Organizing for Health and Safety compliance
D. Promoting a Positive Health and Safety Culture
F i r s t
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E. Risk assessment of health and safety hazards
F. Principles of control as it relates to health and safety
G. Movement of people and vehicles, related transportation issues
H. Manual and mechanical handling
I. Work Equipment
 J. Electrical hazards
 K. Fire Hazards
L. Chemical and Biological health hazards
M. Physical and Psychological health hazards
N. Construction Activities
O. Incident Investigation, recording and reporting
P. Monitoring, review and audit protocols
Q. Legal requirements
Course schedule subject to change.

Grading Scale:

	90%-100%
80-89%
	
	
A 
B

	70-79%
60-69%
	
	C
D


59% and lower	F

Learning Assessments:

Student progress will be assessed by several methods. The primary means will be through the use of a series of written examinations consisting of multiple choices, matching, and short answer essay questions. Each lesson will have a short graded project, class forum and reading assignment. Students will be presented with a variety of critical thinking exercises, focused on health/safety based scenarios and evaluated on their ability to appropriately respond.

Instructional Method:

Instructional methods for this course include presentation of material, reading assignments, videos, power point presentations and internet research.

Instructional Materials:
Hughes and Ferret (2005), Introduction to Health and Safety at Work (2nd Edition) Butterworth
– Heinemann. Throughout this course the instructor will utilize supplemental materials via websites, legal briefs, you tube videos, etc. The link to these resources will be provided in the appropriate section of material as it relates to the course.F i r s t
D a y
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Course Policies:

As this is an online course, so the student is expected to have basic computer knowledge and researching abilities. There are sections of this course that you are able to set a self-guided pace. However, you must be able to participate in course discussions and forums and meet course deadlines for exams and graded projects.

Academic Integrity

Academic dishonesty by students, which is not limited to cheating, fabrication, plagiarism, or facilitation of academic work, will not be tolerated. Students should submit their own academic work.

First offense: Zero points awarded on assignment or lesson. Discussion between student and instructor.
Second offense: Removal from the course.

The student may appeal the decision of the instructor to the Vice President for Academic Affairs. Thereafter, the student or instructor may appeal the decision of the Vice President for Academic Affairs to the President of Highland Community College. The President's decision will be final.






Course Participation Policy

All students are required to participate in their online class to remain enrolled in the course. Participation requires active engagement in the HCC Online/Moodle course area and is measured by submitting assignments, taking quizzes and exams, completing online activities, simulations, and labs, and participating in online discussion boards.

Instructors will identify any student who is not actively participating in the course on the certification dates listed on the semester calendar at http://online.highlandcc.edu. Participation must include active engagement in the current or most previous course lesson.

Any student failing to participate in the course by the certification date will be administratively dropped. The student will not receive a refund. Financial aid will be adjusted and repayment by student required if funds have already been disbursed.F i r s t
D a y
H a n d o u t



Guidelines for Requesting Accommodations Based on
Documented Disability or Medical Condition

It is the intention of Highland Community College to work toward full compliance with the Americans with Disabilities Act, to make instructional programs accessible to all people, and to provide reasonable accommodations according to the law.

[bookmark: _GoBack]Students should understand that it is their responsibility to self-identify their need(s) for accommodation and that they must provide current, comprehensive diagnosis of a specific disability or medical condition from a qualified professional in order to receive services. Documentation must include specific recommendations for accommodation(s). Documentation should be provided in a timely manner prior to or early in the semester so that the requested accommodation can be considered and, if warranted, arranged.

In order to begin the process all students must complete the “Disabilities Self-Identification
Form” at this link:   https://highlandcc.edu/pages/disability-services.

This form can also be accessed at the Highland Community College homepage under Students
Services/Student Resources/Disability Service or by contacting the Disabilities Coordinator.


RM 117 Foundations of Information Systems Security & Loss      Prevention Syllabi
 Department:  Business and Occupational Education
 Course Description:
The course is designed to provide students with a comprehensive overview of information systems security. Its primary focus is on establishing and managing an information protection program.

 Course Competencies: 


· Describe the process of establishing a physical IT security function in an organization 
· Identity and explain the steps of developing a physical security plan 
· Identify and explain the major elements of a physical IT security plan 
· Describe the process of developing and documenting the methods and procedures for the physical IT security plan 
· Identify and explain the components of an effective testing and auditing program 
· List and describe the steps to managing a response to an incident 
· Identify and explain the elements of an effective information systems security training program 
· List and describe the types of vulnerabilities that exist in IT operating systems and the problems they cause 
· List and describe the types of vulnerabilities that exist in IT applications and the problems they cause 
· Compare and contrast public domain and commercial off the shelf (COTS) software, including the merits and disadvantages of each 
· Discuss the effects of the use of the internet and the increasing reliance of organizations on an infrastructure over which they have no influence 
· Work in a diverse work environment 
· Demonstrate writing proficiency in the area of Foundations of Information Systems Security & Loss Prevention 
· Use a computer for word processing and to access the internet to find information 

Course Content: 

Physical Security (Physical Security for IT): Physical Security Overview 
· Establishing a Physical IT Security Function 
· Developing an IT Physical Security Plan 
· Major Elements of a Physical IT Security Plan 
· Developing and Documenting Methods and Procedures 
· Auditing and Testing Procedures 
· The Role of the Incident Response Team 
· Model Training Program for Organizational Staff 
· The Future of Physical Security for IT Assets 

Vulnerabilities (Risk Management for Computer Security): 
· Operating System Vulnerability 
· Application Vulnerabilities 
· Public Domain or Commercial Off the Shelf Software 
· Connectivity and Dependence 

Learning Assessments:

Student progress will be assessed by several methods. The primary means will be through the use of a series of written examinations consisting of multiple choice, matching, and short answer essay questions. Students will complete a semester long project requiring participation 
in a team, the synthesis and application of information systems security & loss prevention related information to solve a problem, and a final presentation 


Instructional Materials: 
Erbschloe (2005) Physical Security for IT (1st Edition). Elsevier Digital Press. 
Ashenden & Jones (2005). Risk Management for Computer Security (1st Edition). Elsevier Butterworth Heinemann.

Guidelines for Requesting Accommodations Based on
Documented Disability or Medical Condition
It is the intention of Highland Community College to work toward full compliance with the Americans with Disabilities Act, to make instructional programs accessible to all people, and to provide reasonable accommodations according to the law.
Students should understand that it is their responsibility to self-identify their need(s) for accommodation and that they must provide current, comprehensive diagnosis of a specific disability or medical condition from a qualified professional in order to receive services. Documentation must include specific recommendations for accommodation(s). Documentation should be provided in a timely manner prior to or early in the semester so that the requested accommodation can be considered and, if warranted, arranged.
On-Campus Students: At enrollment, any on campus student may complete a form that will allow them to self-identify any disability.  
Off-Campus Regional Students: Self-identify your disability and accommodation needs with the Regional Coordinator and/or instructor, preferably prior to the first class meeting.

Online Students:  Self-identify your disability and accommodation needs by contacting the Disabilities Coordinator. Students must provide their own programs to allow accessibility on their home computer.  
Any student may also identify their disability by completing an online form located on the HCC homepage under Students Services/Resources/Disabilities.  Questions should be directed to the Disabilities Coordinator.

RM 117 Foundations of Information Systems Security & Loss Prevention First Day Handout
Department:  Risk Management
Course Description:
This course is designed to provide the student with fundamental knowledge of information security in both theoretical and practical aspects. The student will gain the basic knowledge needed to understand the key concepts of confidentiality, integrity, and availability, and then dives into practical applications of these ideas in the areas of operational, physical, network, application, and operating system security.
Course Competencies: 
Upon completion of this course, the student should be able to:

5. List and describe the major challenges and associated elements of an effective security and loss prevention program for the following areas and industries.
6. Determine what is Information Security?
7. Be able to identify and authenticate information systems.
8. Determine how to authorization and access control of the information systems.
9.  Apply auditing and accountability rules and regulations to the information system.
10. Be able to identify cryptography. 
11. Be familiar with the legal and regulatory Issues
12. Create a clear plan for operations security.
13. Effectively discuss the importance of the human element security.
14. Create a plan to maintain physical security.
15. Create a plan for network security.
16. Create a plan for the operating system security.
17. Apply the concepts necessary for application security.
18. Collaborate on the strategies need to function well in a diverse work environment.
19. Demonstrate writing proficiency in the area of security and loss prevention in the workplace.
20. Demonstrate how to access the Internet to find relevant and accurate information.





Course Schedule: 
	Assignment Name
	Description
	Due Date
	Points

	TOPIC 1:
	
	
	

	Forum 
	What is information security?
	Initial post due August 31
2 additional posts in response to classmates due September 7 

	50

	Written Assignment 1
	Case 2A textbook
	September 7
	50

	Quiz 1
	
	September 7
	20

	Topic 2:
	
	
	

	Forum
	Identification and Authentication
Authorization and Access Control
	Initial Post September 14th
2 additional posts due September 21st
	50

	Written Assignment 2
	Case 8A
	September 14
	50

	Quiz 2
	
	September 14
	20

	
Topic 3:
	
	
	

	Forum
	Auditing and Accountability
Cryptography
	Initial post September 28
2 additional posts October 5
	50

	Written Assignment 3
	Case 12C
	October 5
	50

	Quiz 3
	
	October 5
	20

	Topic 4:
	
	
	

	Forum
	Operations Security
	Initial post due October 12
2 additional posts due October 19
	50

	Written Assignment
	Case 13B
	October 19
	50

	Quiz 4
	
	October 19
	20

	Topic 5:
	
	
	

	Forum
	Human Element Security
	Initial post due October 26
2 additional posts due November 2
	50

	Written Assignment 5
	Case 16D
	November 2
	50

	Quiz 5
	
	November 2
	20

	Topic 6:
	
	
	

	Forum
	Network Security
	Initial post due November 9
2 additional posts due November 16
	50

	Written Assignment 6
	Case 16G
	November 16
	50

	Quiz 6
	
	November 16
	20

	Topic 7:
	
	
	

	Forum
	Operating System Security
	Initial post due Nov 23
2 additional posts due Dec 1
	50

	Written Assignment 7
	Case 17A
	Due Dec 1
	50

	Quiz 7
	
	Dec 7
	20

	Topic 8:
	
	
	

	Final Exam
	Application Security –identifying all security types.
	Due Dec 14
	100

	Forum
	Case 18F
	Initial post due Dec 7
2 Additional posts due Dec 14
	50

	Case Group Project
	Case 18D
	Dec 7
	100

	Individual Final presentation, paper
	Countermeasures for sector of choice
	Dec 7
	100

	Total Course Points
	
	
	1190


Course schedule subject to change.  


Grading Scale:
90%-100%		A
80-89%		B
70-79%		C
60-69%		D
59% and lower	F


Learning Assessments: 
Course competencies will be assessed by use of a series of written examinations, a semester project requiring participation in a team, the synthesis and application of security and loss prevention fundamental to solve a problem, response to workplace scenarios, and a final paper and presentation.
Instructional Method: 
Course will be a combination of mini lectures, discussion forums, quizzes and written assignments. A group project will be assigned and a final paper and presentation on a sector of the students choice.

Instructional Materials: 

Textbook: The Basics of Information Security: Understanding the Fundamentals of InfoSec in theory and Practice. Author: Andress, Jason. ISBN: 1597496537.
Course Policies: 

The student is expected to read all material and complete assignments as outlined. Late papers will only be allowed if arrangements are made with the instructor prior to the due date and no late assignments will be accepted after December 14, 2014. Students should ask questions if do not understand the material or assigned problems in the “ask the instructor” forum for the benefit of the entire class. Individual issues should be addressed via email or by phone with the instructor.  
Read all materials assigned and complete assignments as outlined. Late papers will only be allowed if arrangements are made with the instructor prior to the due date and no late assignments will be accepted after December 14, 2014. Students should ask questions if do not understand the material or assigned problems in the “ask the instructor” forum for the benefit of the entire class. Individual issues should be addressed via email or by phone with the instructor.  

HCC Student Email
Students are required to check their HCC Student Email.  Your email account is located in your MyHCC Account at http://www.highlandcc.edu. Email will be our main line of communication.  I suggest you check your email at least every 48 hours for reminders about this course, discussions about lessons, homework feedback, and important information from HCC Online.
Academic Integrity 
Highland Community College faculty and students have the responsibility to maintain high academic standards. Academic dishonesty by students, which is not limited to cheating, fabrication, plagiarism, or facilitation of academic work, is reason for disciplinary action. Students should submit their own academic work. Students should not allow other students to copy their work. Faculty should not facilitate or leave unreported academic dishonesty by the student. 

Cheating affects more than just the cheat; it frustrates the honest efforts of other students, degrades the learning environment, and reflects poorly on any institution that tolerates it. At HCC, a record of cheating does not go away at the end of the course or semester. Integrity violations become part of the violator’s record. Multiple violations may result in more serious penalties, including possible dismissal from HCC. 

First offense: Zero points awarded on assignment or lesson.  
Discussion between student and instructor.

Second offense: Removal from the course. 

The student may appeal the decision of the instructor to the Vice President for Academic Affairs. Thereafter, the student or instructor may appeal the decision of the Vice President for Academic Affairs to the President of Highland Community College. The President's decision will be final. 

Course Participation Policy

All students are required to participate in their online class to remain enrolled in the course. Participation requires active engagement in the HCC Online/Moodle course area and is measured by submitting assignments, taking quizzes and exams, completing online activities, simulations, and labs, and participating in online discussion boards. 

Instructors will identify any student who is not actively participating in the course on the certification dates listed on the semester calendar at http://online.highlandcc.edu. Participation must include active engagement in the current or most previous course lesson. 

Any student failing to participate in the course by the certification date will be administratively dropped. The student will not receive a refund. Financial aid will be adjusted and repayment by student required if funds have already been disbursed.

Guidelines for Requesting Accommodations Based on 
Documented Disability or Medical Condition

It is the intention of Highland Community College to work toward full compliance with the Americans with Disabilities Act, to make instructional programs accessible to all people, and to provide reasonable accommodations according to the law.
Students should understand that it is their responsibility to self-identify their need(s) for accommodation and that they must provide current, comprehensive diagnosis of a specific disability or medical condition from a qualified professional in order to receive services. Documentation must include specific recommendations for accommodation(s). Documentation should be provided in a timely manner prior to or early in the semester so that the requested accommodation can be considered and, if warranted, arranged.
In order to begin the process students must complete the “Disabilities Self-Identification Form” at this link:  https://highlandcc.edu/pages/disability-services.  
This form can also be accessed at the Highland Community College homepage under Students Services/Student Resources/Disability Service or by contacting the Disabilities Coordinator.



RM 201 Safety II Syllabi
 Department:  Business and Occupational Education
 Course Description:
This advanced course is designed to provide students with a comprehensive overview of the safety responsibilities associated with a risk management professional. It is intended for general industry – officers, retailers, manufacturers, and industrial facilities that do not have special technical safety concerns.
 Course Competencies: 

· List and describe the components of an effective ergonomic program 
· List and describe the components of an effective fire prevention program 
· List and describe the components of an effective fire protection system 
· List and describe the components of an effective hazardous energy control program 
· List and describe the components of an effective material handling program 
· List and describe the various safety related personal protective equipment 
· List and describe the components of an effective program for reducing/eliminating slips, trips and falls 
· List and describe the components of a tools and machine guarding program 
· List and describe the components of any effective workplace violence program 
· List and describe the incident response model 
· Help become better prepared to work in a diverse work environment 
· Write more proficiently 
· Use a computer for work processing and to access the internet to find information

Course Content: 


Chapter 13: Ergonomics 
Chapter 14: Fire Prevention 
Chapter 15: Fire Protection Systems 
Chapter 16: Hazard Communications 
Chapter 17: Hazardous Energy Control 
Chapter 18: Material Handling 
Chapter 19: Personal Protective Equipment 
Chapter 20: Slips, Trips, and Falls 
Chapter 21: Tools and Machine 
Chapter 22: Workplace Violence 
Chapter 23: Incident Response


Learning Assessments:


Student progress will be assessed by several methods. The primary means will be through the use of a series of written examinations consisting of multiple choice, matching, and short answer essay questions. Students will complete in a semester long project requiring participation in a team, the synthesis and application of risk management related information to solve a problem, and a final presentation. Additionally students will be presented with a variety of safety focused scenarios through the semester and evaluated on their ability to appropriate respond.

Instructional Materials: 
Wyman (2000). Safety and the Security Professional (1st Edition). Butterworth-Heinemann

Guidelines for Requesting Accommodations Based on
Documented Disability or Medical Condition
It is the intention of Highland Community College to work toward full compliance with the Americans with Disabilities Act, to make instructional programs accessible to all people, and to provide reasonable accommodations according to the law.
Students should understand that it is their responsibility to self-identify their need(s) for accommodation and that they must provide current, comprehensive diagnosis of a specific disability or medical condition from a qualified professional in order to receive services. Documentation must include specific recommendations for accommodation(s). Documentation should be provided in a timely manner prior to or early in the semester so that the requested accommodation can be considered and, if warranted, arranged.
On-Campus Students: At enrollment, any on campus student may complete a form that will allow them to self-identify any disability.  
Off-Campus Regional Students: Self-identify your disability and accommodation needs with the Regional Coordinator and/or instructor, preferably prior to the first class meeting.
Online Students:  Self-identify your disability and accommodation needs by contacting the Disabilities Coordinator. Students must provide their own programs to allow accessibility on their home computer.  Any student may also identify their disability by completing an online form located on the HCC homepage under Students Services/Resources/Disabilities.  Questions should be directed to the Disabilities Coordinator.

RM 201 Safety II First Day Handout
Department: Risk Management
 Course Description:
This advanced course is designed to provide a comprehensive overview of the safety responsibilities associated with a risk management professional. The course will focus on general industry: officers, retailers, manufacturers, and industrial facilities that do not have special technical safety concerns Course Competencies: 
1.  Upon completion of the course, the student should be able to: 
2. Describe the components of an effective ergonomic program. 
3. Describe the components of an effective fire prevention program. 
4. Describe the components of an effective fire protection system. 
5. Describe the components of an effective hazardous energy control program. 
6. Describe the components of an effective material handling program. 
7. Describe the various safety related personal protective equipment. 
8. Describe the components of an effective program for reducing or eliminating slips, trips, and falls. 
9. Describe the components of a tool and machine guarding program. 
10. Describe the components of an effective workplace violence program. 
11. Describe the incident response model. 
12. Function well in a diverse work environment. 
13. Write more proficiently. 
14. Access the Internet to find relevant and accurate information. 

Grading Scale:
90%-100%	A
80-89%		B
70-79%		C
60-69%		D
59% and lower	F

Learning Assessments: 
Course competencies will be assessed by use of a series of written examinations, discussion questions centered on risk management principles to solve a problem, response to safety focused scenarios, and a final presentation. 
Course schedule subject to change.  


Instructional Method: 
Method of Instruction will include lecture, observations, discussions, demonstrations, IDL, Web, Handouts, etc.

Instructional Materials: 

Moran, M. (2014). The OHA Answer Book For General Industry (12 ed.). USA: Moran Associates, Inc.
Reese, C. D. (2009). Occupational Health and Safety Management: A Practical Approach (2 ed.). (C. Press, Ed.) Boca Raton, Florida: Taylor & Frances Group. LLC.
Online classes, retrieve current textbook listing from MBS Bookstore link at http://online.highlandcc.edu, Textbooks. 
Course Policies: 

Classroom Etiquette: Please be respectful of all responses to and by your fellow classmates.  It is fine to agree to disagree but do so in a respectable format
	Class Communication/HCC Email or discussion forum
File Format Accepted: Any attachments submit in Microsoft word 
	Late Work Policy: 10% reduction every 2 days late
	
	
Academic Integrity 
Academic dishonesty by students, which is not limited to cheating, fabrication, plagiarism, or facilitation of academic work, will not be tolerated. Students should submit their own academic work. 

First offense: Zero points awarded on assignment or lesson.  Discussion between student and instructor.
Second offense: Removal from the course. 


The student may appeal the decision of the instructor to the Vice President for Academic Affairs. Thereafter, the student or instructor may appeal the decision of the Vice President for Academic Affairs to the President of Highland Community College. The President's decision will be final. 




Course Participation Policy

All students are required to participate in their online class to remain enrolled in the course. Participation requires active engagement in the HCC Online/Moodle course area and is measured by submitting assignments, taking quizzes and exams, completing online activities, simulations, and labs, and participating in online discussion boards. 

Instructors will identify any student who is not actively participating in the course on the certification dates listed on the semester calendar at http://online.highlandcc.edu. Participation must include active engagement in the current or most previous course lesson. 

Any student failing to participate in the course by the certification date will be administratively dropped. The student will not receive a refund. Financial aid will be adjusted and repayment by student required if funds have already been disbursed.

Guidelines for Requesting Accommodations Based on
Documented Disability or Medical Condition
It is the intention of Highland Community College to work toward full compliance with the Americans with Disabilities Act, to make instructional programs accessible to all people, and to provide reasonable accommodations according to the law.
Students should understand that it is their responsibility to self-identify their need(s) for accommodation and that they must provide current, comprehensive diagnosis of a specific disability or medical condition from a qualified professional in order to receive services. Documentation must include specific recommendations for accommodation(s). Documentation should be provided in a timely manner prior to or early in the semester so that the requested accommodation can be considered and, if warranted, arranged.
In order to begin the process all students must complete the “Disabilities Self-Identification Form” at this link:  https://highlandcc.edu/pages/disability-services.  
This form can also be accessed at the Highland Community College homepage under Students Services/Student Resources/Disability Service or by contacting the Disabilities Coordinator.




RM 202 Risk Communication Syllabi
 Department:  Business and Occupational Education
 Course Description:
This course is designed to provide students with a comprehensive overview of the risk communication process. Specifically, the course will cover the care, consensus and crisis communication as it relates to environmental, safety and health issues. 

Course Competencies: 

· List and describe the risk communication process 
· Identify and explain the primary approaches to risk communication 
· List and describe the laws mandating risk communication 
· Identify and explain the constraints to effective risk communication 
· Describe the ethical issues associated with risk communication 
· List and describe the primary principles of risk communication 
· Summarize the risk communication planning process 
· Identify and explain the components of an effective risk communication plan 
· Develop and demonstrate effective risk related information materials 
· Develop and demonstrate effective visual representations of risks 
· Develop and demonstrate effective face-to-face communication 
· Describe the risk manager’s role in communicating with the media 
· Describe the risk manager’s role in communicating with stakeholders 
· Describe the components of any effective technology assisted communications program 
· Explain the process of evaluating risk communication efforts 
· List and describe the steps to effective risk communication before, during and after emergencies 
· Work in a diverse work environment 
· Demonstrate writing proficiency in the area of Risk Communication 
· Use a computer for word processing and to access the internet to find information




Course Content: 

· Introduction to Risk Communication 
· Approaches to Communicating Risk 
· Laws that Mandate Risk Communication 
· Constraints to Effective Risk Communication 
· Ethical Issues 
· Principles of Risk Communication 
· Determine Purpose and Objectives 
· Analyze Your Audience 
· Develop Your Message 
· Determine the Appropriate Methods 
· Set a Schedule 
· Develop a Communication Plan 
· Information Materials 
· Visual Representation of Risks 
· Face to Face Communication 
· Working with the Media 
· Stakeholder Participation 
· Technology Assisted Communication 
· Evaluating Risk Communication Efforts 
· Risk Communication Before, During and After Emergencies 

Learning Assessments:

 Student progress will be assessed by several methods. The primary means will be through the use of a series of written examinations consisting of multiple choice, matching, and short answer essay questions. Students will complete a semester long project requiring participation in a team, the synthesis and application of risk management related information to solve a problem, and a final presentation. Additionally students will be presented with a variety of risk communication focused scenarios through the semester and evaluated on their ability to appropriately respond.

Instructional Materials: 
Lundgren and McMaking (2004). Risk Communication – A Handbook for Communicating Environmental, Safety and Health Risks (3rd Edition). Battelle Press.

Guidelines for Requesting Accommodations Based on
Documented Disability or Medical Condition
It is the intention of Highland Community College to work toward full compliance with the Americans with Disabilities Act, to make instructional programs accessible to all people, and to provide reasonable accommodations according to the law.
Students should understand that it is their responsibility to self-identify their need(s) for accommodation and that they must provide current, comprehensive diagnosis of a specific disability or medical condition from a qualified professional in order to receive services. Documentation must include specific recommendations for accommodation(s). Documentation should be provided in a timely manner prior to or early in the semester so that the requested accommodation can be considered and, if warranted, arranged.
On-Campus Students: At enrollment, any on campus student may complete a form that will allow them to self-identify any disability.  
Off-Campus Regional Students: Self-identify your disability and accommodation needs with the Regional Coordinator and/or instructor, preferably prior to the first class meeting.
Online Students:  Self-identify your disability and accommodation needs by contacting the Disabilities Coordinator. Students must provide their own programs to allow accessibility on their home computer.  
Any student may also identify their disability by completing an online form located on the HCC homepage under Students Services/Resources/Disabilities.  Questions should be directed to the Disabilities Coordinator.


M 202 Risk Communication First Day Handout
Department:  Risk Management
Course Description:
When health, safety, or environmental risks take center stage, communicating risk information can be a daunting challenge. The increased visibility of global terrorism and other catastrophic emergencies underscores the potential for human tragedy- along with economic, social, and political consequences. Communication must be targeted, understandable, and effective without inadvertently provoking hostility and mistrust. This course offers students a handbook of strategies and guidance for conveying risk information effectively, it will prove to be a valuable resource on areas such as current laws, stakeholder participation methods, and working with the news media.
Course Competencies: 
Upon completion of this course, the student should be able to:

21. Act ethically in their role in the communication situation.
22. Be familiar with laws and constraints that mandate risk communication. 
23. At critically as they apply principles taught in the course to communicate situations.
24. Evaluate the rhetorical context of a given communication situation and write accordingly.  Included in the evaluation, the student will identify the situation by analyzing the audience, the writer’s role and the appropriate ethical dimensions. 
25. Apply concepts of information design. Concepts include effective ways to design documents for print, web, and other electronic devices.
26. Effectively create standard formats to construct meaningful documents.
27. Develop a communication plan by using the three types of communication.
28. Create a communication plan by analyzing your audience.
29. Evaluate visual representation of risks.
30. Evaluate face to face communication vs. electronic communication.
31. Be familiar with information materials, visual representation of risks and working with the media.
32. Create a plan to use risk communication before, during, and after emergencies.





Course Schedule: 
	Assignment Name
	Description
	Due Date
	Points

	TOPIC 1:
	Approaches to communicating risk.
	
	

	Forum 
	Discuss the ethical issues of risk communications.
Determine the purpose and objectives of the types of risk communications.
	Initial post due August 31
2 additional posts in response to classmates due September 7 

	50

	Written Assignment 1
	Case 2A textbook
	September 7
	50

	Quiz 1
	
	September 7
	20

	Topic 2:
	
	
	

	Forum
	Laws that mandate risk communication.
Constraints to risk communications.
	Initial Post September 14th
2 additional posts due September 21st
	50

	Written Assignment 2
	Case 8A
	September 14
	50

	Quiz 2
	
	September 14
	20

	Topic 3:
	
	
	

	Forum
	Principles of risk communication.
Determine purpose and objectives.
Analyze your audience.
	Initial post September 28
2 additional posts October 5
	50

	Written Assignment 3
	Case 12C
	October 5
	50

	Quiz 3
	
	October 5
	20

	Topic 4:
	Develop your message
Determine the appropriate methods
	
	

	Forum
	Discussion the development of a communication plan.
	Initial post due October 12
2 additional posts due October 19
	50

	Written Assignment
	Case 13B
	October 19
	50

	Quiz 4
	
	October 19
	20

	Topic 5:
	Develop your own communication plan.
Information materials.
	
	

	Forum
	Ethical issues
	Initial post due October 26
2 additional posts due November 2
	50

	Written Assignment 5
	Case 16D
	November 2
	50

	Quiz 5
	
	November 2
	20

	Topic 6:
	Visual representation of risks.

	
	

	Forum
	Face-to-face communication vs. electronic communication
	Initial post due November 9
2 additional posts due November 16
	50

	Written Assignment 6
	Case 16G
	November 16
	50

	Quiz 6
	
	November 16
	20

	Topic 7:
	Working with the media
	
	

	Forum
	Technology based communication. 
	Initial post due Nov 23
2 additional posts due Dec 1
	50

	Written Assignment 7
	Case 17A
	Due Dec 1
	50

	Quiz 7
	
	Dec 7
	20

	Topic 8:
	Evaluating risk communication efforts.
	
	

	Final Exam
	Risk communication before, during, and after emergencies.
	Due Dec 14
	100

	Forum
	Case Study; examples of emergency communication plans.
	Initial post due Dec 7
2 Additional posts due Dec 14
	50

	Case Group Project
	Case 18D
	Dec 7
	100

	Individual Final presentation, paper
	To be discussed later.
	Dec 7
	100

	Total Course Points
	
	
	1190





Course schedule subject to change.  
Grading Scale:
90%-100%		A
80-89%		B
70-79%		C
60-69%		D
59% and lower	F

Learning Assessments: 
Course competencies will be assessed by use of a series of written examinations, a semester project requiring participation in a team, the synthesis and application of security and loss prevention fundamental to solve a problem, response to workplace scenarios, and a final paper and presentation.


Instructional Method: 
Course will be a combination of mini lectures, discussion forums, quizzes and written assignments. A group project will be assigned and a final paper and presentation on a sector of the students choice.

Instructional Materials: 

Textbook: Risk Communications: A Handbook for Communicating Environmental, Safety, and Health Risks, 5th Edition.  Author: Lungren, Regina.         ISBN: 9781118456934
Course Policies: 

The student is expected to read all material and complete assignments as outlined. Late papers will only be allowed if arrangements are made with the instructor prior to the due date and no late assignments will be accepted after December 14, 2014. Students should ask questions if do not understand the material or assigned problems in the “ask the instructor” forum for the benefit of the entire class. Individual issues should be addressed via email or by phone with the instructor.  

Student is expected to read all material and complete assignments as outlined. Late papers will only be allowed if arrangements are made with the instructor prior to the due date and no late assignments will be accepted after December 14, 2014. Students should ask questions if do not understand the material or assigned problems in the “ask the instructor” forum for the benefit of the entire class. Individual issues should be addressed via email or by phone with the instructor.  

HCC Student Email
Students are required to check their HCC Student Email.  Your email account is located in your MyHCC Account at http://www.highlandcc.edu. Email will be our main line of communication.  I suggest you check your email at least every 48 hours for reminders about this course, discussions about lessons, homework feedback, and important information from HCC Online.
Academic Integrity 
Highland Community College faculty and students have the responsibility to maintain high academic standards. Academic dishonesty by students, which is not limited to cheating, fabrication, plagiarism, or facilitation of academic work, is reason for disciplinary action. Students should submit their own academic work. Students should not allow other students to copy their work. Faculty should not facilitate or leave unreported academic dishonesty by the student. 

Cheating affects more than just the cheat; it frustrates the honest efforts of other students, degrades the learning environment, and reflects poorly on any institution that tolerates it. At HCC, a record of cheating does not go away at the end of the course or semester. Integrity violations become part of the violator’s record. Multiple violations may result in more serious penalties, including possible dismissal from HCC. 

First offense: Zero points awarded on assignment or lesson.  
Discussion between student and instructor.

Second offense: Removal from the course. 

The student may appeal the decision of the instructor to the Vice President for Academic Affairs. Thereafter, the student or instructor may appeal the decision of the Vice President for Academic Affairs to the President of Highland Community College. The President's decision will be final. 


Course Participation Policy

All students are required to participate in their online class to remain enrolled in the course. Participation requires active engagement in the HCC Online/Moodle course area and is measured by submitting assignments, taking quizzes and exams, completing online activities, simulations, and labs, and participating in online discussion boards. 

Instructors will identify any student who is not actively participating in the course on the certification dates listed on the semester calendar at http://online.highlandcc.edu. Participation must include active engagement in the current or most previous course lesson. 

Any student failing to participate in the course by the certification date will be administratively dropped. The student will not receive a refund. Financial aid will be adjusted and repayment by student required if funds have already been disbursed.





Guidelines for Requesting Accommodations Based on 
Documented Disability or Medical Condition

It is the intention of Highland Community College to work toward full compliance with the Americans with Disabilities Act, to make instructional programs accessible to all people, and to provide reasonable accommodations according to the law.
Students should understand that it is their responsibility to self-identify their need(s) for accommodation and that they must provide current, comprehensive diagnosis of a specific disability or medical condition from a qualified professional in order to receive services. Documentation must include specific recommendations for accommodation(s). Documentation should be provided in a timely manner prior to or early in the semester so that the requested accommodation can be considered and, if warranted, arranged.
In order to begin the process students must complete the “Disabilities Self-Identification Form” at this link:  https://highlandcc.edu/pages/disability-services.  
This form can also be accessed at the Highland Community College homepage under Students Services/Student Resources/Disability Service or by contacting the Disabilities Coordinator.
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