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File Management - 1
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Adding Evidence - 1

Add a Local Device

Blue check the local device (usually drive 0)

Blue check the drive and select Load Selected Evidence from the Evidence tab or
double-click

You should now be able to preview your drive / evidence

To Acquire - select your drive in the Table Pane - Click the acquisition icon and drop-
down on the Evidence tabs’ toolbar / acquire

From the location Tab - Under Name name the evidence - this is automatically inserted
In the filename portion of the path which you can change

Format Tab - default format is ex01, compression enabled, MD5 hash default, file
segment is 2048MB, no password / encryption is enabled - You should review the
options for these

Advanced Tab - Block size is 64 sectors, Error granularity is standard (same size as
block or exhaustive=1sector), Use default unless you have a reason. Start and stop
sector defining the range of acquisition, threads - reader and worker

Click cancel and back to your case



Adding Evidence - 2

preview and then acquire - can also parse and acquire
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Save and

Save often - Utilize SAVE ALL!!



Tree Pane Navigation - 1

Device and Icons

A LIVE device is indicated with a blue triangle in the bottom right corner

A RED triangle indicates a live device over the network using Enterprise FIM
An evidence file has what looks like a magnifying glass - or finder icon

2 Gold Cylinders with black arrow indicates a RAID device

Right clicking on a device or folder level you can expand or contract all by
selecting it

Square - Blue Check - Selecting for an action or processing (blue=DO) Selects all
child objects as well

Homeplate - Set Include Folders trigger - Green when selected (green=screen) -
All files and folders at that level and below are shown in the table pane

» Holding CTL will allow you to select multiple Set Include Folders to compare
different items side by side

Dixon box located on the Table tab indicates the number of items you have
selected out of the total number of items in the case
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Table Pane Navigation - 3
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Timeline View

Tab within the Table Pane
e Timeline

Review the chronological activity in a graphical manner
All dates and times are enabled by default

Menu on the Timeline tab toolbar Date and Type where you can enable or diable
timestamps

Usetthet green Set Include Folders trigger to select the level of the Table Pane
conten

One interesting view is looking at deleted files only

» Go to the users folder in the recycle bin and check out the timeline view. This could
indicate that someone knew/heard they were going to be investigated

» Selecting a file within this view will bring the file into the View Pane and the location is
highlighted in the tree. Full path is in the GPS at the bottom

* You can increase or decrease the resolutions - use the plus and minus on the number pad -
double click - click higher or lower on the timeline tab toolbar

Can specify a date range for the Timeline view

No reporting or printing for the Timeline View - take screenshots - They can be
included in PPT presentations or put in the final report via HTML or print based

O%tions menu on the Timeline toolbar will allow you to select date ranges and color
schemes
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View Pane Navigation - 2
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View Pane Navigation - 3

e Report View
» Detailed report of the properties of the object selected in the Table Pane
» See all attributes and properties including permissions

» Can right-click and export sa a web page or document - Quick detailed
iInformation regarding a file

 Doc View

« Many common document formats (Word, Excel, PDF, etc) can be viewed the
way they would look in their native application

» Printing and bookmarking are available in this view

e Transcript View

o Suppresses file noise like metadata and formatting

e Usually text within here is indexed by the indexing engine. Any search hit or
bookmark will appear in both the Doc and Transcript views



View Pane Navigation - 4
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View Pane Navigation - 5

* Field View

» Allows you to display metadata quickly when looking at a file
» Same fields as in Table view, but displayed in the bottom pane

e Lock Option
* Locking a view type for the view pane - EnCase will force an item to be viewed
with the locked options and not try to view it in a default
» Toggle - for instance wanting to see all data in hex (even Doc files or images)

e Dixon Box
» Indicates the number of selected items in relation to the total number of items
In the case
» Clicking the box selects all objects (if non are already selected)
» Clicking the box deselects currently selected items (if some are selected)

» Keep an eye on the Dixon box before choosing an action - This could save a lot of
time as running actions on all items versus a few can be time consuming

» Double click the bottom right progress bar to abort a current process if you
have too many items selected




View Pane Navigation - 6







Other Views and Tools - 1
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Other Views and Tools - 2

e QOther Views

* More meaningful after having processed a case
» Records View etc.

e Global Views and Settings
» File Types View - View Menu on the application toolbar
» 800 different entries or file types defined in the table
» Signature, file type and viewers are in one table
» Allows you to view, delete, modify, or create new file type entries
» These options are located on the toolbar
» These are updated frequently by the Guidance Software team, but can’t include them all

* User defined file t¥]pes are stored in the user’s AppData area and not in global settings as updates
would overwrite what users have defined

« What happens when | double click a file

e EnCase looks to this fl|et)33€.lnl location - if the file is set for internal viewing EnCase will tell you. If it
Is set for Windows to handle the viewing it will have Windows as the file viewer. In that case EnCase
creates a temporary file in the temPorary folder of the case. If it is set for an installed viewer - one
you configured then that viewer will be listed as the viewer - EnCase will create a temporary file again

» External Viewers are Sometimes Necessary

» Right click the file in Table View and select Open With Submenu - you can add one, select File Viewers,
and you will see the Edit File Viewers dialog box - Click New and name the viewer and provide a path -
Next time this viewer should be listed as an option




Other Views and Tools - 3

etc. N han verything,
oneedtocageeeyt g
pinations may work better for you

nment - This is your path to your




DOL Disclaimer and CCBY

loyment and Training
23
th /,, position of the U.S.
nces of any kind, express or implied,

ty College is licensed under the Creative Commons


http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/

	Advanced Computer Forensics
	Chapter 6
	Home Screen
	Home Screen Within a Case
	Browsing Evidence
	EnCase Layout
	Creating a Case
	Templates - 1
	Templates - 2
	Templates - 3
	File Management - 1
	File Management - 2
	File Management - 3
	Adding Evidence - 1
	Adding Evidence - 2
	Tree Pane Navigation - 1
	Tree Pane Navigation - 2
	Table Pane Navigation - 3
	Gallery View
	Timeline View
	Disk View
	View Pane Navigation - 1
	View Pane Navigation - 2
	View Pane Navigation - 3
	View Pane Navigation - 4
	View Pane Navigation - 5
	View Pane Navigation - 6
	Navigation Data (GPS)
	Other Views and Tools - 1
	Other Views and Tools - 2
	Other Views and Tools - 3
	DOL Disclaimer and CCBY

