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Seeing Invisible HPA and DCO Data
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Steps for DOS Boot
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Drive-to-Drive DOS Acquisition - 1
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Drive-to-Drive DOS Acquisition - 2

» Acquisition Steps (continued)
o Start the computer
» Monitor the boot ready to pull the plug
» At the A prompt type en and then Enter
» Physical devices on the left and logical devices on the right (only FAT on right)
. R‘ T)Aou used DOS boot because of HPA or DCO now you should change to Direct

» If you are using DOS boot for another reason verify sector numbers and proceed

» Unlock your storage device as EnCase locks all drives by default (be sure you
have chosen the correct drive to unlock

* Choose A to acquire and enter the path for the storage drive (it must already
exist - you created it prior to plugging it in)
e Enter information as prompted

 Compression, MD5, password protected, segment size (640MB recommended), #
of sectors to acquire - usually all of them, granularity

« Acquisition



il

Dual booted using Boot Camp - Windows will
/ on the machine

N\NY
LELT




Drive-to-Drive DOS Acquisition - 4




Network Acquisitions




Understanding Network Cables
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Preparing an EnCase Network Boot Disk

e EnCase Network Boot Disk (not after version 5 of EnCase)
 ENBD.EXE is a self-extracting floppy disk image
 ENBD supports 29 drivers and 190 device variations

« EnCase Network Boot CD are both available to create boot disks
with NIC drivers (not after version 5 of EnCase)
« ENBDCD is continually updated and available from encase

» |dentical to the ENBD, but a CD has more space and thus more driver
availability

« You must match your versions of the ENBCD with your EN.EXE

 LinEn - EnCase Linux version can also be utilized for network
acquisitions







Steps for Network Acquisitions - 2
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Specifying Data Acquisition Options
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FastBloc - 2
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FastBloc SE Acquisitions




LinEn Acquisitions - 1
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LinEn Acquisitions - 2
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LinEn Acquisitions - 3




LinEn Acquisitions - 4




Enterprise and FIM Acquisitions
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EnCase Portable
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