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r of the hard drive
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ters will be established with groupings of sectors
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ressing manageable in very large drives
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sectors per cluster - 4096 bytes
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R

AT12 and FAT 16 usually only

g ation (sector offset — SO) 48-49 — usually
, the boot and sector 2 which is a continuation of
ackup is usually in sector 7)

o

e how many free clusters and where the next one is for the
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Clustering




How FAT Works

* \Windows looks for the first cluster marked 0000 (good
& avalilable for use)

* |[f the file fits In that cluster, FFFF Is put Iin the status
column

* |f the file Is larger than the cluster, Windows finds the

next open cluster

* That open cluster’s number is put in the first status field to know
where to link

* Process continues until the file is fully stored
* | ast cluster’s status field is marked FFFF (end-of-file)



Fragmentation

* Fragmentation occurs when files are spread across
drives (not contiguous)

* Individual files are broken into pieces that fit into a sector
or cluster

* The pieces are stored on the hard drive but may not be
stored In contiguous clusters

* Fragmentation slows down the system during hard
drive reads and writes

* Programs such as Disk Defragmenter or Speed Disk can
be used to defragment files, folders, or both



Fragmented Files
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info. Regarding the file

othing else within the sector or cluster is considered.
\wumber of bytes a file takes up
number of clusters a file occupies

ke up more than one cluster

D _
//7;,?;//«/ ne how many clusters (remember there can be no partial clusters)
uster will have the next cluster within it's entry until the OXxFFFF (end of file)
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table)
he partition (even an entry for itself)

y attributes (if 480 or less the file could be contained within the
3 ns are stored here if the file is not a resident file

// thus file retrial is more reliable than with FAT
rinks - therefore deleted entries can quickly be overwritten

of clusters
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 New Technology File Systems

* \/olume Boot Record
* Created when a partition is formatted with NTFS
* 16 sectors are reserved for its use - usually only 8 are used for data
® Bytes 3-6 are NTFS
* Backup of the VBR is located at the last sector of the partition

* File system data is contained in files

* SMFT - similar to the FAT directory

* $Bitmap - similar to the FAT1 and FAT2 (allocated/unallocated space)
* 1 bit for each cluster in the partition (0 unallocated 1 allocated)

* Deleted File
’ $Bi:cmap must be updated to mark the cluster as unallocated
* Formatting

* Windows 7 full format will “wipe”
* Windows 7 *“quick” default - will not
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nless TFAT is configured then FAT2 will be found




DOL Disclaimer and CCBY

loyment and Training
23
th /,, position of the U.S.
nces of any kind, express or implied,

ty College is licensed under the Creative Commons


http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/

	Advanced Computer Forensics
	Chapter 2
	Disk Basics - 1
	Disk Basics - 2
	FAT Basics - 1
	FAT Basics -2
	FAT Basics - 3
	FAT Basics - 4
	FAT Basics -5
	FAT Basics - 6
	Clustering
	How FAT Works
	Fragmentation
	Fragmented Files
	Slack
	Directory Entries EnCase - 1
	Directory Entries EnCase - 2
	Directory Entries EnCase - 3
	NTFS Basics - 1
	NTFS Basics - 2
	CD File Systems - 1
	CD File Systems - 2
	exFAT
	DOL Disclaimer and CCBY

