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Email Importance

• Personal and/or Corporate Communications
• Date and Time Stamps
• Names of other individuals or corporate entities 
• Attachments



ENCASE Capabilities

• Search and Parse Speciic Email Types: 
• Outlook
• Outlook Express
• Lotus Notes
• Exchange
• AOL – MBOX

• Track Email threads and conversations 
• Records Tab and All Processed Files



PST Files

• From within the evidence 
• From separate .pst files “dragged and dropped” into the case 
• Utilize the View File Structure option in order to see the 

Compound Files
• Not Recommended due to Viewing and Bookmarking issues.



WEBMAIL

• Has Become VERY Secure HAS BECOME VERY SECURE
• EnCase will only find bits and pieces from old dialog messages 

• Utilize File Carver within the Evidence Processor 
• Carve HTML Files
• Carve Webmail files



EVIDENCE PROCESSOR

• Records Tab RECORDS TAB
• Email Folder EMAIL FOLDER
• Blue Hyperlinked Emails BLUE HYPERLINKED EMAILS

• Click to View CLICK TO VIEW
• Launches in a separate window WILL LAUNCH A SEPARATE WINDOW
• Displays in the Report Tab in the Table View with Attachment

• Right Click Bookmark 
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