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[bookmark: _GoBack]I.	Course Information
Course No.: CIT 222	Semester: Spring 2017
Course Title:  Ethical Protocols of Cyber Security	Credits:3
Course Hours: TBA Office Hours: TBA

Instructor:  Jeremy Doolin
Email: jdoolin@wvncc.edu

II.	Text and Materials

Computer Network Security and Cyber Ethics, 4th ed (ISBN-13: 978-0786493920)

III.	Course Outcomes

Upon successful completion of this course, students will be able to:

1.	Define ethical protocols
2.	Recognize ethical protocols of cyber security
3.	Identify ethical dilemmas in cyber security
4.	Identify cyber security specialties and careers
5.	Identify the components of the CIA’s security triad
6.	Identify physical and non-physical cyber security
7.	Explain the importance of ethical protocols in cyber security
8.	Define organizational information technology protocols
9.	Compare and contrast network authentication methods
10.	Describe theories of hacking motivation
11.	Describe physiological viewpoints of hacking
12.	Describe normal and altered states of hacking
13.	Define organizational information technology ethical protocols
14.	Identify common information technology protocols
15.	Explain networking protocols
16.	Describe networking ethics
17.	Describe cyber security ethics
18.	Explain short-term and long-term security processes
19.	Describe and apply memory security strategies
20.	Explain the perceptions organizations have regarding cyber security
21.	Explain the concept of protocols
22.	Describe methods of ethical protocols in regards to security
23.	Describe Denial of Service Attacks
24.	Describe keystrokes with software and hardware
25.	Describe the network reconnaissance
26.	Describe effective and ineffective security practices
27.	Describe audit attacks
28.	Describe hardware attacks
29.	Describe the major categories of networking threats
30.	Describe social engineering
31.	Explain major theories of social engineering
32.	Identify characteristics and types of "abnormal" behavior on an organization’s network
33.	Describe historical and current approaches regarding ethical protocols of cyber security
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34.	Define the principles of physical security
35.	Recognize how migrate risk as concerned with physical security
36.	Describe information technology ethical protocol influences on behavior
37.	Describe organizational influences on information technology ethical protocols
38.	Apply ethical protocols to their cyber security practices
39.	Demonstrate ability to communicate effectively in oral and written formats *
40.	Employ or utilize information access and literacy skills
41.	Demonstrate problem-solving and critical thinking skills


IV.	Continuity of Instruction
Should the college facilities be unavailable for an extended period of time (> 2 days):
	Due dates: the # days missed will be added to the date returned for assignments and assessments due dates;
e.g. miss 1 week, assignments and assessments missed will be due one week after return.
	Class lessons: Delivery of class content will continue via Blackboard.

V.	Grading Procedures
	You will be evaluated based on your combined performance on homework assignments, quizzes, and exams.
	Your ability to understand and follow the directions in the text thoroughly will be an essential component for successful completion of the projects, homework, and assessments.

	Grading Scale

	Percentage of Possible Points
	Grade

	90-100%
	A

	80-89%
	B

	70-79%
	C

	60-69%
	D

	Below 60%
	F

	Academic Dishonesty
	F



VI.    Instructional Methods
Course sessions may include lecture, demonstration, supervised hands-on projects, and independent problem solving
sessions, online web-based learning and student presentations. Delivery of course materials, assignments, and tests will vary from course to course based on in-class and on-line course types. Students should expect   that work outside of class is a requirement to complete the assignments

VII.  Attendance, Late Work, Absence, and Makeup Policy
	No late work or makeup work is accepted without  prior arrangements.	The only exception is a documented illness or medical emergency.
	The student will lose any points/class participation scoring for any absence.
	There will be a 20% reduction in score for late work.
	No late work accepted after 1 week from the due date and the assignment will be given a ZERO.
	No late work accepted after the final exam is given.
	Assignments are due at the specified time on the assignment in Blackboard.
	Assignments must be submitted by Blackboard emailed assignments will not be accepted.
	The instructor must be notified by e-mail in advance of any absence. The instructor may administratively withdraw any student not attending class who has not notified the instructor.
	The instructor is not required to provide makeup tests/quizzes due to an absence.

VIII. Classroom Rules of Conduct
	Be respectful of your instructor and fellow classmates at all times.
	As a courtesy, please do not talk, type loudly, or print while the instructor is talking to the class or when a student is asking a question which pertains to the class.

	Refrain from “surfing” the Web during class, unless directed by your instructor.
	Turn off or set to silent all cell phones.
	Refrain from bringing food and drink into the classroom.
	You are encouraged to work together to solve problems. However, you must complete your own work.
	The instructor will remove you from the class if you break the rules of conduct
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