Syllabus Intro to Cyber Security	Fall 2016	Mr. Stoffel

I. COURSE INFORMATION
Course No.:  CIT 101							Semester:  Fall 2016
Course Title:  Intro to Cyber Security					Credits:  3
Course Hours:  T/R 1130-1245						Room: 415EC and Online

Instructor:  David Stoffel							Office:  421F 
Email:  dstoffel@wvncc.edu 
Office Hours:  	M/W 1 – 4 T/R 1:30-2:30;
II. TEXT AND MATERIALS
Before starting the course, you will need the following: REQUIRED
· Textbooks available in WVNCC Bookstore

Course Description: 
In this course, students will become familiar with cyber security’s core concepts, its terminology, its technologies, along with its skills. The Introduction to Cyber Security course is the beginning guide for anyone interested in information technology and cyber security. Major security topics such as vulnerability assessment, virus attacks, hacking, spyware, network defense, passwords, firewalls, VPNs and intrusion detection are covered.

Prerequisites:  None		Corequisites:	None
Pre/Corequisites:	ENG 097 or satisfactory placement test scores
Credit hours:	3		Lecture hours per week:	3

Student Learning Outcomes:
Upon successful completion of this course:
1. Students will be able to identify the scope of security problems
2. Students will be able to describe various views of computer security
3. Students will be able to describe security policies
4. Students will be able to identify risk assessment
5. Students will be able to describe malicious logic

Teaching Methods:
1. Lectures: Important material from the text and outside sources will be covered in class. Students should plan to take careful notes as not all material can be found in the texts or readings. Discussion is encouraged as is student-procured, outside material relevant to topics being covered. 
2. Demonstrations:  Much of the class time will be used to demonstrate the practical use of the software for this course.  Students are encouraged to carefully observe the demonstrations and also to go through the tutorial material in the textbook or other publisher tools.
3. Assignments: will be posted in Blackboard. 
4. Exams: The exams will be hands-on.  Students will be required to use the software to complete tasks with starter files.  Missing an exam may result in academic withdrawal from the course.




Course Policies:

Missed Classes: The student is responsible for obtaining material/notes for classes missed. Missing 2 weeks of class/assignments without notification/permission from the instructor may result in academic withdrawal from the course.

Assignments: If assignments are earning points, late submission of assignments will be assessed a penalty of 20%. After 1 week it will be 0%.  Missing 2 consecutive assignments may result in academic withdrawal from the course.

Academic Dishonesty: Plagiarism and cheating are serious offenses and may be punished by failure on the exam, assignment or project. For more information refer to the WVNCC Catalog.

Classroom Computer Use:  During class, students are permitted to use the computers for course work only.

Cell Phone Use:  Students are not permitted to use cell phones in class.  Students must either turn off the cell phone or set it for “silent ring” during class.  

Contacting the Instructor:  Urgent messages should be emailed to dstoffel@wvncc.edu. The email needs to include the student’s name and course.  The subject line should indicate if it is important.  Email is normally answered within 24 - 48 hours, sooner if at all possible, if received Mondays through Fridays at noon.

Classroom Conduct Policy: Students are expected to conduct themselves in a courteous, responsible, mature manner in the classroom. This includes being prepared for class; informing the instructor if you are going to miss class; not coming late, leaving during class, or leaving early without prior announcement and for legitimate reasons; not engaging in sidebar conversations or being otherwise disruptive in class, harassing or distracting other students or the instructor, making offensive comments, and turning off cellular phones during class. 

AW policy:  After the first week of classes, attendance in this course will be documented by way of completed assignments and tests.  Missing a test and/or missing 2 consecutive assignments may result in AW. Students have ample opportunity to withdraw from a class if they cannot complete the work satisfactorily, and it is the student’s responsibility to withdraw.  However, a faculty member may administratively withdraw a student prior to the last date for the AW, if student has stopped attending.  If a student has not satisfactorily completed the course requirements and has not withdrawn from class, then the student has earned the letter grade of "F". 

Grading:  Letter grades will be determined using a standard percentage point evaluation as outlined here:
A  	90%-100%
B	80%-89%
C	70%-79%
D	60%-69%
F	Below 60%






	Wk
	Topics
	Chapter
	Exams

	
	
	Readings
	

	1
	Introduction to Information Security
	Chapter 1
	Quiz

	2
	The Need for Security
	Chapter 2
	Quiz

	3
	Legal, Ethical, and Professional Issues in Information Security
	Chapter 3
	Quiz

	4
	Planning for Security 
	Chapter 4
	Quiz

	5
	Risk Management
	Chapter 5
	Quiz

	6
	Security Technology: Firewalls, VPNs, and Wireless
	Chapter 6
	Quiz

	7
	Review
	 
	Mid-term

	8
	Security Technology: Intrusion Detection and Prevention Systems and Other Security Tools
	Chapter 7
	Quiz

	9
	Cryptography
	Chapter 8
	Quiz

	10
	Physical Security
	Chapter 9
	Quiz

	11
	Implementing Information Security
	Chapter 10
	Quiz

	12
	Security and Personnel
	Chapter 11
	Quiz

	13
	Information Security Maintenance and eDiscovery
	Chapter 12
	Quiz

	14
	Bonus Material
	 
	 

	15
	Review
	 
	 

	16
	 
	 
	Final




Your discussion forum posts will be evaluated according to the following scale:
Each week/section forums are scored on a 0-4 scale.
0 = No, late, or inadequate posting
1 = A somewhat helpful or slightly different from a previous post
2 = Accurate original posting
3 = Accurate original posting AND meaningful return comments to your classmates
4 = Accurate original posting with meaningful comments AND exceptional insight into the issue

Student Learning Performance Objectives: 
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Students who successfully complete Introduction to Cyber Security will:
1.	Define cyber security
2.	Recognize security as risk management
3.	Identify aspects of security
4.	Identify cyber security specialties and careers
5.	Identify, compare, and contrast cyber security theories
6.	Identify relevant cyber security policies
7.	Recognize the effects of cyber security policies 
8.	Define metapolicies
9.	Compare and contrast policies and metapolicies 
10.	Describe access control policies
11.	Describe lattice based security
12.	Describe covert channels



13.	Define non-interference in cyber security
14.	Identify cyber integrity 
15.	Explain Lipner’s Model
16.	Describe Biba’s Model
17.	Identify role-based access controls
18.	Explain the Clark-Wilson Model
19.	Describe Information Theory
20.	Explain Information Content
21.	Explain the concept of cyber intelligence
22.	Describe methods of cyber intelligence testing
23.	Describe major theories of cyber security 
24.	Identify fundamental theorems
25.	Describe cryptography 
26.	Describe effective and ineffective cyber security practices
27.	Distinguish biological and cultural gender differences
28.	Describe influences on cyber security
29.	Recognize the influences of cyber security 
30.	Describe the properties of ciphers
31.	Explain the substitution of ciphers
32.	Identify transposition ciphers
33.	Describe historical and current approaches of cyber security practices
34.	Define cyber security psychology
35.	Recognize how cyber security is used in organizations and industry
36.	Describe how cyber security influences organizational behavior
37.	Describe organizational influences on cyber security
38.	Apply cyber security principles to their own information technology practices
39.	Demonstrate ability to communicate effectively in oral and written formats *
40.	Employ or utilize information access and literacy skills*
41.	Demonstrate problem-solving and critical thinking skills *
42.	Understand cyber security risks associated with government agencies
43.	Understand cyber security risks associated with businesses
44.	Know the cyber security risks associated with personal identity
45.	Obtain an understanding how cyber security will continue to grow
*	(From General Education Core Outcomes List)


Types of Assessment tools used:

Formative:	At least 3 of the following:  participation and/or satisfactory performance in classroom discussions or activities, homework or in-class assignments, student’s self-reports, small group interaction, self-appraisal or application activities.
Summative:	At least 2 of the following:  participation and/or satisfactory performance on quizzes, review questions from textbook, videos, class discussions, or activities, unit exams, final exam, research paper or project, course evaluation, self-evaluation, pre and posttests.


[bookmark: _GoBack]Minimum acceptable standards:	For quizzes, homework, and assessment activities listed, the instructor’s analysis of satisfactory demonstration of knowledge will be used; on summative methods such as exams, 
papers, or projects, achieving a letter grade of “C”, or 70% or above will demonstrate satisfactory understanding and basic mastery of outcomes

Syllabus is subject to change at any time.



“This workforce solution was funded by a grant awarded by the U.S. Department of Labor's Employment and Training Administration. The solution was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The Department of Labor makes no guarantees, warranties, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability, or ownership. This solution is copyrighted by the institution that created it. Internal use, by an organization and/or personal use by an individual for non-commercial purposes, is permissible. All other uses require the prior authorization of the copyright owner.”
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