Syllabus 106  Fundamentals of Hacking -  Fall 2016  Mr. Doolin  WVNCC
I. COURSE INFORMATION
Course No.:  CIT 106		Semester:  Fall 2016
Course Title:  Fundamentals of Hacking	Credits:  3
Course Hours:  Mon & Wed, 10:0 – 11:15 pm, 			
Room 420 (Whg), 134 (Wtn), 210 (NM)

Instructor:  Jeremy R. Doolin	Office:  223 (Weirton) 421A (Whg)
Email:  jdoolin@wvncc.edu 	Phone:  (304) 723-7528
Office Hours:  Mon & Wed 9:30 – 10:30 AM (Wheeling)
                     Mon & Wed 2:30 - 4:00 PM (Wheeling)
Tue & Thu 9:45 – 11:30 (Weirton)
Friday from 9:00 -11:00 AM by appointment only

II. TEXT AND MATERIALS
Before starting the course, you will need the following:
The Basics of Hacking and Penetration Testing, Second Edition: Ethical Hacking and Penetration Testing Made Easy. Engebretson, ISBN: 978-0123116443

Course Supplies:  A USB key/thumb drive, though not essential, is very useful

Course Description: 
This course offers an in-depth analysis of various methods for attacking and defending an organization's network. It explores network security concepts from the viewpoints of hackers and their attack methodologies. Also included are topics about hackers, attacks, Intrusion Detection Systems (IDS) malicious code, computer crime, and industrial intelligence.

Prerequisite: It is expected that the student will have a basic knowledge of the use of a PC.    

Teaching Methods:
1. Lectures: Important material from the text and outside sources will be covered in class. Students should plan to take careful notes as not all material can be found in the texts or readings. Discussion is encouraged as is student-procured, outside material relevant to topics being covered. 
2. Demonstrations:  Much of the class time will be used to demonstrate the practical use of the software for this course.  Students are encouraged to carefully observe the demonstrations and also to go through the tutorial material in the textbook or other publisher tools.
3. Assignments: will be posted in Blackboard. 
4. Exams: The exams will be in Blackboard, usually a mix of multiple choice, True/False and short answer or essay.  These exams will be timed so it is important that the student not only know the information but also know them well enough to move quickly through the test.  When the time for the test has passed, students will be required to turn in what they have completed at that point.  Missing an exam may result in academic withdrawal from the course.

Course Policies:
Missed Classes: The student is responsible for obtaining material/notes for classes missed. Missing 2 weeks of class/assignments without notification/permission from the instructor may result in academic withdrawal from the course.

Assignments: All assignments will be submitted to the instructor prior to the beginning of class on the date due. If assignments are earning points, late submission of assignments will be assessed a penalty of 20%. After 1 week it will be 0%.  Missing 2 consecutive assignments may result in academic withdrawal from the course.





Academic Dishonesty: Plagiarism and cheating are serious offenses and may be punished by failure on the exam, assignment or project.  Answers to essay questions that are directly from the textbook or online sources will not be accepted.  For more information refer to the WVNCC Catalog.

Classroom Computer Use:  During class, students are permitted to use the computers for course work only.  

Cell Phone Use:  Students are not permitted to use cell phones in class.  Students must either turn off the cell phone or set it for “silent ring” during class.  

Contacting the Instructor:  Urgent messages should be emailed to jdoolin@wvncc.edu. The email needs to include the student’s name and course.  The subject line should indicate if it is important.  Email is normally answered within 24 hours if received Mondays through Fridays at noon.  Phone calls are the least reliable way to contact me, as I am many times away from my desk in one of the computer labs.  If you do call, please leave a message and I will return the call during office hours.

Classroom Conduct Policy: Students are expected to conduct themselves in a courteous, responsible, mature manner in the classroom. This includes being prepared for class; informing the instructor if you are going to miss class; not coming late, leaving during class, or leaving early without prior announcement and for legitimate reasons; not engaging in sidebar conversations or being otherwise disruptive in class, harassing or distracting other students or the instructor, making offensive comments, and turning off cellular phones during class. 

AW policy:  After the first week of classes, attendance in this course will be documented by way of completed assignments and tests.  Missing a test and/or missing 2 consecutive assignments may result in AW. Students have ample opportunity to withdraw from a class if they cannot complete the work satisfactorily, and it is the student’s responsibility to withdraw.  However, a faculty member may administratively withdraw a student prior to the last date for the AW, if student has stopped attending.   If a student has not satisfactorily completed the course requirements and has not withdrawn from class, then the student has earned the letter grade of "F". 

Grading:  Letter grades will be determined using a standard percentage point evaluation as outlined here:
A  	90%-100%	
B	80%-89%	
C	70%-79%	
D	60%-69%	
F	Below 60%	


	Course Schedule (subject to change)

	Week
	Topic
	Material

	1
	Course Introduction
	Chapter 1

	
	What is Penetration Testing?
	

	2
	Labor Day
	

	
	What is Penetration Testing?
	

	3
	Reconnaissance
	Chapter 2

	
	Reconnaissance
	

	4
	Reconnaissance
	

	
	Reconnaissance
	

	5
	Scanning
	Chapter 3

	
	Scanning
	

	6
	Scanning
	

	
	Scanning
	

	7
	Exploitation
	Chapter 4

	
	Exploitation
	

	8
	Exploitation
	

	
	Exploitation
	

	9
	Midterm Review
	

	
	Midterm 
	

	10
	Social Engineering
	Chapter 5

	
	Social Engineering
	

	11
	Web Based Exploitation
	Chapter 6

	
	Web Based Exploitation
	

	12
	Post Exploitation
	Chapter 7

	
	Post Exploitation
	

	13
	Post Exploitation
	

	
	Thanksgiving Break
	

	14
	Wrapping Up the Penetration Test
	Chapter 8

	 
	Wrapping Up the Penetration Test
	

	15
	Wrapping Up the Penetration Test
	

	
	Final Exam Review
	

	16
	Final Exam
	






Student Performance Outcomes/Unit objectives:
Students who successfully complete Fundamentals of Hacking/IT Psychology & Security will:
1. Define hacking
2. Recognize network security vulnerabilities
3. Identify ethical dilemmas in organizational intelligence regarding their technologies
4. Identify hacking motivation
5. Describe and perform maintaining access to a network
6. Identify virus attack categories
7. Describe the symptoms of a virus attack
8. Define basic approaches to antivirus software
9. Describe the operation of a macro virus
10. Describe how to defend against virus attacks
11. Describe the planning process for a computer incident/crime
12. Describe who has jurisdiction over a computer crime
13. Describe how to evaluate a computer incident/crime
14. Identify computer crimes
15. Explain the effects of computer crimes
16. Describe the difficulties in prosecuting a computer incident/crime
17. Describe phishing
18. Explain the law enforcement role in information technology warfare
19. Explain the civilian role in information technology warfare
20. Explain the military role in information technology warfare
21. Explain the concept of information technology intelligence
22. Describe methods of informational technology intelligence testing
23. Describe personnel informational technology countermeasure factors
24. Describe physical informational technology countermeasure factors
25. Describe technical informational technology countermeasure factors
26. Describe the concerns of the US Government in regards towards information technology
27. Describe information technology ethics
28. Describe information technology hacking ethics
29. Describe information technology intelligence
30. Describe competitive intelligence
31. Describe economic intelligence
32. Describe industrial intelligence 
33. Describe historical and current approaches of hacking
34. Define social hacking
35. Recognize how psychology is used in information technology hacking
36. Describe influences technology has on behavior
37. Describe influences hacking has on behavior
38. Apply psychological principles to their information technology practices
39. Demonstrate ability to communicate effectively in oral and written formats *
40. Employ or utilize information access and literacy skills*
41. Demonstrate problem-solving and critical thinking skills *
42. Explain DOS
43. Explain Social Engineering
44. Explain Phishing
45. Explain organizational hacking
Syllabus is subject to change at any time.
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