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Blackhawk Technical College
10-631-104  Cyber Ethics
Course Design
Course Information
	
	Description
	In this course students will examine situations that are considered to be in a “gray” area that many IT specialists face on a daily basis.  Students will evaluate the situations presented to them and determine the best cause of action based on a set decision-making process.

	
	Career Cluster
	Manufacturing

	
	Instructional Level
	Two-Year Technical Diploma

	
	Total Credits
	3.00

	
	Total Hours
	72.00


Types of Instruction
	Instruction Type
	Credits/Hours

	Presentation Discussion
	1.5/36

	Lab
	1.5/36


Pre/Corequisites
	Pre/Corequisite
	None


Textbooks
	Reynolds, G. W. (2015). Ethics in information technology (5th ed.). Australia: Cengage Learning. 
ISBN: 978-1-285-19715-9


Learner Supplies
	Textbook, Pen, Notebook


Course Competencies
	1.
	Discuss the meaning of Ethics

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	Develop communication skills

	
	1.2.
	Explore the definition of ethics

	
	1.3.
	Learner completes assignments

	
	1.4.
	Learner participates in the class discussion

	
	1.5.
	Learner exhibits effective work habits and attitudes

	
	Learning Objectives

	
	1.a.
	Determine the importance of ethical behavior.

	
	1.b.
	Analyze various approaches in ethical decision making.

	
	1.c.
	Analyze trends that have increased the risk of using information technology in an unethical manner.

	2.
	Explore ethics for the IT professional

	
	Assessment Strategies

	
	2.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	2.1.
	Learner completes assignments

	
	2.2.
	Learner participates in the class discussion

	
	2.3.
	Learner exhibits effective work habits and attitudes

	
	2.4.
	Learner understands the meaning of compliance in the context of ethical behavior within Information Technology.

	
	2.5.
	Learner develops communication sills

	
	Learning Objectives

	
	2.a.
	Determine the factors that are transforming the professional services industry.

	
	2.b.
	Determine how different variables affect the ethical behavior of IT professionals.

	
	2.c.
	Manage key ethical issues that can arise within various relationships.

	3.
	Implement trustworthy security methods by investigating various computer and Internet crimes

	
	Assessment Strategies

	
	3.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	3.1.
	Learner develops communication skills

	
	3.2.
	Learner participates in class discussions

	
	3.3.
	Learner completes assignments

	
	3.4.
	Learner exhibits effective work habits and attitudes

	
	3.5.
	Learner understands the ethical issues that are associated with the safeguarding of data and information systems.

	
	Learning Objectives

	
	3.a.
	Identify the most common types of computer security attacks.

	
	3.b.
	Determine who the primary perpetrators of computer crime are.

	
	3.c.
	Summarize the role computer forensics plays in responding to a computer incident.

	4.
	Explore privacy laws

	
	Assessment Strategies

	
	4.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	4.1.
	Learner exhibits effective work habits and attitudes

	
	4.2.
	Learner completes assignments

	
	4.3.
	Learner participates in class discussions

	
	4.4.
	Learner develops communication skills

	
	4.5.
	Learner comprehends the right of privacy.

	
	4.6.
	Learner identifies the basis for protecting personal privacy under the law.

	
	Learning Objectives

	
	4.a.
	Determine the capabilities of advanced surveillance technologies.

	
	4.b.
	Describe issues raised by advanced surveillance technologies.

	
	4.c.
	Identify laws that provide protection for the privacy of personal data.

	5.
	Examine the First Amendment

	
	Assessment Strategies

	
	5.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	5.1.
	Learner develops communication skills

	
	5.2.
	Learner participates in class discussions

	
	5.3.
	Learner completes assignments

	
	5.4.
	Learner exhibits effective work habits and attitudes

	
	5.5.
	Learner realizes the important freedom of expression issues related to the use of information technology.

	
	Learning Objectives

	
	5.a.
	State the basis for the protection of freedom of expression in the United States.


	
	5.b.
	Identify types of expression that are not protected under the freedom of expression law.

	
	5.c.
	Identify key federal laws that affect online freedom of expression.

	6.
	Determine what intellectual property is

	
	Assessment Strategies

	
	6.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	6.1.
	Learner exhibits effective work habits and attitudes

	
	6.2.
	Learner completes assignments

	
	6.3.
	Learner participates in class discussions

	
	6.4.
	Learner develops communication skills

	
	6.5.
	Learner Understands term Intellectual property.

	
	6.6.
	Learner comprehends the strategies used to prevent cybersquatting.

	
	Learning Objectives

	
	6.a.
	Develop a definition for the term intellectual property.

	
	6.b.
	Acknowledge the strengths of using various laws to protect intellectual property.

	
	6.c.
	Acknowledge the limitations of using various laws to protect intellectual property.

	
	6.d.
	Determines the difference between competitive intelligence and industrial espionage.

	7.
	Explore ethical issues surrounding  social networking

	
	Assessment Strategies

	
	7.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	7.1.
	Learner develops communication skills

	
	7.2.
	Learner participates in class discussions

	
	7.3.
	Learner completes assignments

	
	7.4.
	Learner exhibits effective work habits and attitudes

	
	7.5.
	Learner provides a list of key ethical issues associated with the use of social networking Web sites.

	
	7.6.
	Learner provides an explanation of how do people use social networks.

	
	7.7.
	Learner determines what some of the practical business uses are for social networks.

	
	Learning Objectives

	
	7.a.
	Define a virtual community.

	
	7.b.
	Explore some of the ethical issues associated with a virtual community.

	
	7.c.
	Determine what a social network is.

	
	7.d.
	List the key ethical issues associated with the use of social networking Web sites.

	8.
	Explore how IT organizations approach ethical issues

	
	Assessment Strategies

	
	8.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	8.1.
	Learner exhibits effective work habits and attitudes

	
	8.2.
	Learner completes assignments

	
	8.3.
	Learner participates in class discussions

	
	8.4.
	Learner develops communication skills

	
	8.5.
	Learner lists the four most common types of software product liability claims.

	
	8.6.
	Learner comprehends the potential ethical issues that software manufacturers face in making trade-offs between project schedules, project costs, and software quality 

	
	Learning Objectives

	
	8.a.
	Develop an understanding of the consequences when taking shortcuts during software development.

	
	8.b.
	Define safety-critical systems.

	
	8.c.
	Identifies the four most common types of software product liability claims.

	9.
	Examine the impact that IT has on our quality of life

	
	Assessment Strategies

	
	9.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	9.1.
	Learner develops communication skills

	
	9.2.
	Learner participates in class discussions

	
	9.3.
	Learner completes assignments

	
	9.4.
	Learner exhibits effective work habits and attitudes

	
	9.5.
	Learner explores the ethical issues raised due to the disparity between different entities ability to afford significant IT investments.

	
	9.6.
	Learner determines the impact that IT has on the standard of living and worker productivity.

	
	Learning Objectives

	
	9.a.
	Explore how IT organizations approach ethical issues

	
	9.b.
	Explore the impact has IT had on the standard of living.

	
	9.c.
	Explore the impact has IT had on worker productivity.

	
	9.d.
	Explore the impact IT can have on improving productivity by reducing costs.

	
	9.e.
	Explore the impact IT can have on improving productivity by improving quality.



Course Learning Plans and Performance Assessment Tasks
LP 1 Overview of Ethics
Target Competencies
	1.
	Discuss the meaning of Ethics

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	Develop communication skills

	
	1.2.
	Explore the definition of ethics

	
	1.3.
	Learner completes assignments

	
	1.4.
	Learner participates in the class discussion

	
	1.5.
	Learner exhibits effective work habits and attitudes

	
	Learning Objectives

	
	1.a.
	Determine the importance of ethical behavior.

	
	1.b.
	Analyze various approaches in ethical decision making.

	
	1.c.
	Analyze trends that have increased the risk of using information technology in an unethical manner.


Learning Activities
	1.
	READ Ch. 1 in the Ethics in Information Technology text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	COMPLETE the Overview of Ethics Practice Project in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	COMPLETE the Overview of Ethics Definitions assignment in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	4.
	WATCH the movie CitizenFour.

	
	Learning Materials

	
	CitizenFour
	

	5.
	COMPLETE the Overview of Ethics Movie Questions.  See the related PAT.

	
	Learning Materials

	
	CitizenFour
	

	6.
	COMPLETE the Current Event Summary Discussion.


Assessment Activities
	1.
	Submit the Overview of Ethics Practice Project Questions from the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	Submit the Overview of Ethics Definitions assignment in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	Submit the Overview of Ethics movie questions PAT.

	
	Learning Materials

	
	CitizenFour
	

	4.
	Submit the Current Event Summary Discussion PAT.



LP 1 Overview of Ethics movie questions.
Directions
Overview of Ethics Movie Questions
 
Cyber Ethics LP1
Name: __________________
Total Points Possible: 40    Points Achieved: ________

Each question is worth 10 points.


Each question requires more than a one or two sentence answer.  Think about each question and it’s relevance to the movie.  Provide a clear, concise, and thoughtful answer to achieve full points.
 
1.     Was there something you didn't understand about the film? What was that?


2.     What lessons can be learned from the choices made by the characters in this story?


3.     If you had a chance to ask a character in this movie a question, what would it be?


4.     What cyber ethical dilemmas played out in this film?  How would you deal with them?
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	Environment
	Online


Evaluator(s)
Instructor
Target Course Competencies
	1.
	Discuss the meaning of Ethics


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Title included
	Yes   No

	2.
	Summary of chosen article
	Yes   No

	3.
	Link to article
	Yes   No

	4.
	Used the 5-step decision-making process
	Yes   No

	5.
	Responded to at least two classmates
	Yes   No



LP 1 Overview of Ethics Discussion Board.
Directions
Overview of Ethics Current Event Discussion
 
Cyber Ethics LP 1
Name: __________________
Total Points Possible: 30    Points Achieved: ________


In Blackboard…  
 
You will need to research a current event that involves some form of cyber ethics.  
Your discussion topic should include the following:

· A title.
· A summary of the chosen article.  It must be at least three paragraphs explaining the ethical issue at hand and how you would handle the issue if it were presented to you.
· Include a link to the article.
· You should use the five-step decision-making process (Page 20) to help form your solution.
· Respond to at least two of your classmate’s discussions.  Your response should be at least two paragraphs and include thoughts worthy of a discussion.  Basically, do not respond with, “I agree” or “I like where you are going with this.” for example.
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	Environment
	Online


Evaluator(s)
Instructor
Peer
Target Course Competencies
	1.
	Discuss the meaning of Ethics


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Assignment was turned in on time
	Yes   No

	2.
	Question 1 was answered per the instructions
	Yes   No

	3.
	Question 2 was answered per the instructions
	Yes   No

	4.
	Question 3 was answered per the instructions
	Yes   No

	5.
	Question 4 was answered per the instructions
	Yes   No



LP 2 Ethics for IT
Target Competencies
	1.
	Explore ethics for the IT professional

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	Learner completes assignments

	
	1.2.
	Learner participates in the class discussion

	
	1.3.
	Learner exhibits effective work habits and attitudes

	
	1.4.
	Learner understands the meaning of compliance in the context of ethical behavior within Information Technology.

	
	1.5.
	Learner develops communication sills

	
	Learning Objectives

	
	1.a.
	Determine the factors that are transforming the professional services industry.

	
	1.b.
	Determine how different variables affect the ethical behavior of IT professionals.

	
	1.c.
	Manage key ethical issues that can arise within various relationships.


Learning Activities
	1.
	READ Ch. 2 in the Ethics in Information Technology text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	COMPLETE the Ethics for IT Workers Practice Project from the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	COMPLETE the Ethics for IT Workers Definitions assignment from the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	4.
	WATCH the movie Terms & Conditions May Apply.

	
	Learning Materials

	
	Terms and Conditions May Apply
	

	5.
	COMPLETE the Ethics for IT Workers movie questions.  See the related PAT.

	
	Learning Materials

	
	Terms and Conditions May Apply
	

	6.
	COMPLETE the Current Event Summary Discussion.  See the related PAT.


Assessment Activities
	1.
	Submit the Ethics for IT Workers Practice Project Questions from the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	Submit the Ethics for IT Workers Definitions assignment from the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	Submit the Ethics for IT Workers movie questions PAT.

	
	Learning Materials

	
	Terms and Conditions May Apply
	

	4.
	Complete the Current Event Summary Discussion.



LP 2 Ethics for IT workers movie questions.
Directions
Ethics for IT Movie Questions
 
Cyber Ethics LP 2
Name: __________________
Total Points Possible: 40    Points Achieved: ________

Each question is worth 10 points.


Each question requires more than a one or two sentence answer.  Think about each question and it’s relevance to the movie.  Provide a clear, concise, and thoughtful answer to achieve full points.
 
1.     Was there something you didn't understand about the film? What was that?


2.     What lessons can be learned from the choices made by the characters in this story?


3.     If you had a chance to ask a character in this movie a question, what would it be?


4.     What cyber ethical dilemmas played out in this film?  How would you deal with them?
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	Environment
	Online


Evaluator(s)
Instructor
Target Course Competencies
	1.
	Explore ethics for the IT professional


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Assignment was turned in on time
	Yes   No

	2.
	Question 1 was answered per the instructions
	Yes   No

	3.
	Question 2 was answered per the instructions
	Yes   No

	4.
	Question 3 was answered per the instructions
	Yes   No

	5.
	Question 4 was answered per the instructions
	Yes   No



LP 2 Ethics for IT Discussion Board.
Directions
Ethics for IT Current Event
 
Cyber Ethics LP 2
Name: __________________
Total Points Possible: 30    Points Achieved: ________


In Blackboard…  
 
You will need to research a current event that involves some form of cyber ethics.  
 
Your discussion topic should include the following:

· A title.
· A summary of the chosen article.  It must be at least three paragraphs explaining the ethical issue at hand and how you would handle the issue if it were presented to you.
· Include a link to the article.
· You should use the five-step decision-making process (Page 20) to help form your solution.
· Respond to at least two of your classmate’s discussions.  Your response should be at least two paragraphs and include thoughts worthy of a discussion.  Basically, do not respond with, “I agree” or “I like where you are going with this.” for example.
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	Environment
	Online


Evaluator(s)
Instructor
Peer
Target Course Competencies
	1.
	Explore ethics for the IT professional


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Title included
	Yes   No

	2.
	Summary of chosen article
	Yes   No

	3.
	Link to the article
	Yes   No

	4.
	Used the 5-step decision-making process
	Yes   No

	5.
	Responded to at least two classmates
	Yes   No



LP 3 Computer Crime
Target Competencies
	1.
	Implement trustworthy security methods by investigating various computer and Internet crimes

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	Learner develops communication skills

	
	1.2.
	Learner participates in class discussions

	
	1.3.
	Learner completes assignments

	
	1.4.
	Learner exhibits effective work habits and attitudes

	
	1.5.
	Learner understands the ethical issues that are associated with the safeguarding of data and information systems.

	
	Learning Objectives

	
	1.a.
	Identify the most common types of computer security attacks.

	
	1.b.
	Determine who the primary perpetrators of computer crime are.

	
	1.c.
	Summarize the role computer forensics plays in responding to a computer incident.


Learning Activities
	1.
	READ Ch. 3 in the Ethics in Information Technology text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	COMPLETE the Computer Crime Practice Project in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	COMPLETE the Computer Crime Definitions assignment in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	4.
	WATCH the movie The Hacker Wars.

	
	Learning Materials

	
	The Hacker Wars
	

	5.
	COMPLETE the Computer Crime movie questions PAT.

	
	Learning Materials

	
	The Hacker Wars
	

	6.
	COMPLETE the Current Event Summary Discussion PAT.


Assessment Activities
	1.
	Submit the Computer Crime Practice Project Questions.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	Submit the Computer Crime Definitions assignment.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	Submit the Computer Crime movie questions.

	
	Learning Materials

	
	The Hacker Wars
	

	4.
	Submit the Current Event Summary Discussion.



LP 3 Computer Crime movie questions.
Directions
Computer Crime Movie Questions
 
Cyber Ethics LP 3
Name: __________________
Total Points Possible: 40    Points Achieved: ________

Each question is worth 10 points.

Each question requires more than a one or two sentence answer.  Think about each question and it’s relevance to the movie.  Provide a clear, concise, and thoughtful answer to achieve full points.

1.     Was there something you didn't understand about the film? What was that?


2.     What lessons can be learned from the choices made by the characters in this story?


3.     If you had a chance to ask a character in this movie a question, what would it be?


4.     What cyber ethical dilemmas played out in this film?  How would you deal with them?
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	Environment
	Online


Evaluator(s)
Instructor
Target Course Competencies
	1.
	Implement trustworthy security methods by investigating various computer and Internet crimes


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Assignment was turned in on time

	Yes   No

	2.
	Question 1 was answered per the instructions
	Yes   No

	3.
	Question 2 was answered per the instructions

	Yes   No

	4.
	Question 3 was answered per the instructions

	Yes   No

	5.
	Question 4 was answered per the instructions

	Yes   No



LP 3 Computer Crime Discussion Board.
Directions
Computer Crime Current Event
 
Cyber Ethics LP 3
Name: __________________
Total Points Possible: 30    Points Achieved: ________
 
In Blackboard…  
 
You will need to research a current event that involves some form of cyber ethics.  
 
· Your discussion topic should include the following:

· A title.
· A summary of the chosen article.  It must be at least three paragraphs explaining the ethical issue at hand and how you would handle the issue if it were presented to you.
· Include a link to the article.
· You should use the five-step decision-making process (Page 20) to help form your solution.
· Respond to at least two of your classmate’s discussions.  Your response should be at least two paragraphs and include thoughts worthy of a discussion.  Basically, do not respond with, “I agree” or “I like where you are going with this.” for example.
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	Environment
	Online


Evaluator(s)
Instructor
Peer
Target Course Competencies
	1.
	Implement trustworthy security methods by investigating various computer and Internet crimes


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Title included

	Yes   No

	2.
	Summary of chosen article

	Yes   No

	3.
	Link to the article
	Yes   No

	4.
	Used the 5-step decision-making process
	Yes   No

	5.
	Responded to at least two classmates
	Yes   No



LP 4 Privacy
Target Competencies
	1.
	Explore privacy laws

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	Learner exhibits effective work habits and attitudes

	
	1.2.
	Learner completes assignments

	
	1.3.
	Learner participates in class discussions

	
	1.4.
	Learner develops communication skills

	
	1.5.
	Learner comprehends the right of privacy.

	
	1.6.
	Learner identifies the basis for protecting personal privacy under the law.

	
	Learning Objectives

	
	1.a.
	Determine the capabilities of advanced surveillance technologies.

	
	1.b.
	Describe issues raised by advanced surveillance technologies.

	
	1.c.
	Identify laws that provide protection for the privacy of personal data.


Learning Activities
	1.
	READ Ch. 4 in the Ethics in Information Technology text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	COMPLETE the Privacy Practice Project in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	COMPLETE the Privacy Definitions assignment in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	4.
	WATCH the movie Deep Web.

	
	Learning Materials

	
	Deep Web
	

	5.
	COMPLETE the Privacy movie questions PAT.

	
	Learning Materials

	
	Deep Web
	

	6.
	COMPLETE the Current Event Summary Discussion PAT.


Assessment Activities
	1.
	Submit the Privacy Practice Project Questions.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	Submit the Privacy Definitions assignment.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	Submit the Privacy movie questions PAT.

	
	Learning Materials

	
	Deep Web
	

	4.
	Submit the Current Event Summary Discussion PAT.



LP 4 Privacy movie questions.
Directions
Privacy Movie Questions
 
Cyber Ethics LP 4
Name: __________________
Total Points Possible: 40    Points Achieved: ________

Each question is worth 10 points.


Each question requires more than a one or two sentence answer.  Think about each question and it’s relevance to the movie.  Provide a clear, concise, and thoughtful answer to achieve full points.
 
1.     Was there something you didn't understand about the film? What was that?


2.     What lessons can be learned from the choices made by the characters in this story?


3.     If you had a chance to ask a character in this movie a question, what would it be?


4.     What cyber ethical dilemmas played out in this film?  How would you deal with them?
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	Environment
	Online


Evaluator(s)
Instructor
Target Course Competencies
	1.
	Explore privacy laws


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Assignment was turned in on time
	Yes   No

	2.
	Question 1 was answered per the instructions
	Yes   No

	3.
	Question 2 was answered per the instructions
	Yes   No

	4.
	Question 3 was answered per the instructions
	Yes   No

	5.
	Question 4 was answered per the instructions
	Yes   No



LP 4 Privacy Discussion Board.
Directions
Privacy Current Event
 
Cyber Ethics LP 4
Name: __________________
Total Points Possible: 30    Points Achieved: ________

In Blackboard…  
 
You will need to research a current event that involves some form of cyber ethics.  
 
Your discussion topic should include the following:

· A title.
· A summary of the chosen article.  It must be at least three paragraphs explaining the ethical issue at hand and how you would handle the issue if it were presented to you.
· Include a link to the article.
· You should use the five-step decision-making process (Page 20) to help form your solution.
· Respond to at least two of your classmate’s discussions.  Your response should be at least two paragraphs and include thoughts worthy of a discussion.  Basically, do not respond with, “I agree” or “I like where you are going with this.” for example.
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	Environment
	Online


Evaluator(s)
Instructor
Peer
Target Course Competencies
	1.
	Explore privacy laws


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Title included
	Yes   No

	2.
	Summary of chosen article
	Yes   No

	3.
	Link to the article
	Yes   No

	4.
	Used the 5-step decision-making process
	Yes   No

	5.
	Responded to at least two classmates
	Yes   No



LP 5 Freedom of Expression
Target Competencies
	1.
	Examine the First Amendment

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	Learner develops communication skills

	
	1.2.
	Learner participates in class discussions

	
	1.3.
	Learner completes assignments

	
	1.4.
	Learner exhibits effective work habits and attitudes

	
	1.5.
	Learner realizes the important freedom of expression issues related to the use of information technology.

	
	Learning Objectives

	
	1.a.
	State the basis for the protection of freedom of expression in the United States.


	
	1.b.
	Identify types of expression that are not protected under the freedom of expression law.

	
	1.c.
	Identify key federal laws that affect online freedom of expression.


Learning Activities
	1.
	READ Ch. 5 in the Ethics in Information Technology text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	COMPLETE the Freedom of Expression Practice Project in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	COMPLETE the Freedom of Expression Definitions assignment in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	4.
	WATCH the movie We Are Legion.

	
	Learning Materials

	
	We Are Legion
	

	5.
	COMPLETE the Freedom of Expression Movie Questions PAT.

	
	Learning Materials

	
	We Are Legion
	

	6.
	COMPLETE the Current Event Summary Discussion PAT.


Assessment Activities
	1.
	Submit the Freedom of Expression Practice Project Questions.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	Submit the Freedom of Expression Definitions assignment.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	Submit the Freedom of Expression movie questions PAT.

	
	Learning Materials

	
	We Are Legion
	

	4.
	Submit the Current Event Summary Discussion PAT.



LP 5 Freedom of Expression movie questions.
Directions
Freedom of Expression Movie Questions
 
Cyber Ethics LP 5
Name: __________________
Total Points Possible: 40    Points Achieved: ________

Each question is worth 10 points.


Each question requires more than a one or two sentence answer.  Think about each question and it’s relevance to the movie.  Provide a clear, concise, and thoughtful answer to achieve full points.

 
1.     Was there something you didn't understand about the film? What was that?


2.     What lessons can be learned from the choices made by the characters in this story?


3.     If you had a chance to ask a character in this movie a question, what would it be?


4.     What cyber ethical dilemmas played out in this film?  How would you deal with them?
 
 
 
Rev 1          Ed Scoville                      11/16/15

	Environment
	Online


Evaluator(s)
Instructor
Target Course Competencies
	1.
	Examine the First Amendment


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Assignment was turned in on time
	Yes   No

	2.
	Question 1 was answered per the instructions
	Yes   No

	3.
	Question 2 was answered per the instructions
	Yes   No

	4.
	Question 3 was answered per the instructions
	Yes   No

	5.
	Question 4 was answered per the instructions
	Yes   No



LP 5 Freedom of Expression Discussion Board.
Directions
Freedom of Expression Current Event
 
Cyber Ethics LP 5
Name: __________________
Total Points Possible:30    Points Achieved: ________


 
In Blackboard…  
 
You will need to research a current event that involves some form of cyber ethics.  
 
Your discussion topic should include the following:

· A title.
· A summary of the chosen article.  It must be at least three paragraphs explaining the ethical issue at hand and how you would handle the issue if it were presented to you.
· Include a link to the article.
· You should use the five-step decision-making process (Page 20) to help form your solution.
· Respond to at least two of your classmate’s discussions.  Your response should be at least two paragraphs and include thoughts worthy of a discussion.  Basically, do not respond with, “I agree” or “I like where you are going with this.” for example.

Rev 2          Ed Scoville                      11/30/15

	Environment
	Online


Evaluator(s)
Instructor
Peer
Target Course Competencies
	1.
	Examine the First Amendment


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Title included
	Yes   No

	2.
	Summary of chosen article
	Yes   No

	3.
	Link to the article
	Yes   No

	4.
	Used the 5-step decision-making process
	Yes   No

	5.
	Responded to at least two classmates
	Yes   No



LP 6 Intellectual Property
Target Competencies
	1.
	Determine what intellectual property is

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	Learner exhibits effective work habits and attitudes

	
	1.2.
	Learner completes assignments

	
	1.3.
	Learner participates in class discussions

	
	1.4.
	Learner develops communication skills

	
	1.5.
	Learner Understands term Intellectual property.

	
	1.6.
	Learner comprehends the strategies used to prevent cybersquatting.

	
	Learning Objectives

	
	1.a.
	Develop a definition for the term intellectual property.

	
	1.b.
	Acknowledge the strengths of using various laws to protect intellectual property.

	
	1.c.
	Acknowledge the limitations of using various laws to protect intellectual property.

	
	1.d.
	Determines the difference between competitive intelligence and industrial espionage.


Learning Activities
	1.
	READ Ch. 6 in the Ethics in Information Technology text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	COMPLETE the Intellectual Property Practice Project in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	COMPLETE the Intellectual Property Definitions assignment in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	4.
	WATCH the movie Downloaded.

	
	Learning Materials

	
	Downloaded
	

	5.
	COMPLETE the Intellectual Property Movie Questions PAT.

	
	Learning Materials

	
	Downloaded
	

	6.
	COMPLETE the Current Event Summary Discussion PAT.


Assessment Activities
	1.
	Submit the Intellectual Property Practice Project Questions.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	Submit the Intellectual Property Definitions assignment.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	Submit the Intellectual Property movie questions PAT.

	
	Learning Materials

	
	Downloaded
	

	4.
	Submit the Current Event Summary Discussion PAT.



LP 6 Intellectual Property Discussion Board.
Directions
Intellectual Property Current Event
 
Cyber Ethics LP 6
Name: __________________
Total Points Possible: 30    Points Achieved: ________

In Blackboard…  
 
You will need to research a current event that involves some form of cyber ethics.  
 
Your discussion topic should include the following:

· A title.
· A summary of the chosen article.  It must be at least three paragraphs explaining the ethical issue at hand and how you would handle the issue if it were presented to you.
· Include a link to the article.
· You should use the five-step decision-making process (Page 20) to help form your solution.
· Respond to at least two of your classmate’s discussions.  Your response should be at least two paragraphs and include thoughts worthy of a discussion.  Basically, do not respond with, “I agree” or “I like where you are going with this.” for example.

 
Rev 2          Ed Scoville                      11/30/15

	Environment
	Online


Evaluator(s)
Instructor
Peer
Target Course Competencies
	1.
	Determine what intellectual property is


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Title included
	Yes   No

	2.
	Summary of chosen article
	Yes   No

	3.
	Link to the article
	Yes   No

	4.
	Used the 5-step decision-making process
	Yes   No

	5.
	Responded to at least two classmates
	Yes   No



LP 6 Intellectual Property movie questions.
Directions
Intellectual Property Movie Questions
 
Cyber Ethics LP 6
Name: __________________
Total Points Possible: 40    Points Achieved: ________

Each question is worth 10 points.

Each question requires more than a one or two sentence answer.  Think about each question and it’s relevance to the movie.  Provide a clear, concise, and thoughtful answer to achieve full points.


 
1.     Was there something you didn't understand about the film? What was that?


2.     What lessons can be learned from the choices made by the characters in this story?


3.     If you had a chance to ask a character in this movie a question, what would it be?


4.     What cyber ethical dilemmas played out in this film?  How would you deal with them?
 
Rev 1          Ed Scoville                      11/16/15

	Environment
	Online


Evaluator(s)
Instructor
Target Course Competencies
	1.
	Determine what intellectual property is


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Assignment was turned in on time
	Yes   No

	2.
	Question 1 was answered per the instructions
	Yes   No

	3.
	Question 2 was answered per the instructions
	Yes   No

	4.
	Question 3 was answered per the instructions
	Yes   No

	5.
	Question 4 was answered per the instructions
	Yes   No



LP 7 Software Development
Target Competencies
	1.
	Determine what intellectual property is

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	Learner exhibits effective work habits and attitudes

	
	1.2.
	Learner completes assignments

	
	1.3.
	Learner participates in class discussions

	
	1.4.
	Learner develops communication skills

	
	1.5.
	Learner Understands term Intellectual property.

	
	1.6.
	Learner comprehends the strategies used to prevent cybersquatting.

	
	Learning Objectives

	
	1.a.
	Develop a definition for the term intellectual property.

	
	1.b.
	Acknowledge the strengths of using various laws to protect intellectual property.

	
	1.c.
	Acknowledge the limitations of using various laws to protect intellectual property.

	
	1.d.
	Determines the difference between competitive intelligence and industrial espionage.


Learning Activities
	1.
	READ Ch. 7 in the Ethics in Information Technology text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	COMPLETE the Software Development Practice Project in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	COMPLETE the Software Development Definitions assignment in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	4.
	WATCH the movie The Social Network.

	
	Learning Materials

	
	The Social Network
	

	5.
	COMPLETE the Software Development Movie Questions PAT.

	
	Learning Materials

	
	The Social Network
	

	6.
	COMPLETE the Current Event Summary Discussion PAT.


Assessment Activities
	1.
	Submit the Software Development Practice Project Questions.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	Submit the Software Development Definitions assignment.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	Submit the Software Development movie questions PAT.

	
	Learning Materials

	
	The Social Network
	

	4.
	Submit the Current Event Summary Discussion PAT.



LP 7 Software Development movie questions.
Directions
Software Development Movie Questions
 
Cyber Ethics LP 7
Name: __________________
Total Points Possible: 40    Points Achieved: ________

Each question is worth 10 points.


Each question requires more than a one or two sentence answer.  Think about each question and it’s relevance to the movie.  Provide a clear, concise, and thoughtful answer to achieve full points.


 
1.     Was there something you didn't understand about the film? What was that?


2.     What lessons can be learned from the choices made by the characters in this story?


3.     If you had a chance to ask a character in this movie a question, what would it be?


4.     What cyber ethical dilemmas played out in this film?  How would you deal with them?
 
 
 
Rev 1          Ed Scoville                      11/16/15

	Environment
	Online


Evaluator(s)
Instructor
Target Course Competencies
	1.
	Explore ethical issues surrounding  social networking


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Assignment was turned in on time
	Yes   No

	2.
	Question 1 was answered per the instructions
	Yes   No

	3.
	Question 2 was answered per the instructions
	Yes   No

	4.
	Question 3 was answered per the instructions
	Yes   No

	5.
	Question 4 was answered per the instructions
	Yes   No



LP 7 Software Development Discussion Board.
Directions
Software Development Current Event
 
Cyber Ethics LP 7
Name: __________________
Total Points Possible: 30    Points Achieved: ________

In Blackboard…  
 
You will need to research a current event that involves some form of cyber ethics.  
 
Your discussion topic should include the following:

· A title.
· A summary of the chosen article.  It must be at least three paragraphs explaining the ethical issue at hand and how you would handle the issue if it were presented to you.
· Include a link to the article.
· You should use the five-step decision-making process (Page 20) to help form your solution.
· Respond to at least two of your classmate’s discussions.  Your response should be at least two paragraphs and include thoughts worthy of a discussion.  Basically, do not respond with, “I agree” or “I like where you are going with this.” for example.

 
 
Rev 2          Ed Scoville                      11/30/15

	Environment
	Online


Evaluator(s)
Instructor
Peer
Target Course Competencies
	1.
	Explore ethical issues surrounding  social networking


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Title included
	Yes   No

	2.
	Summary of chosen article
	Yes   No

	3.
	Link to the article
	Yes   No

	4.
	Used the 5-step decision-making process
	Yes   No

	5.
	Responded to at least two classmates
	Yes   No



LP 8 Impact of IT
Target Competencies
	1.
	Explore how IT organizations approach ethical issues

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	Learner exhibits effective work habits and attitudes

	
	1.2.
	Learner completes assignments

	
	1.3.
	Learner participates in class discussions

	
	1.4.
	Learner develops communication skills

	
	1.5.
	Learner lists the four most common types of software product liability claims.

	
	1.6.
	Learner comprehends the potential ethical issues that software manufacturers face in making trade-offs between project schedules, project costs, and software quality 

	
	Learning Objectives

	
	1.a.
	Develop an understanding of the consequences when taking shortcuts during software development.

	
	1.b.
	Define safety-critical systems.

	
	1.c.
	Identifies the four most common types of software product liability claims.

	2.
	Examine the impact that IT has on our quality of life

	
	Assessment Strategies

	
	2.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	2.1.
	Learner develops communication skills

	
	2.2.
	Learner participates in class discussions

	
	2.3.
	Learner completes assignments

	
	2.4.
	Learner exhibits effective work habits and attitudes

	
	2.5.
	Learner explores the ethical issues raised due to the disparity between different entities ability to afford significant IT investments.

	
	2.6.
	Learner determines the impact that IT has on the standard of living and worker productivity.

	
	Learning Objectives

	
	2.a.
	Explore how IT organizations approach ethical issues

	
	2.b.
	Explore the impact has IT had on the standard of living.

	
	2.c.
	Explore the impact has IT had on worker productivity.

	
	2.d.
	Explore the impact IT can have on improving productivity by reducing costs.

	
	2.e.
	Explore the impact IT can have on improving productivity by improving quality.


Learning Activities
	1.
	READ Ch. 8 in the Ethics in Information Technology text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	COMPLETE the Impact of IT Practice Project in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	COMPLETE the Impact of IT Definitions assignment in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	4.
	WATCH the movie Steve Jobs: One Last Thing.

	
	Learning Materials

	
	Steve Jobs: One Last Thing
	

	5.
	COMPLETE the Impact of IT Movie Questions PAT.

	
	Learning Materials

	
	Steve Jobs: One Last Thing
	

	6.
	COMPLETE the Current Event Summary Discussion PAT.


Assessment Activities
	1.
	Submit the Impact of IT Practice Project Questions.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	Submit the Impact of IT Definitions assignment.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	Submit the Impact of IT movie questions PAT.

	
	Learning Materials

	
	Steve Jobs: One Last Thing
	

	4.
	Submit the Current Event Summary Discussion PAT.



LP 8 Impact of IT movie questions.
Directions
The Impact of IT Movie Questions
 
Cyber Ethics LP 8
Name: __________________
Total Points Possible: 40    Points Achieved: ________

Each question is worth 10 points.


Each question requires more than a one or two sentence answer.  Think about each question and it’s relevance to the movie.  Provide a clear, concise, and thoughtful answer to achieve full points.


 
1.     Was there something you didn't understand about the film? What was that?


2.     What lessons can be learned from the choices made by the characters in this story?


3.     If you had a chance to ask a character in this movie a question, what would it be?


4.     What cyber ethical dilemmas played out in this film?  How would you deal with them?
 
 
 
Rev 1          Ed Scoville                      11/16/15

	Environment
	Online


Evaluator(s)
Instructor
Target Course Competencies
	1.
	Explore how IT organizations approach ethical issues


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Assignment was turned in on time
	Yes   No

	2.
	Question 1 was answered per the instructions
	Yes   No

	3.
	Question 2 was answered per the instructions
	Yes   No

	4.
	Question 3 was answered per the instructions
	Yes   No

	5.
	Question 4 was answered per the instructions
	Yes   No



LP 8 Impact of IT Discussion Board.
Directions
The Impact of IT Current Event
 
Cyber Ethics LP 8
Name: __________________
Total Points Possible: 30    Points Achieved: ________

In Blackboard…  
 
You will need to research a current event that involves some form of cyber ethics.  
 
Your discussion topic should include the following:

· A title.
· A summary of the chosen article.  It must be at least three paragraphs explaining the ethical issue at hand and how you would handle the issue if it were presented to you.
· Include a link to the article.
· You should use the five-step decision-making process (Page 20) to help form your solution.
· Respond to at least two of your classmate’s discussions.  Your response should be at least two paragraphs and include thoughts worthy of a discussion.  Basically, do not respond with, “I agree” or “I like where you are going with this.” for example.


 
 
 
Rev 2          Ed Scoville                      11/30/15

	Environment
	Online


Evaluator(s)
Instructor
Peer
Target Course Competencies
	1.
	Explore how IT organizations approach ethical issues


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Title included
	Yes   No

	2.
	Summary of chosen article
	Yes   No

	3.
	Link to the article
	Yes   No

	4.
	Used the 5-step decision-making process
	Yes   No

	5.
	Responded to at least two classmates
	Yes   No



LP 9 Social Networking
Target Competencies
	1.
	Explore ethical issues surrounding  social networking

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	Learner develops communication skills

	
	1.2.
	Learner participates in class discussions

	
	1.3.
	Learner completes assignments

	
	1.4.
	Learner exhibits effective work habits and attitudes

	
	1.5.
	Learner provides a list of key ethical issues associated with the use of social networking Web sites.

	
	1.6.
	Learner provides an explanation of how do people use social networks.

	
	1.7.
	Learner determines what some of the practical business uses are for social networks.

	
	Learning Objectives

	
	1.a.
	Define a virtual community.

	
	1.b.
	Explore some of the ethical issues associated with a virtual community.

	
	1.c.
	Determine what a social network is.

	
	1.d.
	List the key ethical issues associated with the use of social networking Web sites.


Learning Activities
	1.
	READ Ch. 9 in the Ethics in Information Technology text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	COMPLETE the Social Networking Practice Project in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	COMPLETE the Social Networking Definitions assignment in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	4.
	WATCH the movie Talhotblond.

	
	Learning Materials

	
	Talhotblond
	

	5.
	COMPLETE the Social Networking Movie Questions PAT.

	
	Learning Materials

	
	Talhotblond
	

	6.
	COMPLETE the Current Event Summary Discussions PAT.


Assessment Activities
	1.
	Submit the Social Networking Practice Project Questions.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	Submit the Social Networking Definitions assignment.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	Submit the Social Networking movie questions PAT.

	
	Learning Materials

	
	Talhotblond
	

	4.
	Submit the Current Event Summary Discussion PAT.



LP 9 Social Networking Discussion Board
Directions
Social Networking Current Event
 
Cyber Ethics LP 9
Name: __________________
Total Points Possible: 30    Points Achieved: ________


 
In Blackboard…  
 
You will need to research a current event that involves some form of cyber ethics.  
 
Your discussion topic should include the following:

· A title.
· A summary of the chosen article.  It must be at least three paragraphs explaining the ethical issue at hand and how you would handle the issue if it were presented to you.
· Include a link to the article.
· You should use the five-step decision-making process (Page 20) to help form your solution.
· Respond to at least two of your classmate’s discussions.  Your response should be at least two paragraphs and include thoughts worthy of a discussion.  Basically, do not respond with, “I agree” or “I like where you are going with this.” for example.

Rev 2          Ed Scoville                      11/30/15

	Environment
	Online


Evaluator(s)
Instructor
Peer
Target Course Competencies
	1.
	Examine the impact that IT has on our quality of life


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Title included
	Yes   No

	2.
	Summary of chosen article
	Yes   No

	3.
	Link to the article
	Yes   No

	4.
	Used the 5-step decision-making process
	Yes   No

	5.
	Responded to at least two classmates
	Yes   No



LP 9 Social Networking movie questions.
Directions
Social Networking Movie Questions
 
Cyber Ethics LP 9
Name: __________________
Total Points Possible: 40    Points Achieved: ________

Each question is worth 10 points.

Each question requires more than a one or two sentence answer.  Think about each question and it’s relevance to the movie.  Provide a clear, concise, and thoughtful answer to achieve full points.


 
1.     Was there something you didn't understand about the film? What was that?


2.     What lessons can be learned from the choices made by the characters in this story?


3.     If you had a chance to ask a character in this movie a question, what would it be?


4.     What cyber ethical dilemmas played out in this film?  How would you deal with them?
 
 
 
Rev 1          Ed Scoville                      11/16/15

	Environment
	Online


Evaluator(s)
Instructor
Target Course Competencies
	1.
	Examine the impact that IT has on our quality of life


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Assignment was turned in on time
	Yes   No

	2.
	Question 1 was answered per the instructions
	Yes   No

	3.
	Question 2 was answered per the instructions
	Yes   No

	4.
	Question 3 was answered per the instructions
	Yes   No

	5.
	Question 4 was answered per the instructions
	Yes   No



LP 10 Ethics of IT Organizations
Target Competencies
	1.
	Explore how IT organizations approach ethical issues

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	Learner exhibits effective work habits and attitudes

	
	1.2.
	Learner completes assignments

	
	1.3.
	Learner participates in class discussions

	
	1.4.
	Learner develops communication skills

	
	1.5.
	Learner lists the four most common types of software product liability claims.

	
	1.6.
	Learner comprehends the potential ethical issues that software manufacturers face in making trade-offs between project schedules, project costs, and software quality 

	
	Learning Objectives

	
	1.a.
	Develop an understanding of the consequences when taking shortcuts during software development.

	
	1.b.
	Define safety-critical systems.

	
	1.c.
	Identifies the four most common types of software product liability claims.

	2.
	Examine the impact that IT has on our quality of life

	
	Assessment Strategies

	
	2.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	2.1.
	Learner develops communication skills

	
	2.2.
	Learner participates in class discussions

	
	2.3.
	Learner completes assignments

	
	2.4.
	Learner exhibits effective work habits and attitudes

	
	2.5.
	Learner explores the ethical issues raised due to the disparity between different entities ability to afford significant IT investments.

	
	2.6.
	Learner determines the impact that IT has on the standard of living and worker productivity.

	
	Learning Objectives

	
	2.a.
	Explore how IT organizations approach ethical issues

	
	2.b.
	Explore the impact has IT had on the standard of living.

	
	2.c.
	Explore the impact has IT had on worker productivity.

	
	2.d.
	Explore the impact IT can have on improving productivity by reducing costs.

	
	2.e.
	Explore the impact IT can have on improving productivity by improving quality.


Learning Activities
	1.
	READ Ch. 10 in the Ethics in Information Technology text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	COMPLETE the Ethics of IT Practice Project in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	COMPLETE the Ethics of IT Definitions assignment in the text.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	4.
	WATCH the movie Internet’s Own Boy.

	
	Learning Materials

	
	The Internet's Own Boy: The Story of Aaron Swartz
	

	5.
	COMPLETE the Ethics of IT Movie Questions PAT.

	6.
	COMPLETE the Current Event Summary Discussion PAT.


Assessment Activities
	1.
	Submit the Ethics of IT Organizations Practice Project Questions.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	2.
	Submit the Ethics of IT Organizations Definitions assignment.

	
	Learning Materials

	
	Ethics in Information Technology, 5th Edition
	

	3.
	Submit the Ethics of IT Organizations movie questions PAT.

	
	Learning Materials

	
	The Internet's Own Boy: The Story of Aaron Swartz
	

	4.
	Submit the Current Event Summary Discussion PAT.



LP 10 Ethics of an IT Organization movie questions.
Directions
Ethics of IT Organizations Movie Questions
 
Cyber Ethics LP 10
Name: __________________
Total Points Possible: 40    Points Achieved: ________

Each question is worth 10 points.


Each question requires more than a one or two sentence answer.  Think about each question and it’s relevance to the movie.  Provide a clear, concise, and thoughtful answer to achieve full points.


 
1.     Was there something you didn't understand about the film? What was that?


2.     What lessons can be learned from the choices made by the characters in this story?


3.     If you had a chance to ask a character in this movie a question, what would it be?


4.     What cyber ethical dilemmas played out in this film?  How would you deal with them?
Rev 1          Ed Scoville                      11/16/15

	Environment
	Online


Evaluator(s)
Instructor
Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Assignment was turned in on time
	Yes   No

	2.
	Question 1 was answered per the instructions
	Yes   No

	3.
	Question 2 was answered per the instructions
	Yes   No

	4.
	Question 3 was answered per the instructions
	Yes   No

	5.
	Question 4 was answered per the instructions
	Yes   No



LP 10 Ethics of an IT Organization Discussion Board.
Directions
Ethics of IT Organizations Current Event
 
Cyber Ethics LP 10
Name: __________________
Total Points Possible: 30    Points Achieved: ________
In Blackboard…  
 
You will need to research a current event that involves some form of cyber ethics.  
 
Your discussion topic should include the following:

· A title.
· A summary of the chosen article.  It must be at least three paragraphs explaining the ethical issue at hand and how you would handle the issue if it were presented to you.
· Include a link to the article.
· You should use the five-step decision-making process (Page 20) to help form your solution.
· Respond to at least two of your classmate’s discussions.  Your response should be at least two paragraphs and include thoughts worthy of a discussion.  Basically, do not respond with, “I agree” or “I like where you are going with this.” for example.

Rev 2          Ed Scoville                      11/30/15

	Environment
	Online


Evaluator(s)
Instructor
Peer
Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	Title included
	Yes   No

	2.
	Summary of chosen article
	Yes   No

	3.
	Link to the article
	Yes   No

	4.
	Used the 5-step decision-making process
	Yes   No

	5.
	Responded to at least two classmates
	Yes   No



Group Project
Target Competencies
	1.
	Discuss the meaning of Ethics

	
	Assessment Strategies

	
	1.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	1.1.
	Develop communication skills

	
	1.2.
	Explore the definition of ethics

	
	1.3.
	Learner completes assignments

	
	1.4.
	Learner participates in the class discussion

	
	1.5.
	Learner exhibits effective work habits and attitudes

	
	Learning Objectives

	
	1.a.
	Determine the importance of ethical behavior.

	
	1.b.
	Analyze various approaches in ethical decision making.

	
	1.c.
	Analyze trends that have increased the risk of using information technology in an unethical manner.

	2.
	Explore ethics for the IT professional

	
	Assessment Strategies

	
	2.1.
	Written Objective Test

	
	Criteria

	
	You will know when you are successful when:

	
	2.1.
	Learner completes assignments

	
	2.2.
	Learner participates in the class discussion

	
	2.3.
	Learner exhibits effective work habits and attitudes

	
	2.4.
	Learner understands the meaning of compliance in the context of ethical behavior within Information Technology.

	
	2.5.
	Learner develops communication sills

	
	Learning Objectives

	
	2.a.
	Determine the factors that are transforming the professional services industry.

	
	2.b.
	Determine how different variables affect the ethical behavior of IT professionals.

	
	2.c.
	Manage key ethical issues that can arise within various relationships.


Learning Activities
	1.
	Read the Group Project activity sheet

	2.
	Gather in the designated groups and agree on a group name.  Submit it to your instructor.

	3.
	As a group, pick your first, second, and third choice of books.  Submit your choices to your instructor.

	4.
	As a group, determine future group meeting times.


Assessment Activities
	1.
	Complete Phase 1 of the Cyber Ethics Group Project.

	2.
	Complete Phases 2 and 3  of the Cyber Ethics Group Project.

	3.
	Complete Phase 3 of the Cyber Ethics Group Project.



Group Project
Directions
Group Project
 
Cyber Ethics
Name: __________________
Total Points Possible: 300    Points Achieved: ________


Welcome to your Cyber Ethics Group Project.  Once you have been placed into your group your group will need to make the following decisions and report them back to your instructor:
Phase 1:  50 points
 
1.     Group name
2.     Read the Cyber Ethics Book Descriptions and choose three books that your group would like to read.  
3.     List the books by your first, second, and third choice. 
4.     Develop a typed group contract that states the following:
- What date the group agrees to have finished reading the book by.
- Three dates the group will meet to discuss the book during the reading process.
- List who will be the Leader, Organizer, Secretary, Editor, and Group Member
- Type each group members name and have each group member sign the contract.
5.     Submit your contract and book choices to your instructor for approval.
 
Phase 2:  200 points

1.     Choose one of the following for your group project:

        Pretend you are a talk show host and interview the main character(s).
        Dramatize a scene from the story with other group members.
        Prepare a television commercial about your book. Act out the commercial for your 
 classmates.
        Write a ballad or song about the characters and events in your story. Set the words to 
 the music of a popular song and sing it to the class.
        Pretend you are giving a late breaking newscast concerning a scene from your book.
        Create a podcast discussing two integral parts of the book and how they relate to cyber 
 ethics.
        Group choice – present an idea to your instructor for approval – must be creative.


2.     You may choose to record your project and play it for the class as your presentation, but if you are planning to use lab equipment you must schedule a time to use the equipment in the lab outside of normal class times.
3.     All presentations must be a minimum of five minutes long.
4.     You need to incorporate Cyber Ethics into your project.  As a group, discuss how you will do this with your instructor.
 
 
Phase 3:  50 points
 
1.     Each group member must fill out a Team Member Evaluation rubric for all other group members.
2.     These must be turned in the day of the presentation, and MUST NOT be shared with the other group members.
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	Environment
	Lab


Evaluator(s)
Instructor
Target Course Competencies
	1.
	Discuss the meaning of Ethics

	2.
	Explore ethics for the IT professional

	3.
	Implement trustworthy security methods by investigating various computer and Internet crimes

	4.
	Explore privacy laws

	5.
	Examine the First Amendment

	6.
	Determine what intellectual property is

	7.
	Explore ethical issues surrounding  social networking

	8.
	Explore how IT organizations approach ethical issues

	9.
	Examine the impact that IT has on our quality of life


Scoring Standard
You must achieve a rating of "yes" on each criterion to demonstrate competence.
Scoring Guide
	
	Criteria
	Ratings

	1.
	The group member attended group meetings.
	Yes   No

	2.
	The group member participated in all group activities to include meetings and assignments.
	Yes   No

	3.
	The group member met all manner of professionalism to include: dress, mannerisms, speech, writing, and attitude.
	Yes   No

	4.
	The group member completed and turned in their projects on time.
	Yes   No

	5.
	The group provided all deliverables as stated in the project guidelines.
	Yes   No

	6.
	The group delivered a clear and concise, easily understandable, well-rehearsed and prepared presentation with confidence.
	Yes   No
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