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Northeast Wisconsin Technical College
10-150-197 058120  IT:Network:Linux 3
Course Design
Course Information
	
	Alternate Title
	IT:Network:Linux 3

	
	Description
	10-150-197 IT:NETWORK:LINUX 3...designing, implementing, and securing various network applications and services in a Linux-based network including, Web, Secure Web, FTP, SSH, DHCP, DNS, IDS, VPN, VOIP, etc.; implementation in a virtual environment. (Prerequisite: 10-150-158, IT:Network:Linux 2)

	
	Instructional Level
	10

	
	Total Credits
	3.00

	
	Total Hours
	90.00


Pre/Corequisites
	Prerequisite
	10-150-157 IT:Network:UNIX/LINUX-Intro


Course Competencies
	1.
	Install the Linux operating system in both a physical and virtual environment.

	
	Assessment Strategies

	
	1.1.
	by installing the Linux operating system in both a physical and virtual environment.

	
	Criteria

	
	Your performance will be successful when:

	
	1.1.
	you install a Linux operating system on physical hardware.

	
	1.2.
	you install virtualization software.

	
	1.3.
	you install the Linux operating system in a virtual machine.

	
	1.4.
	you create a workable disk partitioning scheme for the specific Linux machine's role in the network environment.

	
	1.5.
	you install an initial set of Linux services and applications based on the expected role of the Linux machine.

	
	1.6.
	you create user accounts on your Linux servers.  These users should exist on each Linux machine.

	
	1.7.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	1.a.
	Review uses for Linux operating system.

	
	1.b.
	Identify various server roles in a network environment.

	
	1.c.
	Discuss and review the Linux installation process.

	
	1.d.
	Clarify Linux device notation for disks and partitions.

	
	1.e.
	Clarify types of file system partitions and filesystems.

	
	1.f.
	Discuss virtualzation and related product.

	
	1.g.
	Differentiate a physical server install versus a virtual server install.

	2.
	Modify a functional network by installing and configuring applications packaged for a specific version of Linux.

	
	Assessment Strategies

	
	2.1.
	by modifying a functional network by installing and configuring applications packaged for a specific version of Linux.

	
	Criteria

	
	Your performance will be successful when:

	
	2.1.
	you install additional software packages supplied in an appropriate binary format (such as RPM or DEB files) on a Linux machine after the intial operating system installation.

	
	2.2.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	2.a.
	Discuss the types of packages available for various distributions of Linux.

	
	2.b.
	Explain the process for obtaining packages from vendors.

	
	2.c.
	Identify the tasks require to install a given Linux package on a running server.

	
	2.d.
	Defend choices made during your implementation.

	3.
	Modify a functional network by compiling, installing, and configuring applications distributed as source code.

	
	Assessment Strategies

	
	3.1.
	by modifying a functional network by compiling, installing, and configuring applications distributed as source code.

	
	Criteria

	
	Your performance will be successful when:

	
	3.1.
	you extract, compile, and install additional software provided as source code on a Linux machine after the initial operating system installation.

	
	3.2.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	3.a.
	Differentiate software distributed as source code versus software provided in packages.

	
	3.b.
	Study the important files and directives that control the compilation process.

	
	3.c.
	Demonstrate the process of extracting the source code, compiling the code, and installing the new software in a Linux environment.

	4.
	Create an "internal" network separated from an "external" network using a Linux-based NAT/Routing/Firewall server.

	
	Assessment Strategies

	
	4.1.
	by creating an "internal" network separated from an "external" network using a Linux-based NAT/Routing server.

	
	Criteria

	
	Your performance will be successful when:

	
	4.1.
	you setup a physical topology that allows for an isolated internal network with access to the classroom network only via the Linux-based router machine.

	
	4.2.
	you configure a multi-homed Linux machine to act as a router between an internal network and the classroom network.

	
	4.3.
	you configure a Linux-based router to perform NAT translation on outgoing packets.

	
	4.4.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	4.a.
	Review the hardware required to physically implement an internal network.

	
	4.b.
	Explain the process of activating the routing process on a multi-homed Linux machine.

	
	4.c.
	Describe the role of a firewall on a Linux-based router.

	
	4.d.
	Describe the role of Network Address Translation (NAT) on a router transfering packets from an internal network to an external network.

	
	4.e.
	Explain the process of activating the NAT process on a Linux based router.

	5.
	Implement a Linux-based DNS solution in your network.

	
	Assessment Strategies

	
	5.1.
	by implementing a Linux-based DNS solution in your network.

	
	Criteria

	
	Your performance will be successful when:

	
	5.1.
	you design an appropriate DNS solution.

	
	5.2.
	you configure an appropriate Linux server to act as a primary or master DNS server with working configurations files for both a forward and reverse lookup zones.

	
	5.3.
	you configure a DNS server to forward non-authoritative requests to an external DNS server

	
	5.4.
	you configure an appropriate  Linux server to act as a secondary or slave DNS server.  This server will obtain its zone data via a zone transfer from the primary/master DNS server.

	
	5.5.
	you configure servers and workstations in your internal network to send DNS requests to your DNS server.

	
	5.6.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	5.a.
	Review the role of DNS services in network environment.

	
	5.b.
	Describe the software required to implement a Linux-based DNS server.

	
	5.c.
	Explain the structure of the configuration files required for operation of a DNS server.

	
	5.d.
	Contrast the role of a primary or master DNS server versus a secondary or slave DNS server.

	
	5.e.
	Explain the configuration differences between a primary and secondary DNS server.

	
	5.f.
	Explain the process of configuring a client machine to utilize a local DNS server.

	
	5.g.
	Describe or review the process of starting and stopping a DNS daemon process on a Linux server.

	
	5.h.
	Describe or review configuring a DNS daemon process on a Linux server to automatically start at boot time.

	6.
	Implement a Linux-based DHCP solution in your network.

	
	Assessment Strategies

	
	6.1.
	by implementing a Linux-based DHCP solution in your network.

	
	Criteria

	
	Your performance will be successful when:

	
	6.1.
	you design an appropriate DHCP solution.

	
	6.2.
	you configure an appropriate Linux server to act as a DHCP server with working configurations files for to  provide IP configuration information to clients on the internal network only

	
	6.3.
	you provide fault-tolerence and load balencing for DHCP by configuring an appropriate Linux server to act as a second DHCP server, splitting the subnet IP addresses with the first DHCP server.

	
	6.4.
	you configure at least one DHCP client on the internal network to obtain its IP configuraton automatically.

	
	6.5.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	6.a.
	Review the role of DHCP services in network environment.

	
	6.b.
	Describe the software required to implement a Linux-based DHCP server.

	
	6.c.
	Explain the structure of the configuration files required for operation of a DHCP server.

	
	6.d.
	Describe the need for fault-tolerance and load balancing of DHCP services.

	
	6.e.
	Explain the configuration steps to provide fault-tolerance and load balancing by splitting a DHCP subnet between servers.

	
	6.f.
	Review the process of configuring a client to obtain IP information automatically from a DHCP service.

	
	6.g.
	Describe or review the process of starting and stopping a DHCP daemon process on a Linux server.

	
	6.h.
	Describe or review configuring a DHCP daemon process on a Linux server to automatically start at boot time.

	7.
	Implement a Linux-based NTP solution in your network.

	
	Assessment Strategies

	
	7.1.
	by implementing a Linux-based NTP solution in your network.

	
	Criteria

	
	Your performance will be successful when:

	
	7.1.
	you design an appropriate NTP solution.

	
	7.2.
	you configure one Linux server in your environment to obatin the accurate time from the Internet using NTP.  

	
	7.3.
	you configure servers and workstations in your private network to obtain their time from an internal NTP server.

	
	7.4.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	7.a.
	Review the role of NTP services in network environment.

	
	7.b.
	Describe the software required to implement a Linux-based NTP server.

	
	7.c.
	Explain the structure of the configuration files required for operation of a NTP server.

	
	7.d.
	Describe the need for fault-tolerance and load balancing of NTP services.

	
	7.e.
	Review the process of configuring a server to obtain time from a public NTP server on the Internet.

	
	7.f.
	Review the process of configuring a client/server to obtain time from an internal NTP server.

	8.
	Implement a Linux-based NFS solution in your network.

	
	Assessment Strategies

	
	8.1.
	by implementing a Linux-based NFS solution in your network.

	
	Criteria

	
	Your performance will be successful when:

	
	8.1.
	you design an appropriate NFS solution.

	
	8.2.
	you configure an appropriate Linux server to provide access to a shared file system folder using NFS.  This shared area should be accessible to any machine on the internal network.

	
	8.3.
	you configure an NFS share to be accessible to any user whether or not that user is defined on the NFS server.

	
	8.4.
	you configure an NFS share to be accessible to only specific users and/or groups defined on the NFS server.

	
	8.5.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	8.a.
	Review the role of NFS services in network environment.

	
	8.b.
	Describe the software required to implement a Linux-based NFS server.

	
	8.c.
	Explain the structure of the configuration files required for operation of a NFS server.

	
	8.d.
	Explain the process of configuring a Linux client machine to utilize a local NFS server.

	
	8.e.
	Describe or review the process of starting and stopping a NFS daemon process on a Linux server.

	
	8.f.
	Describe or review configuring a NFS daemon process on a Linux server to automatically start at boot time.

	9.
	Implement a Linux-based web solution in your network.

	
	Assessment Strategies

	
	9.1.
	by implementing a Linux-based web solution in your network.

	
	Criteria

	
	Your performance will be successful when:

	
	9.1.
	you design an appropriate web server solution.

	
	9.2.
	you install an HTTP service on an appropriate Linux server on your internal network.

	
	9.3.
	you create DNS records in your zone(s) to support access to your web sites

	
	9.4.
	you configure an HTML site (with at least 3 interconnected web pages) to be displayed as www.yourdomain.local.  

	
	9.5.
	you configure a single Linux server to support multiple HTML virtual hosts (with at least 3 interconnected web pages for each virtual host) .

	
	9.6.
	you configure a web site using HTML server directives so that a specific directory can be accessed only by machines on the internal network.

	
	9.7.
	you configure a web site using HTML server directives so that a specific directory can be accessed only by specified users and/or groups of users.

	
	9.8.
	you configure a web site to require encrypted communictation using SSL

	
	9.9.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	9.a.
	Review the role of web services in network environment.

	
	9.b.
	Describe the software required to implement a Linux-based web server.

	
	9.c.
	Explain the structure of the configuration files required for operation of a web server.

	
	9.d.
	Explain the role of virtual hosts in a web server implementation.

	
	9.e.
	Differentiate accessing a virtual host using different IP addresses versus using a single IP address and Named Virtual Hosts.

	
	9.f.
	Explain how to restrict access to a web site based on the IP address of the client machine.

	
	9.g.
	Explain how to restrict access to a web site based on user and/or group names.

	
	9.h.
	Describe or review private key and public key encryption and the use of certificates.

	
	9.i.
	Explain the generation of private keys, public keys, and certificates using Linux command line utilities to support SSL.

	
	9.j.
	Explain how to configure a web site to use and/or require SSL encryptions.

	
	9.k.
	Describe or review the process of starting and stopping a web daemon process on a Linux server.

	
	9.l.
	Describe or review configuring a web daemon process on a Linux server to automatically start at boot time.

	10.
	Implement a Linux-based e-mail solution in your network.

	
	Assessment Strategies

	
	10.1.
	by implementing a Linux-based e-mail solution in your network.

	
	Criteria

	
	Your performance will be successful when:

	
	10.1.
	you design an appropriate SMTP solution.

	
	10.2.
	you install and configure an SMTP email service on an appropriate Linux machine.

	
	10.3.
	you configure the email server to send email with source SMTP address in the form "user@domain.local" --- the name of the Linux server should not be included.

	
	10.4.
	you prevent SMTP relaying from external domains while still allowing relaying from machines on the internal network only.

	
	10.5.
	you configure DNS to include an MX record to allow external domains to find your SMTP email server

	
	10.6.
	you install and configure appropriate service(s) to allow email clients to retrieve their messages using the IMAP protocol.  No other client protocols (such as POP) should be allowed.

	
	10.7.
	you configure at least one email client to send and retrieve Internet email via your SMTP server

	
	10.8.
	you install and configure a web-based email service on your SMTP server.  Ensure client machines can send and recieve email using a web browser.

	
	10.9.
	you configure your Linux-based router to forward SMTP email sent from external domains to your internal SMTP server without exposing the IP addresses of your internal network.

	
	10.10.
	you implement basic anti-SPAM software on your SMTP server.  At a minimum messages identified as SPAM should be marked appropriately.

	
	10.11.
	you configure your Linux machines not acting as the SMTP server to forward all email to the SMTP server; all email messages should be stored only on the main SMTP server.

	
	10.12.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	10.a.
	Review the role of email services in network environment.

	
	10.b.
	Describe the software required to implement a Linux-based email server.

	
	10.c.
	Explain the structure of the configuration files required for operation of a email server.

	
	10.d.
	Describe the potential problems caused by message relaying by a mail server

	
	10.e.
	Explain common configuration options for changing the behavior of the email server.

	
	10.f.
	Describe common client-level email protocols such as IMAP and POP3.

	
	10.g.
	Describe installing and configuring a web-based email service.

	
	10.h.
	Explain the need for port-forwarding on a NAT based router so email messages coming from external sources can reach the email server.

	
	10.i.
	Review the problems caused by SPAM and what a spam filter can do to help the problem.

	
	10.j.
	Describe the problems with having all Linux servers storing local mail by default and explain how to configure a Linux server to forward all local mail to the central email server.

	
	10.k.
	Describe or review the process of starting and stopping a email daemon process on a Linux server.

	
	10.l.
	Describe or review configuring a email daemon process on a Linux server to automatically start at boot time.

	11.
	Implement a Linux-based SQL-based database solution in your network.

	
	Assessment Strategies

	
	11.1.
	by implementing a Linux-based SQL-based database solution in your network.

	
	Criteria

	
	Your performance will be successful when:

	
	11.1.
	you design an appropriate SQL server solution.

	
	11.2.
	you install and configure an SQL-based service on an appropriate Linux server on the private network.

	
	11.3.
	you create a database or schema using command line SQL commands. Inside the database create multiple tables related to each other via specific fields.

	
	11.4.
	you create a multiple tables inside of a database or schema using command line SQL commands. 

	
	11.5.
	you relate multiple tables inside of a database using key fields.

	
	11.6.
	you import data from a Comma Separated Value (CSV) file into a database on your SQL-based service  using command line SQL commands.

	
	11.7.
	you perform a simple SQL SELECT statement to verify correct data storage in your SQL-based service.

	
	11.8.
	you perform a backup and restore of your SQL-based database.  

	
	11.9.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	11.a.
	Review the role of database services in network environment.

	
	11.b.
	Describe the software required to implement a Linux-based database server.

	
	11.c.
	Explain the structure of the configuration files required for operation of a database server.

	
	11.d.
	Describe the structure of a common SQL database including tables, fields, key fields, and data types.

	
	11.e.
	Explain the command line utility to create a database (schema), table and fields.

	
	11.f.
	Explain the command line utility to import data from a comma separated value (CSV) file into a table.

	
	11.g.
	Explain how to perform a simple query to verify the data exists in the tables of a database.

	
	11.h.
	Explain how to backup and restore a database, tables, and data.

	
	11.i.
	Describe or review the process of starting and stopping a database daemon process on a Linux server.

	
	11.j.
	Describe or review configuring a database daemon process on a Linux server to automatically start at boot time.

	12.
	Implement other industry desirable Linux-based applications in your network.

	
	Assessment Strategies

	
	12.1.
	by implementing other industry desirable Linux-based applications in your network.

	
	Criteria

	
	Your performance will be successful when:

	
	12.1.
	you make appropriate design decisions necessary to yield a sucessful implementation.

	
	12.2.
	you install additional software sevices and features as determined by the instructor as guided by industry advice or the interest of the student.

	
	12.3.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	12.a.
	Predict other useful services and applications and their roles in a network environment.

	
	12.b.
	Predict the software required to implement other a Linux-based services.

	
	12.c.
	Generalize the process of installing, configuring, starting and testing other Linux-based services.

	13.
	Schedule various administrative tasks to run on a recurring basis.

	
	Assessment Strategies

	
	13.1.
	by scheduling various administrative tasks.

	
	Criteria

	
	Your performance will be successful when:

	
	13.1.
	you automate an administrative task by creating a Linux script file to combine multiple Linux commands.

	
	13.2.
	you schedule an administrative task using the Linux cron service.

	
	13.3.
	you restrict or provide access to the user level cron service for specific users using cron configuration files

	
	13.4.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	13.a.
	Explain or review Linux scripting techniques, including the she-bang, exit, and looping and branching structures.

	
	13.b.
	Explain the purpose of the cron daemon.

	
	13.c.
	Explain how the configurationi files for cron work at the system and user levels.

	
	13.d.
	Explain how to restrict specific users from setting up user level cron jobs.


Grading Information
Grading determined by points.  There is no weighting of work. 
	Source
	Pts
	% of points

	Labs (3X200) 
	600
	25%

	MidTerm Written Exam 
	500
	21%

	MidTerm Lab Exam
	500
	21%

	Final Project
	800
	33%


Grades based on percentage of total points earned: 
	% Points Attained
	Grade

	90-100
	A

	80-89
	B

	70-79
	C

	60-69
	D

	00-59
	F



Meta Tags
LINUX, VI, COMMAND, LONG-DIRECTORY-STRUCTURE, EDITOR, SHELL, SCRIPT, PROGRAMMING 

Course Learning Plans and Performance Assessment Tasks
Build the Environment and Linux System needed
Overview/Purpose
In this learning plan you will learn how to build the environment and Linux system needed.
Target Competencies
	1.
	Install the Linux operating system in both a physical and virtual environment.

	
	Assessment Strategies

	
	1.1.
	by installing the Linux operating system in both a physical and virtual environment.

	
	Criteria

	
	Your performance will be successful when:

	
	1.1.
	you install a Linux operating system on physical hardware.

	
	1.2.
	you install virtualization software.

	
	1.3.
	you install the Linux operating system in a virtual machine.

	
	1.4.
	you create a workable disk partitioning scheme for the specific Linux machine's role in the network environment.

	
	1.5.
	you install an initial set of Linux services and applications based on the expected role of the Linux machine.

	
	1.6.
	you create user accounts on your Linux servers.  These users should exist on each Linux machine.

	
	1.7.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	1.a.
	Review uses for Linux operating system.

	
	1.b.
	Identify various server roles in a network environment.

	
	1.c.
	Discuss and review the Linux installation process.

	
	1.d.
	Clarify Linux device notation for disks and partitions.

	
	1.e.
	Clarify types of file system partitions and filesystems.

	
	1.f.
	Discuss virtualzation and related product.

	
	1.g.
	Differentiate a physical server install versus a virtual server install.

	2.
	Modify a functional network by installing and configuring applications packaged for a specific version of Linux.

	
	Assessment Strategies

	
	2.1.
	by modifying a functional network by installing and configuring applications packaged for a specific version of Linux.

	
	Criteria

	
	Your performance will be successful when:

	
	2.1.
	you install additional software packages supplied in an appropriate binary format (such as RPM or DEB files) on a Linux machine after the intial operating system installation.

	
	2.2.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	2.a.
	Discuss the types of packages available for various distributions of Linux.

	
	2.b.
	Explain the process for obtaining packages from vendors.

	
	2.c.
	Identify the tasks require to install a given Linux package on a running server.

	
	2.d.
	Defend choices made during your implementation.

	3.
	Modify a functional network by compiling, installing, and configuring applications distributed as source code.

	
	Assessment Strategies

	
	3.1.
	by modifying a functional network by compiling, installing, and configuring applications distributed as source code.

	
	Criteria

	
	Your performance will be successful when:

	
	3.1.
	you extract, compile, and install additional software provided as source code on a Linux machine after the initial operating system installation.

	
	3.2.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	3.a.
	Differentiate software distributed as source code versus software provided in packages.

	
	3.b.
	Study the important files and directives that control the compilation process.

	
	3.c.
	Demonstrate the process of extracting the source code, compiling the code, and installing the new software in a Linux environment.


Learning Activities
	1.
	Listen to lecture - watch instructor demonstrate and work with IPTABLES

	2.
	Complete lab - Complete Lab 1

	3.
	Review for Midterm Exam


Assessment Activities
	1.
	Complete Lab 1  all exercises

	
	Learning Materials

	
	Lab1 Station Diagram
	Lab1-StationDiagramESXi.docx

	
	Lab1 Exercise 1
	Lab1-Exercise1-Routing(1).docx

	
	Lab1 Exercise2
	Lab1-Exercise2-DHCP(1).docx

	
	Lab1 - Exercise 6
	Lab1-Exercise6-ServerWorstation(1).docx

	
	Lab1 Install Cent OS 
	Lab1-installCentOS60(1).docx

	
	Lab1 - Prep VMWare Document
	Lab1-Prep-VMware(1).docx



Complete Lab  1 - Building a custom Environment
Target Course Competencies
	1.
	Install the Linux operating system in both a physical and virtual environment.

	2.
	Modify a functional network by installing and configuring applications packaged for a specific version of Linux.

	3.
	Modify a functional network by compiling, installing, and configuring applications distributed as source code.


Scoring Standard
Students must score a "met" on all criteria as part of demonstrating successful lab completion. Successful performance of the lab is required for course completion and is valued at 100 points
 Scoring Guide
	
	Criteria
	Ratings

	1.
	you install a Linux operating system on physical hardware.
	Met   Not Met

	2.
	you install virtualization software.
	Met   Not Met

	3.
	you install the Linux operating system in a virtual machine.
	Met   Not Met

	4.
	you create a workable disk partitioning scheme for the specific Linux machine's role in the network environment.
	Met   Not Met

	5.
	you install an initial set of Linux services and applications based on the expected role of the Linux machine.
	Met   Not Met

	6.
	you create user accounts on your Linux servers.  These users should exist on each Linux machine.
	Met   Not Met

	7.
	you defend choices made during your implementation.
	Met   Not Met

	8.
	you install additional software packages supplied in an appropriate binary format (such as RPM or DEB files) on a Linux machine after the intial operating system installation.
	Met   Not Met

	9.
	you defend choices made during your implementation.
	Met   Not Met

	10.
	you extract, compile, and install additional software provided as source code on a Linux machine after the initial operating system installation.
	Met   Not Met

	11.
	you defend choices made during your implementation.
	Met   Not Met



Configure  firewalls and system access using IP TABLES
Overview/Purpose
In this learning plan you will configure firewalls and system access using IP TABLES.
Target Competencies
	1.
	Create an "internal" network separated from an "external" network using a Linux-based NAT/Routing/Firewall server.

	
	Assessment Strategies

	
	1.1.
	by creating an "internal" network separated from an "external" network using a Linux-based NAT/Routing server.

	
	Criteria

	
	Your performance will be successful when:

	
	1.1.
	you setup a physical topology that allows for an isolated internal network with access to the classroom network only via the Linux-based router machine.

	
	1.2.
	you configure a multi-homed Linux machine to act as a router between an internal network and the classroom network.

	
	1.3.
	you configure a Linux-based router to perform NAT translation on outgoing packets.

	
	1.4.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	1.a.
	Review the hardware required to physically implement an internal network.

	
	1.b.
	Explain the process of activating the routing process on a multi-homed Linux machine.

	
	1.c.
	Describe the role of a firewall on a Linux-based router.

	
	1.d.
	Describe the role of Network Address Translation (NAT) on a router transfering packets from an internal network to an external network.

	
	1.e.
	Explain the process of activating the NAT process on a Linux based router.


Learning Activities
	1.
	Listen to Lecture - Students will listen as the instructor demonstrates, explains and covers IPTABLES

	2.
	Review for Midterm Exam

	3.
	Complete Practice LAB -

	
	Learning Materials

	
	Lab2 Practice
	Lab2-Exercise1-PRACTICE.docx


Assessment Activities
	1.
	Complete Lab2 - Exercise 1

	
	Learning Materials

	
	Lab2 Exercise1 Configuring IP Tables
	Lab2-Exercise1-IPTABLES.docx

	2.
	Complete Lab2 Exercise 2

	
	Learning Materials

	
	Lab2 - Exercise 2 Configuring IP Tables and firewalls for access
	Lab2-Exercise2-IPTABLES.docx



Complete lab 2 - Securing the environment with IPTABLES, Intrusion Detection, and Virtual Private Networking
Directions
Complete the lab following the instructions for  IPTABLES, setting up intrusion detection and also Virtual Private Networking
Target Course Competencies
	1.
	Create an "internal" network separated from an "external" network using a Linux-based NAT/Routing/Firewall server.


Scoring Standard
Students must score a "met" on all criteria as part of demonstrating successful lab completion. Successful performance of the lab is required for course completion and is valued at 100 points
Scoring Guide
	
	Criteria
	Ratings

	1.
	you setup a physical topology that allows for an isolated internal network with access to the classroom network only via the Linux-based router machine.
	Met   Not Met

	2.
	you configure a multi-homed Linux machine to act as a router between an internal network and the classroom network.
	Met   Not Met

	3.
	you configure a Linux-based router to perform NAT translation on outgoing packets.
	Met   Not Met

	4.
	you defend choices made during your implementation.
	Met   Not Met



Detect and protect against network intrusion with SNORT
Overview/Purpose
In this learning plan you will learn how to detect and protect against network intrusion with SNORT.
Target Competencies
	1.
	Modify a functional network by compiling, installing, and configuring applications distributed as source code.

	
	Assessment Strategies

	
	1.1.
	by modifying a functional network by compiling, installing, and configuring applications distributed as source code.

	
	Criteria

	
	Your performance will be successful when:

	
	1.1.
	you extract, compile, and install additional software provided as source code on a Linux machine after the initial operating system installation.

	
	1.2.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	1.a.
	Differentiate software distributed as source code versus software provided in packages.

	
	1.b.
	Study the important files and directives that control the compilation process.

	
	1.c.
	Demonstrate the process of extracting the source code, compiling the code, and installing the new software in a Linux environment.

	2.
	Create an "internal" network separated from an "external" network using a Linux-based NAT/Routing/Firewall server.

	
	Assessment Strategies

	
	2.1.
	by creating an "internal" network separated from an "external" network using a Linux-based NAT/Routing server.

	
	Criteria

	
	Your performance will be successful when:

	
	2.1.
	you setup a physical topology that allows for an isolated internal network with access to the classroom network only via the Linux-based router machine.

	
	2.2.
	you configure a multi-homed Linux machine to act as a router between an internal network and the classroom network.

	
	2.3.
	you configure a Linux-based router to perform NAT translation on outgoing packets.

	
	2.4.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	2.a.
	Review the hardware required to physically implement an internal network.

	
	2.b.
	Explain the process of activating the routing process on a multi-homed Linux machine.

	
	2.c.
	Describe the role of a firewall on a Linux-based router.

	
	2.d.
	Describe the role of Network Address Translation (NAT) on a router transfering packets from an internal network to an external network.

	
	2.e.
	Explain the process of activating the NAT process on a Linux based router.


Learning Activities
	1.
	Listen to Lecture  - Instructor will demonstrate  the use of the SNORT utility and will explain how firewalls can be tested with this utility

	2.
	Review for Midterm

	3.
	Complete  Snort Lab

	
	Learning Materials

	
	Complete Pactice SNORT Lab
	Lab2-Exercise3-SNORTx86_64.docx


Assessment Activities
	1.
	Complete Lab 2 Exercise 3

	
	Learning Materials

	
	Lab2 Exercise 3
	Lab2-Exercise3-SNORTx86_64.docx



Install, configure, and work with Virtual Private Networking using Open VPN
Overview/Purpose
In this learning plan you will learn how to install, configure and work with Virtual Private Networking using Open VPN.
Target Competencies
	1.
	Create an "internal" network separated from an "external" network using a Linux-based NAT/Routing/Firewall server.

	
	Assessment Strategies

	
	1.1.
	by creating an "internal" network separated from an "external" network using a Linux-based NAT/Routing server.

	
	Criteria

	
	Your performance will be successful when:

	
	1.1.
	you setup a physical topology that allows for an isolated internal network with access to the classroom network only via the Linux-based router machine.

	
	1.2.
	you configure a multi-homed Linux machine to act as a router between an internal network and the classroom network.

	
	1.3.
	you configure a Linux-based router to perform NAT translation on outgoing packets.

	
	1.4.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	1.a.
	Review the hardware required to physically implement an internal network.

	
	1.b.
	Explain the process of activating the routing process on a multi-homed Linux machine.

	
	1.c.
	Describe the role of a firewall on a Linux-based router.

	
	1.d.
	Describe the role of Network Address Translation (NAT) on a router transfering packets from an internal network to an external network.

	
	1.e.
	Explain the process of activating the NAT process on a Linux based router.


Learning Activities
	1.
	Listen to Lecture - Instructor will explain and demonstrate Virtual Private Networking with Open VPN

	2.
	Review for Midterm

	3.
	Review Previous Lab2 Exercises


Assessment Activities
	1.
	Complete lab - Lab2 -Exercise4

	
	Learning Materials

	
	Lab2 Exercise 4
	Lab2-Exercise4-OpenVPNx86_64(2).docx



Complete Written Midterm (proprietary)
Target Course Competencies
	1.
	Install the Linux operating system in both a physical and virtual environment.

	2.
	Modify a functional network by installing and configuring applications packaged for a specific version of Linux.

	3.
	Modify a functional network by compiling, installing, and configuring applications distributed as source code.

	4.
	Create an "internal" network separated from an "external" network using a Linux-based NAT/Routing/Firewall server.


Rating Scale
	Value
	Description

	500
	Student must complete written exam (proprietary) and will be graded upon successful completion of answers


Scoring Guide
	
	Criteria
	Ratings

	1.
	you install a Linux operating system on physical hardware.
	Met   Not Met

	2.
	you install virtualization software.
	Met   Not Met

	3.
	you install the Linux operating system in a virtual machine.
	Met   Not Met

	4.
	you create a workable disk partitioning scheme for the specific Linux machine's role in the network environment.
	Met   Not Met

	5.
	you install an initial set of Linux services and applications based on the expected role of the Linux machine.
	Met   Not Met

	6.
	you create user accounts on your Linux servers.  These users should exist on each Linux machine.
	Met   Not Met

	7.
	you defend choices made during your implementation.
	Met   Not Met

	8.
	you install additional software packages supplied in an appropriate binary format (such as RPM or DEB files) on a Linux machine after the intial operating system installation.
	Met   Not Met

	9.
	you defend choices made during your implementation.
	Met   Not Met

	10.
	you extract, compile, and install additional software provided as source code on a Linux machine after the initial operating system installation.
	Met   Not Met

	11.
	you defend choices made during your implementation.
	Met   Not Met

	12.
	you setup a physical topology that allows for an isolated internal network with access to the classroom network only via the Linux-based router machine.
	Met   Not Met

	13.
	you configure a multi-homed Linux machine to act as a router between an internal network and the classroom network.
	Met   Not Met

	14.
	you configure a Linux-based router to perform NAT translation on outgoing packets.
	Met   Not Met

	15.
	you defend choices made during your implementation.
	Met   Not Met



Complete Lab Midterm (Proprietary)
Target Course Competencies
	1.
	Install the Linux operating system in both a physical and virtual environment.

	2.
	Modify a functional network by installing and configuring applications packaged for a specific version of Linux.

	3.
	Modify a functional network by compiling, installing, and configuring applications distributed as source code.

	4.
	Create an "internal" network separated from an "external" network using a Linux-based NAT/Routing/Firewall server.


Rating Scale
	Value
	Description

	500
	Student Must Score a "met" on all criteria as a part of demonstrating successful lab practical completion.  Successful performance of the lab is required for the course completion and is valued at 500 Points


Scoring Guide
	
	Criteria
	Ratings

	1.
	you install a Linux operating system on physical hardware.
	Met   Not Met

	2.
	you install virtualization software.
	Met   Not Met

	3.
	you install the Linux operating system in a virtual machine.
	Met   Not Met

	4.
	you create a workable disk partitioning scheme for the specific Linux machine's role in the network environment.
	Met   Not Met

	5.
	you install an initial set of Linux services and applications based on the expected role of the Linux machine.
	Met   Not Met

	6.
	you create user accounts on your Linux servers.  These users should exist on each Linux machine.
	Met   Not Met

	7.
	you defend choices made during your implementation.
	Met   Not Met

	8.
	you install additional software packages supplied in an appropriate binary format (such as RPM or DEB files) on a Linux machine after the intial operating system installation.
	Met   Not Met

	9.
	you defend choices made during your implementation.
	Met   Not Met

	10.
	you extract, compile, and install additional software provided as source code on a Linux machine after the initial operating system installation.
	Met   Not Met

	11.
	you defend choices made during your implementation.
	Met   Not Met

	12.
	you setup a physical topology that allows for an isolated internal network with access to the classroom network only via the Linux-based router machine.
	Met   Not Met

	13.
	you configure a multi-homed Linux machine to act as a router between an internal network and the classroom network.
	Met   Not Met

	14.
	you configure a Linux-based router to perform NAT translation on outgoing packets.
	Met   Not Met

	15.
	you defend choices made during your implementation.
	Met   Not Met



Install and Configure APACHE Web Server, SSL and Certificates
Overview/Purpose
In this learning plan you will install and configure APACHE web server, SSL and certificates.
Target Competencies
	1.
	Implement a Linux-based NTP solution in your network.

	
	Assessment Strategies

	
	1.1.
	by implementing a Linux-based NTP solution in your network.

	
	Criteria

	
	Your performance will be successful when:

	
	1.1.
	you design an appropriate NTP solution.

	
	1.2.
	you configure one Linux server in your environment to obatin the accurate time from the Internet using NTP.  

	
	1.3.
	you configure servers and workstations in your private network to obtain their time from an internal NTP server.

	
	1.4.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	1.a.
	Review the role of NTP services in network environment.

	
	1.b.
	Describe the software required to implement a Linux-based NTP server.

	
	1.c.
	Explain the structure of the configuration files required for operation of a NTP server.

	
	1.d.
	Describe the need for fault-tolerance and load balancing of NTP services.

	
	1.e.
	Review the process of configuring a server to obtain time from a public NTP server on the Internet.

	
	1.f.
	Review the process of configuring a client/server to obtain time from an internal NTP server.

	2.
	Implement a Linux-based web solution in your network.

	
	Assessment Strategies

	
	2.1.
	by implementing a Linux-based web solution in your network.

	
	Criteria

	
	Your performance will be successful when:

	
	2.1.
	you design an appropriate web server solution.

	
	2.2.
	you install an HTTP service on an appropriate Linux server on your internal network.

	
	2.3.
	you create DNS records in your zone(s) to support access to your web sites

	
	2.4.
	you configure an HTML site (with at least 3 interconnected web pages) to be displayed as www.yourdomain.local.  

	
	2.5.
	you configure a single Linux server to support multiple HTML virtual hosts (with at least 3 interconnected web pages for each virtual host) .

	
	2.6.
	you configure a web site using HTML server directives so that a specific directory can be accessed only by machines on the internal network.

	
	2.7.
	you configure a web site using HTML server directives so that a specific directory can be accessed only by specified users and/or groups of users.

	
	2.8.
	you configure a web site to require encrypted communictation using SSL

	
	2.9.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	2.a.
	Review the role of web services in network environment.

	
	2.b.
	Describe the software required to implement a Linux-based web server.

	
	2.c.
	Explain the structure of the configuration files required for operation of a web server.

	
	2.d.
	Explain the role of virtual hosts in a web server implementation.

	
	2.e.
	Differentiate accessing a virtual host using different IP addresses versus using a single IP address and Named Virtual Hosts.

	
	2.f.
	Explain how to restrict access to a web site based on the IP address of the client machine.

	
	2.g.
	Explain how to restrict access to a web site based on user and/or group names.

	
	2.h.
	Describe or review private key and public key encryption and the use of certificates.

	
	2.i.
	Explain the generation of private keys, public keys, and certificates using Linux command line utilities to support SSL.

	
	2.j.
	Explain how to configure a web site to use and/or require SSL encryptions.

	
	2.k.
	Describe or review the process of starting and stopping a web daemon process on a Linux server.

	
	2.l.
	Describe or review configuring a web daemon process on a Linux server to automatically start at boot time.


Learning Activities
	1.
	Listen to Lecture - Instructor will demonstrate and explain Apache Web Server, SSL, and Certificates

	2.
	Prepare for Final project

	
	Learning Materials

	
	Final Project
	Final-Project.docx

	3.
	Complete Lab - Lab 3 exercise 1

	
	Learning Materials

	
	Lab3 - Exercise 1
	Lab3-Exercise1-Apache.docx


Assessment Activities
	1.
	Complete Lab - Lab3 Exercise 1

	
	Learning Materials

	
	Lab3 - Exercise 1
	Lab3-Exercise1-Apache.docx



Complete Lab 3  - Web Server, NFS, and DNS installation and configuration
Target Course Competencies
	1.
	Implement a Linux-based DNS solution in your network.

	2.
	Implement a Linux-based DHCP solution in your network.

	3.
	Implement a Linux-based NTP solution in your network.

	4.
	Implement a Linux-based NFS solution in your network.


Rating Scale
	Value
	Description

	100 (met)
	Students must score a "met" on all criteria as part of demonstrating successful lab completion. Successful performance of the lab is required for course completion and is valued at 100 points.


Scoring Guide
	
	Criteria
	Ratings

	1.
	you design an appropriate DNS solution.
	Met   Not Met

	2.
	you configure an appropriate Linux server to act as a primary or master DNS server with working configurations files for both a forward and reverse lookup zones.
	Met   Not Met

	3.
	you configure a DNS server to forward non-authoritative requests to an external DNS server
	Met   Not Met

	4.
	you configure an appropriate  Linux server to act as a secondary or slave DNS server.  This server will obtain its zone data via a zone transfer from the primary/master DNS server.
	Met   Not Met

	5.
	you configure servers and workstations in your internal network to send DNS requests to your DNS server.
	Met   Not Met

	6.
	you defend choices made during your implementation.
	Met   Not Met

	7.
	you design an appropriate DHCP solution.
	Met   Not Met

	8.
	you configure an appropriate Linux server to act as a DHCP server with working configurations files for to  provide IP configuration information to clients on the internal network only
	Met   Not Met

	9.
	you provide fault-tolerence and load balencing for DHCP by configuring an appropriate Linux server to act as a second DHCP server, splitting the subnet IP addresses with the first DHCP server.
	Met   Not Met

	10.
	you configure at least one DHCP client on the internal network to obtain its IP configuraton automatically.
	Met   Not Met

	11.
	you defend choices made during your implementation.
	Met   Not Met

	12.
	you design an appropriate NTP solution.
	Met   Not Met

	13.
	you configure one Linux server in your environment to obatin the accurate time from the Internet using NTP.  
	Met   Not Met

	14.
	you configure servers and workstations in your private network to obtain their time from an internal NTP server.
	Met   Not Met

	15.
	you defend choices made during your implementation.
	Met   Not Met

	16.
	you design an appropriate NFS solution.
	Met   Not Met

	17.
	you configure an appropriate Linux server to provide access to a shared file system folder using NFS.  This shared area should be accessible to any machine on the internal network.
	Met   Not Met

	18.
	you configure an NFS share to be accessible to any user whether or not that user is defined on the NFS server.
	Met   Not Met

	19.
	you configure an NFS share to be accessible to only specific users and/or groups defined on the NFS server.
	Met   Not Met

	20.
	you defend choices made during your implementation.
	Met   Not Met



Install and troubleshoot SAMBA and NFS
Overview/Purpose
In this learning plan you will learn how to install and troubleshoot SAMBAS and NFS.
Target Competencies
	1.
	Implement a Linux-based NFS solution in your network.

	
	Assessment Strategies

	
	1.1.
	by implementing a Linux-based NFS solution in your network.

	
	Criteria

	
	Your performance will be successful when:

	
	1.1.
	you design an appropriate NFS solution.

	
	1.2.
	you configure an appropriate Linux server to provide access to a shared file system folder using NFS.  This shared area should be accessible to any machine on the internal network.

	
	1.3.
	you configure an NFS share to be accessible to any user whether or not that user is defined on the NFS server.

	
	1.4.
	you configure an NFS share to be accessible to only specific users and/or groups defined on the NFS server.

	
	1.5.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	1.a.
	Review the role of NFS services in network environment.

	
	1.b.
	Describe the software required to implement a Linux-based NFS server.

	
	1.c.
	Explain the structure of the configuration files required for operation of a NFS server.

	
	1.d.
	Explain the process of configuring a Linux client machine to utilize a local NFS server.

	
	1.e.
	Describe or review the process of starting and stopping a NFS daemon process on a Linux server.

	
	1.f.
	Describe or review configuring a NFS daemon process on a Linux server to automatically start at boot time.

	2.
	Implement a Linux-based e-mail solution in your network.

	
	Assessment Strategies

	
	2.1.
	by implementing a Linux-based e-mail solution in your network.

	
	Criteria

	
	Your performance will be successful when:

	
	2.1.
	you design an appropriate SMTP solution.

	
	2.2.
	you install and configure an SMTP email service on an appropriate Linux machine.

	
	2.3.
	you configure the email server to send email with source SMTP address in the form "user@domain.local" --- the name of the Linux server should not be included.

	
	2.4.
	you prevent SMTP relaying from external domains while still allowing relaying from machines on the internal network only.

	
	2.5.
	you configure DNS to include an MX record to allow external domains to find your SMTP email server

	
	2.6.
	you install and configure appropriate service(s) to allow email clients to retrieve their messages using the IMAP protocol.  No other client protocols (such as POP) should be allowed.

	
	2.7.
	you configure at least one email client to send and retrieve Internet email via your SMTP server

	
	2.8.
	you install and configure a web-based email service on your SMTP server.  Ensure client machines can send and recieve email using a web browser.

	
	2.9.
	you configure your Linux-based router to forward SMTP email sent from external domains to your internal SMTP server without exposing the IP addresses of your internal network.

	
	2.10.
	you implement basic anti-SPAM software on your SMTP server.  At a minimum messages identified as SPAM should be marked appropriately.

	
	2.11.
	you configure your Linux machines not acting as the SMTP server to forward all email to the SMTP server; all email messages should be stored only on the main SMTP server.

	
	2.12.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	2.a.
	Review the role of email services in network environment.

	
	2.b.
	Describe the software required to implement a Linux-based email server.

	
	2.c.
	Explain the structure of the configuration files required for operation of a email server.

	
	2.d.
	Describe the potential problems caused by message relaying by a mail server

	
	2.e.
	Explain common configuration options for changing the behavior of the email server.

	
	2.f.
	Describe common client-level email protocols such as IMAP and POP3.

	
	2.g.
	Describe installing and configuring a web-based email service.

	
	2.h.
	Explain the need for port-forwarding on a NAT based router so email messages coming from external sources can reach the email server.

	
	2.i.
	Review the problems caused by SPAM and what a spam filter can do to help the problem.

	
	2.j.
	Describe the problems with having all Linux servers storing local mail by default and explain how to configure a Linux server to forward all local mail to the central email server.

	
	2.k.
	Describe or review the process of starting and stopping a email daemon process on a Linux server.

	
	2.l.
	Describe or review configuring a email daemon process on a Linux server to automatically start at boot time.

	3.
	Implement a Linux-based SQL-based database solution in your network.

	
	Assessment Strategies

	
	3.1.
	by implementing a Linux-based SQL-based database solution in your network.

	
	Criteria

	
	Your performance will be successful when:

	
	3.1.
	you design an appropriate SQL server solution.

	
	3.2.
	you install and configure an SQL-based service on an appropriate Linux server on the private network.

	
	3.3.
	you create a database or schema using command line SQL commands. Inside the database create multiple tables related to each other via specific fields.

	
	3.4.
	you create a multiple tables inside of a database or schema using command line SQL commands. 

	
	3.5.
	you relate multiple tables inside of a database using key fields.

	
	3.6.
	you import data from a Comma Separated Value (CSV) file into a database on your SQL-based service  using command line SQL commands.

	
	3.7.
	you perform a simple SQL SELECT statement to verify correct data storage in your SQL-based service.

	
	3.8.
	you perform a backup and restore of your SQL-based database.  

	
	3.9.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	3.a.
	Review the role of database services in network environment.

	
	3.b.
	Describe the software required to implement a Linux-based database server.

	
	3.c.
	Explain the structure of the configuration files required for operation of a database server.

	
	3.d.
	Describe the structure of a common SQL database including tables, fields, key fields, and data types.

	
	3.e.
	Explain the command line utility to create a database (schema), table and fields.

	
	3.f.
	Explain the command line utility to import data from a comma separated value (CSV) file into a table.

	
	3.g.
	Explain how to perform a simple query to verify the data exists in the tables of a database.

	
	3.h.
	Explain how to backup and restore a database, tables, and data.

	
	3.i.
	Describe or review the process of starting and stopping a database daemon process on a Linux server.

	
	3.j.
	Describe or review configuring a database daemon process on a Linux server to automatically start at boot time.


Learning Activities
	1.
	Listen to lecture - Instructor will explain and demonstrate SAMBA and NFS

	2.
	Prepare for Final Project

	3.
	Complete Lab - Lab 3 Exercise 2-3

	
	Learning Materials

	
	lab 3 Exercise 3
	Lab3-Exercise3-NFS.docx

	
	Lab 3 exercise 2
	Lab3-Exercise2-Samba.docx


Assessment Activities
	1.
	Complete Lab - Lab3 exercise 2-3

	
	Learning Materials

	
	Lab 3 exercise 2
	Lab3-Exercise2-Samba.docx

	
	lab 3 Exercise 3
	Lab3-Exercise3-NFS.docx



Install DNS and configure Bind and Caching Name-Server
Overview/Purpose
In this learning plan you will learn how to install DNS and configure Bind and Caching name-server.
Target Competencies
	1.
	Implement a Linux-based DNS solution in your network.

	
	Assessment Strategies

	
	1.1.
	by implementing a Linux-based DNS solution in your network.

	
	Criteria

	
	Your performance will be successful when:

	
	1.1.
	you design an appropriate DNS solution.

	
	1.2.
	you configure an appropriate Linux server to act as a primary or master DNS server with working configurations files for both a forward and reverse lookup zones.

	
	1.3.
	you configure a DNS server to forward non-authoritative requests to an external DNS server

	
	1.4.
	you configure an appropriate  Linux server to act as a secondary or slave DNS server.  This server will obtain its zone data via a zone transfer from the primary/master DNS server.

	
	1.5.
	you configure servers and workstations in your internal network to send DNS requests to your DNS server.

	
	1.6.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	1.a.
	Review the role of DNS services in network environment.

	
	1.b.
	Describe the software required to implement a Linux-based DNS server.

	
	1.c.
	Explain the structure of the configuration files required for operation of a DNS server.

	
	1.d.
	Contrast the role of a primary or master DNS server versus a secondary or slave DNS server.

	
	1.e.
	Explain the configuration differences between a primary and secondary DNS server.

	
	1.f.
	Explain the process of configuring a client machine to utilize a local DNS server.

	
	1.g.
	Describe or review the process of starting and stopping a DNS daemon process on a Linux server.

	
	1.h.
	Describe or review configuring a DNS daemon process on a Linux server to automatically start at boot time.

	2.
	Implement a Linux-based DHCP solution in your network.

	
	Assessment Strategies

	
	2.1.
	by implementing a Linux-based DHCP solution in your network.

	
	Criteria

	
	Your performance will be successful when:

	
	2.1.
	you design an appropriate DHCP solution.

	
	2.2.
	you configure an appropriate Linux server to act as a DHCP server with working configurations files for to  provide IP configuration information to clients on the internal network only

	
	2.3.
	you provide fault-tolerence and load balencing for DHCP by configuring an appropriate Linux server to act as a second DHCP server, splitting the subnet IP addresses with the first DHCP server.

	
	2.4.
	you configure at least one DHCP client on the internal network to obtain its IP configuraton automatically.

	
	2.5.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	2.a.
	Review the role of DHCP services in network environment.

	
	2.b.
	Describe the software required to implement a Linux-based DHCP server.

	
	2.c.
	Explain the structure of the configuration files required for operation of a DHCP server.

	
	2.d.
	Describe the need for fault-tolerance and load balancing of DHCP services.

	
	2.e.
	Explain the configuration steps to provide fault-tolerance and load balancing by splitting a DHCP subnet between servers.

	
	2.f.
	Review the process of configuring a client to obtain IP information automatically from a DHCP service.

	
	2.g.
	Describe or review the process of starting and stopping a DHCP daemon process on a Linux server.

	
	2.h.
	Describe or review configuring a DHCP daemon process on a Linux server to automatically start at boot time.

	3.
	Implement a Linux-based e-mail solution in your network.

	
	Assessment Strategies

	
	3.1.
	by implementing a Linux-based e-mail solution in your network.

	
	Criteria

	
	Your performance will be successful when:

	
	3.1.
	you design an appropriate SMTP solution.

	
	3.2.
	you install and configure an SMTP email service on an appropriate Linux machine.

	
	3.3.
	you configure the email server to send email with source SMTP address in the form "user@domain.local" --- the name of the Linux server should not be included.

	
	3.4.
	you prevent SMTP relaying from external domains while still allowing relaying from machines on the internal network only.

	
	3.5.
	you configure DNS to include an MX record to allow external domains to find your SMTP email server

	
	3.6.
	you install and configure appropriate service(s) to allow email clients to retrieve their messages using the IMAP protocol.  No other client protocols (such as POP) should be allowed.

	
	3.7.
	you configure at least one email client to send and retrieve Internet email via your SMTP server

	
	3.8.
	you install and configure a web-based email service on your SMTP server.  Ensure client machines can send and recieve email using a web browser.

	
	3.9.
	you configure your Linux-based router to forward SMTP email sent from external domains to your internal SMTP server without exposing the IP addresses of your internal network.

	
	3.10.
	you implement basic anti-SPAM software on your SMTP server.  At a minimum messages identified as SPAM should be marked appropriately.

	
	3.11.
	you configure your Linux machines not acting as the SMTP server to forward all email to the SMTP server; all email messages should be stored only on the main SMTP server.

	
	3.12.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	3.a.
	Review the role of email services in network environment.

	
	3.b.
	Describe the software required to implement a Linux-based email server.

	
	3.c.
	Explain the structure of the configuration files required for operation of a email server.

	
	3.d.
	Describe the potential problems caused by message relaying by a mail server

	
	3.e.
	Explain common configuration options for changing the behavior of the email server.

	
	3.f.
	Describe common client-level email protocols such as IMAP and POP3.

	
	3.g.
	Describe installing and configuring a web-based email service.

	
	3.h.
	Explain the need for port-forwarding on a NAT based router so email messages coming from external sources can reach the email server.

	
	3.i.
	Review the problems caused by SPAM and what a spam filter can do to help the problem.

	
	3.j.
	Describe the problems with having all Linux servers storing local mail by default and explain how to configure a Linux server to forward all local mail to the central email server.

	
	3.k.
	Describe or review the process of starting and stopping a email daemon process on a Linux server.

	
	3.l.
	Describe or review configuring a email daemon process on a Linux server to automatically start at boot time.


Learning Activities
	1.
	Listen to Lecture - Instructor will inform, educate and demonstrate on DNS-Bind, Caching Name-Server and NTP

	
	Learning Materials

	
	Lab3 exercise4
	Lab3-Exercise4-DNS-NTP.docx


Assessment Activities
	1.
	Complete Lab 3 Exercise 4

	
	Learning Materials

	
	Lab3 exercise4
	Lab3-Exercise4-DNS-NTP.docx



Install and Configure PBX
Overview/Purpose
In this learning plan you will learn how to install and configure PBX.
Target Competencies
	1.
	Implement other industry desirable Linux-based applications in your network.

	
	Assessment Strategies

	
	1.1.
	by implementing other industry desirable Linux-based applications in your network.

	
	Criteria

	
	Your performance will be successful when:

	
	1.1.
	you make appropriate design decisions necessary to yield a sucessful implementation.

	
	1.2.
	you install additional software sevices and features as determined by the instructor as guided by industry advice or the interest of the student.

	
	1.3.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	1.a.
	Predict other useful services and applications and their roles in a network environment.

	
	1.b.
	Predict the software required to implement other a Linux-based services.

	
	1.c.
	Generalize the process of installing, configuring, starting and testing other Linux-based services.

	2.
	Schedule various administrative tasks to run on a recurring basis.

	
	Assessment Strategies

	
	2.1.
	by scheduling various administrative tasks.

	
	Criteria

	
	Your performance will be successful when:

	
	2.1.
	you automate an administrative task by creating a Linux script file to combine multiple Linux commands.

	
	2.2.
	you schedule an administrative task using the Linux cron service.

	
	2.3.
	you restrict or provide access to the user level cron service for specific users using cron configuration files

	
	2.4.
	you defend choices made during your implementation.

	
	Learning Objectives

	
	2.a.
	Explain or review Linux scripting techniques, including the she-bang, exit, and looping and branching structures.

	
	2.b.
	Explain the purpose of the cron daemon.

	
	2.c.
	Explain how the configurationi files for cron work at the system and user levels.

	
	2.d.
	Explain how to restrict specific users from setting up user level cron jobs.


Learning Activities
	1.
	Listen to Lecture - instructor will demonstrate and explain how install PBX in a flash

	2.
	Prepare for Final Project

	3.
	review labs


Assessment Activities
	1.
	Final Project

	
	Learning Materials

	
	Final Project
	Final-Project.docx



Complete Final Project
Directions
Oral Reports – 50 Points 
Handouts – 50 Points 
Application Install & Configure – 100 Points 
 
Potential Applications: Postfix / Dovecot LDAP MySQL OpenFiler VERDE …Others As Approved 
 
Oral Reports: Should take approximately 5 minutes. Have a PowerPoint visual. Have screen shots of what you’re explaining. Cover what your program is, what other programs do the same thing, who would / does use it, why you would use it – what does it do, how you can install it and HOW YOU INSTALLED IT, how to configure it. Should cover tips, tricks, and pitfalls one should look out for when installing and using this application. You should include best practices and security.
 
Handouts: Must include step by step instructions that enable the reader to install, configure and use your application at a basic level. These instructions should NOT BE CUT AND PASTED OFF WEB. You should re-write any instructions you find so that they fit our environment, your instructions should include examples and screen shots. If your handout does not work you can not receive more than 25 point for this part of the final project.
 
Application Install & Configure: You must demonstrate a system with your application installed, configured and working at a basic level. If your system does not work you can not receive more than 60 points for this part of the final project. Due to the nature of different applications see your instructor for information regarding what is deemed “basic level”.

Target Course Competencies
	1.
	Install the Linux operating system in both a physical and virtual environment.

	2.
	Modify a functional network by installing and configuring applications packaged for a specific version of Linux.

	3.
	Modify a functional network by compiling, installing, and configuring applications distributed as source code.

	4.
	Create an "internal" network separated from an "external" network using a Linux-based NAT/Routing/Firewall server.

	5.
	Implement a Linux-based DNS solution in your network.

	6.
	Implement a Linux-based DHCP solution in your network.

	7.
	Implement a Linux-based NTP solution in your network.

	8.
	Implement a Linux-based NFS solution in your network.

	9.
	Implement a Linux-based web solution in your network.

	10.
	Implement a Linux-based e-mail solution in your network.

	11.
	Implement a Linux-based SQL-based database solution in your network.

	12.
	Implement other industry desirable Linux-based applications in your network.

	13.
	Schedule various administrative tasks to run on a recurring basis.


Scoring Standard
Student must score a "met" on all criteria as port of demonstrating successful project completion. Successful performance of the project is required and is valued at 800 points
Scoring Guide
	
	Criteria
	Ratings

	1.
	Oral report takes approximately 5 minutes
	Met   Not Met

	2.
	Oral report includes PowerPoint visual
	Met   Not Met

	3.
	PowerPoint includes screen shots of what you are explaining
	Met   Not Met

	4.
	Oral report includes what your program is, what other programs do the same thing, who would / does use it, why you would use it – what does it do, how you can install it and HOW YOU INSTALLED IT, and how to configure it
	Met   Not Met

	5.
	Oral report includes best practices and security
	Met   Not Met

	6.
	Handouts include step-by-step instructions that enable the reader to install, configure and use your application
	Met   Not Met

	7.
	Handouts include examples and screen shots
	Met   Not Met

	8.
	You demonstrate a system with your application installed, configured and working at a basic level
	Met   Not Met
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