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Northeast Wisconsin Technical College
10-150-190 060137  IT:Network: Microsoft Server 3
Course Design
Course Information
	
	Alternate Title
	IT:Network:Microsoft Server 3

	
	Description
	10-150-190 IT:NETWORK:MICROSOFT SERVER 3 ...advanced Windows Server administration including advanced Active Directory management, infrastructure, desktop/server deployment; Hyper-V, VDI, PowerShell automation tasks, high availability and other advanced server services while preparing for MCSA Exam 70-411. (Prerequisite: 10-150-187, IT:Network:Microsoft Server 2)

	
	Instructional Level
	10

	
	Total Credits
	3.00

	
	Total Hours
	72.00


Course Competencies
	1.
	Configure infrastructure for operating system deployment

	
	Assessment Strategies

	
	1.1.
	NetLabs in-class activity

	
	1.2.
	Mid-term written assessment

	
	1.3.
	Written quiz

	
	1.4.
	Server Build PAT

	
	Criteria

	
	Performance will be satisfactory when:

	
	1.1.
	you add the DNS role to the appropriate server

	
	1.2.
	you set the preferred DNS address to point the Active Directory DNS Server

	
	1.3.
	you create a DHCP scope on the assigned network subnet

	
	1.4.
	you create a DHCP exclusion list for IP address not to be assigned

	
	1.5.
	you set the DHCP global options including preferred DNS and default gateway

	
	1.6.
	you add the DHCP role to the appropriate server

	
	1.7.
	you can identify the appropriate service locator records within the forward lookup zone within DNS

	
	1.8.
	you validate a functioning DNS using NSLOOKUP ensuring no errors are returned

	
	1.9.
	You achieve a passing score on the written quiz

	
	1.10.
	You achieve a passing score on the MOAC lab worksheet

	
	1.11.
	You achieve a passing score on the midterm written assessment

	
	Learning Objectives

	
	1.a.
	Identify key components to DNS

	
	1.b.
	Examine process to add DHCP role

	
	1.c.
	Examine process to add DNS role


	
	1.d.
	Identify DHCP services and features

	2.
	Implement patch management

	
	Assessment Strategies

	
	2.1.
	MOAC lab manual and worksheet: Implement Patch Management

	
	2.2.
	Implement Patch Management PAT

	
	2.3.
	NetLabs in-class activity

	
	2.4.
	Mid-term written assessment

	
	2.5.
	Written quiz

	
	Criteria

	
	You will be successful when:

	
	2.1.
	You add the WSUS role to the update server within the domain

	
	2.2.
	You configure web services for wsus by settting the appropriate port for management

	
	2.3.
	You configure WSUS update synchronization times

	
	2.4.
	You select what products will be updated

	
	2.5.
	You select how updaters will be delivered

	
	2.6.
	You select security updates to be delivered automatically without approval

	
	2.7.
	You select service packs to require approval for deployment

	
	2.8.
	You select critical updates to be delivered automatically without approval

	
	2.9.
	You create WSUS groups based on the different update needs and operating systems

	
	2.10.
	You create group polices which will configure how and when clients will receive their updates

	
	2.11.
	You create client side targeting to deliver appropriate updates to the appropriate versions and groups

	
	2.12.
	You perform the approval process on any non-critical or security updates

	
	2.13.
	You configure the detail and frequency of WSUS reports

	
	2.14.
	You configure alerts to identify when a client has not received updates

	
	2.15.
	You identify components for troubleshooting including group policies and DNS

	
	2.16.
	You use PowerShell to create a report of WSUS clients

	
	2.17.
	You use PowerShell to approve all unapproved updates based on failed or successful status

	
	2.18.
	You use WSUSUtil.exe to manage updates

	
	2.19.
	You achieve a passing score on the written quiz

	
	2.20.
	You achieve a passing score on the MOAC lab worksheet

	
	2.21.
	You achieve a passing score on the midterm written assessment

	
	Learning Objectives

	
	2.a.
	Identify reasons for Windows Updates and Automatic Updates

	
	2.b.
	Identify requirements for WSUS installation

	
	2.c.
	Examine WSUS configuration options and benefits

	
	2.d.
	Identify configuration options for computers to receive updates using WSUS

	
	2.e.
	Examine configuration process for WSUS reporting

	
	2.f.
	Examine how to administer WSUS from the command line and with Windows PowerShell

	3.
	Deploy desktop and server images

	
	Assessment Strategies

	
	3.1.
	MOAC lab manual and worksheet: Deploy and manage Server Images

	
	3.2.
	Deploy Server Images PAT

	
	3.3.
	NetLabs in-class activity

	
	3.4.
	Mid-term written assessment

	
	3.5.
	Written quiz

	
	Criteria

	
	3.1.
	You install the WDS server role

	
	3.2.
	You configure WDS server properties

	
	3.3.
	You configure WDS listening port

	
	3.4.
	You assign WDS image deployment folder

	
	3.5.
	You start the WDS service

	
	3.6.
	You add boot and install images

	
	3.7.
	You add discover image for preconfigured image capture

	
	3.8.
	You perform a WDS server and workstation image  installation with user intervention

	
	3.9.
	You perform an basic unattended installation for workstation

	
	3.10.
	You edit the different pass phases for the unattended answer file

	
	3.11.
	You update existing images with patches, hotifixes and updates using Windows Assessment and Deployment Kit

	
	3.12.
	You configure drivers for specific hardware deployments

	
	3.13.
	You achieve a passing score on the written quiz

	
	3.14.
	You achieve a passing score on the MOAC lab worksheet

	
	3.15.
	You achieve a passing score on the midterm written assessment

	
	Learning Objectives

	
	3.a.
	Examine the processes used to install the Windows Deployment Services (WDS) role

	
	3.b.
	Examine the process to configure the WDS Server role

	
	3.c.
	Examine the process to manage boot, install, and discover images

	
	3.d.
	Describe the pass phases of answer files

	
	3.e.
	Explain the process to deploy a server via unattended installation using an answer file

	
	3.f.
	Explain the process to update images with patches, hotfixes, and drivers

	
	3.g.
	Install features into images

	4.
	Configure VPN and routing

	
	Assessment Strategies

	
	4.1.
	MOAC lab manual and worksheet: Configure VPN and Routing

	
	4.2.
	Configure VPN and Routing PAT

	
	4.3.
	NetLabs in-class activity

	
	4.4.
	Mid-term written assessment

	
	4.5.
	Written quiz

	
	Criteria

	
	You will be successful when:

	
	4.1.
	You install the Remote Access Role

	
	4.2.
	You install Routing and Remote Access Service

	
	4.3.
	You configure Routing and Remote Access role for VPN access

	
	4.4.
	You configure Routing and Remote Access as a NAT Gateway

	
	4.5.
	You configure the VPN connection on the server

	
	4.6.
	You configure a VPN connection on the client to the server

	
	4.7.
	You configure VPN split tunneling for local internet access

	
	4.8.
	You configure and enable remote dial in settings for users through Active Directory user properties

	
	4.9.
	You configure Network Address Translation (NAT) you configure routing through the server as a gateway

	
	4.10.
	You manage static routes

	
	4.11.
	You configure RIP

	
	4.12.
	You identify scenarios where a DHCP relay agent is required

	
	4.13.
	You achieve a passing score on the written quiz

	
	4.14.
	You achieve a passing score on the MOAC lab worksheet

	
	4.15.
	You achieve a passing score on the midterm written assessment

	
	Learning Objectives

	
	4.a.
	Examine the process to install and configure the Remote Access role

	
	4.b.
	Examine the process to configure dial-up settings using NAT

	
	4.c.
	Examine the process to configure VPN settings

	
	4.d.
	Explain VPN protocols and their benefits and drawbacks

	
	4.e.
	Explain the process to create VPN connections on client computers

	
	4.f.
	Examine the process to configure remote dial-in settings on client computers

	
	4.g.
	Troubleshoot remote access problems

	5.
	Configure direct access

	
	Assessment Strategies

	
	5.1.
	MOAC lab manual and worksheet: Configure Direct Access

	
	5.2.
	Configure Direct Access PAT

	
	5.3.
	NetLabs in-class activity

	
	5.4.
	Mid-term written assessment

	
	5.5.
	Written quiz

	
	Criteria

	
	You will be successful when:

	
	5.1.
	You look at the Direct Access Connection process

	
	5.2.
	You identify the server requirements for Direct Access

	
	5.3.
	You identify the client requirements for Direct Access

	
	5.4.
	You configure Direct Access using the Direct Access configuration wizard

	
	5.5.
	You run the Remote Access set up wizard as part of the Direct Access configuration process

	
	5.6.
	You create a Direct Access client configuration

	
	5.7.
	You configure the server for Direct Access

	
	5.8.
	You configure infrastructure servers including DHCP, DNS and RADIUS

	
	5.9.
	You configure application servers to allow for Direct Access capabilities

	
	5.10.
	You configure certificate services to create a secure connection for Direct Access

	
	5.11.
	You achieve a passing score on the written quiz

	
	5.12.
	You achieve a passing score on the MOAC lab worksheet

	
	5.13.
	You achieve a passing score on the midterm written assessment

	
	Learning Objectives

	
	5.a.
	Explain the DirectAccess connection process

	
	5.b.
	Explain DirectAccess requirements

	
	5.c.
	Examine the process to configure and manage DirectAccess

	
	5.d.
	Explain what is required for a DirectAccess deployment

	
	5.e.
	Explain the steps used to troubleshoot DirectAccess connection issues

	6.
	Configure a Network Policy Server and policies

	
	Assessment Strategies

	
	6.1.
	MOAC lab manual and worksheets: Configure Network Policy Server; Configure Network Policies

	
	6.2.
	Configure Network Policy Server PAT;Configure Network Policy Server Policies PAT

	
	6.3.
	NetLabs in-class activity

	
	6.4.
	Mid-term written assessment

	
	6.5.
	Written quiz

	
	Criteria

	
	You will be successful when:

	
	6.1.
	you install the Radius server role

	
	6.2.
	you install the Network Policy and Access Services role

	
	6.3.
	you configure the Radius server

	
	6.4.
	you add a remote Radius server group

	
	6.5.
	you configure Radius server clients using a VPN connection

	
	6.6.
	You create Radius templates to be exported to other Radius servers

	
	6.7.
	You configure Radius accounting to track network usage and auditing purposes

	
	6.8.
	You create a Network Policy Server policy to restrict remote access to a predefined time

	
	6.9.
	You achieve a passing score on the written quiz

	
	6.10.
	You achieve a passing score on the MOAC lab worksheet

	
	6.11.
	You achieve a passing score on the midterm written assessment

	
	Learning Objectives

	
	6.a.
	Examine the process to Install and configure A RADIUS Server

	
	6.b.
	Examine the requirements to configure RADIUS server instances

	
	6.c.
	Examine the process to configure RADIUS clients for access

	
	6.d.
	Explain what NPS templates are used for

	
	6.e.
	Examine the process to configure RADIUS accounting

	
	6.f.
	Compare the various NPS authentication methods

	7.
	Configure Network Access Protection

	
	Assessment Strategies

	
	7.1.
	MOAC lab manual and worksheet: Configure Network Access Protection

	
	7.2.
	Configure Network Access Protection PAT

	
	7.3.
	Final Project

	
	7.4.
	Final written assessment

	
	7.5.
	Written quiz

	
	Criteria

	
	You will be successful when:

	
	7.1.
	You install the Network Policy Server role

	
	7.2.
	You install DHCP

	
	7.3.
	You configure the DHCP scope options

	
	7.4.
	You configure NAP enforcement for the DHCP server

	
	7.5.
	You enable NAP on the configured DHCP scope

	
	7.6.
	You enable NAP DHCP quarantine enforcement client

	
	7.7.
	You start the NAP service on the DHCP server

	
	7.8.
	You configure system health validators to ensure connecting clients meet security requirements

	
	7.9.
	You configure health policies which consist of one or more health validators that define client configuration requirements

	
	7.10.
	You configure isolation mode through the network policy server within the NAP enforcement tab

	
	7.11.
	You achieve a passing score on the written quiz

	
	7.12.
	You achieve a passing score on the MOAC lab worksheet

	
	7.13.
	You achieve a passing score on the Final project

	
	7.14.
	You achieve a passing score on the final written assessment

	
	Learning Objectives

	
	7.a.
	Explain the function of Network Access Protection

	
	7.b.
	Examine the process to install Network Access Protection

	
	7.c.
	Examine the process to configure NAP enforcement

	
	7.d.
	Explain the process to configure System Health Validators

	
	7.e.
	Examine the process to configure health policies

	
	7.f.
	Explain client isolation and remediation

	
	7.g.
	Configure NAP client settings

	8.
	Configure Server Authentication

	
	Assessment Strategies

	
	8.1.
	MOAC lab manual and worksheet: Configure Server Authentication

	
	8.2.
	Configure Server Authentication PAT

	
	8.3.
	Final Project

	
	8.4.
	Final written assessment

	
	8.5.
	Written quiz

	
	Criteria

	
	You will be successful when:

	
	8.1.
	You define NTLM as suite of security protocols that provide authentication, integrity and confidentiality for single sign-on users

	
	8.2.
	You define Kerberos as a computer network authentication protocol that provides secure authentication over an unsecure network

	
	8.3.
	You identify the three service principal name (SPN) components as the service class, host name and port

	
	8.4.
	You configure an SPN for a service account

	
	8.5.
	You configure Kerberos delegation to create a ticket for an SPN

	
	8.6.
	You create a service account through Active Directory Users and Computers

	
	8.7.
	You achieve a passing score on the written quiz

	
	8.8.
	You achieve a passing score on the MOAC lab worksheet

	
	8.9.
	You achieve a passing score on the Final project

	
	8.10.
	You achieve a passing score on the final written assessment

	
	Learning Objectives

	
	8.a.
	Explain NTLM authentication

	
	8.b.
	Explain Kerberos authentication

	
	8.c.
	Identify Service Principal Names

	
	8.d.
	Examine the process to configure Kerberos delegation

	
	8.e.
	Examine the process behind managing service accounts

	
	8.f.
	Identify managed service accounts

	
	8.g.
	Configure virtual accounts

	9.
	Automate administrative tasks using PowerShell

	
	Assessment Strategies

	
	9.1.
	Automate Administrative Tasks Using PowerShell PAT

	
	9.2.
	NetLabs in-class activity

	
	9.3.
	Final Project

	
	9.4.
	Final written assessment

	
	9.5.
	Written quiz

	
	Criteria

	
	Performance will be satisfactory when:

	
	9.1.
	You import the Active Directory Module to your management station

	
	9.2.
	You enable PowerShell remoting from client workstation

	
	9.3.
	You enable PowerShell remoting to server(s)

	
	9.4.
	You schedule background jobs for servers

	
	9.5.
	You create and access PSDrives and PSProviders

	
	9.6.
	You create a virtual drive for a virtual desktop using PowerShell

	
	9.7.
	You create a report displaying active VPN users

	
	9.8.
	You create a report listing Active Directory users last log on time

	
	9.9.
	You create a report listing the last time a password was changed for all domain users

	
	9.10.
	You create Active Directory user accounts from a management station

	
	9.11.
	You import multiple Active Directory user accounts from an Excel spreadsheet

	
	9.12.
	You adjust virtual memory allocation remotely to a virtual desktop client

	
	9.13.
	You achieve a passing score on the written quiz

	
	9.14.
	You achieve a passing score on the Final project

	
	9.15.
	You achieve a passing score on the final written assessment

	
	Learning Objectives

	
	9.a.
	Identify remote desktop tasks that can be configured using PowerShell

	
	9.b.
	Examine the process to create a virtual desktop using PowerShell

	
	9.c.
	Examine the process to retrieve VPN session information using PowerShell

	
	9.d.
	Identify the process to configure the Core Server platform using Powershell

	
	9.e.
	Identify the process to configure and manage a virtualization host using PowerShell

	10.
	Configure Remote Desktop Services

	
	Assessment Strategies

	
	10.1.
	Configure Remote Desktop Services PAT

	
	10.2.
	NetLabs in-class activity

	
	10.3.
	Final Project

	
	10.4.
	Final written assessment

	
	10.5.
	Written quiz

	
	Criteria

	
	Performance will be satisfactory when:

	
	10.1.
	You add the remote desktop services role

	
	10.2.
	You configure the remote desktop session host

	
	10.3.
	You install Microsoft Word to be published with remote desktop services

	
	10.4.
	You configure remote desktop web access to allow published apps to be accessible

	
	10.5.
	You add approved users to the local remote desktop users group

	
	10.6.
	You configure the remote desktop connection broker to manage access to the appropriate remote desktop session host

	
	10.7.
	You configure user state virtualization to display a standard desktop interface experience

	
	10.8.
	You achieve a passing score on the written quiz

	
	10.9.
	You achieve a passing score on the Final project

	
	10.10.
	You achieve a passing score on the final written assessment

	
	Learning Objectives

	
	10.a.
	Identify process to configure a Remote Desktop Session Host

	
	10.b.
	Examine the process to implement a Remote Desktop Virtualization Host infrastructure

	
	10.c.
	Examine the process to configure a Remote Desktop Connection Broker

	
	10.d.
	Examine the process to design and configure user state virtualization

	11.
	Configure Virtual Desktop Infrastructure using Hyper-V

	
	Assessment Strategies

	
	11.1.
	Configure Virtual Desktop Infrastructure PAT

	
	11.2.
	NetLabs in-class activity

	
	11.3.
	Final Project

	
	11.4.
	Final written assessment

	
	11.5.
	Written quiz

	
	Criteria

	
	Performance will be satisfactory when:

	
	11.1.
	The learner successfully adds the DHCP server role a server


	
	11.2.
	You add the Remote Desktop services role

	
	11.3.
	You configure the Remote Desktop services role for virtualization by selecting Vitualization host during setup

	
	11.4.
	You add the Hyper-V role to the virtualization hosting server

	
	11.5.
	You add a Windows desktop operating system as a virtual machine to the Hyper-V server

	
	11.6.
	You specify the Remote Desktop Web Access server the users will be browsing to access the virtual desktop

	
	11.7.
	You specify the Remote Desktop Virtualization host server

	
	11.8.
	You create a virtual desktop collection

	
	11.9.
	You select the Organizational Unit where the virtual desktops will be deployed

	
	11.10.
	You achieve a passing score on the written quiz

	
	11.11.
	You achieve a passing score on the Final project

	
	11.12.
	You achieve a passing score on the final written assessment

	
	Learning Objectives

	
	11.a.
	Examine process to Implement virtualization hosts

	
	11.b.
	Examine process to deploy virtual machines for VDI

	
	11.c.
	Identify the steps to maintain a server virtualization infrastructure

	
	11.d.
	Examine the tools used to monitor the virtual desktop infrastructure

	
	11.e.
	Examine process to create and configure virtual desktop collections


Textbook
Reagan, Patrick. Administering Windows Server 2012 R2; Microsoft Press (publisher); 2014.  ISBN:978-0-7356-8469-0
Microsoft Official Academic Course Staff. 70-411 Administering Windows Server 2012 R2 MLO
 Registration Card. Wiley & Sons (Publisher). 2014.  ISBN: 978-1118882894

Grading Information
Grading determined by points.  There is no weighting of work. 
Quizzes
Chapter Homework 
MidTerm Project 
Final Project 
Grades based on percentage of total points earned: 
	% Points Attained
	Grade

	90-100
	A

	80-89
	B

	70-79
	C

	60-69
	D

	00-59
	F




Course Learning Plans and Performance Assessment Tasks
	Type
	Title
	Source
	Status

	LP
	Server Build
	Course
	Active

	PAT
	Server build
	Course
	Active

	LP
	Deploy and manage server images
	Course
	Active

	PAT
	Deploy Server Images
	Course
	Active

	LP
	Implement patch management
	Course
	Active

	PAT
	Implement Patch Management
	Course
	Active

	LP
	Configure VPN and routing

	Course
	Active

	PAT
	Configure VPN and Routing
	Course
	Active

	LP
	Configure Direct Access
	Course
	Active

	PAT
	Configure Direct Access
	Course
	Active

	LP
	Configure Network Policy Server
	Course
	Active

	PAT
	Configure Network Policy Server
	Course
	Active

	LP
	Configure NPS Policies
	Course
	Active

	PAT
	Configure Network Policy Server Policies
	Course
	Active

	LP
	Configure Network Access Protection and server authentication
	Course
	Active

	PAT
	Configure Network Access Protection
	Course
	Active

	PAT
	Configure Server Authentication
	Course
	Active

	LP
	Configure Remote Desktop Services
	Course
	Active

	PAT
	Configure Remote Desktop Services
	Course
	Active

	LP
	Configure VDI using Hyper-V
	Course
	Active

	PAT
	Configure Virtual Desktop Infrastructure
	Course
	Active

	PAT
	Automate Administrative Tasks Using PowerShell
	Course
	Active



Server Build
Overview/Purpose
The first task in server deployment is the server build process. This includes proper planning and design based on the server function, roles and virtualization.
Target Competencies
	1.
	Configure infrastructure for operating system deployment

	
	Assessment Strategies

	
	1.1.
	NetLabs in-class activity

	
	1.2.
	Mid-term written assessment

	
	1.3.
	Written quiz

	
	1.4.
	Server Build PAT

	
	Criteria

	
	Performance will be satisfactory when:

	
	1.1.
	you add the DNS role to the appropriate server

	
	1.2.
	you set the preferred DNS address to point the Active Directory DNS Server

	
	1.3.
	you create a DHCP scope on the assigned network subnet

	
	1.4.
	you create a DHCP exclusion list for IP address not to be assigned

	
	1.5.
	you set the DHCP global options including preferred DNS and default gateway

	
	1.6.
	you add the DHCP role to the appropriate server

	
	1.7.
	you can identify the appropriate service locator records within the forward lookup zone within DNS

	
	1.8.
	you validate a functioning DNS using NSLOOKUP ensuring no errors are returned

	
	1.9.
	You achieve a passing score on the written quiz

	
	1.10.
	You achieve a passing score on the MOAC lab worksheet

	
	1.11.
	You achieve a passing score on the midterm written assessment

	
	Learning Objectives

	
	1.a.
	Identify key components to DNS

	
	1.b.
	Examine process to add DHCP role

	
	1.c.
	Examine process to add DNS role

	
	1.d.
	Identify DHCP services and features


Learning Activities
	1.
	Complete in class activity- Server Build (learning materials/NetLabs)

	
	Learning Materials

	
	Server/Infrastructure Build2
	LP1.docx

	2.
	Listen to lecture (in person)-Course Introduction

	3.
	Review syllabus (in person)

	4.
	Read Chapter 1


Assessment Activities
	1.
	Complete the Server Build PAT

	2.
	Complete NetLabs in-class activity

	3.
	Prepare for written quiz (Proprietary Content)

	4.
	Prepare for mid-term written assessment (Proprietary Content)



Server build PAT
Directions
Complete in class lab activity
Target Course Competencies
	1.
	Configure infrastructure for operating system deployment


Scoring Guide
	
	Criteria
	Ratings

	1.
	Demonstrate Personal Accountability
	Met   Not Met

	2.
	Solve Problems Effectively
	Met   Not Met

	3.
	Think Critically and Creatively
	Met   Not Met

	4.
	Configure infrastructure for operating system deployment
	Met   Not Met

	5.
	you add the DNS role to the appropriate server
	Met   Not Met

	6.
	you set the preferred DNS address to point the Active Directory DNS Server
	Met   Not Met

	7.
	you create a DHCP scope on the assigned network subnet
	Met   Not Met

	8.
	you create a DHCP exclusion list for IP address not to be assigned
	Met   Not Met

	9.
	you set the DHCP global options including preferred DNS and default gateway
	Met   Not Met

	10.
	you add the DHCP role to the appropriate server
	Met   Not Met

	11.
	you can identify the appropriate service locator records within the forward lookup zone within DNS
	Met   Not Met

	12.
	you validate a functioning DNS using NSLOOKUP ensuring no errors are returned
	Met   Not Met

	13.
	You achieve a passing score on the written quiz
	Met   Not Met

	14.
	You achieve a passing score on the midterm written assessment
	Met   Not Met



Deploy and manage server images
Overview/Purpose
Rapid deployment in the enterprise is a critical function. In this activity, the learner will utilize native software to perform "across the wire" deployment using Windows Deployment Services which is a component of System Center Configuration Manager.
Target Competencies
	1.
	Configure infrastructure for operating system deployment

	
	Assessment Strategies

	
	1.1.
	NetLabs in-class activity

	
	1.2.
	Mid-term written assessment

	
	1.3.
	Written quiz

	
	1.4.
	Server Build PAT

	
	Criteria

	
	Performance will be satisfactory when:

	
	1.1.
	you add the DNS role to the appropriate server

	
	1.2.
	you set the preferred DNS address to point the Active Directory DNS Server

	
	1.3.
	you create a DHCP scope on the assigned network subnet

	
	1.4.
	you create a DHCP exclusion list for IP address not to be assigned

	
	1.5.
	you set the DHCP global options including preferred DNS and default gateway

	
	1.6.
	you add the DHCP role to the appropriate server

	
	1.7.
	you can identify the appropriate service locator records within the forward lookup zone within DNS

	
	1.8.
	you validate a functioning DNS using NSLOOKUP ensuring no errors are returned

	
	1.9.
	You achieve a passing score on the written quiz

	
	1.10.
	You achieve a passing score on the MOAC lab worksheet

	
	1.11.
	You achieve a passing score on the midterm written assessment

	
	Learning Objectives

	
	1.a.
	Identify key components to DNS

	
	1.b.
	Examine process to add DHCP role

	
	1.c.
	Examine process to add DNS role


	
	1.d.
	Identify DHCP services and features

	2.
	Deploy desktop and server images

	
	Assessment Strategies

	
	2.1.
	MOAC lab manual and worksheet: Deploy and manage Server Images

	
	2.2.
	Deploy Server Images PAT

	
	2.3.
	NetLabs in-class activity

	
	2.4.
	Mid-term written assessment

	
	2.5.
	Written quiz

	
	Criteria

	
	2.1.
	You install the WDS server role

	
	2.2.
	You configure WDS server properties

	
	2.3.
	You configure WDS listening port

	
	2.4.
	You assign WDS image deployment folder

	
	2.5.
	You start the WDS service

	
	2.6.
	You add boot and install images

	
	2.7.
	You add discover image for preconfigured image capture

	
	2.8.
	You perform a WDS server and workstation image  installation with user intervention

	
	2.9.
	You perform an basic unattended installation for workstation

	
	2.10.
	You edit the different pass phases for the unattended answer file

	
	2.11.
	You update existing images with patches, hotifixes and updates using Windows Assessment and Deployment Kit

	
	2.12.
	You configure drivers for specific hardware deployments

	
	2.13.
	You achieve a passing score on the written quiz

	
	2.14.
	You achieve a passing score on the MOAC lab worksheet

	
	2.15.
	You achieve a passing score on the midterm written assessment

	
	Learning Objectives

	
	2.a.
	Examine the processes used to install the Windows Deployment Services (WDS) role

	
	2.b.
	Examine the process to configure the WDS Server role

	
	2.c.
	Examine the process to manage boot, install, and discover images

	
	2.d.
	Describe the pass phases of answer files

	
	2.e.
	Explain the process to deploy a server via unattended installation using an answer file

	
	2.f.
	Explain the process to update images with patches, hotfixes, and drivers

	
	2.g.
	Install features into images


Learning Activities
	1.
	Complete in class activity-Deploy and manage server images (learning materials/NetLabs)

	
	Learning Materials

	
	WDS-Deploy and Manage
	LP2.docx

	2.
	Complete MOAC Lesson lab/worksheets (online)-Deploy and Manage Server Images

	3.
	Listen to lecture (in person)- Deploy and Manage Server Images

	4.
	Read Chapter 1


Assessment Activities
	1.
	Complete the Deploy Server Images PAT

	2.
	Complete NetLabs in-class activity

	3.
	Prepare for written quiz (Proprietary Content)

	4.
	Prepare for mid-term written assessment (Proprietary Content)



Deploy Server Images PAT
Directions
Complete MOAC online lab worksheet lesson 1 (online, proprietary) 
Complete in class lab activity
Target Course Competencies
	1.
	Configure infrastructure for operating system deployment

	2.
	Deploy desktop and server images


Rating Scale
	Value
	Description

	23
	Each question is worth one point for a total of 23 questions/screenshots throughout the lesson which address the criteria below. (Does not include lab challenge at the end if worksheet)


	25
	In class activity: WDS Deployment-
20 points for successful deployment.
5 points for domain join



Scoring Guide
	
	Criteria
	Ratings

	1.
	Demonstrate Personal Accountability
	Met   Not Met

	2.
	Solve Problems Effectively
	Met   Not Met

	3.
	Think Critically and Creatively
	Met   Not Met

	4.
	Configure infrastructure for operating system deployment
	Met   Not Met

	5.
	you create a DHCP scope on the assigned network subnet
	Met   Not Met

	6.
	you create a DHCP exclusion list for IP address not to be assigned
	Met   Not Met

	7.
	you set the DHCP global options including preferred DNS and default gateway
	Met   Not Met

	8.
	you add the DHCP role to the appropriate server
	Met   Not Met

	9.
	Deploy desktop and server images
	Met   Not Met

	10.
	You install the WDS server role
	Met   Not Met

	11.
	You configure WDS server properties
	Met   Not Met

	12.
	You configure WDS listening port
	Met   Not Met

	13.
	You assign WDS image deployment folder
	Met   Not Met

	14.
	You start the WDS service
	Met   Not Met

	15.
	You add boot and install images
	Met   Not Met

	16.
	You add discover image for preconfigured image capture
	Met   Not Met

	17.
	You perform a WDS server and workstation image  installation with user intervention
	Met   Not Met

	18.
	You perform an basic unattended installation for workstation
	Met   Not Met

	19.
	You edit the different pass phases for the unattended answer file
	Met   Not Met

	20.
	You update existing images with patches, hotifixes and updates using Windows Assessment and Deployment Kit
	Met   Not Met

	21.
	You configure drivers for specific hardware deployments
	Met   Not Met

	22.
	You achieve a passing score on the written quiz
	Met   Not Met

	23.
	You achieve a passing score on the MOAC lab worksheet
	Met   Not Met

	24.
	You achieve a passing score on the midterm written assessment
	Met   Not Met



Implement patch management
Overview/Purpose
A critical component of enterprise security is patch management. Windows Software Update Services is a native role that provides the system administrator the ability to test, schedule and deploy updates across the network. In this activity, the learner will add the WSUS role and perform client configuration where the clients will report to the WSUS server for their updates.
Target Competencies
	1.
	Configure infrastructure for operating system deployment

	
	Assessment Strategies

	
	1.1.
	NetLabs in-class activity

	
	1.2.
	Mid-term written assessment

	
	1.3.
	Written quiz

	
	1.4.
	Server Build PAT

	
	Criteria

	
	Performance will be satisfactory when:

	
	1.1.
	you add the DNS role to the appropriate server

	
	1.2.
	you set the preferred DNS address to point the Active Directory DNS Server

	
	1.3.
	you create a DHCP scope on the assigned network subnet

	
	1.4.
	you create a DHCP exclusion list for IP address not to be assigned

	
	1.5.
	you set the DHCP global options including preferred DNS and default gateway

	
	1.6.
	you add the DHCP role to the appropriate server

	
	1.7.
	you can identify the appropriate service locator records within the forward lookup zone within DNS

	
	1.8.
	you validate a functioning DNS using NSLOOKUP ensuring no errors are returned

	
	1.9.
	You achieve a passing score on the written quiz

	
	1.10.
	You achieve a passing score on the MOAC lab worksheet

	
	1.11.
	You achieve a passing score on the midterm written assessment

	
	Learning Objectives

	
	1.a.
	Identify key components to DNS

	
	1.b.
	Examine process to add DHCP role

	
	1.c.
	Examine process to add DNS role


	
	1.d.
	Identify DHCP services and features

	2.
	Implement patch management

	
	Assessment Strategies

	
	2.1.
	MOAC lab manual and worksheet: Implement Patch Management

	
	2.2.
	Implement Patch Management PAT

	
	2.3.
	NetLabs in-class activity

	
	2.4.
	Mid-term written assessment

	
	2.5.
	Written quiz

	
	Criteria

	
	You will be successful when:

	
	2.1.
	You add the WSUS role to the update server within the domain

	
	2.2.
	You configure web services for wsus by settting the appropriate port for management

	
	2.3.
	You configure WSUS update synchronization times

	
	2.4.
	You select what products will be updated

	
	2.5.
	You select how updaters will be delivered

	
	2.6.
	You select security updates to be delivered automatically without approval

	
	2.7.
	You select service packs to require approval for deployment

	
	2.8.
	You select critical updates to be delivered automatically without approval

	
	2.9.
	You create WSUS groups based on the different update needs and operating systems

	
	2.10.
	You create group polices which will configure how and when clients will receive their updates

	
	2.11.
	You create client side targeting to deliver appropriate updates to the appropriate versions and groups

	
	2.12.
	You perform the approval process on any non-critical or security updates

	
	2.13.
	You configure the detail and frequency of WSUS reports

	
	2.14.
	You configure alerts to identify when a client has not received updates

	
	2.15.
	You identify components for troubleshooting including group policies and DNS

	
	2.16.
	You use PowerShell to create a report of WSUS clients

	
	2.17.
	You use PowerShell to approve all unapproved updates based on failed or successful status

	
	2.18.
	You use WSUSUtil.exe to manage updates

	
	2.19.
	You achieve a passing score on the written quiz

	
	2.20.
	You achieve a passing score on the MOAC lab worksheet

	
	2.21.
	You achieve a passing score on the midterm written assessment

	
	Learning Objectives

	
	2.a.
	Identify reasons for Windows Updates and Automatic Updates

	
	2.b.
	Identify requirements for WSUS installation

	
	2.c.
	Examine WSUS configuration options and benefits

	
	2.d.
	Identify configuration options for computers to receive updates using WSUS

	
	2.e.
	Examine configuration process for WSUS reporting

	
	2.f.
	Examine how to administer WSUS from the command line and with Windows PowerShell


Learning Activities
	1.
	Complete in class activity-Implement patch management (learning materials/NetLabs)

	
	Learning Materials

	
	WSUS
	LP3.docx

	2.
	Complete MOAC Lesson  lab/worksheets (online)-Implement Patch Management

	3.
	Listen to lecture (in person)-Implement Patch Management

	4.
	Read Chapter 2


Assessment Activities
	1.
	Complete the Implement Patch Management PAT

	2.
	Complete NetLabs in-class activity

	3.
	Prepare for written quiz (Proprietary Content)

	4.
	Prepare for mid-term written assessment (Proprietary Content)



Implement Patch Management PAT
Directions
Complete MOAC online lab worksheet lesson 2 (online, proprietary) 
Complete in class lab activity
Target Course Competencies
	1.
	Implement patch management


Rating Scale
	Value
	Description

	16
	Each question is worth one point for a total of 16 questions/screenshots throughout the lesson which address the criteria below. (Does not include lab challenge at the end if worksheet)



Scoring Guide
	
	Criteria
	Ratings

	1.
	Solve Problems Effectively
	Met   Not Met

	2.
	Think Critically and Creatively
	Met   Not Met

	3.
	Implement patch management
	Met   Not Met

	4.
	You add the WSUS role to the update server within the domain
	Met   Not Met

	5.
	You configure web services for wsus by settting the appropriate port for management
	Met   Not Met

	6.
	You configure WSUS update synchronization times
	Met   Not Met

	7.
	You select what products will be updated
	Met   Not Met

	8.
	You select how updaters will be delivered
	Met   Not Met

	9.
	You select security updates to be delivered automatically without approval
	Met   Not Met

	10.
	You select service packs to require approval for deployment
	Met   Not Met

	11.
	You select critical updates to be delivered automatically without approval
	Met   Not Met

	12.
	You create WSUS groups based on the different update needs and operating systems
	Met   Not Met

	13.
	You create group polices which will configure how and when clients will receive their updates
	Met   Not Met

	14.
	You create client side targeting to deliver appropriate updates to the appropriate versions and groups
	Met   Not Met

	15.
	You perform the approval process on any non-critical or security updates
	Met   Not Met

	16.
	You configure the detail and frequency of WSUS reports
	Met   Not Met

	17.
	You configure alerts to identify when a client has not received updates
	Met   Not Met

	18.
	You identify components for troubleshooting including group policies and DNS
	Met   Not Met

	19.
	You use PowerShell to create a report of WSUS clients
	Met   Not Met

	20.
	You use PowerShell to approve all unapproved updates based on failed or successful status
	Met   Not Met

	21.
	You use WSUSUtil.exe to manage updates
	Met   Not Met

	22.
	You achieve a passing score on the written quiz
	Met   Not Met

	23.
	You achieve a passing score on the MOAC lab worksheet
	Met   Not Met

	24.
	You achieve a passing score on the midterm written assessment
	Met   Not Met



Configure VPN and routing

Overview/Purpose
Microsoft server has the ability to perform both as a router and VPN concentrator. In this lesson, the learner will discover the various requirements and configurations to create a secure VPN connection as well as routing network traffic.
Target Competencies
	1.
	Configure VPN and routing

	
	Assessment Strategies

	
	1.1.
	MOAC lab manual and worksheet: Configure VPN and Routing

	
	1.2.
	Configure VPN and Routing PAT

	
	1.3.
	NetLabs in-class activity

	
	1.4.
	Mid-term written assessment

	
	1.5.
	Written quiz

	
	Criteria

	
	You will be successful when:

	
	1.1.
	You install the Remote Access Role

	
	1.2.
	You install Routing and Remote Access Service

	
	1.3.
	You configure Routing and Remote Access role for VPN access

	
	1.4.
	You configure Routing and Remote Access as a NAT Gateway

	
	1.5.
	You configure the VPN connection on the server

	
	1.6.
	You configure a VPN connection on the client to the server

	
	1.7.
	You configure VPN split tunneling for local internet access

	
	1.8.
	You configure and enable remote dial in settings for users through Active Directory user properties

	
	1.9.
	You configure Network Address Translation (NAT) you configure routing through the server as a gateway

	
	1.10.
	You manage static routes

	
	1.11.
	You configure RIP

	
	1.12.
	You identify scenarios where a DHCP relay agent is required

	
	1.13.
	You achieve a passing score on the written quiz

	
	1.14.
	You achieve a passing score on the MOAC lab worksheet

	
	1.15.
	You achieve a passing score on the midterm written assessment

	
	Learning Objectives

	
	1.a.
	Examine the process to install and configure the Remote Access role

	
	1.b.
	Examine the process to configure dial-up settings using NAT

	
	1.c.
	Examine the process to configure VPN settings

	
	1.d.
	Explain VPN protocols and their benefits and drawbacks

	
	1.e.
	Explain the process to create VPN connections on client computers

	
	1.f.
	Examine the process to configure remote dial-in settings on client computers

	
	1.g.
	Troubleshoot remote access problems


Learning Activities
	1.
	Complete in class activity-Configure VPN and Routing (learning materials/NetLabs)

	
	Learning Materials

	
	VPN and Routing
	LP4-1.docx

	2.
	Complete MOAC Lesson lab/worksheets (online)-Configure VPN and Routing

	3.
	Listen to lecture (in person)-Configure VPN and Routing

	4.
	Read Chapter 10


Assessment Activities
	1.
	Complete the Configure VPN and Routing PAT

	2.
	Complete NetLabs in-class activity

	3.
	Prepare for written quiz (Proprietary Content)

	4.
	Prepare for mid-term written assessment (Proprietary Content)



Configure VPN and Routing PAT
Directions
Complete MOAC online lab worksheet lesson 10 (online, proprietary) 
Complete in class lab activity
Target Course Competencies
	1.
	Configure VPN and routing


Rating Scale
	Value
	Description

	21
	Each question is worth one point for a total of 21 questions/screenshots throughout the lesson which address the criteria below. (Does not include lab challenge at the end if worksheet)



Scoring Guide
	
	Criteria
	Ratings

	1.
	Solve Problems Effectively
	Met   Not Met

	2.
	Think Critically and Creatively
	Met   Not Met

	3.
	Configure VPN and routing
	Met   Not Met

	4.
	You install the Remote Access Role
	Met   Not Met

	5.
	You install Routing and Remote Access Service
	Met   Not Met

	6.
	You configure Routing and Remote Access role for VPN access
	Met   Not Met

	7.
	You configure Routing and Remote Access as a NAT Gateway
	Met   Not Met

	8.
	You configure the VPN connection on the server
	Met   Not Met

	9.
	You configure a VPN connection on the client to the server
	Met   Not Met

	10.
	You configure VPN split tunneling for local internet access
	Met   Not Met

	11.
	You configure and enable remote dial in settings for users through Active Directory user properties
	Met   Not Met

	12.
	You configure Network Address Translation (NAT) you configure routing through the server as a gateway
	Met   Not Met

	13.
	You manage static routes
	Met   Not Met

	14.
	You configure RIP
	Met   Not Met

	15.
	You identify scenarios where a DHCP relay agent is required
	Met   Not Met

	16.
	You achieve a passing score on the written quiz
	Met   Not Met

	17.
	You achieve a passing score on the MOAC lab worksheet
	Met   Not Met

	18.
	You achieve a passing score on the midterm written assessment
	Met   Not Met



Configure Direct Access
Overview/Purpose
Direct Access is a form of VPN that provides an "always on" secure connection to the corporate network for remote users. In this lesson, the learner will discover the key components to create a direct access connection.
Target Competencies
	1.
	Configure direct access

	
	Assessment Strategies

	
	1.1.
	MOAC lab manual and worksheet: Configure Direct Access

	
	1.2.
	Configure Direct Access PAT

	
	1.3.
	NetLabs in-class activity

	
	1.4.
	Mid-term written assessment

	
	1.5.
	Written quiz

	
	Criteria

	
	You will be successful when:

	
	1.1.
	You look at the Direct Access Connection process

	
	1.2.
	You identify the server requirements for Direct Access

	
	1.3.
	You identify the client requirements for Direct Access

	
	1.4.
	You configure Direct Access using the Direct Access configuration wizard

	
	1.5.
	You run the Remote Access set up wizard as part of the Direct Access configuration process

	
	1.6.
	You create a Direct Access client configuration

	
	1.7.
	You configure the server for Direct Access

	
	1.8.
	You configure infrastructure servers including DHCP, DNS and RADIUS

	
	1.9.
	You configure application servers to allow for Direct Access capabilities

	
	1.10.
	You configure certificate services to create a secure connection for Direct Access

	
	1.11.
	You achieve a passing score on the written quiz

	
	1.12.
	You achieve a passing score on the MOAC lab worksheet

	
	1.13.
	You achieve a passing score on the midterm written assessment

	
	Learning Objectives

	
	1.a.
	Explain the DirectAccess connection process

	
	1.b.
	Explain DirectAccess requirements

	
	1.c.
	Examine the process to configure and manage DirectAccess

	
	1.d.
	Explain what is required for a DirectAccess deployment

	
	1.e.
	Explain the steps used to troubleshoot DirectAccess connection issues


Learning Activities
	1.
	Complete MOAC Lesson lab/worksheets (online)-Configure Direct Access
Learning Materials                                       LP 4 Activity.docx

	2.
	Listen to lecture (in person)-Configure Direct Access

	3.
	Read Chapter 11


Assessment Activities
	1.
	Complete the Configure Direct Access PAT

	2.
	Complete NetLabs in-class activity

	3.
	Prepare for written quiz (Proprietary Content)

	4.
	Prepare for mid-term written assessment (Proprietary Content)



Configure Direct Access PAT
Directions
Complete MOAC online lab worksheet lesson 11 (online, proprietary) 
Complete in class lab activity
Target Course Competencies
	1.
	Configure direct access


Rating Scale
	Value
	Description

	11
	Each question is worth one point for a total of 11 questions/screenshots throughout the lesson which address the criteria below. (Does not include lab challenge at the end if worksheet)



Scoring Guide
	
	Criteria
	Ratings

	1.
	Communicate Effectively
	Met   Not Met

	2.
	Solve Problems Effectively
	Met   Not Met

	3.
	Think Critically and Creatively
	Met   Not Met

	4.
	Configure direct access
	Met   Not Met

	5.
	You look at the Direct Access Connection process
	Met   Not Met

	6.
	You identify the server requirements for Direct Access
	Met   Not Met

	7.
	You identify the client requirements for Direct Access
	Met   Not Met

	8.
	You configure Direct Access using the Direct Access configuration wizard
	Met   Not Met

	9.
	You run the Remote Access set up wizard as part of the Direct Access configuration process
	Met   Not Met

	10.
	You create a Direct Access client configuration
	Met   Not Met

	11.
	You configure the server for Direct Access
	Met   Not Met

	12.
	You configure infrastructure servers including DHCP, DNS and RADIUS
	Met   Not Met

	13.
	You configure application servers to allow for Direct Access capabilities
	Met   Not Met

	14.
	You configure certificate services to create a secure connection for Direct Access
	Met   Not Met

	15.
	You achieve a passing score on the written quiz
	Met   Not Met

	16.
	You achieve a passing score on the MOAC lab worksheet
	Met   Not Met

	17.
	You achieve a passing score on the midterm written assessment
	Met   Not Met



Configure Network Policy Server
Overview/Purpose
Network Policy server is a role that provides a managed remote connection environment by providing templates and policies that will determine connection types, auditing and accounting over remote secure connections. In this lesson, the learner will add the NPS server role and explore the various policies once installed.
Target Competencies
	1.
	Configure a Network Policy Server and policies

	
	Assessment Strategies

	
	1.1.
	MOAC lab manual and worksheets: Configure Network Policy Server; Configure Network Policies

	
	1.2.
	Configure Network Policy Server PAT;Configure Network Policy Server Policies PAT

	
	1.3.
	NetLabs in-class activity

	
	1.4.
	Mid-term written assessment

	
	1.5.
	Written quiz

	
	Criteria

	
	You will be successful when:

	
	1.1.
	you install the Radius server role

	
	1.2.
	you install the Network Policy and Access Services role

	
	1.3.
	you configure the Radius server

	
	1.4.
	you add a remote Radius server group

	
	1.5.
	you configure Radius server clients using a VPN connection

	
	1.6.
	You create Radius templates to be exported to other Radius servers

	
	1.7.
	You configure Radius accounting to track network usage and auditing purposes

	
	1.8.
	You create a Network Policy Server policy to restrict remote access to a predefined time

	
	1.9.
	You achieve a passing score on the written quiz

	
	1.10.
	You achieve a passing score on the MOAC lab worksheet

	
	1.11.
	You achieve a passing score on the midterm written assessment

	
	Learning Objectives

	
	1.a.
	Examine the process to Install and configure A RADIUS Server

	
	1.b.
	Examine the requirements to configure RADIUS server instances

	
	1.c.
	Examine the process to configure RADIUS clients for access

	
	1.d.
	Explain what NPS templates are used for

	
	1.e.
	Examine the process to configure RADIUS accounting

	
	1.f.
	Compare the various NPS authentication methods


Learning Activities
	1.
	Complete in class activity-Configure Network Policy Server/Remote Management (learning materials/NetLabs)

	
	Learning Materials

	
	Remote Management Prep
	LP5.docx

	2.
	Complete MOAC Lesson lab/worksheets (online)-Configure Network Policy Server

	3.
	Listen to lecture (in person)-Configure Network Policy Server

	4.
	Read Chapter 12


Assessment Activities
	1.
	Complete the Configure Network Policy Server PAT

	2.
	Complete NetLabs in-class activity

	3.
	Prepare for written quiz (Proprietary Content)

	4.
	Prepare for mid-term written assessment (Proprietary Content)



Configure Network Policy Server PAT
Directions
Complete MOAC online lab worksheet lesson 12 (online, proprietary) 
Complete in class lab activity
Target Course Competencies
	1.
	Configure a Network Policy Server and policies


Rating Scale
	Value
	Description

	16
	Each question is worth one point for a total of 16 questions/screenshots throughout the lesson which address the criteria below. (Does not include lab challenge at the end if worksheet)



Scoring Guide
	
	Criteria
	Ratings

	1.
	Solve Problems Effectively
	Met   Not Met

	2.
	Think Critically and Creatively
	Met   Not Met

	3.
	Configure a Network Policy Server and policies
	Met   Not Met

	4.
	you install the Radius server role
	Met   Not Met

	5.
	you install the Network Policy and Access Services role
	Met   Not Met

	6.
	you configure the Radius server
	Met   Not Met

	7.
	you add a remote Radius server group
	Met   Not Met

	8.
	You achieve a passing score on the written quiz
	Met   Not Met

	9.
	You achieve a passing score on the MOAC lab worksheet
	Met   Not Met

	10.
	You achieve a passing score on the midterm written assessment
	Met   Not Met



Configure NPS Policies
Overview/Purpose
Configuring NPS policies gives the system administrator more control and leverage over the remote access environment. In this lesson, the learner will explore the native NPS policies while configuring policies based on need and type of access.
Target Competencies
	1.
	Configure a Network Policy Server and policies

	
	Assessment Strategies

	
	1.1.
	MOAC lab manual and worksheets: Configure Network Policy Server; Configure Network Policies

	
	1.2.
	Configure Network Policy Server PAT;Configure Network Policy Server Policies PAT

	
	1.3.
	NetLabs in-class activity

	
	1.4.
	Mid-term written assessment

	
	1.5.
	Written quiz

	
	Criteria

	
	You will be successful when:

	
	1.1.
	you install the Radius server role

	
	1.2.
	you install the Network Policy and Access Services role

	
	1.3.
	you configure the Radius server

	
	1.4.
	you add a remote Radius server group

	
	1.5.
	you configure Radius server clients using a VPN connection

	
	1.6.
	You create Radius templates to be exported to other Radius servers

	
	1.7.
	You configure Radius accounting to track network usage and auditing purposes

	
	1.8.
	You create a Network Policy Server policy to restrict remote access to a predefined time

	
	1.9.
	You achieve a passing score on the written quiz

	
	1.10.
	You achieve a passing score on the MOAC lab worksheet

	
	1.11.
	You achieve a passing score on the midterm written assessment

	
	Learning Objectives

	
	1.a.
	Examine the process to Install and configure A RADIUS Server

	
	1.b.
	Examine the requirements to configure RADIUS server instances

	
	1.c.
	Examine the process to configure RADIUS clients for access

	
	1.d.
	Explain what NPS templates are used for

	
	1.e.
	Examine the process to configure RADIUS accounting

	
	1.f.
	Compare the various NPS authentication methods


Learning Activities
	1.
	Complete in class activity-AD build using PowerShell (learning materials/NetLabs)

	
	Learning Materials

	
	NPS Policies and AD Build
	LP6.docx

	2.
	Complete MOAC Lesson lab/worksheets (online)-Configure NPS Policies

	3.
	Listen to lecture (in person)-Configure NPS Policies

	4.
	Read Chapter 13


Assessment Activities
	1.
	Complete the Configure Network Policy Server Policies PAT

	2.
	Complete NetLabs in-class activity

	3.
	Prepare for written quiz (Proprietary Content)

	4.
	Prepare for mid-term written assessment (Proprietary Content)



Configure Network Policy Server Policies PAT
Directions
Complete MOAC online lab worksheet lesson 13 (online, proprietary) 
Complete in class lab activity
Target Course Competencies
	1.
	Configure a Network Policy Server and policies


Rating Scale
	Value
	Description

	11
	Each question is worth one point for a total of 11 questions/screenshots throughout the lesson which address the criteria below. (Does not include lab challenge at the end if worksheet)



Scoring Guide
	
	Criteria
	Ratings

	1.
	Solve Problems Effectively
	Met   Not Met

	2.
	Think Critically and Creatively
	Met   Not Met

	3.
	Configure a Network Policy Server and policies
	Met   Not Met

	4.
	you configure Radius server clients using a VPN connection
	Met   Not Met

	5.
	You create Radius templates to be exported to other Radius servers
	Met   Not Met

	6.
	You configure Radius accounting to track network usage and auditing purposes
	Met   Not Met

	7.
	You create a Network Policy Server policy to restrict remote access to a predefined time
	Met   Not Met

	8.
	You achieve a passing score on the written quiz
	Met   Not Met

	9.
	You achieve a passing score on the MOAC lab worksheet
	Met   Not Met

	10.
	You achieve a passing score on the midterm written assessment
	Met   Not Met



Configure Network Access Protection and server authentication
Overview/Purpose
Network Access Protection (NAP) and Server Authentication are security features that provide the system administrator with the ability to perform health checks on systems prior to network access through NAP as well as the different types of encrypted or secured types of authentication.
Target Competencies
	1.
	Configure Network Access Protection

	
	Assessment Strategies

	
	1.1.
	MOAC lab manual and worksheet: Configure Network Access Protection

	
	1.2.
	Configure Network Access Protection PAT

	
	1.3.
	Final Project

	
	1.4.
	Final written assessment

	
	1.5.
	Written quiz

	
	Criteria

	
	You will be successful when:

	
	1.1.
	You install the Network Policy Server role

	
	1.2.
	You install DHCP

	
	1.3.
	You configure the DHCP scope options

	
	1.4.
	You configure NAP enforcement for the DHCP server

	
	1.5.
	You enable NAP on the configured DHCP scope

	
	1.6.
	You enable NAP DHCP quarantine enforcement client

	
	1.7.
	You start the NAP service on the DHCP server

	
	1.8.
	You configure system health validators to ensure connecting clients meet security requirements

	
	1.9.
	You configure health policies which consist of one or more health validators that define client configuration requirements

	
	1.10.
	You configure isolation mode through the network policy server within the NAP enforcement tab

	
	1.11.
	You achieve a passing score on the written quiz

	
	1.12.
	You achieve a passing score on the MOAC lab worksheet

	
	1.13.
	You achieve a passing score on the Final project

	
	1.14.
	You achieve a passing score on the final written assessment

	
	Learning Objectives

	
	1.a.
	Explain the function of Network Access Protection

	
	1.b.
	Examine the process to install Network Access Protection

	
	1.c.
	Examine the process to configure NAP enforcement

	
	1.d.
	Explain the process to configure System Health Validators

	
	1.e.
	Examine the process to configure health policies

	
	1.f.
	Explain client isolation and remediation

	
	1.g.
	Configure NAP client settings

	2.
	Configure Server Authentication

	
	Assessment Strategies

	
	2.1.
	MOAC lab manual and worksheet: Configure Server Authentication

	
	2.2.
	Configure Server Authentication PAT

	
	2.3.
	Final Project

	
	2.4.
	Final written assessment

	
	2.5.
	Written quiz

	
	Criteria

	
	You will be successful when:

	
	2.1.
	You define NTLM as suite of security protocols that provide authentication, integrity and confidentiality for single sign-on users

	
	2.2.
	You define Kerberos as a computer network authentication protocol that provides secure authentication over an unsecure network

	
	2.3.
	You identify the three service principal name (SPN) components as the service class, host name and port

	
	2.4.
	You configure an SPN for a service account

	
	2.5.
	You configure Kerberos delegation to create a ticket for an SPN

	
	2.6.
	You create a service account through Active Directory Users and Computers

	
	2.7.
	You achieve a passing score on the written quiz

	
	2.8.
	You achieve a passing score on the MOAC lab worksheet

	
	2.9.
	You achieve a passing score on the Final project

	
	2.10.
	You achieve a passing score on the final written assessment

	
	Learning Objectives

	
	2.a.
	Explain NTLM authentication

	
	2.b.
	Explain Kerberos authentication

	
	2.c.
	Identify Service Principal Names

	
	2.d.
	Examine the process to configure Kerberos delegation

	
	2.e.
	Examine the process behind managing service accounts

	
	2.f.
	Identify managed service accounts

	
	2.g.
	Configure virtual accounts


Learning Activities
	1.
	Complete MOAC Lesson lab/worksheets (online)-Configure Network Access Protection;Configure Server Authentication

	2.
	Listen to lecture (in person)-Configure Network Access Protection;Configure Server Authentication

	3.
	Read Chapter 14,15


Assessment Activities
	1.
	Complete the Configure Network Access Protection and Configure Server Authentication PATs

	2.
	[bookmark: _GoBack]Complete  MOAC Lesson lab/worksheets 

	3.
	Prepare for written quiz (Proprietary Content)

	4.
	Prepare for Final Project  (EMBARGOED)

	5.
	Prepare for final written assessment (Proprietary Content)



Configure Network Access Protection PAT
Directions
Complete MOAC online lab worksheet lesson 14 (online, proprietary) 
Complete in class lab activity
Target Course Competencies
	1.
	Configure Network Access Protection


Rating Scale
	Value
	Description

	14
	Each question is worth one point for a total of 14 questions/screenshots throughout the lesson which address the criteria below. (Does not include lab challenge at the end if worksheet)



Scoring Guide
	
	Criteria
	Ratings

	1.
	Demonstrate Community and Global Accountability
	Met   Not Met

	2.
	Solve Problems Effectively
	Met   Not Met

	3.
	Think Critically and Creatively
	Met   Not Met

	4.
	Configure Network Access Protection
	Met   Not Met

	5.
	You install the Network Policy Server role
	Met   Not Met

	6.
	You install DHCP
	Met   Not Met

	7.
	You configure the DHCP scope options
	Met   Not Met

	8.
	You configure NAP enforcement for the DHCP server
	Met   Not Met

	9.
	You enable NAP on the configured DHCP scope
	Met   Not Met

	10.
	You enable NAP DHCP quarantine enforcement client
	Met   Not Met

	11.
	You start the NAP service on the DHCP server
	Met   Not Met

	12.
	You configure system health validators to ensure connecting clients meet security requirements
	Met   Not Met

	13.
	You configure health policies which consist of one or more health validators that define client configuration requirements
	Met   Not Met

	14.
	You configure isolation mode through the network policy server within the NAP enforcement tab
	Met   Not Met

	15.
	You achieve a passing score on the written quiz
	Met   Not Met

	16.
	You achieve a passing score on the MOAC lab worksheet
	Met   Not Met

	17.
	You achieve a passing score on the final written assessment
	Met   Not Met



Configure Server Authentication PAT
Directions
Complete MOAC online lab worksheet lesson 15 (online, proprietary) 
Complete in class lab activity
Target Course Competencies
	1.
	Configure Server Authentication


Rating Scale
	Value
	Description

	11
	Each question is worth one point for a total of 11 questions/screenshots throughout the lesson which address the criteria below. (Does not include lab challenge at the end if worksheet)



Scoring Guide
	
	Criteria
	Ratings

	1.
	Solve Problems Effectively
	Met   Not Met

	2.
	Think Critically and Creatively
	Met   Not Met

	3.
	Configure Server Authentication
	Met   Not Met

	4.
	You define NTLM as suite of security protocols that provide authentication, integrity and confidentiality for single sign-on users
	Met   Not Met

	5.
	You define Kerberos as a computer network authentication protocol that provides secure authentication over an unsecure network
	Met   Not Met

	6.
	You identify the three service principal name (SPN) components as the service class, host name and port
	Met   Not Met

	7.
	You configure an SPN for a service account
	Met   Not Met

	8.
	You configure Kerberos delegation to create a ticket for an SPN
	Met   Not Met

	9.
	You create a service account through Active Directory Users and Computers
	Met   Not Met

	10.
	You achieve a passing score on the written quiz
	Met   Not Met

	11.
	You achieve a passing score on the MOAC lab worksheet
	Met   Not Met

	12.
	You achieve a passing score on the final written assessment
	Met   Not Met



Configure Remote Desktop Services
Overview/Purpose
Remote Desktop Services is a key component in the enterprise in a variety of functions from providing session based remote access or as a component of Virtual Desktop Infrastructure (VDI). In this lesson the learner will configure Remote Desktop Services in a VDI environment.
Target Competencies
	1.
	Configure infrastructure for operating system deployment

	
	Assessment Strategies

	
	1.1.
	NetLabs in-class activity

	
	1.2.
	Mid-term written assessment

	
	1.3.
	Written quiz

	
	1.4.
	Server Build PAT

	
	Criteria

	
	Performance will be satisfactory when:

	
	1.1.
	you add the DNS role to the appropriate server

	
	1.2.
	you set the preferred DNS address to point the Active Directory DNS Server

	
	1.3.
	you create a DHCP scope on the assigned network subnet

	
	1.4.
	you create a DHCP exclusion list for IP address not to be assigned

	
	1.5.
	you set the DHCP global options including preferred DNS and default gateway

	
	1.6.
	you add the DHCP role to the appropriate server

	
	1.7.
	you can identify the appropriate service locator records within the forward lookup zone within DNS

	
	1.8.
	you validate a functioning DNS using NSLOOKUP ensuring no errors are returned

	
	1.9.
	You achieve a passing score on the written quiz

	
	1.10.
	You achieve a passing score on the MOAC lab worksheet

	
	1.11.
	You achieve a passing score on the midterm written assessment

	
	Learning Objectives

	
	1.a.
	Identify key components to DNS

	
	1.b.
	Examine process to add DHCP role

	
	1.c.
	Examine process to add DNS role


	
	1.d.
	Identify DHCP services and features

	2.
	Automate administrative tasks using PowerShell

	
	Assessment Strategies

	
	2.1.
	Automate Administrative Tasks Using PowerShell PAT

	
	2.2.
	NetLabs in-class activity

	
	2.3.
	Final Project

	
	2.4.
	Final written assessment

	
	2.5.
	Written quiz

	
	Criteria

	
	Performance will be satisfactory when:

	
	2.1.
	You import the Active Directory Module to your management station

	
	2.2.
	You enable PowerShell remoting from client workstation

	
	2.3.
	You enable PowerShell remoting to server(s)

	
	2.4.
	You schedule background jobs for servers

	
	2.5.
	You create and access PSDrives and PSProviders

	
	2.6.
	You create a virtual drive for a virtual desktop using PowerShell

	
	2.7.
	You create a report displaying active VPN users

	
	2.8.
	You create a report listing Active Directory users last log on time

	
	2.9.
	You create a report listing the last time a password was changed for all domain users

	
	2.10.
	You create Active Directory user accounts from a management station

	
	2.11.
	You import multiple Active Directory user accounts from an Excel spreadsheet

	
	2.12.
	You adjust virtual memory allocation remotely to a virtual desktop client

	
	2.13.
	You achieve a passing score on the written quiz

	
	2.14.
	You achieve a passing score on the Final project

	
	2.15.
	You achieve a passing score on the final written assessment

	
	Learning Objectives

	
	2.a.
	Identify remote desktop tasks that can be configured using PowerShell

	
	2.b.
	Examine the process to create a virtual desktop using PowerShell

	
	2.c.
	Examine the process to retrieve VPN session information using PowerShell

	
	2.d.
	Identify the process to configure the Core Server platform using Powershell

	
	2.e.
	Identify the process to configure and manage a virtualization host using PowerShell

	3.
	Configure Remote Desktop Services

	
	Assessment Strategies

	
	3.1.
	Configure Remote Desktop Services PAT

	
	3.2.
	NetLabs in-class activity

	
	3.3.
	Final Project

	
	3.4.
	Final written assessment

	
	3.5.
	Written quiz

	
	Criteria

	
	Performance will be satisfactory when:

	
	3.1.
	You add the remote desktop services role

	
	3.2.
	You configure the remote desktop session host

	
	3.3.
	You install Microsoft Word to be published with remote desktop services

	
	3.4.
	You configure remote desktop web access to allow published apps to be accessible

	
	3.5.
	You add approved users to the local remote desktop users group

	
	3.6.
	You configure the remote desktop connection broker to manage access to the appropriate remote desktop session host

	
	3.7.
	You configure user state virtualization to display a standard desktop interface experience

	
	3.8.
	You achieve a passing score on the written quiz

	
	3.9.
	You achieve a passing score on the Final project

	
	3.10.
	You achieve a passing score on the final written assessment

	
	Learning Objectives

	
	3.a.
	Identify process to configure a Remote Desktop Session Host

	
	3.b.
	Examine the process to implement a Remote Desktop Virtualization Host infrastructure

	
	3.c.
	Examine the process to configure a Remote Desktop Connection Broker

	
	3.d.
	Examine the process to design and configure user state virtualization


Learning Activities
	1.
	Complete in class activities-Configure Remote Desktop Services and Rack Build (learning material/NetLabs)

	
	Learning Materials

	
	Configure RDS and Rack Build
	LP9.docx

	2.
	Listen to lecture (in person)-Remote Desktop Services


Assessment Activities
	1.
	Complete the Configure Remote Desktop Services and Begin Automate Administrative Tasks Using PowerShell PATs

	2.
	Complete NetLabs in-class activity

	3.
	Prepare for written quiz (Proprietary Content)

	4.
	Prepare for Final Project (EMBARGOED)

	5.
	Prepare for final written assessment (Proprietary Content)



Configure Remote Desktop Services PAT 
Directions
Complete in class lab activity-Final Project
Target Course Competencies
	1.
	Configure Remote Desktop Services


Scoring Guide
	
	Criteria
	Ratings

	1.
	Solve Problems Effectively
	Met   Not Met

	2.
	Think Critically and Creatively
	Met   Not Met

	3.
	Configure Remote Desktop Services
	Met   Not Met

	4.
	You add the remote desktop services role
	Met   Not Met

	5.
	You configure the remote desktop session host
	Met   Not Met

	6.
	You install Microsoft Word to be published with remote desktop services
	Met   Not Met

	7.
	You configure remote desktop web access to allow published apps to be accessible
	Met   Not Met

	8.
	You add approved users to the local remote desktop users group
	Met   Not Met

	9.
	You configure the remote desktop connection broker to manage access to the appropriate remote desktop session host
	Met   Not Met

	10.
	You configure user state virtualization to display a standard desktop interface experience
	Met   Not Met

	11.
	You achieve a passing score on the written quiz
	Met   Not Met

	12.
	You achieve a passing score on the Final project
	Met   Not Met

	13.
	You achieve a passing score on the final written assessment
	Met   Not Met



Configure VDI using Hyper-V
Overview/Purpose
Virtual Desktop Infrastructure is a method of providing desktop sessions through Hyper-V and Remote Desktop services. In this activity the learner will continue to build their infrastructure and create a VDI deployment of a Windows desktop.
Target Competencies
	1.
	Configure infrastructure for operating system deployment

	
	Assessment Strategies

	
	1.1.
	NetLabs in-class activity

	
	1.2.
	Mid-term written assessment

	
	1.3.
	Written quiz

	
	1.4.
	Server Build PAT

	
	Criteria

	
	Performance will be satisfactory when:

	
	1.1.
	you add the DNS role to the appropriate server

	
	1.2.
	you set the preferred DNS address to point the Active Directory DNS Server

	
	1.3.
	you create a DHCP scope on the assigned network subnet

	
	1.4.
	you create a DHCP exclusion list for IP address not to be assigned

	
	1.5.
	you set the DHCP global options including preferred DNS and default gateway

	
	1.6.
	you add the DHCP role to the appropriate server

	
	1.7.
	you can identify the appropriate service locator records within the forward lookup zone within DNS

	
	1.8.
	you validate a functioning DNS using NSLOOKUP ensuring no errors are returned

	
	1.9.
	You achieve a passing score on the written quiz

	
	1.10.
	You achieve a passing score on the MOAC lab worksheet

	
	1.11.
	You achieve a passing score on the midterm written assessment

	
	Learning Objectives

	
	1.a.
	Identify key components to DNS

	
	1.b.
	Examine process to add DHCP role

	
	1.c.
	Examine process to add DNS role


	
	1.d.
	Identify DHCP services and features

	2.
	Automate administrative tasks using PowerShell

	
	Assessment Strategies

	
	2.1.
	Automate Administrative Tasks Using PowerShell PAT

	
	2.2.
	NetLabs in-class activity

	
	2.3.
	Final Project

	
	2.4.
	Final written assessment

	
	2.5.
	Written quiz

	
	Criteria

	
	Performance will be satisfactory when:

	
	2.1.
	You import the Active Directory Module to your management station

	
	2.2.
	You enable PowerShell remoting from client workstation

	
	2.3.
	You enable PowerShell remoting to server(s)

	
	2.4.
	You schedule background jobs for servers

	
	2.5.
	You create and access PSDrives and PSProviders

	
	2.6.
	You create a virtual drive for a virtual desktop using PowerShell

	
	2.7.
	You create a report displaying active VPN users

	
	2.8.
	You create a report listing Active Directory users last log on time

	
	2.9.
	You create a report listing the last time a password was changed for all domain users

	
	2.10.
	You create Active Directory user accounts from a management station

	
	2.11.
	You import multiple Active Directory user accounts from an Excel spreadsheet

	
	2.12.
	You adjust virtual memory allocation remotely to a virtual desktop client

	
	2.13.
	You achieve a passing score on the written quiz

	
	2.14.
	You achieve a passing score on the Final project

	
	2.15.
	You achieve a passing score on the final written assessment

	
	Learning Objectives

	
	2.a.
	Identify remote desktop tasks that can be configured using PowerShell

	
	2.b.
	Examine the process to create a virtual desktop using PowerShell

	
	2.c.
	Examine the process to retrieve VPN session information using PowerShell

	
	2.d.
	Identify the process to configure the Core Server platform using Powershell

	
	2.e.
	Identify the process to configure and manage a virtualization host using PowerShell

	3.
	Configure Remote Desktop Services

	
	Assessment Strategies

	
	3.1.
	Configure Remote Desktop Services PAT

	
	3.2.
	NetLabs in-class activity

	
	3.3.
	Final Project

	
	3.4.
	Final written assessment

	
	3.5.
	Written quiz

	
	Criteria

	
	Performance will be satisfactory when:

	
	3.1.
	You add the remote desktop services role

	
	3.2.
	You configure the remote desktop session host

	
	3.3.
	You install Microsoft Word to be published with remote desktop services

	
	3.4.
	You configure remote desktop web access to allow published apps to be accessible

	
	3.5.
	You add approved users to the local remote desktop users group

	
	3.6.
	You configure the remote desktop connection broker to manage access to the appropriate remote desktop session host

	
	3.7.
	You configure user state virtualization to display a standard desktop interface experience

	
	3.8.
	You achieve a passing score on the written quiz

	
	3.9.
	You achieve a passing score on the Final project

	
	3.10.
	You achieve a passing score on the final written assessment

	
	Learning Objectives

	
	3.a.
	Identify process to configure a Remote Desktop Session Host

	
	3.b.
	Examine the process to implement a Remote Desktop Virtualization Host infrastructure

	
	3.c.
	Examine the process to configure a Remote Desktop Connection Broker

	
	3.d.
	Examine the process to design and configure user state virtualization

	4.
	Configure Virtual Desktop Infrastructure using Hyper-V

	
	Assessment Strategies

	
	4.1.
	Configure Virtual Desktop Infrastructure PAT

	
	4.2.
	NetLabs in-class activity

	
	4.3.
	Final Project

	
	4.4.
	Final written assessment

	
	4.5.
	Written quiz

	
	Criteria

	
	Performance will be satisfactory when:

	
	4.1.
	The learner successfully adds the DHCP server role a server


	
	4.2.
	You add the Remote Desktop services role

	
	4.3.
	You configure the Remote Desktop services role for virtualization by selecting Vitualization host during setup

	
	4.4.
	You add the Hyper-V role to the virtualization hosting server

	
	4.5.
	You add a Windows desktop operating system as a virtual machine to the Hyper-V server

	
	4.6.
	You specify the Remote Desktop Web Access server the users will be browsing to access the virtual desktop

	
	4.7.
	You specify the Remote Desktop Virtualization host server

	
	4.8.
	You create a virtual desktop collection

	
	4.9.
	You select the Organizational Unit where the virtual desktops will be deployed

	
	4.10.
	You achieve a passing score on the written quiz

	
	4.11.
	You achieve a passing score on the Final project

	
	4.12.
	You achieve a passing score on the final written assessment

	
	Learning Objectives

	
	4.a.
	Examine process to Implement virtualization hosts

	
	4.b.
	Examine process to deploy virtual machines for VDI

	
	4.c.
	Identify the steps to maintain a server virtualization infrastructure

	
	4.d.
	Examine the tools used to monitor the virtual desktop infrastructure

	
	4.e.
	Examine process to create and configure virtual desktop collections


Learning Activities
	1.
	Complete in class activity-Configure VDI using Hyper-V (learning materials/NetLabs)

	
	Learning Materials

	
	PowerShell and WMI
	LP13.docx

	
	Configure VDI/RDS and Hyper-V
	LP10.docx

	
	Project Management
	LP12.docx

	
	Final Project PowerShell Requirements
	LP11.docx

	2.
	Listen to lecture (in person)-Powershell

	3.
	Listen to lecture (in person)-Virtual Desktop Infrastructure

	4.
	Listen to lecture (in person)-PowerShell Using WMI

	5.
	Listen to lecture (in person)-Project management


Assessment Activities
	1.
	Complete the Configure Virtual Desktop Infrastructure PAT and PowerShell PAT

	2.
	Complete NetLabs in-class activity

	3.
	Prepare for written quiz (Proprietary Content)

	4.
	Prepare for Final Project (EMBARGOED)

	5.
	Prepare for final written assessment (Proprietary Content)



Configure Virtual Desktop Infrastructure PAT
Directions
Complete in class lab activity-Final Project
Target Course Competencies
	1.
	Configure Remote Desktop Services

	2.
	Configure Virtual Desktop Infrastructure using Hyper-V


Scoring Guide
	
	Criteria
	Ratings

	1.
	Communicate Effectively
	Met   Not Met

	2.
	Demonstrate Community and Global Accountability
	Met   Not Met

	3.
	Demonstrate Personal Accountability
	Met   Not Met

	4.
	Solve Problems Effectively
	Met   Not Met

	5.
	Think Critically and Creatively
	Met   Not Met

	6.
	Value Individual Differences and Abilities
	Met   Not Met

	7.
	Work Cooperatively and Professionally
	Met   Not Met

	8.
	Configure Remote Desktop Services
	Met   Not Met

	9.
	You configure remote desktop web access to allow published apps to be accessible
	Met   Not Met

	10.
	You add approved users to the local remote desktop users group
	Met   Not Met

	11.
	You configure the remote desktop connection broker to manage access to the appropriate remote desktop session host
	Met   Not Met

	12.
	You configure user state virtualization to display a standard desktop interface experience
	Met   Not Met

	13.
	Configure Virtual Desktop Infrastructure using Hyper-V
	Met   Not Met

	14.
	The learner successfully adds the DHCP server role a server

	Met   Not Met

	15.
	You add the Remote Desktop services role
	Met   Not Met

	16.
	You configure the Remote Desktop services role for virtualization by selecting Vitualization host during setup
	Met   Not Met

	17.
	You add the Hyper-V role to the virtualization hosting server
	Met   Not Met

	18.
	You add a Windows desktop operating system as a virtual machine to the Hyper-V server
	Met   Not Met

	19.
	You specify the Remote Desktop Web Access server the users will be browsing to access the virtual desktop
	Met   Not Met

	20.
	You specify the Remote Desktop Virtualization host server
	Met   Not Met

	21.
	You create a virtual desktop collection
	Met   Not Met

	22.
	You select the Organizational Unit where the virtual desktops will be deployed
	Met   Not Met

	23.
	You achieve a passing score on the written quiz
	Met   Not Met

	24.
	You achieve a passing score on the Final project
	Met   Not Met

	25.
	You achieve a passing score on the final written assessment
	Met   Not Met



Automate Administrative Tasks Using PowerShell PAT
Directions
Complete in class lab activity-Final Project
Target Course Competencies
	1.
	Automate administrative tasks using PowerShell


Scoring Guide
	
	Criteria
	Ratings

	1.
	Communicate Effectively
	Met   Not Met

	2.
	Demonstrate Personal Accountability
	Met   Not Met

	3.
	Solve Problems Effectively
	Met   Not Met

	4.
	Think Critically and Creatively
	Met   Not Met

	5.
	Value Individual Differences and Abilities
	Met   Not Met

	6.
	Work Cooperatively and Professionally
	Met   Not Met

	7.
	Automate administrative tasks using PowerShell
	Met   Not Met

	8.
	You import the Active Directory Module to your management station
	Met   Not Met

	9.
	You enable PowerShell remoting from client workstation
	Met   Not Met

	10.
	You enable PowerShell remoting to server(s)
	Met   Not Met

	11.
	You schedule background jobs for servers
	Met   Not Met

	12.
	You create and access PSDrives and PSProviders
	Met   Not Met

	13.
	You create a virtual drive for a virtual desktop using PowerShell
	Met   Not Met

	14.
	You create a report displaying active VPN users
	Met   Not Met

	15.
	You create a report listing Active Directory users last log on time
	Met   Not Met

	16.
	You create a report listing the last time a password was changed for all domain users
	Met   Not Met

	17.
	You create Active Directory user accounts from a management station
	Met   Not Met

	18.
	You import multiple Active Directory user accounts from an Excel spreadsheet
	Met   Not Met

	19.
	You adjust virtual memory allocation remotely to a virtual desktop client
	Met   Not Met

	20.
	You achieve a passing score on the written quiz
	Met   Not Met

	21.
	You achieve a passing score on the Final project
	Met   Not Met

	22.
	You achieve a passing score on the final written assessment
	Met   Not Met
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