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Course Name	Lesson #


Cyber Capstone	Syllabus

[bookmark: _Toc382581911]Part 1: Course Information
[bookmark: _Toc382581912]Course Overview 
[bookmark: _Toc382581913]Basic Information
College: 
Department: 
Semester: 
Instructor: 
Office: 
Office Hours: 
Office Telephone: 
Email: 
[bookmark: _Toc382581914]Description
[bookmark: _Toc382581915]The Cyber Capstone course consists of five lessons along with corresponding labs and class activities. Upon successful completion of this course, students will have demonstrated that they can identify the hardware and software required to build a personal computer and then build that computer. They also will have demonstrated that they can design and build a secure network that uses both wired and wireless connections. Lastly, they will have participated in both individual and group presentations of design solutions. 
Prerequisites
Prerequisite courses are Core Skills for Computing Professionals 1 and 2, PC Hardware, PC Software, Network Essentials, Security Fundamentals, Cisco 1: Introduction to Networks, Cisco 2: Routing and Switching Essentials. Cisco 3: Scaling Networks, Cisco 4: Connecting Networks, and Core Skills for Computing Professionals 3 may be co-requisites.
[bookmark: _Toc382581916]Course Materials
Students will use hardware and operating system software to complete all parts of the projects.

[bookmark: _Toc382581920]Course Structure
This class builds on the material and hands-on lab work students have covered in prior classes in the program. Class time will be used to build the PCs and networks. Students will also make their presentations in class.
[bookmark: _Toc382581921]Face-to-Face Sessions
Laboratory exercises and in-class work will emphasize skill attainment and content mastery.
[bookmark: _Toc382581922]Online Sessions
Online sessions will include content and activities from Platform+, simulated lab activities, and other open educational resources. To access online activities, students will need access to the Internet and a supported Web browser (Internet Explorer, Firefox, Safari, or Chrome). Technical assistance can be obtained from local technical support.
[bookmark: _Toc382581923]Technical Requirements
Internet connection.
Access to college learning management system.
Access to college email account.
[bookmark: _Toc382581924]Part 2: Learning Outcomes
Following successful completion of the Cyber Capstone course, the student will be able to:
[bookmark: _Toc278544231][bookmark: _Toc382581930]Identify the components of a motherboard.
Research hardware and software needed for solutions to meet the needs of a client.
Design and document solutions to meet the needs of a client.
Create and give an oral presentation of solutions to meet the needs of a client.
Build a personal computer.
Install system software.
Create a straight through Ethernet cable. 
Connect and secure PCs across a wired network.
Connect and secure PCs across a wireless network.
Part 3: Course Calendar
This course calendar provides a schedule of lessons and an outline of topics covered. Activities, assignments, and assessments will be explained in detail throughout the course. Please contact the instructor with questions.
[bookmark: _Toc382581932]Lesson 1: Course Overview and Personal Computer Design	Date
1. Syllabus
2. Motherboard Diagram Assignment
3. PC Design and Pricing Assignment
4. Oral Presentation
Lesson 2: Computer Network Design	Date
1. [bookmark: _Toc382581933]Network Design Assignment
2. Oral Presentation
Lesson 3: Personal Computer Build	Date
1. PC Build Assignment
Building a Personal Computer
Installing System Software
[bookmark: _Toc382581934][bookmark: _Toc382581935]Lesson 4: Cable and Network Build	Date
1. Cable and Network Build Assignment
Creating a Straight Through Ethernet Cable
Building a Small Wired Network
Securing Devices on the Network
Lesson 5: Secure and Wireless Build	Date
1. [bookmark: _Toc382581946]Secure and Wireless Network Build Assignment 
1. [bookmark: _GoBack]Connect and Secure PCs Across a Wired Network
Connect and Secure PCs Across a Wireless Network
2. Group Build Final Project
1. Perform a Group Build of a Personal Computer
Perform a Group Build of a Wired Network
Perform a Group Build of a Wireless Network
Perform a Group Build and Secure of a Cisco Network
Part 4: Grading Information 
[bookmark: _Toc382581947]Graded Activities
Individual Projects
Students will design, present, document, and build a personal computer. Students will build networks.
Group Project
Students will design, document, and present a network as a group.
[bookmark: _Toc382581954]Grading Breakdown
Personal computer design, presentation, and build = 25%
Network design and presentation = 25%
Network builds = 50%
[bookmark: _Toc382581955]Grading Scale
A = 90-100 
B = 80-89 
C = 70-79 
D = 60-69 
F = 59 and below
[bookmark: _Toc382581956]Late Work
Late work will not be accepted unless it is pre-approved by the instructor. All graded work will be posted in the college learning management system within 48 hours of due date. 
[bookmark: _Toc382581957]Part 5: College Policies and Resources
[bookmark: _Toc382581958]Policies
[bookmark: _Toc382581959]Attendance
[bookmark: _Toc382581960]Academic Integrity
[bookmark: _Toc382581961]Campus Civility
[bookmark: _Toc382581962]Resources
[bookmark: _Toc382581964]Counseling 
[bookmark: _Toc382581965]Veterans
Students with Disabilities 

[bookmark: _Toc382581966]About These Materials
These materials were developed by the National STEM Consortium (NSC). NSC, a collaborative of ten colleges in nine states, was funded by a U.S. Department of Labor grant to develop one-year certificate programs in five technical fields: Composites Technology, Cyber Technology, Electric Vehicle Technology, Environmental Technology, and Mechatronics Technology. For more information visit the NSC website: http://www.nationalstem.org
[bookmark: _Toc279058025]Copyright
©2015 National STEM Consortium.
[bookmark: _Toc279058026]License
[image: ] Unless otherwise specified, this work is licensed under a Creative Commons Attribution 4.0 International License. 
[bookmark: _Toc278544250][bookmark: _Toc279058027]Attribution
To attribute this work, use: Ernest Friend, Kasia Taylor, Mary Wallingsford.
[bookmark: _Toc279058028]Citation
To cite this work, use:
Friend, E., Taylor, K., & Wallingsford, M. (2015). Cyber Capstone Course. Cyber Technology certificate program of the National STEM Consortium. Retrieved from http://oli.cmu.edu. 
[bookmark: _Toc278544252][bookmark: _Toc279058029]Accessibility
The NSC has made every effort to create accessible materials, following best practices and Americans with Disabilities Act (ADA) guidelines. For example, to ensure screen reader systems can work with these materials, we write using plain English, heading styles in outline structure, simple layout, minimal tables and charts, bulleted and numbered lists, high-contrast colors, standard fonts, white space for ease of reading, and so on. For more information about ADA compliance, see the 2010 Design Standards on the ADA website: http://www.ada.gov/2010ADAstandards_index.htm.
[bookmark: _Toc278544253][bookmark: _Toc279058030]Disclaimer
This workforce solution was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training Administration. The solution was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The Department of Labor makes no guarantees, warrantees, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability, or ownership. 
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