Cyber Technician Capstone Course
Implementation Phase
Part 1:  Build a personal computer (Group project)
1. Build a computer from parts, including a NIC
2. Install an operating system
3. Install a service pack and verify installation 
4. Obtain and install peripheral drivers (ex. Printer)
Part 2:  Build a wired network (Group project) 
1. Make a straight-through network cable
2. Connect two computers on the same network 
a. Add two computers to a network switch 
b. Given a network number and mask, use the first subnet and apply static IP addressing [if specific subnetting abilities need to be demonstrated, use the following steps; otherwise, student selects any valid address]
i. Select the first usable host address in this network for PC1
ii. Select the second usable host address in this network for PC2
iii. Manually assign these IP addresses and mask 
3. Verify connectivity by pinging PC2 from PC1
Part 3: Build a wireless network (Group project) 
1. Create, configure and secure a wireless network
2. Connect a wireless device to the wireless network
3. Create a network share and access a file on another computer via the wireless network
Part 4: Build and secure a Cisco network (Group project)
1. Connect two computers on different networks 
a. Connect one computer, PC1, to one switch, Switch 1, and a second computer, PC2, to a second switch, Switch 2
b. Add and configure a router 
i. Name the router
ii. Secure the console and vty connections with passwords
c. Given a network number and mask, use the first subnet to apply static IP addressing 
i. Select the first usable host address in this network for PC1
ii. Manually assign this IP address and mask 
d. Configure the router interface Fa0/0
i. Select the last usable host address in this network for the router interface Fa0/0
ii. Apply this IP address and mask to interface Fa0/0
iii. Enable the interface
e. Add the default gateway to PC1
f. Using the second subnet, apply static IP addressing
i. Select the first usable host address in this network for PC2 
ii. Manually assign this IP address and mask 
g. Configure the router interface Fa0/1 
i. Select the last usable host address for the router interface Fa0/1
ii. Apply this IP address and mask to interface Fa0/1
iii. Enable the interface
h. Add the default gateway to PC2
2. Verify connectivity by pinging PC2 from PC1 
3. Install a printer on one computer, share the printer on the network, and print from one computer to another
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