Cyber Capstone Course: Network Design Assignment 
Scenario

KEM Inc. is a small company with five employees that is requesting that your company, PCInstall.com, provide configuration and a detailed pricing model for new networking equipment. The company occupies 1000 square feet of space with four offices and one cubicle for a traveling salesperson. KEM is seeking the latest, secure technology and fastest components available from reputable manufacturers and vendors. 

The design must include access for wired desktops, wireless laptops, and a shared production printer* while restricting access to only approved devices. Other networking requirements include manageability, QoS, Voice, Firewall and VPN capabilities, DHCP Server, VLAN support, and Power over Ethernet. Although KEM is currently a small company, your plan should allow room for future growth. 

KEM is requiring your team to create a spreadsheet that reflects the cost for the routers, switches, and cabling. The cost should also include labor for installation and configuration without exceeding a budget of $12,000. The spreadsheet should contain a separate column for the equipment listed below and include technical specifications and itemized costs.

Minimum List of Network Components

	Network Components
	Quantity

	Branch Router
	1

	Access Switches
	2

	Straight-through cables
	10

	Wireless Access Point
	1



*Note: PCs and printers connecting to the network are purchased separately and do not have to be included in this proposal. Other networking components, such as inside wiring, mount boxes and rack mounts, already exist in the building.

In addition, KEM is requiring you to present your solution and rationale to the company using PowerPoint. Your team will deliver a ten-minute presentation, with each team member presenting a portion of the proposal. As part of your presentation, please include a detailed project timeline, summary of required equipment technical specifications, and a networking topology diagram. Be sure to include a logical layout of devices with labeled equipment and an IP addressing scheme. Use the address space of 192.168.10.0/24 and allow room for growth for up to 20 devices in each network. Use the following diagram as a general guideline of KEM’s topology.
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