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[bookmark: _Toc287623275]Introduction
[bookmark: _GoBack]This Cyber Capstone course was developed by Ernest Friend of Florida State College at Jacksonville and Kasia Taylor and Mary Wallingsford of Anne Arundel Community College in Arnold, Maryland. It is one of 12 core courses in the NSC Cyber Technology certificate program. This Teaching Toolkit for the course includes a course overview (this Read Me First document), a learning outcomes map, a suggested syllabus, lesson plans, and supplemental materials. The course also includes online modules that are designed to help students through common sticking points and better prepare them for face-to-face instruction. 
NSC courses are designed for instructors with subject matter expertise and/or industry knowledge. NSC materials are freely and openly licensed, and are intended for instructors to customize according to their local needs. NSC materials offer resources, recommendations, and examples; they may be revised and redistributed provided that proper attribution and citation are used. See the About These Materials section on page 5. 
NSC materials are located in Platform+ by OLI, the Open Learning Initiative at Carnegie-Mellon University. 
To access NSC Cyber Technology materials: 
1. Navigate to the NSC Cyber Technology section of the OLI course library at http://oli.cmu.edu/learn-with-oli/see-our-free-open-courses/
2. Explore courses and online modules as a guest. 
3. Apply for an Instructor account to access Instructor Resources (i.e., the Teaching Toolkit) for a particular course. 
Platform+ online modules can be mixed and matched to create customized courses. Platform+ integrates with common learning management systems so students only have to log in once. Instructors should contact their college instructional technologist to enable single sign-on and set up Platform+ for use at their institution. 
To use NSC Cyber Technology online modules: 
1. Read the OLI instructions at https://oli.cmu.edu/teach-with-oli/find-educator-resources/creating-a-customized-course/
2. Follow the instructions to choose online modules to use, create a customized course, enroll students, and track their progress on the Instructor Dashboard.
3. Contact OLI with technical support questions.
[bookmark: _Toc278544228][bookmark: _Toc287623276]The NSC Cyber Capstone Course
[bookmark: _Toc278544229][bookmark: _Toc287623277]Course Overview
The Cyber Capstone course consists of five lessons along with corresponding labs and class activities. Upon successful completion of this course, students will have demonstrated that they can identify the hardware and software required to build a personal computer and then build that computer. They also will have demonstrated that they can design and build a secure network that uses both wired and wireless connections. Lastly, they will have participated in both individual and group presentations of design solutions. 
Learning Outcomes
Each course in the NSC Cyber Technology certificate has program-, course-, and lesson-level learning outcomes of broad, medium, and fine granularity, respectively. The learning outcomes map in this Toolkit links program to course learning outcomes and course to lesson learning outcomes. It is intended to help build an outcomes-driven framework in which each learning outcome is established, taught, and assessed. 
Program Outcomes Supported
The NSC Cyber Technology certificate program has learning outcomes in the categories of Computers and Electronics, Hardware, Operating Systems, Systems Life Cycle, Network Management, Knowledge Management, Incident Management, Information Technology Performance Assessment, Information Systems and Network Security, Critical Thinking and Troubleshooting, and Communication. These outcomes are broad themes of the program, achieved in one or more of its courses. See the learning outcomes map in this Toolkit for a list of program outcomes. 
Course Learning Outcomes
Course outcomes support program outcomes; they can be achieved in a single lesson or, often, across multiple lessons. Course learning outcomes are student-centered and action-oriented, describing what the student should be able to do following the course based on the knowledge, skills, and attributes developed.
NSC Cyber Capstone has the following course-level learning outcomes:
[bookmark: _Toc278544231]Identify the components of a motherboard.
Research hardware and software needed for solutions to meet the needs of a client.
Design and document solutions to meet the needs of a client.
Create and give an oral presentation of solutions to meet the needs of a client.
Build a personal computer.
Install system software.
Create a straight through Ethernet cable. 
Connect and secure PCs across a wired network.
Connect and secure PCs across a wireless network.
[bookmark: _Toc287623280][bookmark: _Toc278544238]Lesson Learning Outcomes 
Lesson outcomes are detailed in the lesson plans and mapped to the course outcomes they support. Suggested assessment approaches are provided. See the list of lessons below.
Course Structure
Syllabus
The suggested course student syllabus in this toolkit is a starting document for instructors to customize and fill in with local college information such as policies, procedures, and resources. 
[bookmark: _Toc278544239]Lessons
The following lessons are included:
Lesson 1: Course Overview and Personal Computer Design.
Lesson 2: Computer Network Design.
Lesson 3: Personal Computer Build.
Lesson 4: Cable and Network Build.
Lesson 5: Secure and Wireless Build. 
[bookmark: _Toc402791603][bookmark: _Toc278544241]Online Modules
NSC online modules address common student sticking points and better prepare students for face-to-face instruction. They offer mini-lessons and online drills for extra instruction and practice in key concepts. Two online modules specifically support this course: 
Identifying and Using Cables.
Connecting Cables and Devices.
Instructors may use these and/or any other modules in Platform+ when creating a customized course.  
[bookmark: _Toc278544242][bookmark: _Toc287623281]Prerequisites and Requirements
Cyber Capstone is given in the third term of the NSC Cyber Technology certificate program. Prerequisite courses are Core Skills for Computing Professionals 1 and 2, PC Hardware, PC Software, Network Essentials, Security Fundamentals, Cisco 1: Introduction to Networks, Cisco 2: Routing and Switching Essentials. Cisco 3: Scaling Networks, Cisco 4: Connecting Networks, and Core Skills for Computing Professionals 3 may be co-requisites depending on program delivery model. See the College Delivery Models spreadsheet in this Toolkit. 
To succeed in this course, students should be proficient in English and Technical Mathematics, for example: Combined English Language Skills Assessment (CELSA) score of 50 or higher, or Academic Proficiency Test (APT) score of 80 or higher, or college basic English and Mathematics (basic Algebra) courses.
[bookmark: _Toc287623282]Student Performance Standards
NSC programs are developed to a 70% passing performance standard. Lesson plans note specific cases where performance standards are higher, for example, when students must perform perfectly on a safety assessment because safety is non-negotiable.
[bookmark: _Toc287623283]Student Texts and Materials
Sufficient hardware for each student is needed to complete all parts of the projects. However, hardware may be reused; there does not need to be a full set of all hardware for every student.
Hardware and operating system software required to build a PC including NIC.
Tools and material for creating a straight-though cable.
Hardware to build the following network:
Two PCs with Ethernet and wireless NICs.
One router.
Two switches.
Wireless access point.
Wireless device.
Printer.
Cable for connecting PCs to switches and router.
[bookmark: _Toc287623284][bookmark: _Toc278544247]About These Materials
[bookmark: _Toc278544245][bookmark: _Toc287623285]The NSC Cyber Technology Program
The NSC Cyber Technology certificate program is a stackable academic credential built on a one-year, 30-semester-credit model to rapidly prepare students by providing the rigorous instruction that workers need and employers value. 
All NSC programs include the following materials in Platform+:
Program Guide: Information on program design and delivery to help administrators and instructors customize NSC programs for their institution.
Teaching Toolkits: Downloadable curricular materials to help adopting instructors create their own version of an NSC technical course.
Online Modules: Interactive learning activities for students.
STEM Bridge Guide: Information on the NSC STEM Bridge to help administrators and instructors integrate foundational skills into technical programs.
STEM Readiness: Online skills-refresher course in Mathematics, Communication, and Professionalism, designed to help college-ready students succeed in NSC technical courses. 
STEM Foundations: Downloadable curricular materials for instructors plus online modules for students, designed to prepare lower-level learners to enter an NSC program.
The NSC Cyber Technology team developed the program based on the best practices of its partner colleges:
Anne Arundel Community College in Arnold, Maryland (lead college).
Cuyahoga Community College in Cleveland, Ohio.
Florida State College at Jacksonville in Jacksonville, Florida.
Ivy Tech Community College Northeast, Fort Wayne, Indiana.
Northwest Arkansas Community College in Bentonville, Arkansas.

The NSC Cyber Technology program consists of 12 courses including Core Skills for Computing Professionals 1-3, PC Hardware, PC Software, Network Essentials, Security Fundamentals, Cisco 1: Introduction to Networks, Cisco 2: Routing and Switching Essentials, Cisco 3: Scaling Networks, Cisco 4: Connecting Networks, and the Cyber Capstone. Participants must commit to taking all courses together in a cohort for the entire year and are eligible for enhanced support services.  
NSC Cyber Technology program graduates are qualified for employment in every industry and all branches of government. Graduates are prepared for jobs in Customer Service and Technical Support with job titles such as Computer User Support Specialist, Help Desk Representative, Help Desk Analyst, Technical Support Specialist, Network Support Specialist, and Network Technician. The program comprises partial preparation for industry certification in Cisco CCNA (Cisco Certified Network Administrator) and CompTIA A+ Hardware and Software, Network+, and Security+.
For more information, see the NSC Cyber Technology Program Guide in Platform+.
[bookmark: _Toc287623286][bookmark: _Toc278544248]The National STEM Consortium
These materials were developed by the National STEM Consortium (NSC). NSC, a collaborative of ten colleges in nine states, was funded by a U.S. Department of Labor grant to develop one-year certificate programs in five technical fields: Composites Technology, Cyber Technology, Electric Vehicle Technology, Environmental Technology, and Mechatronics Technology. For more information visit the NSC website: http://www.nationalstem.org.
[bookmark: _Toc287623287]Copyright
©2015 National STEM Consortium.
[bookmark: _Toc287623288]License
[image: ] Unless otherwise specified, this work is licensed under a Creative Commons Attribution 4.0 International License. 
[bookmark: _Toc278544250][bookmark: _Toc287623289]Attribution
To attribute this work, use: Ernest Friend, Kasia Taylor, and Mary Wallingsford.
[bookmark: _Toc287623290]Citation
To cite this work, use:
Friend, E., Taylor, K., & Wallingsford, M. (2015). Cyber Capstone Course. Cyber Technology certificate program of the National STEM Consortium. Retrieved from http://oli.cmu.edu.
[bookmark: _Toc287623291][bookmark: _Toc278544252]Image Credit 
CC BY-SA 2.0 by Mark Ordenez.
[bookmark: _Toc287623292]Accessibility
The NSC has made every effort to create accessible materials, following best practices and Americans with Disabilities Act (ADA) guidelines. For example, to ensure screen reader systems can work with these materials, we write using plain English, heading styles in outline structure, simple layout, minimal tables and charts, bulleted and numbered lists, high-contrast colors, standard fonts, white space for ease of reading, and so on. For more information about ADA compliance, see the 2010 Design Standards on the ADA website: http://www.ada.gov/2010ADAstandards_index.htm.
[bookmark: _Toc278544253][bookmark: _Toc287623293]Disclaimer
This workforce solution was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training Administration. The solution was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The Department of Labor makes no guarantees, warrantees, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability, or ownership. 
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