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Capstone Course
Suggested Lesson Plan

Course Name	Lesson #


Cable and Network Build	Lesson 5

Lesson 5: Secure and Wireless Build 
Delivery Time
This lesson plan is designed to be delivered and completed in 4 hours. 
Course Outcomes Supported 
This lesson supports the following course-level learning outcomes. For the complete list, see the NSC Capstone Syllabus included in this Teaching Toolkit. 
Following successful completion of this course, the student will be able to:
· [bookmark: _Toc278544231]Research hardware and software needed to build a network solution.
· Build a network solution.
· Test a network solution.
· Create a presentation for a network solution.
Lesson Learning Outcomes
Following this lesson, the student will be able to:
Demonstrate knowledge of the operations and processes for diagnosing common or recurring system problems.
Demonstrate testing and configuring network workstations and peripherals.
Demonstrate skill in testing and configuring a personal computer or workstation.
Demonstrate skill in a systems approach to critical thinking.
Recommended Textbook(s)
None
Facilities and Equipment
A Cisco computer lab, or simulation software, is required.
Materials and Supplies
Cisco simulation software or:
· 3 PCs
· 1 Cisco switch
· 1 Cisco router
· 1 wireless router
· Multiple straight-through cables

Health, Safety, and Other Issues
None
Preparation and Setup 
· Review the Cyber Capstone Secure and Wireless Network Build Tasks document, the Capstone Hands-on Final Design Project, and the Capstone Design Rubric included for this lesson.
· Prepare student handouts.
Lesson Delivery
Topics Covered
1. Connecting PCs across Wired Network
2. Connecting PCs across Wireless Network
Lecture/Discussion
· In this exercise, students will connect PCs across both wired and wireless networks.
· Students should work in groups to accomplish all tasks as detailed in Cyber Capstone Secure and Wireless Network Build Tasks and the Capstone Hands-on Final Design Project.
Handouts/References
· Cyber Capstone Secure and Wireless Network Build Tasks
· Capstone Hands-on Final Design Project 
· Capstone Design Rubric
Lab Activities
· Students should work individually to accomplish all tasks as detailed in Cyber Capstone Secure and Wireless Network Build Tasks.
· Students work in groups to complete the Hands-on Design Project.
Online Component
Homework 
None
Assessment
Learning Outcome 1
· Outcome: Demonstrate knowledge of the operations and processes for diagnosing common or recurring system problems. 
· Assessment: Assessment tool based on the materials for this course.
· Evaluation: Score using prepared rubric.
· Standard: Minimum score of 70%.
Learning Outcome 2
· Outcome: Demonstrate skill in testing and configuring network workstations and peripherals.
· Assessment: Assessment tool based on the materials for this course.
· Evaluation: Score using prepared rubric.
· Standard: Minimum score of 70%. 
Learning Outcome 3
· Outcome: Demonstrate skill in testing and configuring a personal computer or workstation.
· Assessment: Assessment tool based on the materials for this course.
· Evaluation: Score using prepared rubric.
· Standard: Minimum score of 70%. 
Learning Outcome 4
· Outcome: Demonstrate skill in a systems approach to critical thinking.
· Assessment: Assessment tool based on the materials for this course.
· Evaluation: Score using prepared rubric.
· Standard: Minimum score of 70%. 
About These Materials
[bookmark: _Toc279058024][bookmark: _Toc278544248]The National STEM Consortium
These materials were developed by the National STEM Consortium (NSC). NSC, a collaborative of ten colleges in nine states, was funded by a U.S. Department of Labor grant to develop one-year certificate programs in five technical fields: Composites Technology, Cyber Technology, Electric Vehicle Technology, Environmental Technology, and Mechatronics Technology. For more information visit the NSC website: http://www.nationalstem.org 
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©2015 National STEM Consortium
[bookmark: _Toc279058026]License
[image: ] Unless otherwise specified, this work is licensed under a Creative Commons Attribution 4.0 International License.
[bookmark: _Toc278544250][bookmark: _Toc279058027]Attribution
To attribute this work, use: Ernest Friend, Kasia Taylor, and Mary Wallingsford.
[bookmark: _Toc279058028]Citation
To cite this work, use:
Friend, E., Taylor, K., & Wallingsford, M. (2015). Capstone Course. Cyber Technology certificate program of the National STEM Consortium. Retrieved from http://oli.cmu.edu 
[bookmark: _Toc278544252][bookmark: _Toc279058029]Accessibility
The NSC has made every effort to create accessible materials, following best practices and Americans with Disabilities Act (ADA) guidelines. For example, to ensure screen reader systems can work with these materials, we write using plain English, heading styles in outline structure, simple layout, minimal tables and charts, bulleted and numbered lists, high-contrast colors, standard fonts, white space for ease of reading, and so on. For more information about ADA compliance, see the 2010 Design Standards on the ADA website: http://www.ada.gov/2010ADAstandards_index.htm
[bookmark: _Toc278544253][bookmark: _Toc279058030]Disclaimer
[bookmark: _GoBack]This workforce solution was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training Administration. The solution was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The Department of Labor makes no guarantees, warrantees, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability, or ownership. 
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