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Learning Objectives:
· Demonstrate Knowledge of the operations and processes for diagnosing common or recurring system problems 
· Demonstrate testing and configuring network workstations and peripherals 
· Demonstrate skill in testing and configuring a personal computer/workstation
· Demonstrate skill in a systems approach to critical thinking
Secure and Wireless Build 
Scenario
In this exercise, you will connect PC’s across both wired and wireless networks. 
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Task 1: Build a wired network. Connect two computers to the wired LAN network. 
		______/30 pts
Step 1: Erase existing configurations from both the router and the switch.
Step 2: Cable the network according to the topology.
Step 3: Configure the router with the following: 
Use hostname R1.
Create an encrypted password of “capstone” for Privilege EXEC mode.
Use the password “build” for the console and VTY lines.
Encrypt all passwords.
Step 4:  Given the networks in the topology, use the first usable host address for R1’s G0/0 interface. Use the second usable host address for R1’s G0/1 interface.
Step 5: Manually assign the IP addresses, mask and default gateway:
Use the second usable host address in the network for PC1. 
Use the last usable host address in the network for PC2. 
Task 2: Configure the Wireless network with secured settings.	____/40 pts
Step 1: Connect to the Wireless Router. 
Wire PC3 to the Ethernet Port 1 on the Wireless Router. Wait several seconds then run ipconfig from a command prompt to verify that PC3’s the Ethernet adapter has an IP address in the 192.168.1.0 network.
Launch a web browser and type 192.168.1.1 in the URL box.  When prompted for a User Name and Password, type admin for both username and password and click OK.
Step 2: Set the network name (SSID). 
In the Web Browser window displaying the Linksys web page, click the Wireless tab.
Under Configuration View, click Manual.
For Network Name (SSID), rename the 2.4GHz wireless network name from “Linksys#” to “CAP#”, where # is the number in the Topology on Page 1.
Disable SSID Broadcast.
Click Save Settings at the bottom of the page then click Continue.
Step 3: Set the security mode.
Click Wireless Security. 
Change Security Mode for 2.4GHz Wireless Security from Disabled to WEP.
Using the default Encryption of 40/64-Bit, type “1234567890” in Passphrase then click Generate. Write down Key1.
Click Save Settings then click Continue.
Step 4: Change the router password.
Click the Administration tab.
Under Router Access, change the Router Password to cisco. Re-enter the same password to confirm.
Click Save Settings then click Continue.
When prompted, enter admin as the username and cisco as the password.
Click OK then click Continue.
Step 5: Change the default IP Addresses.
Click Setup tab.
Change the Router Address to the first usable host in the Wireless LAN network (see topology).  
Change Start IP Address to “.50” and Maximum Number of Users to “20”.
Click Save Settings.
The browser will display the message “Settings are successful. Please release/renew IP”. You will lose connectivity because 192.168.1.1 is no longer a valid default gateway.
Step 6: Reconnect to the wireless router.
Open the Command Prompt.
Enter ipconfig /release then ipconfig /renew. PC1 should now have addressing from the 192.168.10.50/24 DHCP pool on CAP#.
In the Web Browser, enter the new Router Address (Default Gateway).
Step 7: Add a static route to the wireless router to reach the wired LAN.
On Setup tab, click Advanced Routing.
Enter Route Name of “Wired LAN”. 
Enter the appropriate Destination Network and Subnet Mask for the wired LAN. 
Use “192.168.10.1” as the Default Gateway.
Click Save Settings then click Continue.
Step 8: Disconnect PC3 from the wireless router Ethernet port and close the browser.
Task 3: Install Wireless USB NIC on PC3.	____/10 pts
Step 1: DO NOT PLUG USB NIC IN. Disconnect from the AACC Network. 
Step 2: Install driver for the wireless NIC. 
Insert wireless USB NIC installation CD first and run setup. If setup does not automatically run, browse to the DVD drive and run the setup manually by clicking AirNavi.exe. 
Follow the directions. You will select AirStation Wireless LAN Adapters. Accept all defaults prompts except Agree on the License screen. Finish the installation.
Task 4: Associate PC3 with the Wireless Access Point.	____/10 pts
Step 1: In Control Panel, Network and Sharing, click Change Adapter Settings and double-click the WiFi adapter. 
Step 2: Select the “Hidden Network” and type in the SSID (network name). For the password, type the Key1 written down in Step 4. 
Step 3: Verify that PC3 received an IP address from the wireless router. 
Step 4: Note the default gateway address and ping the default gateway from PC3 to test connectivity to the wireless router.
Step 5:  Verify connectivity across the network by pinging PC1 and PC2 from PC3.	
Task 6: Secure access to the wired LAN.	____/10 pts
Step 1: Create an ACL on R1 that prevents all wireless hosts from accessing the lower half of the wired LAN network but allows access to the upper half of the wired LAN.
Step 2: Verify that PC3 cannot ping PC1.  
Step 3: Verify that PC3 can ping PC2.
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