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Course Name	Lesson #


PC Software	Syllabus

[bookmark: _Toc382581911]Part 1: Course Information
[bookmark: _Toc382581912]Course Overview 
[bookmark: _Toc382581913]Basic Information
College: 
Department: 
Semester: 
Instructor: 
Office: 
Office Hours: 
Office Telephone: 
Email: 
[bookmark: _Toc382581914]Description
PC Software is a study of Windows operating systems, security and mobile devices, and troubleshooting theory and application. Topics include installation and maintenance of Windows operating systems; implementation of security features on microcomputer systems and mobile devices; installation and configuration of PC operating systems; and configuration and troubleshooting techniques for mobile operating systems Android and Apple iOS. Upon successful completion of the course, the student will be partially prepared to take the CompTIA A+ 220-802 certification exam.
Prerequisites
No Cyber Technology courses are required as prerequisites. A basic understanding of networking is helpful but not necessary.
Course Materials
[bookmark: _Toc382581920]The following textbook and lab simulation courseware materials are strongly recommended for this course.
Recommended Textbook 
Soper, M., Prowse, D., & Mueller, S. (2013). CompTIA A+ 220-801 and 220-802 Cert Guide, Deluxe Edition (3rd ed.). Indianapolis, IN: Pearson IT Certification. ISBN: 9780789749802.
Additional Resources
Professor Messer. CompTIA 220-802 A+ Study Guide. Available from http://www.professormesser.com/220-801-802-study-guide/.
TestOut. LabSim PC Pro Exam Number 220-801 and 220-802. ISBN: 9781935080428. Available from http://www.testout.com/home/it-certification-training/labsim-certification-training/pc-pro.
Course Structure
This course is designed to be delivered face-to-face in a hands-on, lab-based environment. Additional online instruction, illustration, practice, and testing are utilized as a supplement to classroom instruction and for student practice outside of class.
Contact time will be divided in the following way:
80% face-to-face
20% online using on-line training or assessment tools
[bookmark: _Toc382581921]Face-to-face sessions
Lectures, hands-on laboratory exercises, and in-class work will include topic instruction, illustration and installation of features, demonstration, practice, and assessment of troubleshooting techniques and performance.
[bookmark: _Toc382581922]Online Sessions
Online sessions will include instructional content and activities. Activities will include troubleshooting situations typical of the certification exam. To access online activities, students will need access to the Internet and a supported Web browser (Internet Explorer, Firefox, Safari, or Chrome). Technical assistance can be obtained from local technical support.
Technical Requirements
Internet connection.
Access to college learning management system.
Access to college email account.
Microsoft PowerPoint.
Microsoft Word.
[bookmark: _Toc382581924]Part 2: Learning Outcomes
Following successful completion of the PC Software course, the student will be able to:
[bookmark: _Toc382581930][bookmark: _Toc278544231]Install, configure, and perform preventative maintenance for microcomputer operating systems making use of GUI and command line tools.
Demonstrate setup and configuration of Windows networking on a client/desktop.
Explain the differences among basic operating system security settings.
Explain the basics of client-side virtualization.
[bookmark: _Toc382581927]Demonstrate an understanding of microcomputer security threats and prevention methods.
Secure wired and wireless SOHO networks.
Demonstrate and understanding of mobile devices, their security, and their interaction with desktop devices.
Configure email.
Demonstrate an understanding of troubleshooting theory and application using appropriate tools.
Part 3: Course Calendar
This course calendar provides a schedule of lessons and an outline of topics covered. Activities, assignments, and assessments will be explained in detail throughout the course. Please contact the instructor with questions.
[bookmark: _Toc382581931]Lesson 1: Windows XP Operating System	Date
1. Features and Requirements 
2. Installation and Configuration
Lesson 2: Windows Vista Operating System	Date
1. Features and Requirements 
2. Installation and Configuration
Lesson 3: Windows 7 Operating System	Date
1. Features and Requirements 
2. Installation and Configuration
Lesson 4: Windows Operating System Comparison	Date
1. Features and Requirements 
2. Installation and Configuration
Lesson 5: The Command Line	Date	
1. Administrative
2. MSCONFIG
3. Task Manager
4. Disk Management
5. Other
6. Run Line Utilities
Lesson 6: The Task Manager	Date	
1. Administrative
2. MSCONFIG
3. Task Manager
Lesson 7: Disk Management	Date	
1. Disk Management
2. Run Line Utilities
Lesson 8: Introduction to Control Panel Utilities	Date	
1. Control Panel Utilities Common to All Microsoft Operating Systems
2. Control Panel Utilities Unique to Windows XP
Lesson 9: Windows Vista and Windows 7 Control Panel Utilities	Date	
1. Control Panel Utilities Unique to Vista
2. Control Panel Utilities Unique to Windows 7
Lesson 10: Networking Setup	Date	
1. HomeGroup, File/Print Sharing
1. WorkGroup vs. Domain Setup
1. Network Shares/Mapping Drives
1. Establishing Networking Connections
1. Proxy Settings
1. Home vs. Work vs. Public Network Settings
1. Firewall Settings (in Windows and on Router)
1. Configuring an Alternative IP Address in Windows
1. Network Card Properties
Lesson 11: Preventative Maintenance	Date	
1. Best Practices
1. Tools
Lesson 12: Security Settings	Date	
1. Users and Groups
2. NTFS vs. Share Permissions
3. Shared Files and Folders
4. System Files and Folders
5. User Authentication
Lesson 13: Virtualization	Date	
1. Purpose of Virtual Machines
1. Resource Requirements
1. Emulator Requirements
1. Security Requirements
1. Network Requirements
1. Hypervisor
Lesson 14: Prevention Methods	Date	
1. Physical Security
1. Digital Security
1. User Education
1. Principle of Least Privilege
Lesson 15: Threats and Practices	Date	
1. Social Engineering
1. Malware
1. Rootkits
1. Phishing
1. Shoulder surfing
1. Spyware
1. Viruses
Lesson 16: Data Destruction and Disposal	Date	
1. Low Level Format vs. Standard Format
2. Hard Drive Sanitation and Sanitation Methods
3. Physical Destruction
Lesson 17: Wireless Network Security 	Date	
1. Small Office/Home Office (SOHO)
2. Wireless Network
3. SSID
4. MAC
5. Encryption 
Lesson 18: Wired Network Security	Date	
1. [bookmark: _Toc382581932]Small Office/Home Office (SOHO)
2. Wired Network
3. MAC
4. IP
5. Physical Security
Lesson 19: Mobile Operating Systems	Date	
1. Android
2. iOS
3. Open Source 
4. App
5. Orientation
6. GPS
7. Geotracking
Lesson 20: Mobile Connectivity and Security 	Date
Wireless/Cellular Data Network (enable/disable)
Bluetooth
Email Configuration
Exchange
Gmail
Lesson 21: Mobile Device Hardware and Synchronization	Date	
1. Tablets and Laptops
2. Touch Interface
3. Solid State Drives
Lesson 22: Application of Troubleshooting Theory	Date	
1. Problem Identification
1. Theory of Probable Cause
1. Theory Testing
Lesson 23: Troubleshooting Wired Networks	Date
1. Common Symptoms of Wired Networks
1. Tools
Lesson 24: Troubleshooting Wireless Networks	Date
1. Common Symptoms of Wireless Networks
2. Tools
Lesson 25: Troubleshooting Operating Systems	Date	
1. Common Symptoms of Operating Systems
2. Tools
Lesson 26: Troubleshooting Operating Systems Lab	Date	
1. Common Symptoms of Operating Systems
2. Tools
Lesson 27: Troubleshooting Security Issues	Date	
1. [bookmark: _GoBack]Common Symptoms of Security Issues
2. Tools
Lesson 28: Malware	Date	
1. Malware
[bookmark: _Toc382581946]Part 4: Grading Information 
[bookmark: _Toc382581947]Graded Activities
[bookmark: _Toc382581948]Mid-Term Exam
There will be a mid-term exam worth 10% of the final grade. 
Final Exam
There will be a comprehensive final exam worth 40% of the final grade. 
Graded Assignments
Doing work outside of class is critical to success. Homework is graded and will be worth 30% of the final grade.
Attendance and Class Participation
Students are expected to be on-time and prepared. Regular class attendance is required and will be worth 10% of the final grade, and class participation will be worth 10% of the final grade.
Grading Breakdown
Mid-Term Exam = 10%
Final Exam = 40%
Graded Assignments = 30%
Attendance and Class Participation = 20%
[bookmark: _Toc382581955]Grading Scale
A = 90-100 
B = 80-89 
C = 70-79 
D = 60-69 
F = 59 and below
[bookmark: _Toc382581956]Late Work
Late work will not be accepted unless it is pre-approved by the instructor. All graded work will be posted in the college learning management system with 48 hours of due date.
[bookmark: _Toc382581957]Part 5: College Policies and Resources
[bookmark: _Toc382581958]Policies
[bookmark: _Toc382581959]Attendance
[bookmark: _Toc382581960]Academic Integrity
[bookmark: _Toc382581961]Campus Civility
[bookmark: _Toc382581962]Resources
[bookmark: _Toc382581964]Counseling 
[bookmark: _Toc382581965]Veterans
Students with Disabilities 

[bookmark: _Toc382581966]About These Materials
[bookmark: _Toc409687951][bookmark: _Toc278544248]The National STEM Consortium
These materials were developed by the National STEM Consortium (NSC). NSC, a collaborative of ten colleges in nine states, was funded by a U.S. Department of Labor grant to develop one-year certificate programs in five technical fields: Composites Technology, Cyber Technology, Electric Vehicle Technology, Environmental Technology, and Mechatronics Technology. For more information visit the NSC website: http://www.nationalstem.org. 
[bookmark: _Toc409687952]Copyright
©2015 National STEM Consortium. 
[bookmark: _Toc409687953]License
[image: ] Unless otherwise specified, this work is licensed under a Creative Commons Attribution 4.0 International License. 
[bookmark: _Toc278544250][bookmark: _Toc409687954]Attribution
To attribute this work, use: Craig Barlow and Frank Lanzer.
[bookmark: _Toc409687955]Citation
To cite this work, use:
Barlow, C., & Lanzer, F. (2015). PC Software Course. Cyber Technology certificate program of the National STEM Consortium. Retrieved from http://oli.cmu.edu. 
[bookmark: _Toc278544252][bookmark: _Toc409687956]Accessibility
The NSC has made every effort to create accessible materials, following best practices and American with Disabilities Act (ADA) guidelines. For example, to ensure screen reader systems can work with these materials, we write using plain English, heading styles in outline structure, simple layout, minimal tables and charts, bulleted and numbered lists, high-contrast colors, standard fonts, white space for ease of reading, and so on. For more information about ADA compliance, see the 2010 Design Standards on the ADA website: http://www.ada.gov/2010ADAstandards_index.htm.
[bookmark: _Toc278544253][bookmark: _Toc409687957]Disclaimer
This workforce solution was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training Administration. The solution was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The Department of Labor makes no guarantees, warrantees, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability, or ownership. 
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