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PC Software Course
Suggested Lesson Plan

Course Name	Lesson #


Prevention Methods	Lesson 14

Lesson 14: Prevention Methods
Delivery Time
This lesson contains approximately 2 hours of lecture and lab work. 
Course Outcomes Supported 
This lesson supports the following course-level learning outcomes. For the complete list, see the NSC PC Software syllabus included in this Teaching Toolkit. 
Following successful completion of this course, the student will be able to:
Demonstrate an understanding of microcomputer security threats and prevention methods.
Lesson Learning Outcomes
Following this lesson, the student will be able to:
Apply and use common prevention methods. 
Instructional Resources
Recommended Textbook 
Soper, M., Prowse, D., & Mueller, S. (2013). CompTIA A+ 220-801 and 220-802 Cert Guide, Deluxe Edition (3rd ed.). Indianapolis, IN: Pearson IT Certification. ISBN: 9780789749802.
Additional Resources
Professor Messer. CompTIA 220-802 A+ Study Guide. Available from http://www.professormesser.com/220-801-802-study-guide/.
TestOut. LabSim PC Pro Exam Number 220-801 and 220-802. ISBN: 9781935080428. Available from http://www.testout.com/home/it-certification-training/labsim-certification-training/pc-pro.
Facilities and Equipment
This course assumes your facility has high-speed Internet access and the ability to show and amplify online videos to the entire class.
Materials and Supplies
A desktop computer running Windows.
Network hardware.
Foundational Skills
Basic computer literacy is required. 
Health, Safety, and Other Issues
None.
Preparation and Setup
· Review Lab Activities, Homework and/or Online Component; choose how to use these resources.
· Prepare Handouts/References.
· Prepare Assessment tools and related scoring guides, such as a rubric or answer key.
Lesson Delivery
Topics Covered
Physical Security
a. Lock Doors
b. Tailgating
c. Securing Physical Documents, Passwords, Shredding
d. Biometrics
e. Badges
f. Key Fobs
g. RFID Badge
h. Privacy Filters
i. Retinal
2. Digital Security
a. Antivirus
b. Firewalls
c. Antispyware/Malware
d. User Authentication/Strong Passwords
e. Directory Permissions
1. User Education
1. Principle of Least Privilege
Lecture/Discussion 
· Explain the basics of microcomputer security.
· Discuss how to apply and use common prevention methods.
· Show online videos on how to protect a PC.
· Have students respond to questions on today’s topics.
Handouts/References
10 ways to Secure your PC from Physical Access: http://www.techradar.com/us/news/computing/pc/10-ways-to-secure-your-pc-from-physical-access-909285.
10 Physical Security Measures Every Organization Should Take:
http://www.techrepublic.com/blog/10things/10-physical-security-measures-every-organization-should-take/106.
What is a Firewall?: 
http://www.microsoft.com/security/pc-security/firewalls-whatis.aspx.
What is Antivirus Software?: 
http://www.microsoft.com/security/resources/antivirus-whatis.aspx.
List of computer viruses: 
http://en.wikipedia.org/wiki/List_of_computer_viruses.
Lab Activities
Installing Security Tools: Have the student install Microsoft Security Essentials. Examine alternative security tools (virus/firewall).
Online Component
None.
Homework 
· Examine your own PC (or another PC with the owner’s permission) to detect the physical and digital security measures in place.
Assessment
Learning Outcome 1
· Outcome: Apply and use common prevention methods. 
· Assessment: Installing Security Tools lab activity.
· Evaluation:  Score using prepared guide.
Standard: Because this is an essential skill, the minimum performance standard is 100%.  
About These Materials
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These materials were developed by the National STEM Consortium (NSC). NSC, a collaborative of ten colleges in nine states, was funded by a U.S. Department of Labor grant to develop one-year certificate programs in five technical fields: Composites Technology, Cyber Technology, Electric Vehicle Technology, Environmental Technology, and Mechatronics Technology. For more information visit the NSC website: http://www.nationalstem.org.
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Attribution
To attribute this work, use: Craig Barlow and Frank Lanzer.
Citation
To cite this work, use:
Barlow, C., & Lanzer, F. (2015). PC Software Course. Cyber Technology certificate program of the National STEM Consortium. Retrieved from http://oli.cmu.edu.
Accessibility
The NSC has made every effort to create accessible materials, following best practices and Americans with Disabilities Act (ADA) guidelines. For example, to ensure screen reader systems can work with these materials, we write using plain English, heading styles in outline structure, simple layout, minimal tables and charts, bulleted and numbered lists, high-contrast colors, standard fonts, white space for ease of reading, and so on. For more information about ADA compliance, see the 2010 Design Standards on the ADA website: http://www.ada.gov/2010ADAstandards_index.htm.
Disclaimer
This workforce solution was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training Administration. The solution was created by the grantee and does not necessarily reflect the official position of the U.S. Department of Labor. The Department of Labor makes no guarantees, warrantees, or assurances of any kind, express or implied, with respect to such information, including any information on linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness, usefulness, adequacy, continued availability, or ownership. 
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